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Description
Statement of the Technical Field

[0001] The inventive arrangements relate to flood de-
tection systems and more particularly to monitoring sys-
tems which employ sensors for detecting interior flood-

ing.
Description of the Related Art

[0002] Facility flood detection systems are well known
in the art. Many of today’s flood detection systems are
either wired or employ battery operated wireless sensors
transmitting either in the sub-gig Hz band, such as Z-
wave, and the 2.4GHz band such as Zigbee, Bluetooth
and various othertechnologies. These flood detector sys-
tems consistof aflood sensor, a transceiver and process-
ing electronics. The sensors are mainly deployedin base-
ments, around washing machines (dish washer or
clothes washer) and around window sills, in residential
applications, and warehouses and storage areas in com-
mercial applications to detect the presence of water and
an impending flood. A conventional sensor consists of 2
probes connected to the sensing and processing elec-
tronics. These probes must come in contact with and
must be adequately submerged in a shallow pool of liquid
in order to accurately detect the presence of an impend-
ing flood. These sensors may be battery powered and
wirelessly coupled to an enterprise monitoring station.
Alternatively, sensors may be wired sensors that are con-
nected via wired connections to the enterprise monitoring
stations.

[0003] Conventional flood detection sensors as de-
scribed herein are almost never deployed in areas expe-
riencing high foot traffic. This limitation is due to the phys-
ical size, construction and functional design of conven-
tional sensors which result in the possibility that they
could interfere with and cause people to trip and fall from
the obstruction they present. While this restrictive ap-
proach to the deployment of conventional flood detection
sensors minimizes the potential for accidents, it also
means that the benefit of flood sensing is not extended
to such areas.

[0004] Also, since conventional flood sensors are
mainly sensitive to and respond to water or liquid, they
are almost never triggered by any material obstructing
or covering an area. This can be an advantage in many
situations, since it prevents false alarms. But this lack of
sensitivity to other types of pedestrian obstructions also
means that the sensors are not useful for detecting these
other types of problematic circumstances. For example,
food, debris or other types of material in a pedestrian
pathway could go unattended until visibly noticed by a
human, or captured by the enterprise’s surveillance sys-
tem. Accordingly, it is not uncommon for at least several
minutes to possibly hours to transpire until the enter-
prise’s safety personnel are notified to attend to the scene
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of such an incident.

[0005] Alsoasexplainedabove,these sensors are "ac-
tive" devices, in that they are either wired or are battery
powered, and hence are susceptible to noise due to en-
vironmental disturbances such as RF interference, vibra-
tion, lighting strikes etc. The batteries used in wireless
sensing systems need to be periodically replaced to en-
sure a properly functioning sensor, thus putting a strain
on serviceability.

[0006] US 2012/140233 A1 discloses an apparatus for
detecting moisture, liquid, ice, vapor or heavy gases upon
a surface.

[0007] US 8 248 256 B1 discloses a non-contact flood
and moisture detector for detecting water on a remote
surface.

SUMMARY OF THE INVENTION

[0008] Embodiments of the invention concern a meth-
od and system for optical water intrusion detection and
sensing as defined in the appended claims. A system for
water intrusion detection is comprised of one or more
retroreflectors disposed in a monitored area and an op-
tical transceiver. The optical transceiver includes an op-
tical transmitter unit, an optical receiver unit, and a proc-
essor unit. The optical transmitter unit is configured to
illuminate at least a portion of the monitored space with
an optical data signal which has been modulated to con-
tain a first data sequence. The optical receiver unit is
configured to concurrently receive one or more retrore-
flected optical data signals which have been respectively
retroreflected from the one or more reflector elements in
response to the optical data signal. The processing unit
is configured to receive one or more digital data streams
extracted respectively from the one or more retroreflect-
ed optical data signals. In some embodiments, the
processing unit can determine whether the first data se-
quence is present therein.

[0009] The processing unit also determines an occur-
rence of a variation in regard to at least one optical beam
condition associated with the one or more retroreflected
optical data signals. The variation may be a disruption,
a displacement, or signal strength variation of a retrore-
flected optical data signal. The processor selectively gen-
erates a water intrusion event notification message if
such a variation is detected. Further, the optical trans-
ceiver can be configured to function as a wireless network
access point, in which case the optical data signal can
comprise at least a portion of a management frame de-
fined for a predetermined wireless communication pro-
tocol.

[0010] Embodiments also concern an optical water in-
trusion sensing apparatus as defined by appended claim
16.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Embodiments will be described with reference
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to the following drawing figures, in which like numerals
represent like items throughout the figures, and in which:

FIG. 1 is a conceptual drawing of a flood sensing
apparatus that is useful for understanding an em-
bodiment.

FIG. 2 is a conceptual drawing of the flood sensing
apparatus in FIG. 1 showing an occurrence of water
intrusion associated with flooding.

FIG. 3 is a drawing of a retroreflector element which
is useful for understanding an embodiment.

FIG. 4 is a schematic representation of a flood sens-
ing apparatus which is useful for understanding the
function and operation of the retroreflector element
in FIG. 3.

FIG. 5A and 5B are drawings respectively showing
a first and second video frame in which a captured
image includes an optical response of a retroreflector
element.

FIG. 6 is a block diagram which is useful for under-
standing how an optical data transceiver used for
flood sensing can be used in connection with a com-
puter data network.

FIG. 7 is a block diagram which is useful for under-
standing an optical transceiver according to an em-
bodiment.

FIG. 8 is a flowchart that is useful for understanding
an embodiment process.

DETAILED DESCRIPTION

[0012] It will be readily understood that the compo-
nents of the embodiments as generally described herein
and illustrated in the appended figures could be arranged
and designed in a wide variety of different configurations.
Thus, the following more detailed description of various
embodiments, as represented in the figures, is not in-
tended to limit the scope of the present disclosure, but
is merely representative of various embodiments. While
the various aspects of the embodiments are presented
in drawings, the drawings are not necessarily drawn to
scale unless specifically indicated.

[0013] Reference throughout this specification to fea-
tures, advantages, or similar language does not imply
that all of the features and advantages that may be real-
ized with the present invention should be or are in any
single embodiment of the invention. Rather, language
referring to the features and advantages is understood
to mean that a specific feature, advantage, or character-
istic described in connection with an embodiment is in-
cluded in at least one embodiment of the present inven-
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tion. Thus, discussions of the features and advantages,
and similar language, throughout the specification may,
but do not necessarily, refer to the same embodiment.
[0014] An improved flood detection/interior fluid intru-
sion method and apparatus is disclosed herein which
makes use of an optical transceiver which can include
one or more processing elements, and one or more pas-
sive remote sensor elements. According to one aspect,
conventional active sensing devices are replaced with
one or more totally passive devices which are placed on
or embedded into flooring or other surfaces where intrud-
ing water may accumulate. These passive devices are
responsive to an optical signal from the optical transceiv-
er to communicate status information which may indicate
aninterior flood event. This flood event status information
is received by the optical transceiver using an optical
detector element, which can be a video camera, to detect
conditions indicative of a flood event in a flood-monitored
interior area.

[0015] Referring now to FIGs. 1 and 2, a monitored
facility 100 can comprise a structure such as an office
building, warehouse, or dwelling. As is known, such a
construction includes a floor structure 130, and this floor
structure may also have any number of different types of
floor coverings or finishing defining one or more floor sub-
strates. A construction can also have one or more defined
openings such as a window opening 102 and a doorway
106 where water can intrude into an interior space of the
facility. The window opening 102 can be defined by a
window frame 105 which is supported on a window sill
104. Similarly, the doorway 106 can be defined by a door
frame 107 which supports a door, such as door 108. FIG.
1 illustrates a first condition where no water intrusion is
present within facility 100. In contrast, FIG. 2 illustrates
a second condition where water intrusion into facility 100
has occurred.

[0016] The flood-monitored facility 100 is advanta-
geously protected against fluid intrusion/flood events by
an enterprise flood detection system which includes an
optical sensing system. As used herein, the term flood
or flooding can refer to any condition wherein water or
other liquids intrude into areas of a facility where it is not
normally desired. Accordingly, the term flood or flooding
can refer to any undesired accumulation of water or other
type of liquid in monitored areas of a facility.

[0017] The optical sensing system 100 is comprised
of an optical transceiver 110 and one or more reflector
elements 114, 116, 117, 126, 131 disposed on or near a
floor surface. According to one aspect, one or more of
the reflector elements 114, 116, 117, 126, 131 are retro-
reflectors as discussed below in further detail. A retrore-
flector is a device or surface that reflects light back to its
source with a minimum of scattering. An optical trans-
ceiver 110 as described herein comprises an optical
source 111 (such as a light emitting diode) and an optical
receiver 112 (such as a photodetector oravideo camera).
In an embodiment the optical transceiver 110 can also
include one or more processing elements to perform cer-
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tain processing functions as hereinafter described. An
embodiment optical transceiveris discussed below in fur-
ther detail in relation to FIGs. 6 and 7. In some embodi-
ments, the optical transceiver 110 can be integrated into
a lighting system for the facility contained in the ceiling,
such that the same optical radiation used for illuminating
aroom can also be used for the flood functions described
herein.

[0018] The reflector elements 114, 116, 117, 126, 131
can be disposed on or embedded into a surface where
flooding or water intrusion is likely to occur. Exemplary
locations can include floors 130 and surfaces adjacent
to or proximate to the floor. Such surfaces can also in-
clude wall surfaces 127, baseboards, molding and trim
which extend along the wall at a location proximate to a
floor. For example, a plurality of reflectors 131 are shown
disposed on awall 132. In some scenarios, the reflectors
can be disposed on a floor 130 and an adjacent wall 127.
For example, reflector 126 is shown disposed on both
the floor 130 and the vertical surfaces defined by adjacent
wall 127. The reflector elements can also be disposed
on window sills 104 or adjacent to doorframes 107 where
water intrusion is likely to occur. Of course, embodiments
of the invention are not limited in this regard and other
reflector locations are also possible.

[0019] According to one aspect, the rate of change of
the flood depth (when water is rising or receding) can be
determined using the reflectors mounted on walls, base-
boards, and other similar structures. This concept is best
understood with reference to reflectors 131 shown in
FIGs. 1 and 2. It can be observed therein that a plurality
of reflectors 131 are arranged on a wall 132 at varying
distances above the floor 130. The reflectors 131 are
shown stacked in vertical alignment in FIGs. 1 and 2, but
itcan be advantageous to instead arrange such reflectors
sothat they are notin vertical alignment (i.e. the reflectors
are laterally offset) to better differentiate which sensor is
generating a retroreflected optical beam at a receiver. In
either case, a varying number of the reflectors 131 will
be exposed as the level of intruding water 216 rises and
falls. And the varying number of reflected beams can be
detected for water depth monitoring.

[0020] Referring now to FIG. 3, there is shown an ex-
emplary reflector element 300 which is useful for under-
standing the invention. In an embodiment, the reflector
element 300 is a retroreflector, meaning that it reflects
light directly back to its source with a minimum of scat-
tering. Retroreflectors can be implemented in various
ways and the exact construction of the retroreflector is
not critical for purposes of the present invention. Howev-
er, an exemplary reflector element 300 can be comprised
of aplurality of transparent optical beads or microspheres
302. Accordingly, under normal conditions (absent of
flooding) an optical wave which arrives at the reflector
element 300 in a first vector direction is reflected back
along a second vector direction that is parallel to but op-
posite to the transmit vector direction. The microspheres
can be secured or embedded in a binder material 304 in
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a random or predetermined pattern. The binder material
304 can be a colorless clear paint, a flexible substrate in
the form of a tape with adhesive disposed on one surface
to secure the tape to a surface, or any other suitable
material that is capable of securing the microspheres in
a location.

[0021] Asis known, a transparent optical microsphere
which is designed to be a retroreflector can be achieved
when the microsphere is made from a material having a
particular refractive index. The refractive index selected
for this purpose is approximately one plus the refractive
index n; of the medium surrounding the microsphere from
which the optical radiation is incident. The index of re-
fraction of air is approximately 1 for air; so the index of
refraction chosen for transparent optical microspheres is
usually selected to be between 1.5 up to around 1.9. Ac-
cordingly, transparent optical microspheres used for ret-
roreflection herein can have an index of refraction in this
range. In some scenarios, it may be desirable to design
aretroreflector so that a reflected signal is communicated
(retroreflected) back to the optical transceiver when the
retroreflector is immersed in a liquid (e.g. water). In such
scenarios, transparent optical microspheres having a dif-
ferent index of refractions may be selected to facilitate
retroreflection. In general, transparent optical micro-
spheres with an index of refraction in the range of 2.3 to
2.7 are quite capable of retro-reflectivity, even under wa-
ter. However, the retroreflection problem is considerably
more complicated in such scenarios as it is also neces-
sary to consider refraction which occurs at the air-water
boundary.

[0022] An embodiment is illustrated in FIG. 4 which
shows an optical source 410 and reflector elements 414,
416 which are retroreflectors disposed in a three-dimen-
sional space. The optical source 410 has an omnidirec-
tional optical source pattern and canilluminate the three-
dimensional space 400. The omnidirectional optical
source pattern is indicated by a plurality of vector arrows
in FIG. 4 which show that optical radiation from the optical
source 410 is transmitted in all directions from the source.
As shown in FIG. 4, the transmitted optical radiation
which is incident upon the reflector elements 414, 416 is
reflected back (in the absence of flooding) to the source
in a vector direction 418, 420 which is parallel but oppo-
site to the vector direction of the incident optical radiation.
So when the optical source 410 illuminates one of the
reflector elements 414, 416, the reflected light will be
directed towards the optical source and any associated
optical receiverratherthanin all directions as would occur
with diffuse reflection. Liquid intrusion which covers the
retroreflector will cause a disturbance in the reflected
light. The disturbance can involve an elimination of the
reflected signal, or can result in an angle of reflection
which is different for the reflected signal as compared to
conditions in the absence of flooding. These disturbanc-
es can be detected by the transceiver 110 and used to
determine the presence of flooding or liquid intrusion.
[0023] An advantage of the retroreflectors described
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herein is that these are passive devices and hence re-
quire no power to engage in communications with the
optical transceiver 110. The modulated optical signal
transmitted from the optical transceiver is reflected right
back from these retroreflectors to the optical source, thus
making these passive receivers virtually a permanent
part of the structure.

[0024] Referring once again to FIGs. 1 and 2, a mod-
ulated optical signalis transmitted from the optical source
111 to illuminate at least a portion of the monitored facility
100. The optical source and optical receiver can be sub-
stantially co-located as shown in FIGs. 1 and 2. Conse-
quently, the modulated optical beam from the source can
be retro-reflected by one or more of the reflectorelements
114,116, 117, 126, 131 back to the optical receiver 112.
The optical receiver 112 detects the reflected modulated
optical signal 118, 119, 120, 128, 133 and performs cer-
tain processing operations on the received signal. Ac-
cording to one aspect, one or more processing elements
provided in the optical transceiver 110 are used to de-
modulate or process the received optical signal to extract
data or information embedded in the modulated signal.
The extracted data is then compared with the modulated
data contained in the signal that was transmitted by the
optical source 111 to verify that the received optical signal
is in fact a reflection of the transmitted signal. This veri-
fication step helps to prevent the optical transceiver 110
from generating false alarms caused by ambient light
from other sources and/or intentional efforts to spoof the
flood system.

[0025] According to one aspect of the invention, a re-
flected optical signal from one or more of the reflector
elements 114, 116, 117, 126, 131 is monitored by a
processing element (e.g. a processing element associ-
ated with the optical transceiver 110). Disturbances as-
sociated with the reflected optical signal are then ana-
lyzed to determine if a flood event has occurred. Such a
disturbance is illustrated in FIG. 2, which shows that a
liquid 214, 216, 226 (such as water) has covered one or
more reflector elements 114, 116, 117, 126, and 131.
[0026] In the simplest case, a disturbance associated
with a reflected optical signal can comprise an interrup-
tion or disruption of the reflected signal such thatthe pres-
ence of the reflected signal is no longer detected at the
optical transceiver 110. As an example, such an inter-
ruption in the reflected optical signal could occur when
retroreflectors disposed on or near a floor surface be-
come immersed in water or other fluids which prevent an
occurrence of a reflected signal. When the retroreflectors
are covered with cloudy water or other fluids which are
opaque or nearly opaque, the optical signal from the
transceiver is obstructed. This obstructing effect pre-
vents the transmitted data stream from being reflected
back to the optical transceiver 110.

[0027] Inthe eventthatthe water orother fluid covering
the retroreflectorsis clear orhas adegree of translucence
itis possible (although unlikely) that a retroreflected mod-
ulated optical signal can still potentially be detected at
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the transceiver 110. In such scenarios, the change in the
index of refraction associated with the water or other fluid
covering the retroreflectors can change a vector angle
of a reflected modulated optical signal as it traverses an
interface between the liquid and surrounding air. Conse-
quently, the optical transceiver 110 can detect that dis-
ruption or change in the reflected optical signal has oc-
curred. The disruption or change is then analyzed to de-
termine if the conditions are indicative of a flood event.
If a flood event is determined, a flood event notification
is transmitted to an enterprise monitoring controller 122
(e.g. a computer server).

[0028] A disruption can involve the optical signal being
interrupted or redirected so that it no longer is detected
at the optical transceiver. A disruption can also include
adisplacement of the received optical signal. A disruption
can also involve a change in the nature of the optical
signal strength or intensity of the optical signal being re-
ceived. In a scenario where the optical transceiver 110
is monitoring only a single reflected optical signal (e.g.,
from a single reflector element 116), a simple solid state
photo detector provided in the optical transceiver can be
usedtoreceive thereflected optical signal. An associated
processing element monitoring the output of the solid
state photodetector can then detect the interruption or
disruption of an optical signal as described herein.
[0029] A solid state optical detector element can be
sufficient for monitoring a reflected optical signal from a
single reflector element. But for purposes of monitoring
a plurality of reflector elements 114, 116, 117, 126, 131
the optical receiver 112 associated with the optical trans-
ceiver is advantageously a video camera. Use of a video
camera as the optical receiver 112 can facilitate concur-
rent monitoring of reflected optical signals from a plurality
of reflector elements by a single optical transceiver 110.
[0030] An optical receiver (such as optical transceiver
112) which comprises a video camera can capture one
or more video frame images. In an arrangement as de-
scribed with respect to FIGs. 1 and 2, the video camera
can capture video frame images which include reflected
optical signals (e.g., reflected modulated optical signals
118, 119, 120, 128, 133). This concept is illustrated in
FIGs. 5A and 5B which respectively show a first video
frame image 500a captured at a first moment in time, and
a second video frame image 500b captured at a later
momentin time. As an aid to understanding the invention,
grid lines in the first and second video frame images are
used to delineate a plurality of rows A through F and a
plurality of columns 1 through 8.

[0031] In the first video frame image 500a, modulated
optical signals 502 and 504 are detected within the frame.
More particularly, reflected modulated optical signal 502
from a first retroreflector element (not shown) activates
pixels in a frame portion C-4 (i.e., where row C and col-
umn 4 intersect). Similarly, modulated optical signal 504
from a second retroreflector element (not shown) acti-
vates pixels in frame portion E-8. An electronic process-
ing element associated with optical transceiver 110 can
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identify or isolate the activated pixels which are associ-
ated with each reflected modulated optical signal, and
process the optical signal received by those pixels to in-
dependently extract modulated data from each signal
502, 504. Accordingly, the optical transceiver 110 can
concurrently independently monitor a position and/or in-
tensity of a plurality of reflected modulated optical sig-
nals. Data can be extracted from each signal to verify
that it is a reflection of a transmitted signal originating
from the optical transceiver 110 (or an adjacent optical
transceiver).

[0032] Inthe second video frame image 500b captured
at a later time, it can be seen that reflected modulated
optical signal 504 has been disrupted entirely such that
it is no longer present in the captured frame. This distur-
bance or disruption in the reflected modulated signal 504
can be detected by a processing element. Reflected
modulated optical signal 502 has been displaced (moved
position) within the frame from C-4 to B-4. The displace-
ment or change in relative position of the modulated op-
tical signal 502 in frame 500b as compared to 500a is an
indication that a disturbance or disruption has occurred
with respect to modulated optical signal 502. For exam-
ple, such disturbance can involve the presence of a layer
of a liquid which has covered a retroreflector, such that
its angle of reflection has changed slightly in the return
path to the transceiver. This disturbance in modulated
optical signal 502 can also be detected by a processing
element.

[0033] The processing elementcan also detect disrup-
tions in the intensity of an optical signal associated with
each reflected modulated optical signal captured by the
video camera. Similarly, if reflected modulated optical
signals 502, 504 are detected in first frame 500a, but only
signal 504 was detected in a second frame, the absence
of signal 504 can be attributed to some action which in-
terrupted modulated optical signal 502. For example,
such interruption might be caused by interior flooding, as
shown in FIG. 2, which disrupts a reflected signal from
reflector element 114, 116, 126. A processing element
associated with optical transceiver 110 can detect one
or more such occurrences and use them to selectively
trigger an event notification to an enterprise monitoring
controller 122.

[0034] Alternatively, the interruption in the reflected
signal could be attributed to a person, animal or object
temporarily obstructing a reflected optical beam originat-
ing at or near the floor level. Such a scenario is also
shown in FIG. 2, where items of refuse or trash 217 have
been discarded on the floor so as to cover aretroreflector
117. The refuse 217 continually disrupts reflected beam
associated with a modulated optical signal 119. A
processing element associated with optical transceiver
110 can detect such disruption and use such occurrence
to selectively trigger an event notification to an enterprise
monitoring controller 122.

[0035] Changes or disruptions in the optical signals
captured in a video frame can be detected by comparing
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an image frame to an earlier capture image stored in a
database. The image comparison functions described
herein can be performed by a processing element asso-
ciated with the opticaltransceiver orin an enterprise mon-
itoring controller. If the optical receiver is a video camera,
the detection of a disturbance or variation in the reflected
modulated optical signal can also be used to trigger one
or more video image frames to be stored in a memory
location in the optical transceiver 110. The captured vid-
eo frame image can then be communicated to the enter-
prise monitoring controller together with the event notifi-
cation. Accordingly, a video record or the activities asso-
ciated with the event notification can be retrieved for later
inspection.

[0036] Persons passing through the facility 100 can
potentially trigger false water intrusion alarms if their
presence causes a disruption in one or more of the ret-
roreflected optical signals. In order to avoid such false
water intrusion alarms, one or more characteristics of a
received retroreflected optical signal can be averaged,
integrated or otherwise processed over a period of time,
and the results can be compared to one or more threshold
values. The goal of such filtering would be to filter out
brief, momentary disruptions which are unlikely to be at-
tributable to water intrusion. Consequently, a momentary
interruption in a retroreflected optical beam caused by a
person walking through the room can be prevented from
generating a false water intrusion alarm.

[0037] When a flood event notification is generated,
the notification can include data specifying the location
of the optical transceiver 110. The event notification can
also specify a particular door, window or floor location in
the monitored facility where a disturbance has been de-
tected with regard to a reflected modulated optical signal.
The foregoing step canrequire alearning or training proc-
ess in which reflected modulated optical signals that are
associated with particular windows, doors or locations
are identified to the optical transceiver 110. Thereafter,
any event notification communicated to an enterprise
monitoring or management controller concerning a par-
ticular reflector element can include metadata which
specifies the door, window or floor location where the
flood event was detected.

[0038] For example, during a training period a modu-
lated optical signal 504 could be assigned a metadata
tag indicating that it is associated with the door to a par-
ticular first office, room or corridor. Modulated optical sig-
nal 502 could be assigned a metadata tag indicating it is
associated with a window outside, within or adjacent to
the first office, room or corridor. Once the tags have been
defined in this way, a subsequent disturbance of a re-
flected modulated optical signal associated with such tag
can generate an event notification including metadata to
specify the location where a flood event was detected.
[0039] Inanembodiment, an optical transceiver as de-
scribed herein can comprise a wireless access point of
a data network. As such, the optical transceiver can use
an optical part of the electromagnetic spectrum to facili-



11 EP 3 449 470 B1 12

tate wireless communications with one or more network
devices which may be present in a monitored facility, and
other components of a data network. For example, the
optical transceiver can use the same optical source and
optical receiver for wireless access and flood sensing
operations as described herein. According to one aspect,
each optical transceiver can comprise a Li-Fi wireless
network access point. As is known, Li-Fi is a bidirectional
high speed and fully networked wireless communication
technology. Li-Fi is similar to Wi-Fi and uses IEEE
802.15.7 protocols, but offers higher data rates. Li-Fi us-
es radiation in the optical wavelength range to facilitate
such wireless communication. For example, Li-Fi can be
implemented using light in the visible, infra-red, and near
ultra-violet range.

[0040] Anembodiment as described above is illustrat-
ed in FIG. 6 which shows that a flood-monitored facility
600 may include a plurality of optical transceivers 610.
Each optical transceiver 610 is arranged to monitor a
portion of the facility using reflector elements in a manner
similar to that described herein with respect to FIGs. 1-5.
Each optical transceiver 610 is also wireless access point
of a data network 600 which utilize an optical part of the
electromagnetic spectrum to wirelessly communicate
with one or more client network devices 614 which may
be present in the flood-monitored facility.

[0041] According to one aspect, the same optical sig-
nals used for optical wireless data network communica-
tions can be used for optical flood sensing as described
herein. For example, Li-Fi wireless access points will pe-
riodically generate certain types of management frames
which are used to allow for the maintenance of commu-
nications. One such management frame is known as a
beacon frame. The beacon frame is used to periodically
announce the presence of the wireless access point. It
typically contains source and destination media access
control (MAC) addresses, its service setidentifier (SSID),
atimestamp, and other parameters of interest to wireless
network devices seeking to communicate through the ac-
cess point. A common default beacon interval is about
once every 100 milliseconds.

[0042] An optical transceiver which is used for flood
sensing as described herein can transmit its beacon
frame in a conventional manner. The optical transceiver
can then compare the information contained in a trans-
mitted beacon frame to data contained in a received op-
tical signal to determine whether the received signal is a
reflected modulated signal. If so, the reflected modulated
signal derived from the beacon frame can be used for
flood sensing purposes as disclosed. The reflected bea-
con frame signal can also be used to detect flooding or
water intrusion using the techniques described herein.
Of course, other signals communicated as part of the
data network operation can also be used for flood sensing
without limitation. Further, it should be appreciated that
in some scenarios, dedicated optical signals for flood
sensing can be used to facilitate the sensing functions
described herein. Such dedicated flood sensing optical
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signals can be transmitted and received using the same
optical source and receiver as used with the data network
functions, but would be exclusively used for flood sensing
purposes. Forexample, the modulated optical data signal
from the optical transceivers could include the location
(coordinates) of the optical transceiver source, the occu-
pant of the office and/or those authorized to enter a mon-
itored area, and various other attributes specific to the
area being monitored for water intrusion.

[0043] As shown in FIG. 6, the computer network 600
can include a network switch 606 for switching data com-
municated to and from the various optical transceivers
610, a router 604, and one or more servers 604 to facil-
itate enterprise level network operations. An enterprise
monitoring controller 608 (which may be acomputer serv-
er) can also be connected to the network 600. Commu-
nication from the optical transceivers 610 to an enterprise
monitoring controller 608 can be facilitated by the router
604. The router can also facilitate network data access
from the optical transceivers 610 to the internet 602 as
shown.

[0044] Referring now to FIG. 7, there is shown a block
diagram of an exemplary optical transceiver 700 in ac-
cordance with the inventive arrangements. The optical
transceiver is configured to perform flood sensing func-
tions as described herein. The optical transceiver 700
can also comprise a wireless optical access node for a
data network. For example, the optical transceiver can
comprise a Li-Fi type wireless optical data access node
operating in accordance with a standard IEEE 802.15.7.
Accordingly, one or more hardware elements which are
used to facilitate Li-Fi type wireless optical data commu-
nications can also function to facilitate the flood sensing
functions described herein. Further, the same optical sig-
nals which are communicated by the optical transceiver
700 to facilitate wireless network access functions can
also be used for the flood sensing functions described
herein.

[0045] Referring now to FIG. 7, an optical transceiver
system 700 includes a processor 712 (such as a central
processing unit (CPU), a graphics processing unit (GPU,
or both), a main memory 720 and a static memory 718,
which communicate with each other via a bus 722. The
system 700 can further include an optical transmitter 702
(which can comprise an LED 703 and associated LED
driver circuitry), and an optical receiver 704 which can
be in the form of a video camera and/or a photo detector
depending on the particular implementation. The optical
transceiver system 700 can also include a network inter-
face device 706 to facilitate communications with one or
more network infrastructure components of a local area
network (e.g. network 600) using a computer data net-
work communication protocol. The network interface de-
vice 706 can be configured to facilitate a wired or wireless
connection to the data network.

[0046] The outputofthe optical transmitter 702 is under
control of the processor 712. For example, the processor
712 can control the optical transmitter 702, optical re-



13 EP 3 449 470 B1 14

ceiver 704 and network interface device 706 to facilitate
flood sensing operations as described herein. The proc-
essor 712 can also perform processing operations in sup-
port of such flood sensing operations as described here-
in. In some embodiments, the processor can cause the
optical transmitter 702 to output a data modulated optical
output signal which is exclusively used for flood sensing
operations as described herein. In other embodiments,
the processor 712 can also facilitate a wireless optical
access point function. In such a scenario, the processor
can utilize optical transmitter 702, optical receiver 704
and network interface device 706 to provide client devic-
es (e.g. devices 614) with wireless optical access to a
data network (e.g. a network 600). In that case, one or
more transmitted signals used to facilitate the wireless
optical access point functions can also be used by the
processor 712 to facilitate optical flood sensing as de-
scribed herein. According to a further aspect, the at least
one LED provided in the optical transmitter 702 can be
configured to concurrently or simultaneously perform at
least a dual function. The dual function can include (1)
generating the optical data stream (e.g., for wireless net-
work access and flood detection) and (2) illuminating the
room for human occupants of a monitored space. The
room illumination function can be facilitated by selecting
the LED to have (1) a wavelength corresponding to the
visible light spectrum and (2) a lumen output correspond-
ing to illumination levels which are suitable for human
occupants in accordance with applicable building stand-
ards. Concurrent or simultaneous operation can be
achieved by modulating the LED output at a rate that is
not visible to the human eye so that illumination and data
stream functions are carried out at the same time.

[0047] If the optical transmitter serves a dual function
of generating the optical data stream and illuminating the
room for human occupants, it can be desirable to dim or
suspend the light output from the LED during certain
times (e.g. at night when a monitored facility is closed for
the evening). It will naturally be desirable to continue flood
sensing operations during such times and to facilitate
continued monitoring under such conditions. According-
ly, the lumen output of the LED can be reduced at such
times to suitable nighttime levels so that the light output
perceived by the human eye is negligible. But the light
output is advantageously controlled so that it remains
sufficient to facilitate flood monitoring and/or network da-
ta access functions as described herein. In some em-
bodiments, this can involve performing flood sensing op-
erations using the reduced lumen output of the LED. In
other embodiments, the LED lumen output can be mo-
mentarily increased to some extent (e.g. to full power) to
facilitate flood monitoring, but the duration of such in-
creased lumen output can be precisely controlled to very
short pulses so that it is imperceptible or appears to hu-
mans as a minimal lumen output. Accordingly, reflectors
will be illuminated (albeit at a much lower light level) and
the reflected optical signals will still be monitored by the
optical receiver 704. Of course, the foregoing assumes
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that the same LED is used for room illumination (for vis-
ibility) and for flood sensing. A further alternative embod-
imentwould involve using an LED for flood sensing which
has a light output in a wavelength range which is outside
human perception (e.g. infrared spectrum). In some sce-
narios, a plurality of different LED’s having different char-
acteristics can be used to facilitate the various functions
described herein.

[0048] Inthe optical transceiver 700, the main memory
720 is comprised of a computer-readable storage medi-
um (machine readable media) on which is stored one or
more sets of instructions 708 (e.g., software code) con-
figured to implement one or more of the methodologies,
procedures, or functions described herein. The instruc-
tions 708 can also reside, completely or at least partially,
within the static memory 718, and/or within the processor
712 during execution thereof by the computer system.
Those skilled in the art will appreciate that the optical
transceiver system architecture illustrated in FIG. 7 is
one possible example of such a system, but is notintend-
ed to be limiting in this regard. Any other suitable optical
transceiver system architecture can also be used without
limitation. Dedicated hardware implementations includ-
ing, but not limited to, application-specific integrated cir-
cuits, programmable logic arrays, and other hardware
devices can likewise be constructed to implement the
methods described herein. Applications that can include
the apparatus and systems of various embodiments
broadly include a variety of electronic and computer sys-
tems. Some embodiments may implement functions in
two or more specific interconnected hardware modules
or devices with related control and data signals commu-
nicated between and through the modules, or as portions
of an application-specific integrated circuit. Thus, the ex-
emplary system is applicable to software, firmware, and
hardware implementations.

[0049] Referringnow to FIG. 8 there is provided a flow-
chart that is useful for understanding an embodiment
process. The process begins at 800 and continues at 802
where an optical transceiver is used to illuminate a mon-
itored space using an optical data signal modulated to
contain a first data. As used herein, illuminate should be
understood to mean transmitting or broadcasting the op-
tical signal into a monitored space and may or may not
involve illuminating the room in the conventional sense
to facilitate visibility for users. The process continues at
804 where one or more retroreflected optical data signals
are received at the optical transceiver. As noted above,
the retroreflected optical data signals are optical signals
originating from the optical transceiver, but have been
retroreflected from a plurality of reflector elements dis-
posed in the monitored space.

[0050] At 806, authentication of the plurality of retrore-
flected optical data signals can be performed. This step
can be implemented to verify that the received optical
data signals are in fact retroreflected optical data signals
that originated from the optical transceiver. The authen-
tication step can involve verifying that a first data se-
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quence contained in the transmitted optical data signal
is identical to a second data sequence contained in the
received optical data signal. The authentication step can
help prevent spoofing of the flood detection system by
bogus optical signals and can be used to filter optical
reflections produced from other optical sources.

[0051] The process continues at 808 by monitoring the
retroreflected optical data signals to determine if a vari-
ation has occurred in regard to at least one optical beam
condition. Such optical beam condition can involve an
interruption of a retroreflected optical beam (i.e., the
beam is no longer detected) of the retroreflected optical
beam. However, the variation can also comprise a dis-
placement or substantial variation in the detected inten-
sity or optical signal strength. The displacement can in-
volve a displacement of the optical beam as described
herein with respect to FIGs. 5A and 5B.

[0052] Based on such monitoring, a decision is made
at 810 as to whether a variation has been detected. If not
(806: No), then the process returns to 806 and 810 for
continued authentication and monitoring. But if a varia-
tion is detected (806: Yes) a flood event notification is
selectively generated to an enterprise monitoring con-
troller. In a scenario, wherein several sensors 131 are
arranged at different levels relative to a floor, the flood
event notification can include an indication of the water
depth based on a determination of which reflectors have
been affected by the rising or falling water level.

[0053] One advantage of a flood sensing system de-
scribed herein derives from the fact that the optical data
signal transmitted by the optical transceiver is modulated
to contain a particular data sequence. The presence of
the data sequence allows the optical transceiver to au-
thenticate a received optical signal to determine whether
it is a retroreflected optical data signal. This authentica-
tion process involves comparing a data sequence in the
received optical signal to the transmitted optical signal
to determine whether the same data sequence is present
in each. But in some scenarios, a person attempting to
spoof a flood sensing system may try to do so by using
an optical jammer. For example, such persons could at-
temptto overpower the optical receiver with a higher pow-
ered beam of light. Alternatively, they might use an optical
receiver to detect the transmitted optical beam and then
independently generate a new optical beam which actu-
ally contains the particular data sequence contained in
the optical beam transmitted by the monitoring system.
[0054] To overcome this potential issue, the process-
ing components of the optical transceiver described here-
in can apply further authentication criteria. For example,
the processing components can compare a timing of a
modulated data stream in a received optical signal to a
timing of the modulated data signal in the transmitted
modulated optical data signal. A timing of a modulated
data sequence in an authentic retroreflected optical data
signal should be delayed only by a very small duration
oftimerelative to the modulated data sequence in atrans-
mitted optical data signal. If the delay exceeds a prede-
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termined threshold, then the received optical signal can
be rejected as non-authentic.

[0055] Further, the optical transceiver in response to
detecting ajamming signal or a non-authentic optical da-
ta signal, can perform certain countermeasure actions.
For example, if a video camera is used as the optical
receiver, then the wavelength of the received optical sig-
nal (jamming signal and/or non-authentic optical data sig-
nal) can be determined or approximated. In such scenar-
ios, the processor can cause the optical transceiver to
selectively transition to another wavelength so that the
transmitted modulated optical data signal illuminates the
flood sensing area using optical radiation having an al-
ternate optical wavelength. The alternate optical wave-
length can be in a portion of the visible, infrared or near
ultraviolet spectrum which is different as compared to
that previously in use by the system. For example, if the
optical transceiver system were to detect a significantly
high level of light in the 530nm (green) or 630 nm (red)
wavelengths, the transceiver can dynamically shift its
dominating transmitting and receiving frequencies to a
less sensitive wavelength such as 430nm (blue), thus
preventing the monitoring system from being defeated.
According to a further embodiment, the optical transceiv-
er can be caused to periodically hop ata rapid rate among
a plurality of different optical wavelengths to thwart at-
tempts at spoofing the system. If a received optical data
signal has the wrong wavelength at a particular moment
in time, then it can be determined to be a non-authentic
retroreflected optical data signal on that basis alone.
[0056] Although the invention has been illustrated and
described with respect to one or more implementations,
equivalent alterations and modifications will occur to oth-
ers skilled in the art upon the reading and understanding
of this specification and the annexed drawings. In addi-
tion, while a particular feature of the invention may have
been disclosed with respect to only one of several imple-
mentations, such feature may be combined with one or
more other features of the other implementations as may
be desired and advantageous for any given or particular
application. Thus, the breadth and scope of the present
invention should not be limited by any of the above de-
scribed embodiments. Rather, the scope of the invention
should be defined in accordance with the appended
claims.

Claims

1. A method for monitoring a water intrusion condition
of a facility, comprising:

using an optical data transceiver (110) to illumi-
nate a monitored interior space with an optical
data signalwhich has been modulated to contain
a first data sequence;

concurrently receiving at the optical data trans-
ceiver (110) one or more retroreflected optical
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data signals which have been respectively ret-
roreflected in response to the optical data signal
from one or more reflector elements (114, 116,
117, 126, 131) disposed in the flood-monitored
interior space at one or more locations where
intruding water may be present; and
selectively generating a water intrusion event
notification to an enterprise monitoring controller
if a variation occurs in regard to at least one op-
tical beam condition associated with the one or
more retroreflected optical data signals, char-
acterized by authenticating the one ormore ret-
roreflected optical data signals by determining
whetherthe first data sequence is present there-
in.

The method according to claim 1, wherein the vari-
ation is selected from the group consisting of a dis-
placement, a disruption, or a change in signal
strength of one or more of the retroreflected optical
data signals.

The method according to claim 1, further comprising
using the optical data transceiver (110) to facilitate
wireless network access to a computer data network,
wherein the computer data network is particularly
used to communicate the water intrusion event no-
tification to the enterprise monitoring controller.

The method according to claim 1, further comprising
selecting the first data sequence to comprise at least
a portion of a management frame defined for a pre-
determined wireless communication protocol,
wherein the management frame is particularly se-
lected to be a beacon frame.

The method according to claim 1, further comprising
receiving the one or more retroreflected optical data
signals at the optical data transceiver (110) by using
a video camera.

The method according to claim 5, wherein the vari-
ation comprises a displacement of atleast one of the
retroreflected optical data signals, and the displace-
ment is detected by comparing a first video image
frame captured at a first time to a second videoimage
frame captured at a second time subsequent to the
first time, wherein the comparing particularly com-
prises comparing a first pixel location within the first
video image frame where the at least one retrore-
flected optical data signal is detected at the first time
to a second pixel location within the second video
frame where the atleastone optical beamis detected
at the second time.

The method according to claim 1, further comprising
disposing the one or more reflector elements (114,
116, 117, 126, 131) on a floor surface, or disposing
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10.

1.

12.

the one or more reflector elements (114, 116, 117,
126, 131) on a surface positioned approximately per-
pendicular to a floor surface.

The method according to claim 1, further comprising
authenticating the one or more retroreflected optical
data signals by comparing a first optical wavelength
of the retroreflected optical data signal to a second
wavelength of an optical data signal transmitted into
the monitored space.

The method according to claim 1, wherein the optical
data transceiver (110) includes at least one light
emitting diode (LED) and the method further com-
prises using the at least one LED for at least a dual
purpose which includes generating the optical data
signal and illuminating the room to facilitate visibility
for human occupants.

The method according to claim 9, further comprising
selectively varying at least one of a lumen output
level and a duty cycle of the at least one LED to
accommodate water intrusion sensing operations
during periods when the illumination to facilitate vis-
ibility for humans occupants is not needed.

An optical data transceiver (110), comprising:

an optical transmitter unit configured to illumi-
nate at least a portion of a monitored space with
an optical data signal which has been modulated
to contain a first data sequence;

an optical receiver unit configured to concurrent-
ly receive one or more retroreflected optical data
signals which have been respectively retrore-
flected in response to the optical data signal from
one or more reflector elements (114, 116, 117,
126, 131) disposed in the monitored space; and
at least one processing element which is con-
figured to:

receive one or more digital data streams ex-
tracted respectively from one or more ret-
roreflected optical data signals;

detect a variation in regard to at least one
optical beam condition associated with the
one or more retroreflected optical data sig-
nals, the variation selected from the group
consisting of a disruption, a displacement,
and a signal strength variation; and
selectively generate a water intrusion event
notification message if the variation is de-
tected,

authenticate the one or more retroreflected
optical data signals by determining whether
the first data sequence is present therein.

The optical data transceiver (110) according to claim
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11, further comprising:

a network interface device to facilitate digital da-
ta communications between the optical data
transceiver (110)

and a digital data network in accordance with a
data network communication protocol;

wherein the at least one processing element is
configured to perform processing operations in-
volving optical signals received by the optical
receiver (112) unit and optical signals transmit-
ted by the optical transmitter unit to facilitate
wireless network access to the computer data
network for a plurality of client devices, wherein
the at least one processing element is particu-
larly configured to cause the water intrusion
event notification to be communicated to the en-
terprise monitoring controller using the compu-
ter data network.

The optical data transceiver (110) according to claim
11, wherein the first data sequence comprises at
least a portion of a management frame defined for
a predetermined wireless communication protocol;
wherein the management frame is particularly a bea-
con frame.

The optical data transceiver (110) according to claim
11, wherein the optical receiver (112) unit is a video
camera, and the at least one processing element is
configured to extract the one or more retro-reflected
optical data signals from the video information cap-
tured by the video camera.

The optical data transceiver (110) according to claim
14, wherein the at least one processing element is
configured to detect displacement of the optical
beam by comparing a first video image frame cap-
tured at a first time to a second video image frame
captured at a second time subsequent to the first
time, wherein the at least one processing elementis
particularly configured to compare a first pixel loca-
tion within the first video image frame where the at
least one optical beam is detected at the first time,
to a second pixel location within the second video
frame where the atleastone optical beamis detected
at the second time.

The optical data transceiver (110) according to claim
11, wherein the optical transmitter unit further com-
prises at least one light emitting diode (LED) which
is configured to perform a dual function which in-
cludes generating the optical data stream and illu-
minating the room for human occupants of the mon-
itored space.

An optical water intrusion sensing apparatus, com-
prising:
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1"

one or more retroreflectors disposed in a mon-
itored area; and

an optical data transceiver (110) according to
any of claims 11-16.

Patentanspriiche

Verfahren zum Uberwachen eines Wasserintrusi-
onszustandes einer Anlage, umfassend:

Verwendung eines optischen Datentranscei-
vers (110) zur Beleuchtung eines tUberwachten
Innenraums mit einem optischen Datensignal,
das so moduliert wurde, dass es eine erste Da-
tensequenz enthalt;

gleichzeitiges Empfangen eines oder mehrerer
retroreflektierter optischer Datensignale an dem
optischen Daten-Transceiver (110), die jeweils
als Reaktion auf das optische Datensignal von
einem oder mehreren Reflektorelementen (114,
116, 117, 126, 131) retroreflektiert worden sind,
die indem Uberflutungsiiberwachten Innenraum
an einer oder mehreren Stellen, an denen even-
tuell Wasser eindringt angeordnet sind; und
Selektives Erzeugen einer Wasserintrusions-
ereignismeldung an eine Unternehmensiber-
wachungssteuerung, wenn eine Anderung in
Bezug auf mindestens eine optische Strahlei-
genschaft auftritt, die dem einen oder den meh-
reren retroreflektierten optischen Datensigna-
len zugeordnet ist, gekennzeichnet durch Au-
thentifizieren des einen oder der mehreren re-
troreflektierten optischen Datensignale durch
Bestimmung der vorliegenden ersten Datense-
quenz darin.

Verfahren nach Anspruch 1, worin die Anderung aus
der Gruppe ausgewahlt wird, die aus einer Verschie-
bung, einer Unterbrechung oder einer Anderung der
Signalstarke eines oder mehrerer der retroreflektier-
ten optischen Datensignale besteht.

Verfahren nach Anspruch 1, das ferner die Verwen-
dung des optischen Datentransceivers (110) um-
fasst, um den drahtlosen Netzwerkzugang zu einem
Computerdatennetzwerk zu erleichtern, worin das
Computerdatennetzwerk insbesondere verwendet
wird, um die Meldung des Wasserintrusionsereignis-
ses an die Unternehmensiiberwachungssteuerung
zu Ubermitteln.

Verfahren nach Anspruch 1, ferner umfassend die
Auswahl der ersten Datensequenz, um mindestens
einen Teil eines Management-Frames zu umfassen,
der flr ein vorbestimmtes drahtloses Kommunikati-
onsprotokoll definiert ist, worin der Management-
Frame im Besonderen als ein Beacon-Frame aus-
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gewahlt ist.

Verfahren nach Anspruch 1, ferner umfassend den
Empfang eines oder mehrerer retroreflektierter op-
tischer Datensignale an dem optischen Datentrans-
ceiver (110) unter Verwendung einer Videokamera.

Verfahren nach Anspruch 5, worin die Anderung eine
Verschiebung von mindestens einem derretroreflek-
tierten optischen Datensignale umfasst und die Ver-
schiebung durch Vergleichen eines ersten zu einem
ersten Zeitpunkt aufgenommenen Videobildframes
mit einem zweiten Videobildframe, das zu einem
zweiten, auf den ersten Zeitpunkt folgenden Zeit-
punkt aufgenommen wurde, detektiert wird, worin
der Vergleich insbesondere den Vergleich einer ers-
ten Pixelposition innerhalb des ersten Videobildfra-
mes, wo das mindestens eine retroreflektierten op-
tische Datensignal zu dem ersten Zeitpunkt detek-
tiert wird, mit einer zweiten Pixelposition innerhalb
des zweiten Videobildframes, wo der mindestens ei-
ne optische Strahl zu dem zweiten Zeitpunkt detek-
tiert wird, umfasst.

Verfahren nach Anspruch 1, ferner umfassend die
Anordnung des einen oder der mehreren Reflektor-
elemente (114,116,117, 126, 131) auf einer Boden-
flache, oder die Anordnung des einen oder der meh-
reren Reflektorelemente (114, 116, 117, 126, 131)
auf einer Flache, die ungefahr senkrecht zu einer
Bodenflache positioniert ist.

Verfahren nach Anspruch 1, ferner umfassend die
Authentifizierung des einen oder mehrerer retrore-
flektierter optischer Datensignale durch Vergleich ei-
nerersten optischen Wellenlange desretroreflektier-
ten optischen Datensignals mit einer zweiten Wel-
lenldnge eines in den Uberwachten Bereich ibertra-
genen optischen Datensignals.

Verfahren nach Anspruch 1, worin der optische Da-
tentransceiver (110) mindestens eine Leuchtdiode
(LED) enthalt und das Verfahren ferner die Verwen-
dung der mindestens einen LED fir mindestens ei-
nen dualen Zweck umfasst, der die Erzeugung des
optischen Datensignals und die Beleuchtung des
Bereiches umfasst, um die Sichtbarkeit fir Men-
schen, die sich in dem Bereich aufhalten zu erleich-
tern.

Verfahren nach Anspruch 9, ferner umfassend das
selektive Variieren mindestens eines Lumenaus-
gangsniveau und eines Arbeitszyklus’ der mindes-
tens einen LED, um Wasserintrusionserfassungs-
vorgange wahrend der Zeitrdume zu ermdoglichen,
in denen die Beleuchtung zur Erleichterung der
Sichtbarkeit fiir Menschen, die sich darin aufhalten,
nicht erforderlich ist.
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11. Optischer Datentransceiver (110), umfassend:

eine optische Sendeeinheit, die so konfiguriert
ist, dass sie mindestens einen Teil eines Uber-
wachten Bereichs mit einem optischen Daten-
signal beleuchtet, das so moduliert wurde, dass
es eine erste Datensequenz enthalt;

eine optische Empfangereinheit, die so konfigu-
riert ist, dass sie gleichzeitig ein oder mehrere
retroreflektierte optische Datensignale emp-
fangt, die jeweils als Reaktion auf das optische
Datensignal von einem oder mehreren Reflek-
torelementen (114, 116, 117, 126, 131), die in
dem Uberwachten Bereich angeordnet sind, re-
troreflektiert wurden; und

mindestens ein Verarbeitungselement, das kon-
figuriert ist fur:

Empfang eines oder mehrerer digitaler Da-
tenstréme, die jeweils aus einem oder meh-
reren retroreflektierten optischen Datensig-
nalen extrahiert wurden;

Erfassung einer Anderung in Bezug auf
mindestens eine optische Strahleigen-
schaft, die mit dem einen oder mehreren
retroreflektierten optischen Datensignalen
verbunden ist, wobei die Anderung aus der
Gruppe ausgewahlt wird, die aus einer Sto-
rung, einer Verschiebung und einer Signal-
starkevariation besteht; und

Selektives Erzeugen einer Benachrichti-
gung uber ein Wasserintrusionsereignis,
wenn die Abweichung erkannt wird, und
authentifizieren des einen oder der mehre-
ren retroreflektierten optischen Datensig-
nale, indem festgestellt wird, ob die erste
Datensequenz darin vorhanden ist.

12. Optischer Datentransceiver (110) nach Anspruch

11, ferner umfassend:

eine Netzwerk-Schnittstellenvorrichtung zur Er-
leichterung der digitalen Datenkommunikation
zwischen dem optischen Datentransceiver
(110)

und einem digitalen Datennetzwerk in Uberein-
stimmung mit einem Datennetzwerk-Kommuni-
kationsprotokoll;

worin das mindestens eine Verarbeitungsele-
ment so konfiguriert ist, dass es Verarbeitungs-
vorgange durchfiihrt, die optische Signale, die
von der optischen Empfangereinheit (112) emp-
fangen werden, und optische Signale, die von
der optischen Sendereinheit ibertragen wer-
den, umfassen, um den drahtlosen Netzwerk-
zugriff auf das Computerdatennetzwerk fir eine
Vielzahl von Client-Vorrichtungen zu erleich-
tern, worin das mindestens eine Verarbeitungs-
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element insbesondere so konfiguriert ist, dass
es bewirkt, dass die Wasserintrusionsereignis-
meldung an die Unternehmensiiberwachungs-
steuerung unter Verwendung des Computerda-
tennetzwerks Ubermittelt wird.

Optischer Datentransceiver (110) nach Anspruch
11, worin die erste Datensequenz mindestens einen
Teil eines Management-Frames umfasst, der fiir ein
vorbestimmtes drahtloses Kommunikationsproto-
koll definiert ist; worin der Management-Frame ins-
besondere ein Beacon-Frame ist.

Optischer Datentransceiver (110) nach Anspruch
11, worin die optische Empfangereinheit (112) eine
Videokamera ist und das mindestens eine Verarbei-
tungselement so konfiguriert ist, dass es das eine
oder die mehreren retroreflektierten optischen Da-
tensignale aus den von der Videokamera erfassten
Videoinformationen extrahiert.

Optischer Datentransceiver (110) nach Anspruch
14, worin das mindestens eine Verarbeitungsele-
ment so konfiguriert ist, dass es eine Verschiebung
des optischen Strahls durch Vergleichen eines ers-
ten Videobildframes, das zu einem ersten Zeitpunkt
aufgenommen wurde, mit einem zweiten Videobild-
frame, das zu einem zweiten Zeitpunkt nach dem
ersten Zeitpunkt aufgenommen wurde, erfasst, wo-
rin das mindestens eine Verarbeitungselement ins-
besondere so konfiguriert ist, dass es eine erste Pi-
xelposition innerhalb des ersten Videobildframes, an
der der mindestens eine optische Strahl zu dem ers-
ten Zeitpunkt erfasst wird, mit einer zweiten Pixel-
position innerhalb des zweiten Videobildframes, an
der der mindestens eine optische Strahl zu dem
zweiten Zeitpunkt erfasst wird, vergleicht.

Optischer Datentransceiver (110) nach Anspruch
11, worin die optische Sendeeinheit ferner mindes-
tens eine Leuchtdiode (LED) umfasst, die so konfi-
guriert ist, dass sie eine Dualfunktion ausfihrt, die
das Erzeugen des optischen Datenstroms und das
Beleuchten des Bereichs flir Menschen, die sich in
dem Uberwachten Bereich aufhalten, einschlief3t.

Optische
umfassend:

Wasserintrusionsfassungsvorrichtung,

einen oder mehrere Retroreflektoren, die in ei-
nem Uberwachten Bereich angeordnet sind; und
einen optischen Datentransceiver (110) gemaf
einem der Anspriiche 11-16.

Revendications

1.

Procédé de surveillance d’'une condition d’infiltration
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d’eau dans une installation, comprenant :

I'utilisation d’un émetteur-récepteur de données
optiques (110) pour éclairer un espace intérieur
surveillé avec un signal de données optiques
qui a été modulé pour contenir une premiere sé-
quence de données ;

laréception simultanée surl’émetteur-récepteur
de données optiques (110) d’'un ou plusieurs si-
gnaux de données optiques rétrofléchi qui ont
été respectivement rétrofléchis en réponse au
signal de données optiques d’un ou plusieurs
éléments réfléchissants (114, 116, 117, 126,
131) disposés dans l'espace intérieur dont
I'inondation est surveillée a un ou plusieurs en-
droits dans lesquels I'eau d'infiltration peut étre
présente ; et

la génération sélective d'une notification d’évé-
nement d’infiltration d’eau a un contréleur de
surveillance d’entreprise si une variation sur-
vient relativement a au moins une condition de
faisceau optique associée aux un ou plusieurs
signaux de données optiques rétrofléchis, ca-
ractérisée par l'authentification des un ou plu-
sieurs signaux de données optiques rétrofléchis
en déterminant si la premiére séquence de don-
nées y est présente.

Procédé selon la revendication 1, dans lequel la va-
riation est sélectionnée parmi le groupe composé
d’un déplacement, une perturbation, ou un change-
ment de puissance du signal d’un ou de plusieurs
des signaux de données optiques rétrofléchis.

Procédé selon la revendication 1, comprenant en
outre l'utilisation de I'émetteur-récepteur de don-
nées optiques (110) pour faciliter 'accés au réseau
sans fil a un réseau de données informatiques, dans
lequel le réseau de données informatiques est par-
ticulierement utilisé pour communiquer la notification
d’événement d'infiltration d’eau au contréleur de sur-
veillance d’entreprise.

Procédé selon la revendication 1, comprenant en
outre la sélection de la premiére séquence de don-
nées pour comprendre au moins une partie d’'une
trame de gestion définie pour un protocole prédéter-
miné de communication sans fil, dans lequel la trame
de gestion est particulierement sélectionnée pour
étre une trame de signalisation d’incident.

Procédé selon la revendication 1, comprenant en
outre la réception des un ou plusieurs signaux de
données optiques rétrofléchis sur I'émetteur-récep-
teur de données optiques (110) en utilisant une ca-
méra vidéo.

Procédé selon la revendication 5, dans lequel la va-
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riation comprend un déplacement d’au moins 'un
des signaux de données optiques rétrofléchis, et le
déplacement est détecté en comparant une premie-
re trame d’image vidéo enregistrée a un premier mo-
ment a une deuxiéme trame d’'image vidéo enregis-
trée a un deuxiéme moment apres le premier mo-
ment, dans lequel la comparaison comprend parti-
culierement la comparaison d’un premier emplace-
ment de pixel dans la premiére trame d’image vidéo
ou le au moins un signal de données optiques rétro-
fléchi est détecté au premier moment a un deuxiéme
emplacement de pixel dans la deuxiéme trame vidéo
ou le au moins un faisceau optique est détecté au
deuxieme moment.

Procédé selon la revendication 1, comprenant en
outre la disposition des un ou plusieurs éléments
réfléchissants (114, 116, 117, 126, 131) sur la sur-
face du sol, ou la disposition des un ou plusieurs
éléments réfléchissants (114, 116, 117, 126, 131)
sur une surface positionnée approximativement per-
pendiculaire a la surface du sol.

Procédé selon la revendication 1, comprenant en
outre I'authentification des un ou plusieurs signaux
de données optiques rétrofléchis en comparant une
premiere longueur d’'ondes optiques du signal de
données optiques rétrofléchi a une deuxiéme lon-
gueur d’ondes d’'un signal de données optiques
transmis dans I'espace surveillé.

Procédé selonlarevendication 1, dans lequel I'émet-
teur-récepteur de données optiques (110) comprend
au moins une diode électroluminescente (DEL) etle
procédé comprend en outre l'utilisation de la au
moins une DEL pour au moins un double objectif qui
comprend la génération du signal de données opti-
ques etl'éclairage de la piece pourfaciliter la visibilité
aux occupants humains.

Procédé selon la revendication 9, comprenant en
outre la modification sélective d’au moins 'un d’'un
niveau de sortie de lumen et d’'un cycle de fonction-
nement de la au moins une DEL pour accepter des
opérations de détection d'infiltration d’eau pendant
des périodes au cours desquelles I'éclairage pour
faciliter la visibilité aux occupants humains n’est pas
nécessaire.

Emetteur-récepteur de données optiques (110),
comprenant :

un émetteur optique configuré pour éclairer au
moins une partie d’un espace surveillé avec un
signal de données optiques qui a été modulé
pour contenir une premiére séquence de don-
nées;

un récepteur optique configuré pour recevoir si-
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multanément un ou plusieurs signaux de don-
nées optiques rétrofléchis qui ont été respecti-
vement rétrofléchis en réponse au signal de
données optiques d’'un ou plusieurs éléments
réfléchissants (114, 116, 117, 126, 131) dispo-
sés dans I'espace surveillé ; et

au moins un élément de traitement configuré
pour :

recevoir un ou plusieurs flux de données
numériques extraites respectivement d’'un
ou plusieurs signaux de données optiques
rétrofléchis ;

détecter une variation concernant au moins
une condition de faisceau optique associée
auxun ou plusieurs signaux de données op-
tiques rétrofléchis, la variation étant sélec-
tionnée parmi le groupe composé d’'une
perturbation, d’un déplacement, et d'une
variation de la puissance du signal ; et
générer sélectivement un message de no-
tification d’événement d’infiltration d’eau si
la variation est détectée,

authentifier les un ou plusieurs signaux de
données optiques rétrofléchis en détermi-
nant si la premiére séquence de donnéesy
est présente.

12. Emetteur-récepteur de données optiques (110) se-

lon la revendication 11, comprenant en outre :

un dispositif d’'interface réseau pour faciliter les
communications de données numériques entre
I'’émetteur-récepteur de données optiques (110)
etunréseau de données numériques conformé-
ment a un protocole de communication de ré-
seau de données ;

dans lequel le au moins un élément de traite-
ment est configuré pour réaliser des opérations
de traitement impliquant des signaux optiques
recus par le récepteur optique (112) et des si-
gnaux optiques émis par I'émetteur optique pour
faciliter I'accés au réseau sans fil au réseau de
données informatiques pour une pluralité de dis-
positifs de clients, dans lequel le au moins un
élément de traitement est particulierement con-
figuré pour que la notification d’événement d’in-
filtration d’eau soit communiquée au contrdleur
de surveillance d’entreprise en utilisant le ré-
seau de données informatiques.

13. Emetteur-récepteur de données optiques (110) se-

lon la revendication 11, dans lequel la premiére sé-
quence de données comprend au moins une partie
d’une trame de gestion définie pour un protocole pré-
déterminé de communication sans fil ; dans lequel
la trame de gestion est particulierement une trame
de signalisation d’incident.



14.

15.

16.

17.

27 EP 3 449 470 B1

Emetteur-récepteur de données optiques (110) se-
lon la revendication 11, dans lequel le récepteur op-
tique (112) est une caméra vidéo, et le au moins un
élément de traitement est configuré pour extraire les
un ou plusieurs signaux de données optiques rétro-
fléchis des informations vidéo enregistrées par la ca-
méra vidéo.

Emetteur-récepteur de données optiques (110) se-
lon la revendication 14, dans lequel le au moins un
élément de traitement est configuré pour détecter le
déplacement du faisceau optique en comparant une
premiere trame d’'image vidéo enregistrée a un pre-
mier moment a une deuxiéme trame d’'image vidéo
enregistrée a un deuxieme moment successif au
premier moment, dans lequel le au moins un élément
de traitement est particuliérement configuré pour
comparer un premier emplacement de pixel dans la
premiere trame d’image vidéo ou le au moins un fais-
ceau optique est détecté au premier moment, a un
deuxieme emplacement de pixel dans la deuxieme
trame vidéo ou le au moins un faisceau optique est
détecté au deuxieme moment.

Emetteur-récepteur de données optiques (110) se-
lon la revendication 11, dans lequel I'émetteur opti-
que comprend en outre au moins une diode électro-
luminescente (DEL) configurée pour effectuer une
double fonction qui comprend la génération du flux
de données optiques et I'éclairage de la piece pour
les occupants humains de I'espace surveillé.

Appareil de détection optique d'’infiltration d’eau,
comprenant :

un ou plusieurs réflecteurs disposés dans une
zone surveillée ; et

un émetteur-récepteur de données optiques
(110) selon I'une quelconque des revendica-
tions 11 a 16.
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