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Systems and Methods for Identifying a Network

BACKGROUND

JL Field of the Invention

[001] Embodiments of the present invention are directed to network access and more

particularly to identifying and accessing a network.

2. Related Art

[002] Conventionally, hotspots may be established in areas where users are not known

in advance. Examples of hotspots may comprise hotels, coffee shops, campuses, and other

public or private locations where digital device users may be interested in connecting to a

communication network such as the Internet. Typically, these hotspots are wireless.

[003] In many embodiments, the hotspots require the users to be authorized. Thus, the

user is typically required to perform a login process before the user's digital device is allowed

access to the hotspot. A common login process comprises opening a web browser and

connecting to a captive portal website where a user name and password may be entered.

Another process may require the user to provide payment information. After confirmation of

the payment, an access point will allow the user's digital device access to the hotspot.

[004] Unfortunately, not all digital devices have browser capability. Such digital

devices may include, for example, Wi-Fi VoIP phones, cameras, and MP3 players. These

digital devices, typically, do not include a web browser or mechanism to enter credentials or

payment information. As a result, it is difficult for these digital devices to use hotspots.

[005] One conventional solution to this problem is to pre-configure credentials into the

digital device. However, this would require that credentials for all hotspots that the user

plans on using be known at the time of configuration. It may also require that the user be

registered with, or subscribe to, all the hotspots. Furthermore, new hotspots cannot be

accessed by this preconfigured digital device unless the digital device is updated (e.g.,

downloaded to the digital device over a fully functional network connection). A yet further

disadvantage is that the digital device must comprise enough memory to store all the

credential information.



SUMMARY OF THE INVENTION

[006] Exemplary systems and methods for identifying a wireless network are provided.

In exemplary embodiments, a method comprises receiving, by a digital device, network

information associated with a network, generating an access identifier based on the network

information, generating a credential request including the access identifier, providing the

credential request to a credential server, receiving a credential request response from the

credential server, the credential request response comprising network credentials to access the

network, and providing the network credentials to a network device to access the network.

[007] The access identifier may comprise an SSID associated with the network. The

access identifier may also comprise an IP address. In some embodiments, the method further

comprises determining if the IP address is not part of a private non-routable address block

and determining to generate the credential request including the IP address based on the

determination that the IP address is not part of the private non-routable address block.

[008] The network information comprises XML data. The access identifier may

comprise a URL from the XML data and/or a location from the XML data. In some

embodiments, generating the access identifier comprises formatting the URL and/or the

location. Further, formatting the URL and/or the location may comprise selecting a domain

from the URL, removing punctuation from the domain and/or the location, removing white

space from the domain and/or the location, and truncating a combination of the URL and/or

the location to a limited number of characters.

[009] The network information may comprise a captive portal redirection page. In

some embodiments, the access identifier comprises at least a part of a URL from the captive

portal redirection page, at least a part of a title from the captive portal redirection page, or

both.

[010] An exemplary system may comprise a processor and an access ID module. The

processor may be configured to receive network information associated with a network,

generate a credential request including the access identifier, provide the credential request to

a credential server, receive a credential request response from the credential server, the

credential request response comprising network credentials to access the network, and

provide the network credentials to a network device to access the network. The access ID

module may be configured to generate an access identifier based on the network information.
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[Oil] In various embodiments, an exemplary computer readable medium comprises

executable instructions. The instructions may be executable by a processor to perform a

method. The method may comprise receiving, by a digital device, network information

associated with a network, generating an access identifier based on the network information,

generating a credential request including the access identifier, providing the credential

request to a credential server, receiving a credential request response from the credential

server, the credential request response comprising network credentials to access the network,

and providing the network credentials to a network device to access the network.
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BRIEF DESCRIPTION OF THE DRAWINGS

[012] FIG. 1 is a diagram of an environment in which embodiments of the present

invention may be practiced.

[013] FIG. 2 is a block diagram of an exemplary digital device.

[014] FIG. 3 is a flowchart of an exemplary method for providing network access to the

digital device.

[015] FIG. 4 is a flowchart of an exemplary method for obtaining network credentials.

[016] FIG. 5 is a flowchart of an exemplary method for authenticating the digital device

with the network device.

[017] FIG. 6 is a display of an exemplary network access authentication page,

according to one embodiment of the present invention.

[018] FIG. 7 is a flow diagram of an exemplary process for providing network access to

the digital device.

[019] FIG. 8 is a block diagram of an exemplary credential request.

[020] FIG. 9 is a block diagram of an exemplary access ID module.

[021] FIG. 10 is a flow diagram of an exemplary process for identifying and accessing

a wireless network.
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DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

[022] In order to obtain network credentials to provide to a secured wireless access

point for access to a network, the laptop may be configured to receive an access identifier

(e.g., SSID) associated with the secured wireless access point and provide the access

identifier to a credential server. The credential server may use the access identifier to identify

network credential(s) and provide the network credential(s) back to the laptop. The laptop

can then provide the network credentials to the secured wireless access point to obtain

network access. A network credential is any information (e.g., username, password,

certificate, and/or encryption key) necessary to obtain network access. An access identifier is

any information that may be used to identify the secured wireless access point, a wireless

network associated with the secured wireless access point, and/or a business associated with

the secured wireless access point.

[023] In some embodiments, the secured wireless access point may not allow the laptop

to send information over the wireless network to a network server until after the secured

wireless access point receives the network credential. The laptop may be configured,

however, to provide the access identifier, such as an SSID of the secured wireless access

point, to the credential server in a DNS message. In one example, the secured wireless

access point may be configured to allow the laptop access to a DNS server. The laptop may

format the access identifier received from the secured wireless access point in a DNS

message which is then directed to the DNS server via the secured wireless access point (e.g.,

through port 53 or a local DNS proxy). The DNS server may then forward the DNS message

to the credential server which may then return the network credentials back to the laptop.

[024] Unfortunately, there are cases in which an SSID is not available from the secured

wireless access point (e.g., the SSID is not available or cannot be obtained). In various

embodiments, the access identifier may still be obtained or generated from the secured

wireless access point. In various embodiments, the access identifier may comprise an IP

address or information from a captive portal redirection page. A captive portal redirection

page is any web page that is provided to the laptop prior to access to the network being

granted. The IP address may be the IP address associated with the secured wireless access
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point and/or a DNS resolver. The captive portal redirection page may comprise an XML data

and/or other information which may be used as an access identifier.

[025] In some embodiments, a WISPr network may provide a redirection page that

comprises XML data which contains information that may be used to generate the access

identifier. In some examples, the XML data may contain a URL and/or a name of a location.

The laptop may extract the domain name for the URL to generate the access identifier. The

laptop may also combine the URL and location name to generate the access identifier.

[026] Alternately, if the XML data is unavailable (e.g., the network is not a WISPr

network) a domain portion of the redirection target within the captive portal redirection page

may be used to generate the access identifier. Alternately, an HTML title text of the page

being redirected to may also be used. Further, in some embodiments, the laptop may

combine the domain portion and the HTML title text to generate the access identifier.

[027] FIG. 1 illustrates a diagram of an environment 100 in which embodiments of the

present invention may be practiced. In exemplary embodiments, a user with a digital device

102 enters a hotspot. The digital device 102 may automatically transmit a credential request

as a standard protocol over a network device 104. The credential request may be forwarded

to a credential server 116 which, based on the information contained within the credential

request, transmits a credential request response back to the digital device 102. The credential

request response contains network credentials which the digital device 102 may provide to

the network device 104, the authentication server 108, or the access controller 112 to obtain

access to the communication network 114.

[028] In various embodiments, a hotspot comprises the network device 104, the

authentication server 108, the DNS server 110, and the access controller 112 which are

coupled to the local area network 106 (e.g., a "walled garden"). The network device 104 may

comprise an access point which allows the digital device 102 to communicate with the

authentication server 108, the DNS server 110, and the access controller 112 over the local

area network 106. The digital device 102 may comprise a laptop, mobile phone, camera,

personal digital assistant, or any other computing device. The authentication server 108 is a

server that requires network credentials from the digital device 102 before allowing the

digital device 102 access to communicate over the communication network 114. The

network credentials may comprise a username, password, and login procedure information.
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The DNS server 110 provides DNS services over the local area network 106 and may relay

requests to other DNS servers (not shown) across the communication network 114. The

access controller 112 is an access device such as a router or bridge that can allow

communication between devices operationally coupled to the network device 104 with

devices coupled to the communication network 114.

[029] Although the hotspot in FIG. 1 depicts separate servers coupled to the local area

network 106, those skilled in the art will appreciate that there may be any number of devices

(e.g., servers, digital devices, access controllers, and network devices) coupled to the local

area network 106. In some embodiments, the local area network 106 is optional. In one

example, the authentication server 108, the DNS server 110, and the access controller 112 are

coupled directly to the network device 104. In various embodiments, the authentication

server 108, the DNS server 110, and the access controller 112 may be combined within one

or more servers or one or more digital devices. Further, although FIG. 1 depicts wireless

access, the digital device 102 may be coupled to the network device 104 wirelessly or over

wires (such as lObaseT).

[030] In order to access the communication network 114, the authentication server 108

may require the digital device 102 to provide one or more network credentials for access to

the hotspot. The network credential may comprise, for example, a username and password

for an account associated with the hotspot. In alternative embodiments, network credentials

other than a user name and password may be utilized.

[031] According to exemplary embodiments, the digital device 102 may dynamically

acquire the network credentials from the credential server 116. The digital device 102 may

send a credential request comprising an identity of the digital device 102 (or the user of the

digital device 102) and details about the network device 104 (e.g., name of the network

device 104 or Wi-Fi service provider) such as an access identifier to the credential server 116.

[032] In one example, when the digital device 102 enters the hotspot, the network

device 104 may provide an IP address to which DNS queries may be submitted, for example,

via DHCP (Dynamic Host Configuration Protocol). The credential request may be formatted

as a standard protocol. In an example, the credential request may be formatted as a DNS

request. The credential request may be a text record request (e.g., TXT), which comprises a
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standard record type such that the network infrastructure (e.g., the access controller 112) will

not block the request.

[033] In some embodiments, the credential request is received by the DNS server 110

which may forward the credential request to the credential server 116 for the network

credential. In exemplary embodiments, the credential server 116 may perform a lookup to

determine the proper network credential(s) to send back to the DNS server 110 which

forwards the network credential back to the requesting digital device 102. In various

embodiments, the proper network credential(s) are sent from the credential server 116 to the

digital device 102 over the same path as the transmission of the credential request.

[034] More details regarding the process for determining and providing the network

credentials at the credential server 116 are provided in co-pending U.S. Patent Application

No. 11/899,739, entitled "System and Method for Providing Network Credentials," filed

September 6, 2007. Although only one DNS server 110 is depicted within FIG. 1, the

credential request may be forwarded through any number of servers, including but not limited

to DNS servers, prior to being received by the credential server 116. In other embodiments,

the credential request is forwarded directly from the network device 104 to the credential

server 116.

[035] In some embodiments, a credential request response from the credential server

116 may comprise the username, password and/or login procedure information. The login

procedural information may comprise, for example, HTML form element names, submission

URL, or submission protocol. In some embodiments, the network credential response may be

encrypted by the credential server 116 using an encryption key associated with the digital

device 102 prior to transmission back to the digital device 102.

[036] Once the digital device 102 receives the network credential response, the digital

device 102 may submit the network credential (retrieved from the network credential

response) to the network device 104 in an authentication response. In exemplary

embodiments, the authentication response may be forwarded to an authentication server 108

for verification. In some embodiments, the authentication server 108 may comprise an AAA

server or RADIUS server.

[037] It should be noted that FlG. 1 is exemplary. Alternative embodiments may

comprise more, less, or functionally equivalent components and still be within the scope of
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present embodiments. For example, as previously discussed, the functions of the various

servers (e.g., DNS server 110, credential server 116, and authentication server 108) may be

combined into one or two servers. That if, for example, the authentication server 108 and the

DNS server 110 may comprise the same server, or the functionality of the authentication

server 108, the DNS server 110, and the access controller 112 may be combined into a single

device.

[038] Referring now to FIG. 2, the exemplary digital device 102 is shown in more

detail. In exemplary embodiments, the digital device 102 comprises a processor 202,

input/output (I/O) interface(s) 204, a communication network interface 206, a memory

system 208, and a storage system 210. The I/O interfaces 204 may comprise interfaces for

various I/O devices such as, for example, a keyboard, mouse, and display device. The

exemplary communication network interface 206 is configured to allow the digital device 102

to allow communications with the communication network 114 and/or the local area network

106. The storage system 210 may comprise various databases or storage, such as, for

example, a DDID storage 212 which stored a digital device identifier for the digital device

102.

[039] The storage system 210 comprises a plurality of modules utilized by

embodiments of the present invention to access the hotspot. In one embodiment, the storage

system 210 comprises a network module 214, a credential engine 216, a network access

engine 218, and an encryption/decryption module 220. Alternative embodiments of the

digital device 102 and/or the memory system 208 may comprise more, less, or functionally

equivalent components and modules.

[040] The network module 214 may be configured to perform operations in order to

access the local area network 106. In some embodiments, the network module 214 may

receive and transmit communications associated with accessing the hotspot. The network

module 214 may also perform a search for the communication network 114. For example, if

the network module 214 determines that there is no access to the communication network

114, embodiments of the present invention herein may be practiced.

[041] The exemplary credential engine 216 is configured to obtain the network

credential. In exemplary embodiments, the credential engine 216 may comprise a request

module 222, a verification module 224, a retrieval module 226, and an access ID module 228.
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The exemplary request module 222 is configured to generate a credential request for the

network credential. The credential engine 216 may also receive a credential request response

(via the network module 214) and verify, via the verification module 224, that the credential

request response is from the credential server 116. The exemplary retrieval module 226 is

configured to analyze the credential request response to obtain the network credentials. The

process for obtaining the network credential will be discussed in more details in connection

with FIG. 4 below.

[042] The exemplary access ID module 228 is configured to receive network

information from the network (e.g., a wired or wireless network) and/or the network device

104 and generate an access identifier based on the network information. In one example, the

digital device 102 may scan for a wireless network. The network device 104 may provide

network information regarding the network. The network information may comprise

information that identifies the network and/or requests information for access. In some

examples, the network information may comprise information regarding how to access the

network, an SSID, a name of the network, a name of the network device 104, an IP address, a

web page (e.g., a captive portal redirection page), or the like.

[043] For example, the access ID module 228 may retrieve an SSID from the network

information and generate an access identifier based on the SSID. In one example, the access

identifier comprises the SSID. In another example, the access identifier comprises an

encoded SSID. The access identifier may be incorporated within the credential request. The

credential server 116 may identify the correct network credentials based, at least in part, on

the access identifier.

[044] The access ID module 228 may generate an access identifier from many different

types of network information. In some networks, an SSID is not available (e.g., due to the

lack of a suitable application programming interface (API) or when using a wired network

interface). If the SSID is not available, the access ID module 228 may generate an access

identifier based on an IP address within the network information, a URL, a location, a title of

a captive redirect portal page, or a combination of any of the above. In one example, the

access ID module 228 may generate an access identifier based on a domain of a URL of the

captive redirect portal page.
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[045] The access ID module 228 may also combine different types of information from

the network information. For example, the access ID module 228 may combine a URL from

the captive redirect portal page and a name from the page to create a single access identifier.

In another example, the access ID module 228 may combine a URL and location information

from XML data of the network information to generate the access identifier. Those skilled in

the art will appreciate that the information may be formatted in many ways to condense the

access identifier (e.g., combine the URL and title while removing spaces and special

characters) or expand the access identifier (e.g., adding deliminators). In some embodiments,

the access identifier may be formatted to comply with external protocol restrictions (e.g.,

character set and length limitations for DNS domain names). Those skilled in the art will

also appreciate that the access ID module 228 may be configured to generate multiple access

identifiers. All or some of the access identifier may be encoded. In one example, the access

identifier is hex encoded.

[046] The exemplary network access engine 218 is configured to receive an

authentication request and provide an authentication response to the network device 104

comprising the network credential. The network access engine 218 may comprise an

authentication record module 230, a field module 232, and a submit module 234. The

exemplary authentication record module 230 is configured to identify an authentication

record associated with the digital device 102. The field module 232 identifies fields or

elements in the authentication record and provides the proper element inputs (e.g., network

credential) in the fields. The submit module 234 is configured to automatically submit the

authentication record to the network device 104 as the authentication response. The process

for providing the authentication response is discussed in more details in connection with FIG.

5 below.

[047] The encryption/decryption module 220 is configured to encrypt or decrypt

communications sent/received by the digital device 102. In some embodiments, the

credential request response may be encrypted by the credential server 116. In these

embodiments, the encryption/decryption module 220 will decrypt the credential request

response. In some embodiments, the encryption/decryption module 208 may establish a

secure communication via SSL and/or https between the digital device 102 and the

authentication server 108. It should be noted that, in accordance with some embodiments, the

encryption/decryption module 220 may be optional or not required.
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[048] Referring now to FIG. 3, a flowchart 300 of an exemplary method for providing

communication network access to the digital device 102 is shown. In step 302, the digital

device 102 enters a hotspot. For example, a user may turn on their digital device 102 in a

coffee shop or hotel where communication network access (e.g., hotspot) is available. Once

the activated digital device 102 enters the hotspot, the digital device 102 may sense the

hotspot. For example, the network module 214 may automatically attempt to access the

communication network 114.

[049] Once operational within the hotspot, the network module 214 of the digital device

102 may query the network device 104 of the hotspot in step 304. In exemplary

embodiments, the network device 104 comprises the access point for the hotspot. By

querying the network device 104, the network module 214 may receive one or more IP

addresses associated with a central server (e.g., the DNS server 110) which may be associated

with a service provider. Other information may also be received such as DNS records and

gateway records. In exemplary embodiments, the IP addresses may be provided via DHCP.

In one embodiment, the network module 214 may attempt to access a known server to

determine whether there is live connection to the communication network 114.

[050] In step 306, the digital device 102 requests and obtains the network credential

from the DNS server 110. The process of step 306 will be discussed in more details in

connection with FIG. 4 below.

[051] Once the digital device 102 obtains the network credential, the digital device 102

may provide an authentication response to the network device 104 in order to access the

communication network 114 via the network device 104 in step 308. The process of step 308

will be discussed in more details in connection with FIG. 5 below.

[052] The network device 104 will then attempt to authenticate the digital device 102

by comparing the network credential received in the authentication response. According to

one embodiment, the network device 104 may authenticate the network credential utilizing

the authentication server 108. For example, the network credential may be compared against

a database of network credentials stored or associated with the authentication server 108.

[053] If the network credentials are authenticated, the digital device 102 will be granted

access to the communication network in step 310. In one embodiment, the authentication
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server 108 may instruct the access controller 112 to allow the digital device 102 access to the

communication network 114.

[054] Referring now to FIG. 4, a flowchart of an exemplary method for obtaining the

network credential (step 306) is shown. In step 402, the network credential request is

generated. In accordance with one embodiment, the request module 222 may construct a

string using a DNS structure that may already be on a platform of the digital device 102. The

exemplary DNS string generated by the request module 222 is discussed in more details in

connection with FIG. 8 below.

[055] In step 404, the generated credential request is sent by the digital device 102. In

exemplary embodiments, the digital device 102 utilizes one of the IP addresses (of the DNS

server 110) received from the network device 104. The DNS string is then transmitted to the

selected DNS IP address received by the network module 214.

[056] In step 406, the digital device 102 receives the credential request response. In

exemplary embodiments, the credential request response is received from the credential

server 116 via the DNS server 110. The credential request response may be encrypted. In

these embodiments, the encryption/decryption module 220 will decrypt the credential request

response.

[057] The credential request response is then verified in step 408. In exemplary

embodiments, the credential request response is encrypted. The digital device 102 (e.g., the

verification module 224) may decrypt the credential request response. In some embodiments,

the credential request response is digitally signed. The digital device 102 (e.g., the

verification module 224) may verify the authenticity of the credential request response by

decrypting the digital signature or decrypting the credential request response. In alternative

embodiments, other mechanisms may be used by the verification module 224 to authenticate

the credential request response.

[058] The network credentials may then be retrieved in step 410. In exemplary

embodiments, the retrieval module 226 will analyze the credential request response to obtain

the network credentials embedded therein. In one example, the retrieval module 226

identifies data within the retrieval module 226 (e.g., via delimited fields) and may retrieve an

encryption key, a user name, a password, a form identifier, or the like.
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[059] Referring now to FIG. 5, a flowchart of an exemplary method for authenticating

the digital device 102 (e.g., providing an authentication response of step 308) with the

network device 104 is shown. In step 502, an authentication request is received from the

network device 104 by the network module 214.

[060] The authentication record module 230 then identifies and retrieves an

authentication record in step 504. In exemplary embodiments, the authentication request

from the network device 104 may comprise HTML form element names associated with an

authentication record in which the network credential may be provided. The authentication

record module 230 may parse out the form(s)/authentication record(s) needed for logging in

with the network device 104, for example, via the name or identifier (e.g., login form).

[061] In step 506, the field module 232 determines field(s) or elements(s) within the

authentication record that require an authentication input (e.g., network credential).

According to exemplary embodiments, the field module 232 will analyze the authentication

records identified and retrieved in step 504 to find input fields. As such, a list of these input

fields may be generated (e.g., a linked list of forms and input fields).

[062] In step 508, network credentials are associated with the determined field(s) or

element(s). In exemplary embodiments, the field module 232 will associate a proper network

credential with each input element. The association may be based on an input name or

identifier found in the script of the HTML of the authentication request. For example, the

authentication record may comprise an input element requesting a username or an e-mail

address.

[063] An authentication response comprising the authentication record is transmitted in

step 510. According to one embodiment, once the network credential(s) have been associated

with the authentication record by the field module 232, a post is generated. In some

embodiments, the authentication record may comprise a plurality of hidden values used to

identify the digital device 102 and session information in addition to network access

credentials. Such information and values may include, for example, network device MAC

address, session identifier, and other values which may be stored in hidden form elements.

[064] It should be noted that in some embodiments, the authentication request may not

be the first webpage presented by the network device 104. For example, if a user is

attempting to sign on at a coffee shop, the first webpage may be a welcome webpage from the
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coffee shop. This welcome webpage may provide a plurality of login options. In these

embodiments, a unique fragment of a URL associated with the authentication request may be

embedded on the first webpage. As a result, the digital device 102 (e.g., the network module

214) may skim through the webpage to find the fragment. Once the fragment is found, the

digital device 102 will perform a get on this subsequent webpage (e.g., authentication

request).

[065] Referring now to FIG. 6, an exemplary authentication page 600 (e.g.,

authentication record) is shown. The authentication page 600 may comprise a username field

602 and a password field 604. In some embodiments, the username field 602 may be

replaced with an e-mail field or any other field for providing a unique identifier associated

with the digital device 102 or associated user. According to exemplary embodiments of the

present invention, the field module 232 may automatically fill in the username field 602 and

password field 604 with the network credentials.

[066] The authentication page 600 may also comprise an authenticate selector 606 (e.g.,

a submit selector or button). The authenticate selector 606 will submit the network

credentials (e.g., user name and password) to the network device 104. In some embodiments,

the submit module 234 may automatically activate the authenticate selector 606 once the

network credentials have been associated with their respective fields 602 and 604.

[067] FIG. 7 illustrates a flow diagram of an exemplary process for providing network

access to the digital device 102. When the digital device 102 first enters into a hotspot, the

digital device 102 (e.g., network module 214) may scan for the communication network 114

in step 700. As a result of the scan, the network device 104 may provide network

configuration information in step 702. The network configuration information may comprise

one or more IP address for access to the DNS server 110.

[068] In step 704, a credential request is generated by the digital device 102. As

discussed above in connection with FIG. 4, the request module 222 may generate the

credential request. Subsequently, the credential request is sent to the DNS server 110 in step

706 using one of the IP addresses previously received from the network device 104.

[069] Based on the credential request, the credential server 116 is identified by the

DNS server 110 in step 708.
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[070] The credential server 116 then identifies the network credential needed based on

the credential request in step 712. For example, the credential request may comprise a unique

identifier for the digital device 102. This unique identifier along with the location identifier

may be compared against a table of such identifiers at the credential server 116 to determine

the proper network credential. A credential request response is then generated in step 714

and sent back to the DNS server 110 in step 716. The DNS server 110 forwards the

credential request response back to the digital device in step 718.

[071] The digital device 102 may then retrieve the network credentials from the

credential request response in step 720. In exemplary embodiments, the retrieval module 226

will analyze the credential request response to retrieve the network credential embedded

therein.

[072] The network credential may then be provided to the network device 104 in step

722. An exemplary method for providing the network credentials to the network device 104

is discussed in connection with FIG. 5 above. Upon verifying the network credentials, the

network device 104 provides network access to the digital device 102 in step 724.

[073] Referring now to FIG. 8, an exemplary credential request 800 is shown in more

details. According to exemplary embodiments, the request module 222 may generate the

credential request 800. In one embodiment, the credential request 800 may be a DNS string

having a structure that comprise a location identifier 802, a sequence identifier 804, a

signature 806, a digital device identifier (DDID) 808, an access identifier 810, and a version

identifier 812.

[074] The optional location identifier 802 may indicate a physical or geographic

location of the digital device 102, the network device 104, the authentication server 108, or

the access controller 112. In various embodiments, the location identifier 802 may be used

by the credential server 116 to track the usage of hotspots, users of the digital device 102, as

well as the digital device 102.

[075] The sequence identifier 804 may comprise any number or set of numbers used to

correspond to a subsequent request to the credential server 116 to determine if the login is

successful. That is, the sequence identifier 804 provides a correlation mechanism by which

verification of the login process may be made by the credential server 116.
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[076] In exemplary embodiments, the signature 806 comprises a cryptographic

signature that is utilized to prevent spoofing. The signature 806 of the request from digital

device 102 is verified by the credential server 116. If the signature 806 is not valid, then the

request is rejected by the credential server 116.

[077] The DDID 808 comprises a unique identifier of the digital device 102. For

example, the DDID 808 may comprise a MAC address or any other universally unique

identifier of the digital device 102. In exemplary embodiments, the DDID is retrieved from

the DDID storage 212.

[078] The access identifier 810 comprises an identifier of the network access point or

Wi-Fi service provider. For example, the access identifier 810 may comprise an SSID or

other information as discussed herein. Further, in some embodiments, the access identifier

810 may comprise the name of the service provider, or the name of the venue operating the

network device 104. The version identifier 812 may identify the protocol or format of the

credential request 800. For example, a digital device may generate the credential request 800

and organize the data in a number of different formats. Each different format may be

associated with a different version identifier. In some embodiments, the components of the

credential engine 216 and the network access engine 218 may be updated, reconfigured, or

altered over time, which may affect the structure of the credential request 800. As a result,

the credential server 116 may receive a plurality of credential requests 800 which are

formatted differently. The credential server 116 may access the required information from

each credential request based on the respective version identifier.

[079] FIG. 9 is a block diagram of an exemplary access ID module 228. The access ID

module 228 comprises an access control module 902, an SSID module 904, an IP module

906, a portal module 908, a WISPr Module 910, and a rules module 912. The access control

module 902 controls the access ID module 228. In various embodiments, the access control

module 902 generates the access identifier and forwards the access identifier to the request

module 222 (FIG. 2). The request module 222 may then generate the credential request

based, at least in part, on the access identifier. The credential server 116 may identify and

provide network credentials to the digital device 102 based on the access identifier. The

digital device 102 may then use the network credentials to access a network.
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[080] In some embodiments, the access control module 902 is configured to generate an

access identifier based on access information received from one or more other modules of the

access ID module 228. In some embodiments, the access control module 902 is configured to

format the access identifier so that the access identifier may be embedded in a DNS request.

[081] The SSID module 904 is configured to identify an SSID in network information

associated with a network, and, if present, pass the SSID to the access control module 902.

In various embodiments, the digital device 102 scans for a network (e.g., wireless or wired).

The digital device 102 may receive or retrieve network information (e.g., information

associated with the network, network device 104, or a business associated with the network

or network device 104) associated with at least one network. The SSID module 904 may

then identify an SSID from the network information and pass the SSID to the access control

module 902 which may then generate an access identifier based on the SSID. In one

example, the access identifier is the SSID. In another example, the access identifier may

comprise any information including the SSID.

[082] The IP module 906 is configured to identify an IP address in the network

information. In some examples, the network information comprises an IP address associated

with a network and/or an IP address associated with a DNS resolver. In some embodiments,

when the IP module 906 identifies an IP address in the network information, the IP module

906 determines if the IP address is from a private non-routable address block. If the IP

address is from a private non-routable address block, the access identifier may not comprise

or be based on the IP address since many networks may use the same address ranges.

[083] In some embodiments, the IP module 906 identifies an IP address associated with

a DNS resolver. The DNS resolver may be set to an IP address in a local network in order to

allow an access controller to restrict internet access to port 53. In one example, the IP

module 906 identifies an IP address in the network information and determines that the IP

address is not from a private non-routable address block (e.g., by comparing the IP address to

commonly used ranges from private non-routable address blocks). The IP module 906 may

then provide the IP address to the access control module 902 which may generate the access

identifier based on (or including) the IP address.

[084] The portal module 908 is configured to identify useful information from a captive

portal redirection page received from the network device 104. In some embodiments, captive
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portal implementations will respond to an initial HTTP GET operation by sending back to the

digital device 102 a temporary redirection result code and/or include a location header in an

HTTP header that contains a URL for the browser to access. In various embodiments, the

captive portal redirection page may comprise WISPr data.

[085] For cases where the initial redirect does not contain WISPr XML data (either

because the network is not using WISPr, or because the XML data is embedded in the main

login HTML rather than being attached to the redirect reply), the portal module 908 may be

configured to identify the domain portion of the redirection target and/or an HTML title text

of the page that is being directed to.

[086] For example, the captive portal redirection page may comprise a URL for the

domain wireless.nnu.com (e.g., the domain of the page that the captive portal redirection page

is redirecting to). The captive portal redirection page may also comprise a title (e.g., the title

of the page that is being redirected to) such as "Welcome to Tully's Coffee." The portal

module 908 may retrieve and send the domain and title to the access control module 902

which may then generate an access identifier based on the domain and title. In one example,

the access control module 902 generates "wirelessnuucomWelcometoTullysCo" as an access

identifier. The credential server 116 may ultimately receive a credential request and

determine the appropriate network credential based on the access identifier.

[087] Those skilled in the art will appreciate that the credential server 116 may identify

a network credential based on the access identifier in any number of ways. In some

embodiments, the credential server 116 may identify a network credential for a specific

network and/or a specific network device 104 (e.g., wireless access point) based on the access

identifier. In other embodiments, the credential server 116 may identify a network credential

for a variety of networks and/or variety of network devices based on the access identifier.

For example, all Tully's Coffee Shops may share a similar captive portal redirection page

with a similar URL and a similar title for a single user or for multiple users. Further, Tully's

Coffee Shops may be configured to accept the network credential for network access for one

or more users. When the credential server 116 receives the access identifier

"wirelessnuucomWelcometoTullysCo," the credential server 116 may retrieve the network

credentials for Tully's Coffee Shop and provide the network credential in a credential request

response to the digital device 102 which may then provide the network credential to the

network device 104.
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[088] The WISPr module 910 is configured to identify XML data received from the

network device 104. In one example, the network associated with the network device 104 is

associated with a WISPr network. The network device 104 may provide the XML data

attached to the captive portal redirection page. The XML data may contain sufficient

information to create an access identifier. In some embodiments, the XML data may contain

a URL to send the network credentials to and the name of the location. The location, for

example, may be the title of a page, the name of a digital device, or the name of a business

associated with the network and/or the network device 104.

[089] In one example, the domain name from a login URL of the XML data provides a

usable string for the access identifier. The WISPr module 910 may identify the URL from

the XML data, remove formatting, and provide the resulting string to the access control

module 902 which may generate the access identifier.

[090] Those skilled in the art will appreciate that the URL may be insufficient because

some networks use third party authentication services such as Aptilo who use the same login

URL for all partners. In some embodiments, the WISPr module 910 may identify a URL and

a name of a location in the XML data. The WISPr module 910 may concatenate the location

name to the login URL domain, strip punctuation and white space, and/or, optionally,

truncate to 3 1 characters. Alternately, different elements of an access identifier (e.g., URL

and location of XML data or URL and title of a captive portal redirection page) may be

encoded as separate elements. For example, the access identifier may comprise

"wirelessnnucom.welcometoullyscoffee.aO.dsadns.net." In some embodiments, the access

control module 902 is configured to not strip white space or punctuation when generating the

access identifier. The access control module 902 may or may not hex encode the generated

access identifier. In other embodiments, the location and/or login URL domain are not

reformatted or altered at all. The result may then be provided to the access control module

902.

[091] The following is exemplary XML data (from a Wayport location) that may be

identified by the WISPr module 910:

<WISPAccessGatewayParam

xmlns:xsi="http://www. w3.org/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation=

"http://secure.wayport.net/WayportGISParam.xsd">
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<Redirect>
<AccessProcedure>1.0</AccessProcedure>
<AccessLocation>wp_l 8738.1 0 1333</AccessLocation>
<LocationName>Devicescape Headquarters</LocationName>

<LoginURL>https://secure.wayport.net/roamer_login.adp</LoginURL
>

<MessageType> 100</MessageType>
<ResponseCode>0</ResponseCode>

</Redirect>
</WISPAccessGatewayParam>

The WISPr module 910 may identify the domain as "secure.wayport.net" from the URL and

the location name as "Devicescape Headquarters." The WISPr module 910 may concatenate

the location name to the login URL domain, strip punctuation and white space, and,

optionally, truncate to 31 characters to produce "securewayportnetDevicescapeHead" which

may be the access identifier used by the access control module 902.

[092] In some embodiments, the credential server 116 may receive the credential

request from the digital device 102 and retrieve one or more network credentials based on the

access identifier "securewayportnetDevicescapeHead." The credential server 116 or the

access control module 902 may change the access identifier if the location is not needed to

"securewayportnet%" where % is a wildcard. Those skilled in the art will appreciate that any

symbol may be used in place of the % symbol. Further, those skilled in the art will appreciate

that there may be no symbol in the access identifier (e.g., the access identifier is

"securewayportnet").

[093] In another example, the following exemplary XML data that may be identified by

the WISPr module 910 is received:

Kubi Domain: apc.aptilo.com
Location Name: KubiWireless,Aena_-JVladrid Barajas

The WISPr module 910 may identify the domain as "apc.aptilo.com" from the URL and the

location name as "Kubi Wireless,Aena_-_Madrid Barajas." The WISPr module 910 may

concatenate the location name to the login URL domain, strip punctuation and white space,

and, optionally, truncate to 31 characters to produce "apcaptilocomKubiWirelessAenaMad"

which may be the access identifier used by the access control module 902, The credential

server 116 or the access control module 902 may change the access identifier if the location is
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not needed to "apcaptilocomKubiWireless%" where the concatenated string "AenaMad" is

not used. Those skilled in the art will appreciate that any amount of the URL name, location,

or any other part of the XML data and/or redirection page may be used to generate an access

identifier.

[094] The rules module 912 may configure the access control module 902 to generate

the access identifier in any number of ways. In one example, the rules module 912 may

configure the access control module 902 to determine if an SSID associated with a network is

available. If the SSID is available, the access control module 902 may base the access

identifier on the SSID.

[095] The rules module 912 may also configure the access control module 902 to

determine if a useable IP address is available (e.g., determine if an IP address is available

and, if so, determine if the IP address is not part of a private non-routable address block) if

the SSID is not available. If a useable IP address is available, the access control module may

base the access identifier on the useable IP address.

[096] If neither the SSID nor the IP address is available, the rules module 912 may

configure the access control module 902 to determine if XML data is present and, if so,

determine if a URL and/or a name of a location is present in the XML. If present, the access

control module 902 may base the access identifier on the URL and/or the location.

[097] If the SSID, IP address, and XML data are not present, then the access control

module 902 may be configured to generate an access identifier based on a URL and/or a title

of a captive portal redirection page.

[098] In various embodiments, the rules module 912 may configured the access control

module 902 to perform one, some, or all of these actions in a variety of orders. In some

embodiments, a user of the digital device 102 and/or the credential server 116 may configure

to the rules module 912 to configure the access control module 902 to generate the access

identifier in any number of ways and/or attempt to generate the access identifier in any order

of operations.

[099] In some embodiments, the access ID module 228, when generating the access

identifier, encodes data received from the SSID module 904, IP module 906, portal module

908, and/or WISPr module 910. In one example, the access ID module 228 hex encodes
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information to be used as an access identifier. The hex code of the access point may be

limited to a set of characters (such as 3 1 characters) due to the protocol used to communicate

with the credential server 116. Those skilled in the art will appreciate that the access ID

module 228 may encode the information to be used as an access identifier in any number of

ways. In some embodiments, the information to be used as an access identifier is not

encoded (e.g., the access identifier is not hex encoded and may include up to 63 alphanumeric

characters).

[0100] FIG. 10 is a flow diagram of an exemplary process for identifying and accessing

a wireless network. In various embodiments, the rules module 912 configures the access ID

module 228 to search for different information that may be used as an access identifier. The

rules module 912 may prioritize the search for different information, starting with the search

for the most preferable information and, if that information is unavailable, then to search for

the next most preferable information, and so forth. In various embodiments, the rules module

912 may configure the access ID module 228 to first search for the SSID associated with a

network, then search for an IP address if the SSID is unavailable, then search for WISPr

XML data if the SSID and the IP address are unavailable, and so forth.

[0101] Those skilled in the art will appreciate that the access ID module 228 may receive

messages from the digital device 102 and/or the credential server 116 indicating that a

different access identifier is required. In one example, the access ID module 228 may be

configured to provide an access identifier comprising an IP address associated with a

network. The credential server 116, however, may not be able to identify any network

credentials associated with the access ID module 228. As a result, the access ID module 228

may receive an access identifier request from the credential server 116 for a different access

identifier. The access ID module 228 may then search for other information to generate a

new access identifier (e.g., based on a URL and location in an XML data block). The access

ID module 228 may continue to negotiate with the credential server 116 until an access

identifier related to network credentials is found or until the access ID module 228 runs out of

information that may be used as an access identifier.

[0102] In some embodiments, the credential server 116 may request a specific access

identifier (e.g., a URL and title associated with a captive portal redirection page). In one

example, the credential server 116 may recognize some of the information from the access

identifier sufficient to identify the type of information that is required to identify the correct
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network credential. The credential server 116 may provide a request for the needed access

identifier to the access ID module 228.

[0103] In other embodiments, based on the provided access identifier, the credential

server 116 may identify a set (e.g., a plurality) of possible network credentials. The

credential server 116 may provide the set of possible network credentials to the digital device

102 as a part of a credential request response. The access ID module 228 may generate a

different access identifier that will allow the credential engine 216 to identify one or more

correct network credentials from the set of network credentials. The identified correct

network credentials may then be provided to the network device 104 for network access.

Those skilled in the art will appreciate that the correct network credentials may be identified

in any number of ways.

[0104] In step 1002, the network module 214 scans for and selects an active network. In

one example, the network module 214 scans an area for a wireless network. In another

example, the network module 214 detects a wired network, such as an Ethernet wire.

[0105] In step 1004, the digital device 102 receives network information. The network

information may comprise an SSID, IP address, a captive portal redirection page, and/or

XML data. If the network information comprises an SSID, the access ID module 228 may

generate an access identifier based on the SSID and the method depicted in FIG. 10 may end.

[0106] In step 1006, the IP module 906 determines if the network information contains

an IP address. If the network information contains an IP address, the IP module 906 may

determine if the IP address is public or otherwise useable (e.g., the IP address may be used to

send information by a digital device on the Internet). If the IP address is useable and not part

of a private non-routable address, the IP module 906 may direct the access control module

902 to generate an access identifier based on the IP address (e.g., removing the punctuation

and/or concatenating or adding one or more characters) in step 1008. The method depicted in

FIG. 10 may end after step 1008.

[0107] In step 1010, the digital device 102 may receive a captive portal redirection page.

In one example, the captive portal redirection page is received from the network device 104.

In some embodiments, the access information may comprise the portal redirection page

and/or XML data. In various embodiments, the access ID module 228 may review pages

from the network device 104 to determine if a login form and title are reached. In one
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example, the access ID module 228 may scan a page received from the network device 104 to

determine if the page is blank. If the page is blank or does not contain a login form, the

access ID module 228 may trigger new pages from the digital device 102 (e.g., by activating

a button or other control on a web page to reach the login page). Once the login page is

reached, the method may continue.

[0108] In step 1012, the WISPr module 910 determines if the captive portal redirection

page contains WISPr XML data. If the captive portal redirection page contains WISPr XML

data, the WISPr module 910 determines if the WISPr XML data contains a location. If the

captive portal redirection page contains or is associated with WISPr XML data and the

WISPr XML data comprises a location, the access control module 902 or the WISPr module

910 may combine a domain within a URL of the WISPr XML data with the location to create

an access identifier in step 1016.

[0109] If the captive portal redirection page contains or is associated with WISPr XML

data and the WISPr XML data does not comprise a location, the access control module 902 or

the WISPr module 910 may generate an access identifier based on a URL of the WISPr XML

data (e.g., based on a domain of the URL) in step 101 8.

[0110] If the captive portal redirection page does not contain and is not associated with

WISPr XML data, the access control module 902 or the portal module 908 may create an

access identifier based on a URL within the page and/or HTML title text in step 1020. In

various embodiments, the portal module 908 may use any elements or combination of

elements from the captive portal redirection page (not just the URL and title) to generate the

access identifier. In one example, the portal module 908 may be configured to take a URL

from a first form instead of the redirection page. Further, the portal module 908 may use the

some or all information from anywhere in the captive portal redirection page (e.g., the first

paragraph) to generate the access identifier, not just the title. In various embodiments,

various web pages received from or via the network device 104 may be searched and

information extracted to create an access identifier to provide to the credential server 116.

Those skilled in the art will appreciate that, in various embodiments, an access identifier may

comprise any type of XML (i.e., not only WISPr XML data) or HTML data.

[0111] The above-described functions and components can be comprised of instructions

that are stored on a storage medium. The instructions can be retrieved and executed by a
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processor. Some examples of instructions are software, program code, and firmware. Some

examples of storage medium are memory devices, tape, disks, integrated circuits, and servers.

The instructions are operational when executed by the processor to direct the processor to

operate in accord with embodiments of the present invention. Those skilled in the art are

familiar with instructions, processor(s), and storage medium.

[0112] The present invention has been described above with reference to exemplary

embodiments. It will be apparent to those skilled in the art that various modifications may be

made and other embodiments can be used without departing from the broader scope of the

invention. Therefore, these and other variations upon the exemplary embodiments are

intended to be covered by the present invention.
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CLAIMS

What is claimed is:

1. A method comprising:

receiving, by a digital device, network information associated with a network;

generating an access identifier based on the network information;

generating a credential request including the access identifier;

providing the credential request to a credential server;

receiving, by the digital device, a credential request response from the credential

server, the credential request response comprising network credentials to access the network;

and

providing the network credentials to a network device to access the network.

2. The method of claim 1, wherein the access identifier comprises an SSID associated with

the network.

3. The method of claim 1, wherein the access identifier comprises an IP address.

4 . The method of claim 3, further comprising determining if the IP address is not part of a

private non-routable address block and determining to generate the credential request

including the IP address based on the determination that the IP address is not part of the

private non-routable address block.

5. The method of claim 1, wherein the network information comprises XML data.

6 . The method of claim 5, wherein the access identifier comprises a URL from the XML

data.

7 . The method of claim 5, wherein the access identifier comprises a location from the XML

data.

8. The method of claim 7, wherein generating the access identifier comprises formatting the

URL and the location.

9 . The method of claim 8, wherein formatting the URL and the location comprises selecting

a domain from the URL, removing punctuation from the domain and the location, removing

white space from the domain and the location, and truncating a combination of the URL and

the location to a limited number of characters.
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10. The method of claim 1, wherein the network information comprises a captive portal

redirection page.

11. The method of claim 10, wherein the access identifier comprises at least a part of a URL

from the captive portal redirection page.

12. The method of claim 10, wherein the access identifier comprises at least a part of a title

from the captive portal redirection page.

13. A system comprising:

a processor configured to receive network information associated with a network,

generate a credential request including the access identifier, provide the credential request to

a credential server, receive a credential request response from the credential server, the

credential request response comprising network credentials to access the network, and

provide the network credentials to a network device to access the network; and

an access ID module configured to generate an access identifier based on the network

information.

14. The system of claim 13, wherein the access identifier comprises an SSID associated with

the network.

15. The system of claim 13, wherein the access identifier comprises an IP address.

16. The system of claim 15, the system further comprising an IP module configured to

determine if the IP address is not part of a private non-routable address block and determine

to generate the credential request including the IP address based on the determination that the

IP address is not part of the private non-routable address block.

17. The system of claim 13, wherein the network information comprises XML data.

18. The system of claim 17, wherein the access identifier comprises a URL from the XML

data.

19. The system of claim 17, wherein the access identifier comprises a location from the

XML data.
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20. The system of claim 19, further comprising a WISPr module configured to format the

URL and the location.

21. The system of claim 20, wherein the WISPr module configured to format the URL and

the location comprises the WISPr module configured to configure the processor to select a

domain from the URL, remove punctuation from the domain and the location, remove white

space from the domain and the location, and truncate a combination of the URL and the

location to a limited number of characters.

22. The system of claim 13, wherein the network information comprises a captive portal

redirection page.

23. The system of claim 22, wherein the access identifier comprises at least a part of a URL

from the captive portal redirection page.

24. The system of claim 22, wherein the access identifier comprises at least a part a title from

the captive portal redirection page.

24. A computer readable medium, the computer readable medium comprising executable

instructions, the instructions being executable by a processor to perform a method, the

method comprising:

receiving, by a digital device, network information associated with a network;

generating an access identifier based on the network information;

generating a credential request including the access identifier;

providing the credential request to a credential server;

receiving, by the digital device, a credential request response from the credential

server, the credential request response comprising network credentials to access the network;

and

providing the network credentials to a network device to access the network.
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