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(57) ABSTRACT 

A system for electronically recording and sharing medical 
data is provided, the system comprising an electronic source 
document, wherein the electronic source document com 
prises a database. In one particular embodiment, the medical 
data comprise clinical study data, and in another the medical 
data comprise patient specific data. In some embodiments, 
the system includes means for defining data parameters and 
storing the data parameters within the electronic source 
document, as well as a browser-based means for entering 
data into the electronic source document and storing the data 
therein. In a further embodiment, the system comprises 
means for one or more users of the system to view stored 
data. In a still further embodiment, means for one or more 
users to amend data stored in the electronic source document 
is provided, and in yet another embodiment the system 
comprises means for creating and maintaining an audit trail 
when one or more of the users amends data stored in the 
electronic source document. In other embodiments, the 
system further comprises an application specific navigation 
tool; in Some embodiments, the application specific tool 
comprises a graphical user interface. Appropriate methods 
of using the system are also provided. 
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SYSTEM FOR ELECTRONICALLY 
RECORDING AND SHARING MEDICAL 

INFORMATION 

FIELD OF THE INVENTION 

0001. The present invention relates generally to the field 
of medical data, and in a particular though non-limiting 
embodiment to a system for centralizing electronic clinical 
trial data in Such a manner that original patient data and 
original clinical trial data are accurately recorded, stored and 
protected in a central database that contains both original 
patient data and original clinical trial data in a clinical trial 
electronic source document. 

BACKGROUND 

0002 The United States Food and Drug Administration 
(FDA) typically evaluates a drug or a device prior to 
approving or rejecting it for human consumption or use. The 
FDA approval process involves determining the safety and 
effectiveness of the drug or the device in question by 
reviewing data from clinical trials, in which the drug or 
device is administered under controlled conditions. Clinical 
trials often begin with a single study that includes a small 
number of Subjects located at one testing facility, and then 
gradually progress to include many studies of increasingly 
larger numbers of Subjects located at numerous, geographi 
cally dispersed, testing facilities. The entity seeking drug or 
device approval compiles the data from these trials and then 
Submits the data via direct delivery, mail, fax, email, and 
data uploads, PDF, etc., to the FDA for review. 
0003. The FDA only considers data that are identical in 
nature to the original data, which are recorded in what is 
known as source documents. All other transcriptions, itera 
tions, compilations, analyses and interpretations of the data 
are derived from and are dependent upon the data as they 
were originally recorded in the source documents, which 
traditionally have been hand written. 
0004 Those of skill in the pertinent arts will readily 
appreciate that the FDA's acceptance of data from clinical 
trials for decision-making purposes depends primarily upon 
the authenticity, quality, and integrity of the original data 
which the FDA determines during on-site inspections and 
audits, the results of which it compares with the data that the 
sponsor has submitted to the FDA in support of its new drug 
application. 
0005 Recent federal regulations and FDA guidance 
documents have provided for the existence of electronic 
Source documents and have defined significant terminology 
and requirements for electronic source documents. For 
example, a recent FDA article entitled Guidance for Indus 
try: Computerized Systems Used in Clinical Investigations, 
U.S. Department of Health and Human Services, Food and 
Drug Administration, Office of the Commissioner (May 
2007), “ . . . provides to sponsors, contract research orga 
nizations (CROS), data management centers, clinical inves 
tigators, and institutional review boards (IRBs), recommen 
dations regarding the use of computerized systems in 
clinical investigations. The computerized system applies to 
records in electronic form that are used to create, modify, 
maintain, archive, retrieve, or transmit clinical data required 
to be maintained, or submitted to the FDA. The source data 
are necessary for the reconstruction and evaluation of the 
study to determine the safety of, for example, food and color 
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additives, or the safety and effectiveness of new human and 
animal drugs, and medical devices; consequently, this guid 
ance is intended to assist in ensuring confidence in the 
reliability, quality, and integrity of electronic source data and 
Source documentation (i.e., electronic records). Id. at p. 1, 
C.V. 
0006. This same guidance document provides an abbre 
viated list of definitions of terms commonly used in FDA 
guidance documents in this context: 

0007 An audit trail is a process that captures details 
Such as additions, deletions, or alterations of informa 
tion in an electronic record without altering the original 
record. An audit trail facilitates the reconstruction of 
the course of such details relating to the electronic 
record. 

0008. A certified copy is a copy of original information 
that has been verified, as indicated by a dated signature, 
as an exact copy having all of the same attributes and 
information as the original. 

0009. A computerized system includes computer hard 
ware, software, and associated documents (e.g., a user 
manual) that create, modify, maintain, archive, retrieve, 
or transmit in digital form information related to the 
conduct of a clinical trial. 

0.010 Direct entry is a method of recording data 
wherein an electronic record is the original means of 
capturing the data. Examples include the keystroke 
entry of original observations into a system by an 
individual, an automatic recording generated by a scale 
that measures a Subject’s body weight, etc. 

0011. An electronic record is any combination of text, 
graphics, data, audio, video, or other information rep 
resentation in digital form that is created, modified, 
maintained, archived, retrieved, or distributed by a 
computer system. 

0012 Original data are those values that represent a 
first recording of study data. The FDA currently allows 
original documents and the original data recorded on 
those documents to be replaced by copies, provided the 
copies are identical and have been verified as such. 

0013 Original documents and records include, but are 
not limited to, hospital records, clinical and office 
charts, laboratory notes, memoranda, Subjects diaries 
or evaluation checklists, pharmacy dispensing records, 
recorded data from automated instruments, copies or 
transcriptions certified after verification as being accu 
rate and complete, microfiches, photographic nega 
tives, microfilm or magnetic media, X-rays, Subject 
files, and records kept at the pharmacy, at the labora 
tories, and at medico-technical departments involved in 
a clinical trial. 

0.014 Transmit is a method of transferring data within 
or among clinical study sites, contract research orga 
nizations, data management centers, sponsors, or to the 
FDA 

(0015) Id. at p. 8. 
0016. In order to prevent fraud when investigators and 
sponsors have access to the same system, a clinical inves 
tigator must retain records required to be maintained for a 
particular period of time as specified in the relevant regu 
lation. This requirement applies to the retention of the 
original Source document, or a copy of the source document. 
When source data are transmitted from one system to 
another (e.g., from a personal data assistant to a sponsors 
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server), or entered directly into a remote computerized 
system (e.g., data are entered into a remote server via a 
computer terminal that is located at the clinical site), or an 
electrocardiogram at the clinical site is transmitted to the 
sponsors computerized system, a copy of the data should be 
maintained at another location, typically at the clinical site 
but possibly at some other designated site. Copies should be 
made contemporaneously with data entry and should be 
preserved in an appropriate format, such as XML, PDF or 
paper formats. 
0017. The FDA considers original data to be “those 
values that represent the first recording of study data.” Id. at 
p. 8. “When original observations are entered directly into a 
computerized system, the electronic record is called the 
Source document. Id. at p. 4. 
0018. Ideally, a system would exist that would admit to 
direct entry of all the original data of a clinical trial into a 
single computerized system, the electronic record of which 
would reside in one location, in one database. The electronic 
record would include an audit trail that captures any and all 
details such as additions, deletions, or alterations of infor 
mation in the electronic record without obliterating the 
original record. This electronic record would be the clinical 
trial source document, and it would be available for entry or 
review in real-time from even remote locations. For 
example, the electronic source document, in Such an ideal 
system, would enable the sharing of original data, in their 
original forms, within or among clinical study sites, contract 
research organizations, data management centers, the spon 
Soring organization, institutional review boards, or the FDA. 
Data transcriptions, case report forms, the transfer of data 
between and among servers would no longer be necessary. 
Further, the need for copies made contemporaneously with 
data entry and preserved in a format such as XML, PDF or 
paper may also become obsolete. 
0019. This ideal approach is not, however, currently 
utilized in any known system. To the contrary, Source 
documents in clinical trials tend to be heterogeneous docu 
ments maintained in decentralized locations and primarily 
recorded on paper. Even in medical offices that use elec 
tronic medical records systems (EMR's), these EMR's are 
typically not suitable for use as the source documents for 
clinical trials: they lack the structure and means to accom 
modate both patient and clinical trials data together in a 
single system, do not fulfill all the requirements associated 
with sponsor designs, regulatory guidelines and require 
ments, etc., and are usually compilations of documents, 
transcriptions, dictation uploads, and other entries that are 
not original in nature. 
0020. The documents for a clinical trial are created by, 
and reside at the disparate and unconnected locations of the 
assortment of principals involved in the various parts of the 
clinical trial. The principals who create and/or review clini 
cal trial data include a sponsoring organization, such as a 
pharmaceutical company or other party interested in the 
approval of a medicine or device (“sponsor”), whose appli 
cation to the FDA for the approval of its drug or device 
includes the Submission of protocols and study plans (e.g., 
requirements, procedures, schedules) for the clinical trials; a 
plurality of clinical investigators (“investigators'), who 
recruit Subject patients that meet the clinical trials require 
ments, gather and record their medical history information 
(e.g., illnesses, conditions, medications, operations, medi 
cation allergies, etc.) before, during, and at the conclusion of 
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the trial, interpret the clinical trial study plan and then 
perform the study visits and procedures on the Subject 
patients, including the administration of the test drug or 
device and documenting the Subject patients’ responses to it; 
an ethical or institutional review board (“IRB), that moni 
tors the activities of the sponsor and the investigator sites to 
protect Subject rights and safety; and the miscellaneous other 
providers of services and supplies (“vendors'), such as the 
manufacturer and shipper of the test agent and the clinical 
and analytical laboratories that analyze Subject samples. 
0021 Currently, the source documents themselves are not 
submitted to the sponsor by the investigators, the IRB, or the 
vendors. Instead, each entity extracts whatever original data 
elements are required by the protocol and then Submits 
transcriptions of the data elements by using either paper or 
electronic proxies for the original data. For example, the 
sponsor usually requires that the investigators transcribe 
data from the source documents to paper or electronic forms, 
called case report forms. The data contained in these case 
report forms, in turn, comprise a centralized repository for 
the proxy data. The sponsor analyzes the proxy data and then 
submits PDF versions of the case report forms, copies of the 
centralized proxy data repository, and its analyses of the data 
to the FDA. Since the case report forms, the central proxy 
data repository, and the PDF forms are not the original data, 
however, the Sponsor and the FDA must verify the proxy 
data against the original data, and they also must determine 
whether the original data are true, accurate, authentic, and in 
compliance with the requirements of the protocol, by view 
ing the actual source documents at the various locations 
where the source documents physically reside. 
0022. These sponsor and FDA on-site reviews of the 
Source documents often reveal errors and discrepancies 
among the clinical trial protocol and study plan require 
ments; the investigators interpretations of the study proto 
col and its study plan and procedures; the procedures 
actually performed; the types and formats of data gathered 
during the trial; the Source document data; the case report 
form (proxy) data; the sponsors intermediate and final 
databases; and the data and documents reviewed by the 
FDA. These findings often lead to the invalidation of some 
or all of the clinical trial data. 
0023 Currently, the sponsor, depending upon the size 
and duration of a particular clinical trial, typically is able to 
send site monitors to perform its reviews of the source 
documents at the investigator sites only at the conclusion of 
a trial and periodically during the trial, usually no more 
frequently than every six weeks. This means that significant 
findings of protocol non-compliance, Subject safety issues, 
errors and omissions in Source documentation, and discrep 
ancies between the original data in the source documents 
and the proxy data in the paper or electronic case report 
forms may go unidentified for weeks or months; or that 
identification of data patterns that might Suggest a need to 
revise the protocol for safety or scientific reasons are too late 
to be actionable. 

0024 Currently, the FDA typically reviews source docu 
ments only after the clinical trials are completed and after 
the sponsor has submitted the resulting data to the FDA. 
Further, the FDA does not have the resources to visit every 
geographically dispersed testing facility. With the increasing 
number of domestic and global facilities and international 
studies taking place, the FDA usually only selects a limited 
number of facilities to inspect following completion of 
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clinical trials, so that most clinical trial source data has not 
yet been verified by the FDA before a drug or device for 
human consumption or use is approved. 
0025 Thus, current clinical data systems waste time and 
resources at each step in the drug development, testing and 
approval process; place study data integrity and study 
patient Subjects at risk; potentially endanger wider patient 
populations who become exposed to the drug or device after 
it has been approved following inadequate regulatory review 
of clinical trial source documents; and preclude timely and 
strategic decision-making by sponsors, IRBs, and the FDA 
in the drug development, testing, and approval processes. 
0026 Recent attempts to centralize the proxy data by 
electronic means include filters and prompts at both the 
decentralized site computers and at an intermediary infor 
mation center database in order to facilitate “cleaning the 
data (reconciliation of discrepancies between original data 
and proxy data), before the proxy data are uploaded to a final 
database for final analysis and then submission to the FDA. 
While these features are intended to improve the quality of 
proxy data, they would be out of place in a system that 
centralizes original data, since the imposition of intermedi 
ary feedback signaling and filtering systems would introduce 
the possibility of biasing the data and invalidating the 
process of collecting true and original observations in the 
form of original data as recorded in an electronic source 
document. 
0027. There is therefore, a long-felt but unmet need for a 
secure and reliable electronic source document generation 
and storage process in which medical history and clinical 
trial data can be recorded and Verified in a globally consis 
tent manner. Likewise, as electronic document systems 
expand more generally (e.g., government mandated elec 
tronic medical records, electronic prescriptions, insurance 
processing, etc.), there will be an ongoing need for secure 
and reliable electronic source documents in which data can 
be recorded, verified, and shared among authorized entities 
(e.g., the patient, the patients health care providers, regu 
lators, etc.) in a manner consistent with the requirements of 
Such programs. The availability of Such a centralized elec 
tronic source document system will also help meet the 
ongoing needs to facilitate the recruitment of Subjects for 
clinical trials; patients locating studies in which they might 
want to participate; the evaluation of the relative benefits of 
different treatment regimens in large populations for plan 
ning improved treatment and drug development programs 
for better health outcomes; and capturing medical conditions 
for the FDA Adverse Event Reporting System (AERS) by 
tracking Subjects medical histories not only during but also 
after they complete trials. 

SUMMARY OF THE INVENTION 

0028. A system for electronically recording and sharing 
medical data is provided, the system comprising an elec 
tronic source document, wherein the electronic source docu 
ment comprises a database. In one particular embodiment, 
the medical data comprises clinical study data. In some 
embodiments, the system further comprises means for defin 
ing parameters of medical data and storing the medical data 
parameters within the electronic source document, as well as 
means for entering medical data into the electronic source 
document and storing the medical data therein. In a further 
embodiment, the system comprises means for one or more 
users of the system to view stored medical data. In a still 
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further embodiment, the system further comprises means for 
one or more users to amend or modify medical data stored 
in the electronic source document, and in yet another 
embodiment the system comprises means for creating and 
maintaining an audit trail when one or more of the users 
amends or modifies medical data stored in the electronic 
Source document. In other embodiments, the system further 
comprises an application specific navigation tool; in some 
embodiments, the application specific tool comprises a 
graphical user interface. In still other embodiments, the 
means for entering medical data further comprises a 
browser, and in still other embodiments the browser is 
disposed in communication with said electronic source 
document by means of one or more of an Internet connec 
tion, an Ethernet connection, a Bluetooth connection, an 
802.11g connection, a wireless cellular connection, a hard 
wired computer terminal connection, a voice recognition or 
touch activated Screen, a personal digital assistant, and a 
portable data management device. Appropriate methods of 
using the system are also provided. 
0029. In another embodiment, a system for electronically 
recording and sharing medical data is provided, the system 
comprising an electronic source document, wherein the 
electronic source document comprises a database. In some 
embodiments, the system comprises means for defining 
parameters of patient data and storing the patient data 
parameters within the electronic source document, as well as 
means for entering patient data into the electronic source 
document and storing the patient data therein. In a further 
embodiment, the system comprises means for one or more 
users of the system to view stored patient data. In a still 
further embodiment, the system further comprises means for 
one or more users to amend or modify patient data stored in 
the electronic source document, and in yet another embodi 
ment the system comprises means for creating and main 
taining an audit trail when one or more of the users amends 
or modifies patient data stored in the electronic source 
document. In other embodiments, the system further com 
prises an application specific navigation tool; in some 
embodiments, the application specific tool comprises a 
graphical user interface. In still other embodiments, the 
means for entering patient data further comprises a browser, 
and in still other embodiments the browser is disposed in 
communication with said electronic source document by 
means of one or more of an Internet connection, an Ethernet 
connection, a Bluetooth connection, an 802.11g connection, 
a wireless cellular connection, a hard wired computer ter 
minal connection, a voice recognition or touch activated 
screen, a personal digital assistant, and a portable data 
management device. Appropriate methods of using the sys 
tem are also provided. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0030 The single drawing in the case illustrates a repre 
sentative embodiment of the invention in which sponsors, 
investigators, remote site monitors and third parties utilize a 
common electronic source document Such as a database to 
record, Store and share original medical data obtained 
before, during and after a patient's participation in a medical 
clinical study. 

DETAILED DESCRIPTION 

0031. A major obstacle preventing centralization of 
Source documents for clinical trials is the same obstacle that 
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impedes the universal adoption of electronic source docu 
ments generally, viz., the difficulty incorporating (e.g., cap 
turing, entering, recording, etc.) the non-linear, multidimen 
sional workflow of health care providers within a single 
digital system that presents and organizes desired informa 
tion linearly. In fact, the methods of navigation, entry, 
storage, and retrieval of data in today's typical electronic 
medical records (EMR) system are so unpopular that their 
adoption has required a federal mandate, and the enigmatic 
complexity of the information flows in the clinical environ 
ment has eluded their replacement by a better system that 
sponsors and health care workers can use for clinical trials. 
0032. The shortcomings of EMR's come in part from 
their evolution as a narrative style of paper medical charting, 
so they use a document- and template-driven approach that 
has resulted in clinical information that are typically not 
Sufficiently digitized, and navigation that is not sufficiently 
flexible, to accommodate an object-oriented data manage 
ment structure and format. As a result, they force the user to 
perform tasks in specific sequences, reaching forms and 
reports down restricted, linear, cascading pathways that lack 
the flexibility needed for the more varied and variable ways 
that information flows as health care workers interact with 
patients in actual clinical practice. Furthermore, their reli 
ance on document-driven formats, incomplete digitization of 
data parameters and absence of audit trails preclude their use 
in clinical trials. 

0033. Another obstacle to centralization of source docu 
ments for clinical trials has been the scientific and regulatory 
imperatives for the control of data access in ways that 
preserve investigator independence, patient privacy, and 
clinical data security within one system. Lacking any other 
commonly accepted solution, the industry has defaulted to 
the continued use of heterogeneous source documents, case 
report forms, and proxy data, with all their attendant defi 
ciencies. 
0034. Accordingly, means are provided herein for deliv 
ering highly structured data while providing continuous 
flexibility for data entry that can originate from a variety of 
input sites within a single, commonly shared electronic 
Source document. In this manner, investigators recording of 
patient medical histories and clinical data—which are often 
collected and entered in non-sequential, non-linear work 
patterns—all occur within a single electronic source docu 
ment system that delivers related original data to principals 
in a manner that will not compromise the integrity of the 
study or the rights, safety and privacy of patients. 
0035. In an example embodiment, one or more principals 
define the types of data and the schedule and manner of 
collecting them of a desired clinical study and the type and 
structure of data required for collection and storage in an 
electronic Source document. Principals can include a spon 
Soring organization (sponsor), which is often a pharmaceu 
tical company, a contract research organization (CRO) hired 
by the sponsor, an Institutional Review Board (IRB), or any 
other such entity involved in the conduct of trials for the 
approval of a new drug or device. In further embodiments, 
a medically licensed clinical investigator (investigator) 
recruits test Subjects, conducts clinical studies, evaluates 
responses, etc., and is responsible for entering medical 
history and clinical trial data into the electronic source 
documents. In some embodiments, the investigator also 
comprises a physician and/or other health care worker not 
directly involved with the clinical study, but otherwise 
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involved in the medical care of a patient and authorized to 
enter and review certain patient data. In other embodiments, 
the principal creates a graphical user interface in order to 
standardize the Subsequent clinical data entry process. In 
still other embodiments, access is given to sponsors to view 
or otherwise monitor, e.g., by means of a browser or the like, 
Subject data collected and input by investigators. In still 
others, the clinical investigator also utilizes one or more 
graphical user interfaces that facilitate the entry of data in 
non-sequential, non-linear ways, into the electronic source 
document. The various graphical user interfaces may in 
Some instances be the same for both the sponsor and the 
investigator, or they may vary depending on the access and 
permissions granted to the user, based upon FDA Good 
Clinical Practices Guidelines, The Health Insurance Porta 
bility and Accountability Act (HIPAA), and federal regula 
tions governing clinical trials conventions and the privacy of 
patient information. 
0036 Various embodiments permit principals to view 
clinical study data and/or patient data and query other 
principals about the content or reliability of the data, but 
separate authorizations in order to preserve the Scientific 
integrity of the trial and the rights of the participants in the 
trial. Such embodiments would provide a means to control 
access and permissions to the system and its component 
parts, including the forms and reports, controls on the forms 
and reports, and the database tables that comprise the 
electronic source document. Additional embodiments safe 
guard the scientific integrity of the trial and the privacy 
rights of the patient subjects in the trial by allowing the 
sponsor and other entities to view the clinical trial data, but 
restricting them from entering or altering patient and clinical 
trial data and from viewing patient protected health infor 
mation (PHI). In one embodiment, only the sponsor is 
permitted to create and edit electronic source document 
templates while only the investigator is permitted to interact 
with patients and enter Subject data generated during the 
clinical study. This structure safeguards protocol compliance 
by helping to assure that the investigator collects the types 
of data required by the sponsor, the FDA, etc., for the 
study-specific source document and by preserving the inde 
pendence of the investigator's control of patient data. In 
another embodiment, for patient data, a patient’s protected 
health information (PHI) can only be entered, modified, and 
viewed by the patient’s physicians/investigator and their 
staffs; and other actions for patient data or the patient’s study 
data can be further restricted, so that, for example, assigning 
clinical significance or causation to a patient’s adverse event 
or condition can only be entered and modified by the 
patient's physician/investigator and no one else. At the same 
time, all patient data (other than PHI, which is restricted to 
the patient’s physicians/investigator and their staffs) and 
physician/investigator actions can be viewed by any autho 
rized principal, including the patient’s physicians/investiga 
tor, investigator staff, the sponsor, the IRB, and the FDA. By 
contrast, for clinical trial-specific data, in one embodiment, 
only the sponsor can define the study-specific parameters, 
like the study medication dosing and procedure schedules 
and the safety and efficacy evaluation data parameters; only 
authorized principals—other than the sponsor—can enter 
and modify the data required by those specifications. At the 
same time, all authorized principals can view the clinical 
trial-specific parameters and the data as their access permis 
sions allow. 
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0037. Such embodiments provide a means to control 
access and permissions to the system and its component 
parts, including the forms and reports, controls on the forms 
and reports, and the database tables that comprises the 
electronic source document. For example, for patient data, a 
patient’s protected health information (PHI) can only be 
entered, modified, and viewed by the patient’s physicians/ 
investigator and their staffs; and other actions for patient 
data or the patient’s study data can be further restricted, so 
that, for example, assigning clinical significance or causa 
tion to a patient’s adverse event or condition can only be 
entered and modified by the patient’s physician/investigator 
and no one else. At the same time, all patient data (other than 
PHI, which is restricted to the patient’s physicians/investi 
gator and their staffs) and physician/investigator actions can 
be viewed by any authorized principal, including the 
patient’s physicians/investigator, investigator Staff, the spon 
sor, the IRB, and the FDA. By contrast, in another example, 
for clinical trial-specific data, in one embodiment, only the 
sponsor can define the study-specific parameters, like the 
study medication dosing and procedure schedules and the 
safety and efficacy evaluation data parameters; only autho 
rized principals—other than the sponsor—can enter and 
modify the data required by those specifications. At the same 
time, all authorized principals can view the clinical trial 
specific parameters and the data as their access permissions 
allow. 

0038. In other embodiments, principals interact with one 
another in real-time as they view the identical original, data, 
at the same time, even as soon as immediately after the data 
are entered, and even from different locations. For example, 
by obviating the need for data transcription agents, site 
monitoring, data validation, intermediate evaluations, etc., 
prior to loading the contents of an electronic source docu 
ment into a final database destination for review and analy 
sis, in Such an embodiment, the investigator and the sponsor 
are able to view the same original data concurrently, proxi 
mate enough in time to the event that generated the data, so 
that a regulatory compliance, protocol compliance, or safety 
issue can be identified and corrected in a timely manner and 
not languish, as may occur today in current systems. This 
improved, real-time investigator-sponsor communication 
allows immediate identification and rapid resolution of 
patient safety issues, protocol compliance issues, and data 
signals that may indicate the need to amend or otherwise 
modify the protocol, without data corruption or delay. Such 
embodiments can result in improved patient safety, regula 
tory compliance, shorter drug development times, and more 
cost-effective drug discovery and development programs. 
0039. By enabling remote access to electronic source 
data, typical example embodiments will improve upon the 
FDA's current practice of only selecting a limited number of 
inspection facilities following completion of clinical trials. 
Remote access will allow the FDA to inspect and attain a 
more comprehensive data evaluation from anywhere and at 
any time during or after a clinical trial, even as number of 
worldwide testing facilities continues to increase. Among 
other benefits, for example, safety or fraud issues (e.g., 
Vioxx safety data) that otherwise might be buried in the 
Source data are easily identified using the presently disclosed 
data management system. 
0040 Another embodiment includes an auto-query pro 
cess by which data entered into the electronic source docu 
ment are compared against predetermined data parameters, 
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any violation of which will result in a query to the investi 
gator. The auto query, the investigator's original response or 
action, and any Subsequent modifications of the original data 
in response to the query, are tracked in an audit trail. This 
process differs from the current practice of using prompts or 
filters appropriate for improving the quality of proxy data, 
but that would not be used in the current invention, which 
provides for the recording, storage, sharing and tracking of 
original data. For example, in one embodiment of the 
present invention, the entry for a blood pressure result of 
200 (the required range being 120-140) would be recorded 
and stored in the database without intervention, and any 
query would occur only afterwards; whereas, current proxy 
data systems would block the entry with filters and prompts 
to prevent a transcription error. 
0041. Still other example embodiments permit investiga 
tors, sponsors, IRBs, or the FDA to enhance the FDA's 
post-approval adverse events monitoring program (AERS), 
which the FDA has warned lacks sufficient voluntary sub 
scription to be comprehensive, and for which no other tool 
is currently available for monitoring patient Subjects or 
post-approval adverse drug reactions. This embodiment 
would permit the continued surveillance of subject patients 
ongoing medical histories (events, conditions, adverse 
events, medications, operations, etc.), directly, even after 
they have completed the clinical trials. 
0042. The specific description that follows includes 
exemplary systems and methods that embody various data 
handling techniques related to the presently inventive sub 
ject matter. However, it will be readily understood by those 
of ordinary skill in the art that the embodiments described 
herein may be practiced without one or more of the specific 
details employed in the description. In other instances, 
known equipment, protocols, structures and techniques have 
not been shown in detail in order to avoid obfuscation in the 
description. 

Specific Example Embodiment 

0043. In the present invention, the study’s original data 
are the exact same data collected by investigators, queried 
by sponsor site monitors, analyzed by the sponsor, and 
reviewed by the FDA, etc., because all data in the study are 
entered directly into a single unified electronic source docu 
ment such as a database. Data collected and stored in this 
fashion can then be queried, audited, compiled, downloaded, 
etc., without compromising the data and therefore the integ 
rity of the study. Similarly, edits and modifications to the 
data can be either prohibited or allowed, or strictly con 
trolled and recorded subject to various predetermined autho 
rizations and permissions designed and implemented in Such 
a manner that a permanent, reliable audit trail is created that 
reflects all such activity. 
0044) Unlike the prior art data management systems, 
there is no transcription of hand-written notes, no data 
filtering, and no prompting or cleaning in intermediate 
databases. Entry, storage and delivery of the data in their 
original form, without intervening translational steps, 
assures the data are both accurate and valid. Centralization 
of the original data in a single electronic source document 
enables remote access to all original data present in the study 
(Subject to various authorizations, hierarchies, etc.), and 
obviates the need for on-site verifications by sponsors and 
regulatory agencies. 
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0045 Since the original data are the exact same data 
collected and entered into the electronic source document, 
all pertinent data to which an authorized party is allowed 
access are available immediately, in real-time, as they are 
entered and without delay. Real-time access to original data 
means that sponsors can ensure timely conformity and 
consistency with predefined protocols, study plans and regu 
latory document requirements. Such availability also 
enables timely oversight of subject safety by sponsors, IRBs 
and regulatory agencies; timely trial management and deci 
sion making, as well as remote monitoring of the trial; and 
transparent and accountable oversight by the IRBs and 
regulatory agencies such as the FDA. 
0046. The attached FIGURE is a flow diagram detailing 
illustrative aspects of the invention’s capacity for creating, 
modifying, viewing and sharing the data contents of an 
electronic source document. The actual structure of the 
system is in fact open-ended, and can include any number of 
users acting in additional or different roles, each of whom 
may in a given study be tasked with greater or fewer duties, 
So long as it is understood that all data accumulated and 
entered by any user in the system are originally recorded into 
a single electronic source document. In a presently contem 
plated commercial embodiment, the electronic source docu 
ment is created within a database, and data entry is facili 
tated by a series of remote browsers using graphical user 
interfaces, though other configurations can be used to 
achieve the functionality required herein. 
0047. The attached FIGURE illustrates how the entire 
medical data management system is centered about a single, 
commonly shared electronic source document 101. In a 
presently contemplated embodiment, the electronic source 
document 101 consists of a database, wherein certain con 
tents are made available to certain users, while other data are 
not shared between or amongst users. To set up the system 
for a clinical trial, the first data entered into the system will 
generally be the sponsor data 102, which is entered directly 
into the electronic source document 101 by means of a 
browser or the like 103. The types of data entered by each 
sponsor can vary (e.g., in various embodiments sponsors 
may define the types of information and the manners in 
which certain records are to be entered and stored, whereas 
in others, protocols for the study are tied to particular 
agency-compliant forms, etc.), but it is highly desirable that 
the sponsor data or data requirements not be recorded in any 
other medium or any other location other than within the 
electronic source document 101. It is apparent, for example, 
that if a sponsor 102 defines data fields relating to the study 
on its own system or in another locally stored manner (e.g., 
as would be the case if browser 103 were instead a local 
terminal in which the protocols are first developed and 
stored and then uploaded to the database 101), there will 
necessarily be a delay in the process, as investigators 104. 
site monitors 106 and regulatory agencies 108 cannot view, 
download, comment upon or otherwise interact with the data 
until it is uploaded to the database 101. 
0048. On the other hand, when a sponsor defines the data 
fields required for a clinical study directly within an elec 
tronic source document such as a common database, there is 
no possibility of delayed access, data corruption, improper 
execution due to timing issues or shared physical resources 
during upload, etc., and there is also less likelihood that the 
investigators would violate the study plan, since the data 
requirements reside in the Source document unambiguously. 
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In typical embodiments, the sponsor-created portion of the 
electronic source document consists of general or specific 
trial parameters, lists of data desired for collation, Schedules 
of activities and data requirements, agency-compliant forms, 
etc., each presented in an appropriate graphical user inter 
face that allows a user to either enter data directly, or instead 
be directed to an appropriate data entry point. In various 
other embodiments, the interface is web-based or integrated 
using another application, etc., so long as the interface 
contains an electronic means for communicating directly 
with the centralized database 101. 

0049. In some embodiments, clinical studies are defined 
by a plurality of sponsoring organizations or companies 
whose individual data are collectively required in the 
approval of a new drug, medicine or device. In one example 
embodiment, a pharmaceutical company applying for 
approval from the FDA for a new drug or medicine initiates 
a clinical study containing data requests defined by an IRB, 
providers of related services or Supplies, such as providing 
the study medication, etc. The defined data elements and 
required forms are then entered directly into a common 
electronic source document 101, where they can be viewed 
by regulatory agencies 108 and others with an interest in the 
development of the study. 
0050. Once defined, similar electronic means are pro 
vided to permit direct electronic entry of patient and study 
data by a plurality of investigators 104 and their staffs. 
According to certain example embodiments, relevant patient 
data include information describing the condition and char 
acteristics of a patient, for example, the name, age, height, 
weight, blood pressure, apparent physical condition, etc., as 
would typically be recorded for identification and historical 
purposes. More detailed patient data might include, for 
example, descriptions of drug regimens taken by the patient, 
injury and disease history, both pre-existing and as occur 
during the trial, and other data pertinent to the specific 
objectives and requirements of the trial, etc. 
0051 Typically, data are entered directly into the elec 
tronic source document 101 using a graphical interface 
operated by means of a browser or the like 105. It is essential 
for the scientific integrity of the trial that the original databe 
entered into the electronic source document 101 without any 
intervening written reduction, and interface checklists and 
other predetermined characteristic features can be provided 
in order to reduce inadvertent errors in that respect. In one 
embodiment, the database is encoded with commands to 
prevent Submission of data entered into a graphical user 
interface if the data are not understood or contain syntax 
errors. In other embodiments, the database is encoded with 
commands to alert or query a clinician if certain predeter 
mined data are omitted or entered incorrectly. 
0052. In some embodiments, the original data form cre 
ated in the electronic source document 101 cannot thereafter 
be altered or amended except by means of a previously 
determined protocol that has been designed to ensure the 
integrity of the trial. For example, text comments or queries 
or text messages exchanged among the principals are memo 
rialized in unaltered and unalterable states in the database 
for retrieval and viewing in conjunction with their contex 
tual references. In an exemplary case, when a site monitor is 
alerted that a particular investigator's data Submission his 
tory is deficient, the monitor enters an inquiry that the 
system stores and then sends to the clinician to re-evaluate 
certain portions of certain forms, etc., in order to demon 
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strate the problem, or to request that the investigator amend 
the record if the investigator thinks it should be amended. 
Since both the investigator 104 and the monitor 106 are 
linked by means of the electronic source document—and are 
in fact looking at the same data, even possibly at the same 
time—it follows that an audit trail of all such communica 
tions and proposed or actual amendments is easily compiled 
within the data base 101. 
0053. It is contemplated that the system will comprise 
multiple embodiments of the audit trail in the event that 
various formats of the audit trail are required by different 
categories of data, changed data, proposed data changes, 
and/or different sponsors or regulatory agencies require 
ments. For example, in the typical embodiment, the audit 
trail of a records data changes includes at least the follow 
ing: the old data, the new data, the user who makes the 
change, the reason for the change, the date of the change, 
and the time of the change; e.g., when Investigator 104 
changes the name, dose, and indication of a patient’s con 
comitant medication based upon new information. In 
another instance, where the audit trail comprises occur 
rences or events in the trial or communications among 
principals, the audit trail tracks additional or different data 
fields; e.g., the system's automatic detection of a protocol 
violation, with its data elements, contextual references, all 
users notified, with date and time stamps, and their actions, 
with date and time stamps; the user who originates a query 
and the relevant data fields queried, with date and time 
stamps, subsequent users, actions, and other relevant data in 
the trajectory of events, etc. 
0054. In further embodiments, communications and data 
shared between the investigator 104 and the sponsors or the 
CRO's site monitor 106 are stored in the electronic source 
document without prior reduction, interference, filtering, 
validation, etc. Acceptance and retention of communications 
and original data in this manner safeguards the integrity of 
a test patient’s data, or other study data, and assures that 
complete data transparency is maintained at all times. In 
Some cases, it may be desirable to alert the sponsor, or the 
investigator, or both, about a datum value that falls outside 
specific parameters, to facilitate corrective action. In one 
embodiment, means are provided for the sponsor to define 
those data parameters within the database; the investigator to 
enter the data into the data fields; the data to be stored in the 
database; the database to evaluate the value of the data; and 
the system to alert the designated parties of any value that 
exceeds the parameters. 
0055. The specific electronic protocol used to carry out 
Such communications is essentially irrelevant, so long as the 
required functionality of the system and the audit trail are 
maintained. For example, data can be transmitted to the 
database remotely via a wired or wireless global communi 
cations link, such as an Internet connection, an Ethernet 
connection, a Bluetooth connection, SONET, an 802.11g 
connection, a wireless cellular connection, a hard wired 
computer terminal connection, a voice recognition or touch 
activated Screen, a PDA, or a portable data management 
device, etc. 
0056 Because the scope of a regulatory agency's 
involvement with a study is not necessarily co-terminus with 
the focus of the sponsor's study (for example, the FDA may 
wish to compile particular patient data for collation with 
health data from unrelated studies), it is important that the 
regulatory agencies 108 have access to clinical data in a 
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timely, organized fashion. Systems employing translation, 
encryption or Summation of data are inherently in tension 
with the government’s desire to obtain original, unadulter 
ated data quickly, So it is contemplated within the scope of 
the invention that regulatory agencies and other authorized 
third parties 108 have access 109 to the commonly shared 
electronic source document 101. 

0057. In a very specific example of the invention, a 
sponsor 102 uses a browser 103 to enter study and form 
requirements directly into a database 101, which serves as 
the centralized electronic source document. The sponsor 
information is then immediately available to all authorized 
principals, including investigators, monitors, vendors, and 
regulatory agencies alike, according to the specific and 
restricted permissions granted to each user. In this manner, 
the system ensures comprehensive and unambiguous speci 
ficity of each and every protocol requirement by detailing 
each and every study procedure for its fulfillment at the 
clinical investigator site during the investigator-study Sub 
ject interface. Clinical investigators 104 then use a similar 
electronic means 105 to enter original patient data and study 
data into the database 101. In one embodiment, a clinician 
with access to and use of the system prior to initiation of the 
trial has already entered original patient data into the data 
base. In Such a case, the clinician can then enroll the patient 
into the study seamlessly, and the patient's study-specific 
data would be shared with authorized principals of the study. 
0058. In the event an investigator requires assistance, his 
needs become known and he can communicate directly with 
the appropriate party. For example, if the investigator cannot 
open a form provided by the sponsor, the investigator can 
communicate directly with the sponsor and request a cor 
rected form. If on the other hand the investigator seeks 
guidance regarding which information to enter into a work 
ing form, he may alert the sponsor monitor So that the 
process can be observed and acted upon. For example, an 
investigator may be uncertain whether a particular patients 
medical history or other characteristics meet the trials 
entrance requirements. The investigator enables the sponsor 
to review the patient record in a manner that protects the 
patient’s HIPAA requirements, to determine that patients 
Suitability for enrollment. Again, all Such evaluations and 
communications would be preserved in the audit trail for 
regulatory review and scrutiny. Similarly, the sponsor/site 
monitor can communicate with the sponsor in the event the 
monitor requires clarification from the sponsor, is concerned 
with the integrity of the investigator's data acquisition 
process, or with the FDA if the sponsor becomes concerned 
that the trial protocol endangers a subject patient or is 
required to report a serious adverse event to the IRB and to 
the FDA. Finally, the FDA can view the data of all parties 
to facilitate a faster and more accurate review process, and 
can even compile and analyze data unrelated to the goals of 
the study if desired. The system's open architecture ensures 
transparency and validity of the study, and the possibility of 
expanding the system to accommodate additional studies 
with much larger populations is achieved. In yet another 
example embodiment, in the event the investigator needs to 
share patient data with the Subject’s physician, at the same 
or at a remote location, the system allows the patients 
record to be shared, real-time, between the investigator and 
the physician, or among physicians, by pre-determined 
protocols that protect the patient’s rights and privacy and 
data integrity by including means for HIPAA authorization 
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and user permissions that control access to the entry and 
review of patient and study data. 
0059) Those of ordinary skill in the pertinent arts will 
appreciate that additional electronic interfaces and periph 
eral devices can be added to this system to deliver printed or 
electronic reports of the data from the electronic source 
document database under an authorization protocol. For 
example, while the invention obviates the need for the case 
report form, one embodiment may generate an analogous 
output report, with the data fields required. However, in 
contrast with the current case report form, which is a 
transcription of source data and hence contains proxy data, 
the inventive report contains original data that comes 
directly from the electronic source document. 
0060 Data modules, management tools, and graphical 
interfaces useful with the architecture described herein can 
also be combined with the centralized electronic source 
document to ensure reliability, accuracy and integrity of 
patient data and a medical study. As evidenced by the 
inventor's disclosure in the underlying provisional applica 
tion from which the instant application is derived, a number 
of Such modules are in fact already contemplated for com 
mercial use. Detailed graphical user interfaces, methods and 
means of effective database management, and methods and 
means of interaction between modules and management 
tools are also contemplated. These are fashioned and con 
structed to accommodate the non-linear work flows of health 
care workers as they interact with patients. 
0061 The foregoing specification is provided for illus 
trative purposes only, and is not intended to describe all 
possible aspects of the present invention. Moreover, while 
the invention has been shown and described in detail with 
respect to several exemplary embodiments, those of ordi 
nary skill in the pertinent arts will appreciate that minor 
changes to the description, and various other modifications, 
omissions and additions may also be made without departing 
from either the spirit or scope thereof. 

1. A system for recording and sharing medical record data 
or data relating to a medical clinical trial and patient data 
associated therewith in a manner that creates and preserves 
an electronic record of stored original data so that a verifi 
able electronic source document is created and preserved, 
said system comprising: 

a first electronic processing device disposed in commu 
nication with a software package that is capable of 
Variably and selectively defining a plurality of access 
and permissions managers selected from medical care 
and clinical trials principals in an access and permis 
sions manager selection set comprising a physician, a 
licensed health care provider, a clinical trial investiga 
tor, a medical record administrator, a clinical trial data 
record administrator, a site management organization, a 
contract research organization, a clinical trial adminis 
trator, a clinical trial monitor, a regulatory agency, a 
clinical trial sponsor, and an institutional or ethical 
review board, each of whom is capable of variably and 
Selectively assuming a plurality of roles, including the 
roles of the other access and permissions managers; 
defining a plurality of roles associated with said plu 
rality of access and permissions managers; defining a 
plurality of access and permissions sets for said plu 
rality of roles of the access and permissions managers; 
and associating the assignments of the plurality of roles 
to the plurality of access and permissions managers; 
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Variably and selectively defining the assignments of the 
plurality of roles to the access and permissions man 
agers, and the plurality of access and permissions sets 
for the plurality of roles of the access and permissions 
managers; 

a database, wherein said database further comprises data 
tables that contain fields defined for receiving and 
storing medical record data or medical clinical trial 
data, and patient data associated therewith; and 

a second electronic processing device disposed in com 
munication with said first electronic processing device, 
said software package and said database, said second 
electronic processing device further comprising a 
graphical user interface that displays a plurality of 
defined data fields associated with corresponding data 
fields defined within the database, 

wherein access to said plurality of defined data fields 
displayed in said graphical user interface, and therefore 
to corresponding data fields defined within said data 
base, is controlled by said plurality of access and 
permissions managers variably and selectively provid 
ing and restricting access to said plurality of defined 
data fields in response to the setting of associated 
access and password restrictions controlled by said 
plurality of access and permissions managers; and 

wherein said system further comprises a means for 
optional integration with one or more other data storage 
or management systems, said means for optional inte 
gration further comprising means for transmitting data 
to and receiving data from said one or more other data 
storage or management systems. 

2. The system of claim 1, further comprising means for 
eliminating duplication of data by capturing and transmitting 
electronic source data. 

3. The system of claim 1, further comprising means for 
automatically populating electronic study forms using data 
obtained from said electronic source documents. 

4. The system of claim 1, further comprising means for 
reducing transcription errors and improving the quality of 
data. 

5. The system of claim 1, further comprising means for 
entering source data at a point of care. 

6. The system of claim 1, further comprising means for 
remote monitoring of data in order to reduce onsite visits by 
industry regulators. 

7. The system of claim 1, further comprising means for 
site monitoring in order to minimize the need for cross 
reference data in multiple sources. 

8. The system of claim 1, further comprising means for 
investigators to conduct clinical research. 

9. The system of claim 1, further comprising means for 
inspection and reconstruction of clinical investigations by 
regulatory agencies. 

10. The system of claim 1, further comprising means for 
improving standards-based technology in order to encourage 
widespread adoption of the system. 

11. A method of recording and sharing medical record 
data or data associated with a medical clinical trial and 
patient data associated therewith in a manner that creates 
and preserves an electronic record of stored original data so 
that a verifiable electronic source document is created and 
preserved, said method comprising: 

disposing a first electronic processing device in commu 
nication with a software package that is capable of 
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variably and selectively defining a plurality of access 
and permissions managers selected from medical care 
and clinical trials principals in an access and permis 
sions manager selection set comprising a physician, a 
licensed health care provider, a clinical trial investiga 
tor, a medical record administrator, a clinical trial data 
record administrator, a site management organization, a 
contract research organization, a clinical trial adminis 
trator, a clinical trial monitor, a regulatory agency, a 
clinical trial sponsor, and an institutional or ethical 
review board, each of whom is capable of variably and 
Selectively assuming a plurality of roles, including the 
roles of the other access and permissions managers; 
defining a plurality of roles associated with said plu 
rality of access and permissions managers; defining a 
plurality of access and permissions sets for said plu 
rality of roles of the access and permissions managers; 
and associating the assignments of the plurality of roles 
to the plurality of access and permissions managers; 
variably and selectively defining the assignments of the 
plurality of roles to the access and permissions man 
agers, and the plurality of access and permissions sets 
for the plurality of roles of the access and permissions 
managers; 

disposing a second electronic processing device in com 
munication with said Software package and said data 
base, said second electronic processing device further 
comprising a graphical user interface that displays a 
plurality of defined data fields associated with corre 
sponding fields defined within the database, wherein 
access to said plurality of defined data fields displayed 
in said graphical user interface, and therefore to cor 
responding data fields stored within the database, is 
controlled by a said plurality of access and permissions 
managers variably and selectively providing and 

Mar. 16, 2017 

restricting access to said plurality of data fields defined 
in said database in response to the setting of associated 
access and password restrictions controlled by said 
plurality of data managers; and 

disposing said system in communication with a means for 
optionally integrating said system with one or more 
other data storage or management systems, said means 
for optionally integrating further comprising means for 
transmitting data to and receiving data from said one or 
more other data storage or management systems. 

12. The method of claim 11, further comprising: elimi 
nating duplication of data by capturing and transmitting 
electronic Source data. 

13. The method of claim 11, further comprising: auto 
matically populating electronic study forms using data 
obtained from said electronic source documents. 

14. The method of claim 11, further comprising: reducing 
transcription errors and improving the quality of data. 

15. The method of claim 11, further comprising: entering 
Source data at a point of care. 

16. The method of claim 11, further comprising: moni 
toring of data in order to reduce onsite visits by industry 
regulators. 

17. The method of claim 11, further comprising: moni 
toring sites in order to minimize the need for cross-reference 
data in multiple sources. 

18. The method of claim 11, further comprising: enabling 
investigators to conduct clinical research. 

19. The method of claim 11, further comprising: inspect 
ing and reconstructing clinical investigations by regulatory 
agencies. 

20. The method of claim 11, further comprising: improv 
ing standards-based technology in order to encourage wide 
spread adoption of the system. 
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