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METHOD AND APPARATUS FOR SELECTIVE IMPORTING IP ROUTE

TECHNICAL FIELD

[0001] The non-limiting and exemplary embodiments of the present disclosure generally
relate to the technical field of communications, and specifically to methods and apparatuses for

selective importing IP(Internet Protocol) route.

BACKGROUND

[0002] This section introduces aspects that may facilitate a better understanding of the
disclosure. Accordingly, the statements of this section are to be read in this light and are not to be
understood as admissions about what is in the prior art or what is not in the prior art.

[0003] Layer 3 (i.e, Network Layer) forwarding among hosts across different broadcast
domains (e.g., IP subnets) may be required in some networks.

[0004] EVPN (Ethernet Virtual Private Network) provides an extensible and flexible
multi-homing VPN (Virtual Private Network) solution over an multi-protocol label switching
(MPLS) core/IP network for intra-subnet connectivity among Tenant Systems (TSes) and End
Devices that can be physical or virtual. An IP subnet is represented by an EVPN Instance (EVI)
for a VLAN(Virtual Local Area Network)-based service or by an (EVI, VLAN) for a
VLAN-aware bundle service. However, there are scenarios for which there is a need for a dynamic
and efficient inter-subnet connectivity among these Tenant Systems and End Devices while
maintaining the multi-homing capabilities of EVPN. The EVPN IRB (Integrated Routing and
Bridging) can address such requirements.

[0005] The inter-subnet communication is traditionally achieved at centralized L3 Gateway
(L3GW) devices where all the inter-subnet forwarding is performed and all the inter-subnet
communication policies are enforced. When two TSes belonging to two different subnets
connected to the same PE wanted to communicate with each other, their traffic needed to be
backhauled from the PE all the way to the centralized gateway where inter-subnet switching is
performed and then back to the PE. For today's large multi-tenant data center, this scheme is very
inefficient and sometimes impractical.

[0006] In order to overcome the drawback of the centralized layer-3 GW approach, IRB
functionality is introduced on the PEs (also referred to as EVPN NVEs (Network Virtualization
Edges)) attached to TSes in order to avoid inefficient forwarding of tenant traffic. When a PE with
IRB capability receives tenant traffic over an Attachment Circuit (AC), it can not only locally

bridge the tenant intra-subnet traffic but also can locally route the tenant inter-subnet traffic on a
1
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packet by packet basis thus meeting the requirements for both intra and inter-subnet forwarding
and avoiding non-optimal traffic forwarding associated with centralized layer-3 GW approach.
[0007] As described in draft-ietf-bess-evpn-inter-subnet-forwarding-15 (an Internet-Draft of
IETF (Internet Engineering Task Force)), the disclosure of which is incorporated by reference
herein in its entirety, in symmetric mode, when a PE (provider edge node) receives an EVPN
MAC/IP (Medium Access Control/Internet Protocol) Advertisement route, it uses IP-VRF (VPN
Routing and Forwarding table for IP routes) route target to identify a corresponding IP-VRF and
imports the IP address into it. Once the PE receives a packet destined to the IP address, by lookup
the imported IP route, the PE forwards the packet to the destination.

SUMMARY

[0008] This summary is provided to introduce a selection of concepts in a simplified form that
are further described below in the detailed description. This summary is not intended to identify
key features or essential features of the claimed subject matter, nor is it intended to be used to
limit the scope of the claimed subject matter.

[0009] There are some problems in the existing solutions for Layer 3 forwarding among hosts
across different broadcast domains (e.g., IP subnets). For example, EVPN IRB introduces a large
number of IP host routes (EVPN Route Type 2), which consume much more forwarding plane
resources than before. There may be not sufficient resources for critical IP routes, such as
BGP-LU (BGP (Border Gateway Protocol) Labeled Unicast) routes, host routes for local
MAC-VREF/BT (Bridge Table), which may lead to traffic loss. If a receiving PE does not have the
MAC-VREF/BT identified by the MAC/IP route, the importing to IP-VRF is not mandatory. At that
time, the receiving PE can still forward the packet to the destination based on the route of the
MAC-VRF/BT and/or the subnet of the IRB interface. Without the IP host routes, sometimes
sub-optimal routing can happen.

[0010] To overcome or mitigate at least one above mentioned problems or other problems, an
improved solution for importing IP route may be desirable.

[0011] In a first aspect of the disclosure, there is provided a method performed by a first
provider edge node in a network. The method comprises receiving an Internet Protocol (IP) route
for a customer device in a broadcast domain from a second provider edge node in the network.
The method further comprises determining whether to import the IP route to an IP routing table of
the first provider edge node based on a policy.

[0012] In an embodiment, the method further comprises importing the IP route to the IP
routing table of the first provider edge node when determining to import the IP route to the IP

routing table of the first provider edge node.
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[0013] In an embodiment, the method further comprises skipping importing the IP route to the
IP routing table of the first provider edge node when determining to skip importing the IP route to
the IP routing table of the first provider edge node.

[0014] In an embodiment, determining whether to import the IP route to an IP routing table of
the first provider edge node based on a policy comprises determining to import the IP route to the
IP routing table of the first provider edge node when at least one customer device connected to the
first provider edge node is in the broadcast domain.

[0015] In an embodiment, determining whether to import the IP route to an IP routing table of
the first provider edge node based on a policy comprises determining whether to import the IP
route to the IP routing table of the first provider edge node based on an importing policy when no
customer device connected to the first provider edge node is in the broadcast domain.

[0016] In an embodiment, the importing policy is determined based on at least one of resource
utilization or administrative control.

[0017] In an embodiment, the importing policy comprises at least one of when resource
consumption is beyond or equal to a threshold, disabling IP route importing, when resource
consumption is below the threshold, enabling IP route importing, when a configuration indicates
enabling the IP route importing, enabling IP route importing, or when a configuration indicates
disabling the IP route importing, disabling IP route importing.

[0018] In an embodiment, the IP route comprises an Ethernet Virtual Private Network (EVPN)
Medium Access Control/Internet Protocol (MAC/IP) Advertisement Route.

[0019] In an embodiment, the IP routing table comprises a Virtual Private Network (VPN)
Routing and Forwarding table for IP routes.

[0020] In an embodiment, the broadcast domain corresponds to a Virtual Local Area Network
(VLAN).

[0021] In an embodiment, the network comprises Ethernet Virtual Private Network (EVPN)
Integrated Routing and Bridging (IRB) feature.

[0022] In a second aspect of the disclosure, there is provided a first provider edge node in a
network. The first provider edge node comprises a processor and a memory coupled to the
processor. Said memory contains instructions executable by said processor. Said first provider
edge node is operative to receive an Internet Protocol (IP) route for a customer device in a
broadcast domain from a second provider edge node in the network. Said first provider edge node
is further operative to determine whether to import the IP route to an IP routing table of the first
provider edge node based on a policy.

[0023] In a third aspect of the disclosure, there is provided a first provider edge node. The

first provider edge node comprises a receiving module and a determining module. The receiving
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module may be configured to receive an Internet Protocol (IP) route for a customer device in a
broadcast domain from a second provider edge node in the network. The determining module may
be configured to determine whether to import the IP route to an IP routing table of the first
provider edge node based on a policy.

[0024] In an embodiment, the first provider edge node further comprises an importing module
configured to import the IP route to the IP routing table of the first provider edge node when
determining to import the IP route to the IP routing table of the first provider edge node.

[0025] In an embodiment, the first provider edge node further comprises a skipping module
configured to skip importing the IP route to the IP routing table of the first provider edge node
when determining to skip importing the IP route to the IP routing table of the first provider edge
node.

[0026] In a fourth aspect of the disclosure, there is provided a computer program product
comprising instructions which, when executed on at least one processor, cause the at least one
processor to carry out any of the method according to the first aspect of the disclosure.

[0027] In a fifth aspect of the disclosure, there is provided a computer-readable storage
medium storing instructions which, when executed on at least one processor, cause the at least one
processor to carry out any of the method according to the first aspect of the disclosure.

[0028] Embodiments herein afford many advantages, of which a non-exhaustive list of
examples follows. In some embodiments herein, the proposed solution can protect critical routes
from being out of resource. In some embodiments herein, the proposed solution can optimize
forwarding plane resource utilization. In some embodiments herein, the proposed solution can
enable flexible compromise between resource utilization and optimal forwarding. In some
embodiments herein, the proposed solution can be compliant to EVPN IRB specification. In some
embodiments herein, there is no inter-operability issue due to local behavior on the provide edge
device. The embodiments herein are not limited to the features and advantages mentioned above.
A person skilled in the art will recognize additional features and advantages upon reading the

following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] The above and other aspects, features, and benefits of various embodiments of the
present disclosure will become more fully apparent, by way of example, from the following
detailed description with reference to the accompanying drawings, in which like reference

numerals or letters are used to designate like or equivalent elements. The drawings are illustrated
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for facilitating better understanding of the embodiments of the disclosure and not necessarily
drawn to scale, in which:

[0030] FIG.1 shows an example of system architecture according to an embodiment of the
present disclosure;

[0031] FIG.2 shows a flowchart of a method according to an embodiment of the present
disclosure;

[0032] F1G.3 shows a flowchart of a method according to another embodiment of the present
disclosure;

[0033] F1G.4 shows a flowchart of a selective IP route importing procedure according to an
embodiment of the present disclosure;

[0034] FIG.5 shows an example of sub-optimal forwarding according to an embodiment of
the present disclosure;

[0035] FIG.6 is a block diagram showing an apparatus suitable for practicing some
embodiments of the disclosure; and

[0036] FIG.7 is a block diagram showing a first provider edge node according to an

embodiment of the disclosure.

DETAILED DESCRIPTION

[0037] The embodiments of the present disclosure are described in detail with reference to the
accompanying drawings. It should be understood that these embodiments are discussed only for
the purpose of enabling those skilled persons in the art to better understand and thus implement
the present disclosure, rather than suggesting any limitations on the scope of the present disclosure.
Reference throughout this specification to features, advantages, or similar language does not imply
that all of the features and advantages that may be realized with the present disclosure should be
or are in any single embodiment of the disclosure. Rather, language referring to the features and
advantages is understood to mean that a specific feature, advantage, or characteristic described in
connection with an embodiment is included in at least one embodiment of the present disclosure.
Furthermore, the described features, advantages, and characteristics of the disclosure may be
combined in any suitable manner in one or more embodiments. One skilled in the relevant art will
recognize that the disclosure may be practiced without one or more of the specific features or
advantages of a particular embodiment. In other instances, additional features and advantages may
be recognized in certain embodiments that may not be present in all embodiments of the
disclosure.

[0038] As used herein, the term “network” refers to a network following any suitable

(wireless or wired) communication standards. In the following description, the terms “network”
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and “system” can be used interchangeably. Furthermore, the communications between two
communication devices in the network may be performed according to any suitable
communication protocols, including, but not limited to, the communication protocols as defined
by astandard organization such as IETF. For example, the communication protocols may
comprise various route protocols, switching protocols and/or any other protocols either currently
known or to be developed in the future.

[0039] As used herein, the term “provider edge node” or “ provider edge device (PE)” refers
to a network function (NF) which can be implemented in a network element (physical or virtual)
of a communication network. For example, the provider edge node or PE can be implemented
either as a network element on a dedicated hardware, as a software instance running on a
dedicated hardware, or as a virtualized function instantiated on an appropriate platform, e.g. on a
cloud infrastructure.

[0040] Virtualizing means creating virtual versions of apparatuses or devices which may
include virtualizing hardware platforms, storage devices and networking resources. As used herein,
virtualization can be applied to a provider edge node and relates to an implementation in which at
least a portion of the functionality is implemented as one or more virtual components (e.g., via one
or more applications, components, functions, virtual machines or containers executing on one or
more physical processing nodes in one or more networks).

[0041] In some embodiments, some or all of the functions described herein may be
implemented as virtual components executed by one or more virtual machines implemented in one
or more virtual environments hosted by one or more of hardware nodes. Further, in embodiments
in which the virtual node is not a radio access node or does not require radio connectivity (e.g., a
core network node), then the provider edge node or PE may be entirely virtualized.

[0042] The functions may be implemented by one or more applications (which may
alternatively be called software instances, virtual appliances, network functions, virtual nodes,
virtual network functions, etc.) operative to implement some of the features, functions, and/or
benefits of some of the embodiments disclosed herein. Applications are run in virtualization
environment which provides hardware comprising processing circuitry and memory. Memory
contains instructions executable by processing circuitry whereby application is operative to
provide one or more of the features, benefits, and/or functions disclosed herein.

[0043] Virtualization environment, comprises general-purpose or special-purpose network
hardware devices comprising a set of one or more processors or processing circuitry, which may
be commercial off-the-shelf (COTS) processors, dedicated Application Specific Integrated
Circuits (ASICs), or any other type of processing circuitry including digital or analog hardware

components or special purpose processors. Each hardware device may comprise memory which
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may be non-persistent memory for temporarily storing instructions or software executed by
processing circuitry. Each hardware device may comprise one or more network interface
controllers (NICs), also known as network interface cards, which include physical network
interface. Each hardware device may also include non-transitory, persistent, machine-readable
storage media - having stored therein software and/or instructions executable by processing
circuitry. Software may include any type of software including software for instantiating one or
more virtualization layers (also referred to as hypervisors), software to execute virtual machines as
well as software allowing it to execute functions, features and/or benefits described in relation
with some embodiments described herein.

[0044] Virtual machines, comprise virtual processing, virtual memory, virtual networking or
interface and virtual storage, and may be run by a corresponding virtualization layer or hypervisor.
Different embodiments of the instance of virtual appliance may be implemented on one or more of
virtual machines, and the implementations may be made in different ways.

[0045] During operation, processing circuitry executes software to instantiate the hypervisor
or virtualization layer, which may sometimes be referred to as a virtual machine monitor (VMM).
Virtualization layer may present a virtual operating platform that appears like networking

hardware to virtual machine.

29 <C 2%

[0046] References in the specification to “one embodiment,” “an embodiment,” “an example
embodiment,” and the like indicate that the embodiment described may include a particular feature,
structure, or characteristic, but it is not necessary that every embodiment includes the particular
feature, structure, or characteristic. Moreover, such phrases are not necessarily referring to the
same embodiment. Further, when a particular feature, structure, or characteristic is described in
connection with an embodiment, it is submitted that it is within the knowledge of one skilled in
the art to affect such feature, structure, or characteristic in connection with other embodiments
whether or not explicitly described.

[0047] It shall be understood that although the terms “first” and “second” etc. may be used
herein to describe various elements, these elements should not be limited by these terms. These
terms are only used to distinguish one element from another. For example, a first element could be
termed a second element, and similarly, a second element could be termed a first element, without
departing from the scope of example embodiments. As used herein, the term “and/or” includes any
and all combinations of one or more of the associated listed terms.

[0048] As used herein, the phrase “at least one of A and B” or “at least one of A or B” should
be understood to mean “only A, only B, or both A and B.” The phrase “A and/or B” should be

understood to mean “only A, only B, or both A and B.”
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[0049] The terminology used herein is for the purpose of describing particular embodiments
only and is not intended to be limiting of example embodiments. As used herein, the singular

[yl (13

forms “a”, “an” and “the” are intended to include the plural forms as well, unless the context

29 LC

clearly indicates otherwise. It will be further understood that the terms “comprises”, “comprising”,

29 (13
2

“has”, “having”, “includes” and/or “including”, when used herein, specify the presence of stated
features, elements, and/or components etc., but do not preclude the presence or addition of one or
more other features, elements, components and/ or combinations thereof.

[0050] It is noted that these terms as used in this document are used only for ease of
description and differentiation among nodes, devices or networks etc. With the development of the
technology, other terms with the similar/same meanings may also be used.

[0051] In the following description and claims, unless defined otherwise, all technical and
scientific terms used herein have the same meaning as commonly understood by one of ordinary
skills in the art to which this disclosure belongs.

[0052] It is noted that some embodiments of the present disclosure are mainly described in
relation to the EVPN IRB being used as non-limiting examples for certain exemplary network
configurations and system deployments. As such, the description of exemplary embodiments
given herein specifically refers to terminology which is directly related thereto. Such terminology
is only used in the context of the presented non-limiting examples and embodiments, and does
naturally not limit the present disclosure in any way. Rather, any other system configuration may
equally be utilized as long as exemplary embodiments described herein are applicable.

[0053] Although the subject matter described herein may be implemented in any appropriate
type of system using any suitable components, the embodiments disclosed herein are described in
relation to a communication system complied with the exemplary system architecture illustrated in
FIG.1. For simplicity, the system architecture of FIG.1 only depict some exemplary elements. In
practice, a communication system may further include any additional elements suitable to support
communication between any two communication devices. The communication system may
provide communication and various types of services to one or more customer devices to facilitate
the customer devices’ access to and/or use of the services provided by, or via, the communication
system.

[0054] FIG.1 shows an example of system architecture according to an embodiment of the
present disclosure. The system may comprise two provider edge nodes (PEs) simply denoted as
PE1 and PE2 which can communicate with each other over a network 20. Each PE may connect to

one or more CEs (Customer Edge devices) or customer devices over Attachment Circuit (AC).

Although two PEs are shown in FIG. 1, there may be more or less PEs.
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[0055] The network 20 may be any suitable network. The network 20 may be, for example, an
IP based network, or an MPLS based network, or a combination thereof. In an embodiment, the
network 20 may be EVPN with IRB feature.

[0056] The CE enables a customer device to connect to the PE. The customer device may be,
for example, a terminal device a mobile phone, a pad computer, a laptop computer, a desktop
computer, or any other devices with wired and/or wireless communication capability. The CE may
be a host, a router, a switch, a gateway, a modem, a firewall, a network interface controller (NIC),
a hub, a bridge, or any other type of data transfer device. The PE is an edge node of the network
20 and functions as an edge device responsible for providing the customer device with VPN
service such as EVPN services. The PE may be, for example, a router, a switch, a gateway, a
modem, a firewall, an NIC, a hub, a bridge, or any other type of data transfer device. As described
above, PE can be a virtual instance/functionality.

[0057] As an exemplary example, it is assumed that an enterprise has CEs (for example,
application servers) deployed in multiple data centers at different locations to communicate with
each other within the same L3VPN (layer 3 VPN). As the data centers are interconnected through
transport networks such as IP/MPLS, then, the EVPN IRB may be used to accommodate L3VPN
services over the transport networks connecting to these data centers. These CE devices located in
different data centers can be considered as belonging to the same EVPN instance.

[0058] A tenant needing IRB services on a PE, requires an IP Virtual Routing and Forwarding
table (IP-VRF) along with one or more MAC Virtual Routing and Forwarding tables
(MAC-VRFs). An IP-VRF, as defined in Internet Engineering Task Force (IETF) Request for
Comments (RFC) 4364, the disclosure of which is incorporated by reference herein in its entirety,
is the instantiation of an IPVPN instance in a PE. A MAC-VRE, as defined in IETF RFC7432, the
disclosure of which is incorporated by reference herein in its entirety, is the instantiation of an
EVI (EVPN Instance) in a PE. A MAC-VRF consists of one or more bridge tables, where each
bridge table corresponds to a VLAN (broadcast domain). If service interfaces for an EVPN PE are
configured in VLAN- Based mode (i.e., section 6.1 of IETF RFC7432), then there is only a single
bridge table per MAC-VRF (per EVI) - i.e, there is only one tenant VLAN per EVL. However, if
service interfaces for an EVPN PE are configured in VLAN-Aware Bundle mode (i.e., section 6.3
of IETF RFC7432), then there are several bridge tables per MAC-VRF (per EVI) - i.e., there are
several tenant VLANSs per EVL

[0059] Each bridge table is connected to an IP-VRF via an L3 interface called IRB interface.
Since a single tenant subnet is typically represented by a VLAN (and thus supported by a single
bridge table), for a given tenant there are as many bridge tables as there are subnets and thus there

are also as many IRB interfaces between the tenant IP-VRF and the associated bridge tables.
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[0060] FIG.2 shows a flowchart of a method according to an embodiment of the present

disclosure, which may be performed by an apparatus implemented in or at or as a first provider
edge node in a network or communicatively coupled to the first provider edge node. As such, the
apparatus may provide means or modules for accomplishing various parts of the method 200 as
well as means or modules for accomplishing other processes in conjunction with other
components.

[0061] The network may be any suitable communication network. For example, the network
may be the network which can provide virtual network service. The network may be the network
which can provide intra and inter-subnet forwarding service. The network may be the network
which can provide Layer 3 forwarding service. In an embodiment, the network may comprise
Ethernet Virtual Private Network (EVPN) Integrated Routing and Bridging (IRB) feature for
example as described in draft-ietf-bess-evpn-inter-subnet-forwarding-15.

[0062] The first provider edge node may be any suitable device. As described above, the first
provider edge node can be a virtual instance/functionality. For example, the first provider edge
node may be an edge device with IRB capability. The first provider edge node may be attached to
one or more Tenant Systems (TSes). When the first provider edge node with IRB capability
receives tenant traffic over an Attachment Circuit (AC), it can not only locally bridge the tenant
intra-subnet traffic but also can locally route the tenant inter-subnet traffic on a packet by packet
basis thus meeting the requirements for both intra and inter-subnet forwarding. In an embodiment,
the first provider edge node may be PE with IRB capability as described in
draft-ietf-bess-evpn-inter-subnet-forwarding-15.

[0063] At block 202, the first provider edge node may receive an Internet Protocol (IP) route
for a customer device in a broadcast domain from a second provider edge node in the network.
[0064] The second provider edge node may be any suitable device. As described above, the
second provider edge node can be a virtual instance/functionality. For example, the second
provider edge node may be an edge device with IRB capability. The second provider edge node
may be attached to one or more Tenant Systems (TSes). When the first provider edge node with
IRB capability receives tenant traftfic over an Attachment Circuit (AC), it can not only locally
bridge the tenant intra-subnet traffic but also can locally route the tenant inter-subnet traffic on a
packet by packet basis thus meeting the requirements for both intra and inter-subnet forwarding,
In an embodiment, the second provider edge node may be PE with IRB capability as described in
draft-ietf-bess-evpn-inter-subnet-forwarding-15.

[0065] A broadcast domain is a collection of network devices that receive broadcast traffic
from each other. As per IETF RFC7432, an EVI consists of a single or multiple broadcast domains.
In the case of VLAN-bundle and VLAN-based service models (see IETF RFC7432), a broadcast

10
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domain is equivalent to an EVIL In the case of VLAN-aware bundle service model, an EVI
contains multiple broadcast domains. In an embodiment, broadcast domain and subnet are
equivalent terms and wherever "subnet" is used, it means "IP subnet". In an embodiment, the
broadcast domain corresponds to a Virtual Local Area Network (VLAN).
[0066] The IP route may comprise any suitable information. In an embodiment, the IP route
comprises an Ethernet Virtual Private Network (EVPN) Medium Access Control/Internet Protocol
(MAC/IP) Advertisement Route. For example, the IP route may be same as the MAC/IP
Advertisement Route as described in section 7.2 of IETF RFC7432.
[0067] At block 204, the first provider edge node may determine whether to import the IP
route to an IP routing table of the first provider edge node based on a policy. The policy may be
predefined or configured in the first provider edge node. The policy in different provider edge
nodes may be different for example depending on application scenarios or provider edge node
performance.
[0068] In an embodiment, when at least one customer device connected to the first provider
edge node is in the broadcast domain, the first provider edge node may determine to import the IP
route to the IP routing table of the first provider edge node.
[0069] In an embodiment, when no customer device connected to the first provider edge node
is in the broadcast domain (i.e., all customer devices connected to the first provider edge node are
not in the broadcast domain), the first provider edge node may determine whether to import the IP
route to the IP routing table of the first provider edge node based on an importing policy. The
importing policy may be predefined or configured in the first provider edge node. The importing
policy in different provider edge nodes may be different for example depending on application
scenarios or provider edge node performance.
[0070] The importing policy may be determined in various ways. In an embodiment, the
importing policy is determined based on at least one of resource utilization or administrative
control. In addition, the importing policy may be determined based on priority of IP route, user
profile, etc.
[0071] Flexible policy control can be implemented to decide importing or not. Thus critical IP
host routes are protected.
[0072] The importing policy can be based on forwarding plane resource utilization status,
and/or administrative control.
® Resource utilization based: A threshold may be defined (for example, 60%) and when
resource consumption is beyond or equal to the threshold, the first provider edge node may
disable the IP host routes importing. When resource consumption is below the threshold, the

first provider edge node may enable the IP host route importing,
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® Administrative control based: It is a configuration (on/off) to enable/disable the IP route
importing. When enabled, the first provider edge node may import the received IP host routes to
forwarding plane. When disabled, the first provider edge node may not import the received IP
host routes to forwarding plane.
[0073] There can be other policies and their combinations to determine importing or not.
[0074] As a first example, a threshold is defined for routing table utilization on MAC/IP
routes, for example, 60%. If the threshold is not reached, IP host route importing is accepted.
Otherwise, importing is stopped.
[0075] The threshold may be determined based on various ways such as predefined,
configured, learnt by machine learning.
[0076] As a second example, administrator manually determines to import or not through
configuration (on/off). When the configuration is on, IP host route importing is accepted.
otherwise, IP host route importing is rejected.
[0077] In an embodiment, the importing policy comprises at least one of’
® when resource consumption is beyond or equal to a threshold, disabling IP route importing,
® when resource consumption is below the threshold, enabling IP route importing,
® when a configuration indicates enabling the IP route importing, enabling IP route importing,
or
® when a configuration indicates disabling the IP route importing, disabling IP route
importing.
[0078] Disabling IP route importing means that the IP route can not be imported to the IP
routing table of the first provider edge node. Enabling IP route importing means that the IP route
can be imported to the IP routing table of the first provider edge node.
[0079] In an embodiment, the importing policy may be configured with a priority. When there
are two or more importing policies, the importing policy with the highest priority will be used to
determine whether to import the IP route to the IP routing table of the first provider edge node.
[0080] FI1G.3 shows a flowchart of a method according to another embodiment of the present
disclosure, which may be performed by an apparatus implemented in or at or as a first provider
edge node in a network or communicatively coupled to the first provider edge node. As such, the
apparatus may provide means or modules for accomplishing various parts of the method 300 as
well as means or modules for accomplishing other processes in conjunction with other
components. For some parts which have been described in the above embodiments, detailed

description thereof is omitted here for brevity.
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[0081] At block 302, the first provider edge node may receive an Internet Protocol (IP) route
for a customer device in a broadcast domain from a second provider edge node in the network.
Block 302 is same as block 202 of FIG.2.

[0082] At block 304, the first provider edge node may determine whether to import the IP
route to an IP routing table of the first provider edge node based on a policy. Block 304 is same as
block 204 of F1G.2.

[0083] At block 306, the first provider edge node may import the IP route to the IP routing
table of the first provider edge node when determining to import the IP route to the IP routing
table of the first provider edge node.

[0084] At block 308, the first provider edge node may skip import the IP route to the IP
routing table of the first provider edge node when determining to skip importing the IP route to the
IP routing table of the first provider edge node.

[0085] FIG.4 shows a flowchart of a selective IP route importing procedure according to an
embodiment of the present disclosure. This embodiment is implemented in EVPN IRB.

[0086] Using FIG.1 as an example, PE2 receives an EVPN MAC/IP Advertisement route,
which is advertised by PE1. PE2 then selectively imports received EVPN MAC/IP Advertisement
route. On PE1, when IRB1 (10.10.10.0/24) is configured, this route is advertised via Border
Gateway Protocol (BGP) (via traditional L3VPN or EVPN route type 5) to other PEs. On PE2
routing table, an entry of 10.10.10.0/24 -> PE1 is installed. On PEl, when a host route
(10.10.10.6/32) is dynamically learnt on MAC-VRF1/BT1 (identified by Route Target/VLAN
configured), this route is advertised via BGP (via EVPN route type 2, MAC/IP route) to other PEs.
[0087] Atblock 401, PE2 receives MAC/IP route to be imported to IP-VRF.  On PE2,
there is no MAC-VRF1/BT1 and policy control (resource utilization based as example here) is
implemented before importing. For example, policy control for selective importing the IP host
routes is implemented when the receiving PE does not have the corresponding MAC-VRF/BT.
[0088] At block 402, PE2 determines whether MAC-VRF1/BT1 is available on PE2. When
MAC-VRF1/BT]1 is available on PE2, the MAC/IP route is imported to IP-VRF1 at block 405.
[0089] At block 403, when MAC-VRF1/BT1 is not available on PE2, PE2 checks importing
policy. For example, the importing policy may comprises at least one of forwarding resource
utilization status, administrative control (e.g., on/off) or other conditions.

[0090] Atblock 404, PE2 determines whether importing is permitted based on the
importing policy. For example, on PE2, the routing table resource utilization is below 60% (a
pre-configured threshold). Then an entry of 10.10.10.6/32 -> PEI is installed (e.g., imported to
IP-VRF1) at block 406. At a later time, another host route (10.10.10.7/32) is received by PE2, at
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this time the routing table resource utilization is beyond 60%, this host route is not installed to the
routing table at block 405.

[0091] When a packet destined to 10.10.10.6 is arrived on PE2, after routing table lookup, the
entry of 10.10.10.6/32 -> PEI is hit. The packet is forwarded via this entry to PE1/IP-VRF1 and
then to MAC-VRF1/BT1.

[0092] When a packet destined to 10.10.10.7 is arrived on PE2, after routing table lookup, the
entry of 10.10.10.0/24 -> PEI1 is hit. The packet is forwarded via this entry to PE1/IP-VRF1 and
then to MAC-VRF1/BT1.

[0093] The various blocks/steps shown in FIGs.2-4 may be viewed as method steps, and/or as
operations that result from operation of computer program code, and/or as a plurality of coupled
logic circuit elements constructed to carry out the associated function(s). The schematic flow chart
diagrams described above are generally set forth as logical flow chart diagrams. As such, the
depicted order and labeled steps are indicative of specific embodiments of the presented methods.
Other steps and methods may be conceived that are equivalent in function, logic, or effect to one
or more steps, or portions thereof, of the illustrated methods. Additionally, the order in which a
particular method occurs may or may not strictly adhere to the order of the corresponding steps
shown.

[0094] FIG.5 shows an example of sub-optimal forwarding according to an embodiment of
the present disclosure.

[0095] As described in FIG.5, sometimes sub-optimal forwarding could happen if the IP route
is not accepted. At this time, PE2 can forward traffic to CE1 to either PE1 or PE3 based on load
balance. About half traffic will be forwarded via sub-optimal path (PE2->PE3->PE1). Selective IP
route importing accommodates compromise between forwarding resource utilization optimization
and optimal forwarding. Policy control provides enough possibility and flexibility for compromise
to customer.

[0096] Embodiments herein afford many advantages, of which a non-exhaustive list of
examples follows. In some embodiments herein, the proposed solution can protect critical routes
from being out of resource. In some embodiments herein, the proposed solution can optimize
forwarding plane resource utilization. In some embodiments herein, the proposed solution can
enable flexible compromise between resource utilization and optimal forwarding. In some
embodiments herein, the proposed solution can be compliant to EVPN IRB specification. In some
embodiments herein, there is no inter-operability issue due to local behavior on the provide edge
device. The embodiments herein are not limited to the features and advantages mentioned above.
A person skilled in the art will recognize additional features and advantages upon reading the

following detailed description.

14



10

15

20

25

30

WO 2023/039831 PCT/CN2021/119062
[0097] FIG.6 is a block diagram showing an apparatus suitable for practicing some
embodiments of the disclosure. For example, the first provider edge node described above may be
implemented as or through the apparatus 600.

[0098] The apparatus 600 comprises at least one processor 621, such as a digital processor
(DP), and at least one memory (MEM) 622 coupled to the processor 621. The apparatus 620 may
further comprise a transmitter TX and receiver RX 623 coupled to the processor 621. The MEM
622 stores a program (PROG) 624. The PROG 624 may include instructions that, when executed
on the associated processor 621, enable the apparatus 620 to operate in accordance with the
embodiments of the present disclosure. A combination of the at least one processor 621 and the at
least one MEM 622 may form processing means 626 adapted to implement various embodiments
of the present disclosure.

[0099] Various embodiments of the present disclosure may be implemented by computer
program executable by one or more of the processor 621, software, firmware, hardware or in a
combination thereof.

[00100] The MEM 622 may be of any type suitable to the local technical environment and
may be implemented using any suitable data storage technology, such as semiconductor based
memory devices, magnetic memory devices and systems, optical memory devices and systems,
fixed memories and removable memories, as non-limiting examples.

[00101] The processor 621 may be of any type suitable to the local technical environment,
and may include one or more of general purpose computers, special purpose computers,
microprocessors, digital signal processors (DSPs) and processors based on multicore processor
architecture, as non-limiting examples.

[00102] In an embodiment where the apparatus is implemented as or at the first provider edge
node, the memory 622 contains instructions executable by the processor 621, whereby the first
provider edge node operates according to any step of the methods related to the first provider edge
node as described above.

[00103] FIG.7 is a block diagram showing a first provider edge node according to an
embodiment of the disclosure. As shown, the first provider edge node 700 comprises a receiving
module 702 and a determining module 704. The receiving module 702 may be configured to
receive an Internet Protocol (IP) route for a customer device in a broadcast domain from a second
provider edge node in the network. The determining module 704 may be configured to determine
whether to import the IP route to an IP routing table of the first provider edge node based on a

policy.
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[00104] In an embodiment, the first provider edge node 700 further comprises an importing

module 706 configured to import the IP route to the IP routing table of the first provider edge node
when determining to import the IP route to the IP routing table of the first provider edge node.
[00105] In an embodiment, the first provider edge node 700 further comprises a skipping
module 708 configured to skip importing the IP route to the IP routing table of the first provider
edge node when determining to skip importing the IP route to the IP routing table of the first
provider edge node.

[00106] The term unit or module may have conventional meaning in the field of electronics,
electrical devices and/or electronic devices and may include, for example, electrical and/or
electronic circuitry, devices, modules, processors, memories, logic solid state and/or discrete
devices, computer programs or instructions for carrying out respective tasks, procedures,
computations, outputs, and/or displaying functions, and so on, as such as those that are described
herein.

[00107] With function units, the first provider edge node may not need a fixed processor or
memory, any computing resource and storage resource may be arranged from the first provider
edge node in the communication system. The introduction of virtualization technology and
network computing technology may improve the usage efficiency of the network resources and
the flexibility of the network.

[00108] According to an aspect of the disclosure it is provided a computer program product
being tangibly stored on a computer readable storage medium and including instructions which,
when executed on at least one processor, cause the at least one processor to carry out any of the
methods as described above.

[00109] According to an aspect of the disclosure it is provided a computer-readable storage
medium storing instructions which when executed by at least one processor, cause the at least one
processor to carry out any of the methods as described above.

[00110] In addition, the present disclosure may also provide a carrier containing the computer
program as mentioned above, wherein the carrier is one of an electronic signal, optical signal,
radio signal, or computer readable storage medium. The computer readable storage medium can
be, for example, an optical compact disk or an electronic memory device like a RAM (random
access memory), a ROM (read only memory), Flash memory, magnetic tape, CD-ROM, DVD,
Blue-ray disc and the like.

[00111] The techniques described herein may be implemented by various means so that an
apparatus implementing one or more functions of a corresponding apparatus described with an
embodiment comprises not only prior art means, but also means for implementing the one or more

functions of the corresponding apparatus described with the embodiment and it may comprise
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separate means for each separate function or means that may be configured to perform one or
more functions. For example, these techniques may be implemented in hardware (one or more
apparatuses), firmware (one or more apparatuses), software (one or more modules), or
combinations thereof. For a firmware or software, implementation may be made through modules
(e.g., procedures, functions, and so on) that perform the functions described herein.

[00112] Exemplary embodiments herein have been described above with reference to block
diagrams and flowchart illustrations of methods and apparatuses. It will be understood that each
block of the block diagrams and flowchart illustrations, and combinations of blocks in the block
diagrams and flowchart illustrations, respectively, can be implemented by various means
including computer program instructions. These computer program instructions may be loaded
onto a general purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a machine, such that the instructions which execute on the
computer or other programmable data processing apparatus create means for implementing the
functions specified in the flowchart block or blocks.

[00113] Further, while operations are depicted in a particular order, this should not be
understood as requiring that such operations be performed in the particular order shown or in
sequential order, or that all illustrated operations be performed, to achieve desirable results. In
certain circumstances, multitasking and parallel processing may be advantageous. Likewise, while
several specific implementation details are contained in the above discussions, these should not be
construed as limitations on the scope of the subject matter described herein, but rather as
descriptions of features that may be specific to particular embodiments. Certain features that are
described in the context of separate embodiments may also be implemented in combination in a
single embodiment. Conversely, various features that are described in the context of a single
embodiment may also be implemented in multiple embodiments separately or in any suitable
sub-combination.

[00114] While this specification contains many specific implementation details, these should
not be construed as limitations on the scope of any implementation or of what may be claimed, but
rather as descriptions of features that may be specific to particular embodiments of particular
implementations. Certain features that are described in this specification in the context of separate
embodiments can also be implemented in combination in a single embodiment. Conversely,
various features that are described in the context of a single embodiment can also be implemented
in multiple embodiments separately or in any suitable sub-combination. Moreover, although
features may be described above as acting in certain combinations and even initially claimed as

such, one or more features from a claimed combination can in some cases be excised from the
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combination, and the claimed combination may be directed to a sub-combination or variation of a
sub-combination.

[00115] It will be obvious to a person skilled in the art that, as the technology advances, the
inventive concept can be implemented in various ways. The above described embodiments are
given for describing rather than limiting the disclosure, and it is to be understood that
modifications and variations may be resorted to without departing from the spirit and scope of the
disclosure as those skilled in the art readily understand. Such modifications and variations are
considered to be within the scope of the disclosure and the appended claims. The protection scope

of the disclosure is defined by the accompanying claims.
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WHAT IS CLAIMED IS:

1. A method (200) performed by a first provider edge node in a network, comprising:

receiving (202) an Internet Protocol (IP) route for a customer device in a broadcast domain
from a second provider edge node in the network; and

determining (204) whether to import the IP route to an IP routing table of the first provider
edge node based on a policy.

2. The method according to claim 1, further comprising:

importing (306) the IP route to the IP routing table of the first provider edge node when
determining to import the IP route to the IP routing table of the first provider edge node; and/or

skipping (308) importing the IP route to the IP routing table of the first provider edge node
when determining to skip importing the IP route to the IP routing table of the first provider edge
node.

3. The method according to claim 1 or 2, wherein determining whether to import the IP
route to an IP routing table of the first provider edge node based on a policy comprises:

when at least one customer device connected to the first provider edge node is in the
broadcast domain, determining to import the IP route to the IP routing table of the first provider
edge node.

4. The method according to any of claims 1-3, wherein determining whether to import the
IP route to an IP routing table of the first provider edge node based on a policy comprises:

when no customer device connected to the first provider edge node is in the broadcast
domain, determining whether to import the IP route to the IP routing table of the first provider
edge node based on an importing policy.

5. The method according to claim 4, wherein the importing policy is determined based on
at least one of’

resource utilization, or

administrative control.

6. The method according to claim 5, wherein the importing policy comprises at least one
of:

when resource consumption is beyond or equal to a threshold, disabling IP route importing,

when resource consumption is below the threshold, enabling IP route importing,

when a configuration indicates enabling the IP route importing, enabling IP route
importing, or

when a configuration indicates disabling the IP route importing, disabling IP route

importing.
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7. The method according to any of claims 1-6, wherein the IP route comprises an
Ethernet Virtual Private Network (EVPN) Medium Access Control/Internet Protocol (MAC/IP)
Advertisement Route.

8. The method according to any of claims 1-7, wherein the IP routing table comprises a
Virtual Private Network (VPN) Routing and Forwarding table for IP routes.

9. The method according to any of claims 1-8, wherein the broadcast domain corresponds
to a Virtual Local Area Network (VLAN).

10. The method according to any of claims 1-9, wherein the network comprises
Ethernet Virtual Private Network (EVPN) Integrated Routing and Bridging (IRB) feature.

11. A first provider edge node (600) in a network, comprising:

a processor (621); and

a memory (622) coupled to the processor(621), said memory (622) containing instructions
executable by said processor (621), whereby said first provider edge node (600) is operative to:

receive an Internet Protocol (IP) route for a customer device in a broadcast domain from a
second provider edge node in the network; and

determine whether to import the IP route to an IP routing table of the first provider edge
node based on a policy.

12. The first provider edge node according to claim 11, wherein the first provider edge
node is further operative to perform the method of any one of claims 2 to 10.

13. A computer-readable storage medium storing instructions which when executed by at
least one processor, cause the at least one processor to perform the method according to any one of
claims 1 to 10.

14. A computer program product comprising instructions which when executed by at least
one processor, cause the at least one processor to perform the method according to any of claims 1

to 10.
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