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TITLE OF THE INVENTION
Security Feature and Object with Security Feature

FIELD OF THE INVENTION

The invention relates to a security feature and an object comprising the security

feature.
BACKGROUND

A large variety of security features for all kinds of valuable or security objects is
know in the art. Most security features make use of specific optical effects of small

structures or physical/optical effects of rare substances.

WO 2009/150622 A2 discloses visible markings formed by small elements
having defined different geometric shapes and forming encrypted information by a

specific arrangement and varying shapés of small elements seems anticipated.

US 7 353 994 B2 describes randomly distributed particles, i.e. the images
derived from the particles are random.

WO 2011/098803 A1 describes apertures which are not hidden in the

document.
SUMMARY

It is an object of the invention to provide a security feature that is covert
regardless of whether or not it is visible to the naked eye. It is also an object of the

invention to provide an object comprising the security feature.
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According to an aspect of the invention, a security feature is provided that
represents (stores, contains) predetermined machine readable data and is adapted
to an inherent characteristic of an object (or an element of an object) to which the

security feature is applied.

The characteristic of the object (or element of the object) can advantageously
be due to a manufacturing process of the object. The inherent characteristic can be
a side-effect or unavoidable consequence of the manufacturing process. The
inherent characteristic can also be a desired effect or desired physical appearance
of the object. However, the inherent characteristic is advantageously not
intentionally created for hiding the security feature. This aspect of the invention
generally provides that the security feature is not immediately visible when the
object is inspected by the naked eye (or even by use of detection or inspection
instruments). The security feature according to aspects of the invention can

thereby blend into its environment.

According to an aspect of the invention, marks may be added to object. The
feature can then be hidden to the naked eye (covert) due to various different
reasons. The security feature can advantageously be adapted to the inherent
characteristic of the object in terms of one or more of the following: size, shape,
distribution, number and/or color etc. More specifically, the color, size, shape,
distribution and/or number of added (additional) marks (dots, holes, particles) may
be adapted to the characteristic of the object (visual appearance). The added
marks may be very small (for example having a diameter less than 20 ym). The
additional marks may have the same or similar color as the object (at least in the
location of the surface of the object where the marks are added). The additional
marks may be randomly distributed. The additional marks may have only a small
number per predefined area of the surface of the object. The added or additional
marks may also be luminescent under UV (ultraviolet) light or IR (infrared) light.
Under normal ambient conditions (normal daylight) the additional marks may be
substantially invisible to the naked eye. The added marks are advantageously not
perceivable or distinguishable by the naked eye under ambient light. These

aspects further support the covertness of the security feature.

The process of configuring any predetermined data such that the physical
appearance of the security feature is similar to a specific physical inherent
characteristic of the object forms part of a channel coding. In other words, the

invention also provides a security feature comprising additional marks which are
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arranged according to the channel coding in accordance with the aspects of the

invention described here below.

In an embodiment of the invention, the object may comprise original marks as
a characteristic of the object. The original marks can be a consequence of the
manufacturing process of the object. The original marks can be randomly
distributed. The security feature can then be configured to have a similar
appearance as provided by the original marks on the object. This means that the
pre-existing characteristic of the object can be imitated without substantially
changing the original physical appearance of the object. The original marks may be
defects, impurities, particles, holes, fibers, pigments, etc. The security feature may
then comprise additional marks having a similar appearance as the originally
existing marks. The additional marks can be similar to the original marks in terms
of one or more of the following characteristics: size, shape, number, distribution,
color etc. Each of these aspects of the invention further improves the covertness of

the security feature.

The pre-existing characteristic or original marks of the object can also be
substantially invisible to the naked eye. This means that also the original marks
may not be obvious when inspected by the naked eye without using a magnifying
glass, a microscope or other means of inspection or special light as UV or IR light.
The additional marks may then have the same appearance and also be

substantially invisible to the naked eye.

According to an aspect of the invention, one or moré of the following
characteristics may be used to represent the pre-determined machine readable
information: the absolute or relative location of the additional marks, the size the

shape, and/or the color of the individual additional marks.

According to a further aspect of the invention, the additional marks can be
arranged in groups. The information or data may then be represented by a specific
arrangement within a group of additional marks. A group of additional marks is also
referred to as a symbol. A symbol may also only comprise one additional mark.
This aspect has various advantages. The group or symbol may be easily identified.
A group or symbol can be based on redundant information. The more redundant
the information of a symbol or group of additional marks is, the better the error rate

during read out of the information.
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In an embodiment of the invention, the relative and/or absolute location of the
marks within a specific area, region or portion of the object may represent the
information (data). This also simplifies the detection of the marks and can be used
to increase redundancy of the information. All detectable parameters and
properties of the marks, be it individual, be it with respect to each other or with
respect to the object can advantageously be used to represent information (data).

Each of the groups may then comprise a predetermined number of marks. The
number of marks per group may for example be n. In advantageous embodiments

n may be equal to 1, 2, 3, 4, 5, 6 or more.

According to an aspect of the invention, each group of marks may represent a
multi-bit word of data (predetermined data) that is then represented by (stored in)
the security feature. This simplifies the channel coding process in which the marks,

group of marks or symbols are assigned to the data (predetermined information).

According to an aspect of the invention, the number of bits of the multi-bit word
can be j. In advantageous embodiments j may be equal to 2, 3, 4, 5,6, 7, 8, 9, 10

or more.

The number of marks per group may be different from the number of bits of the
multi-bit word that is represented by the group of marks. In other words, a mark

does not necessarily represent a single bit.

According to an aspect of the invention, two or more different symbols may be
used for the same data (multi-bit word). This is advantageous as the redundancy
within the security feature can be further increased while the appearance may still

be random, if one of the multiple possible symbols is randomly selected.

According to an aspect of the invention, the predetermined information or data
that is represented by the security feature can be encrypted raw data. Any pre-
determined information/data (typically digital data) may then be encrypted before it

is channel coded. This increases the security of the feature.

The pre-determined data/information can be encrypted using the Advanced
Encryption Standard (AES). This is a symmetric key-algorithm in which only the
owner of the key can decode the stored information. The AES algorithm generates
a hash value which is stored in the data field. Reading out the hash value is not
sufficient for the reconstruction of the stored information. In addition, the key is
needed to decrypt the hash value and to obtain the original information.
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Furthermore, the pre-determined information/data that is represented by
security feature may be processed according to an error correction algorithm in
order to make it possible to detect and/or correct detection/read-out errors. An

advantageous algorithm is the Reed-Salomon algorithm.

According to an aspect of the invention, the encrypted raw data can be an
encrypted serial number of the object (for example the serial number of a

banknote).

It is also possible to use the security feature according to aspects of the
invention hierarchically. This means that a security feature may have different
levels so that a first level is detectable by rather simple detectors. Some marks
provided within the security feature may then not be detectable by the simple
detectors but only by more complex detectors. Accordingly, it is possible to
incorporate different levels of security within a single security feature.

The object to which the security feature is applied may be a valuable object, a
security object, a consumer product, a security document, a valuable document, a
certificate (for example of birth, residence, marital status, name etc.), a certified
copy of a document, a card, as for example a smart card, an access card, a credit

card, a bonus card, an identity card, a passport, etc.

In an advantageous embodiment, the object may be a valuable document, as

for example a banknote.

The security feature may then be incorporated, for example into a metalized
layer or foil (for example a foil with a thin metal layer) of an element of an object, as
for example a valuable document or a banknote. The metal may be aluminum or
copper. In one embodiment the element of the object can be a metalized stripe. In
another embodiment of the invention, the element of the object carrying the
security feature can be a patch. The element carrying the security feature may
have a thin layer of metal or lacquer or color to which the security feature is

applied.

The security feature according to an embodiment of the invention may comprise
dots. One dot may then be one additional mark. The additional marks, i.e. the dots
may be printed. The dots may be adapted in number and/or size and or distribution
and/or color to the surface of an object. The object may be a sheet of paper or
plastic etc. For example, if the surface of the object is white, the additional marks

(dots) may also be substantially white or light yellow. The maximum diameter of the
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dots may be smaller than 20 ym. The additional marks may be printed with
luminescent (fluorescent etc.) color, as for example UV or IR luminescent color.

In another embodiment, the security feature may be a laser written structure.
The marks of the security feature may be local, micrometer sized demetalizations.
This is advantageous as the kind of metalized stripes or patches used on
banknotes (and other documents) usually shows some defects in the form of little
holes which seem randomly distributed over the stripe. These holes are due to the
manufacturing process. The security feature may be located in a part of the foil
stripe or it may be spread over the whole foil stripe by adding additional marks in
form of holes. These holes can be generated by a laser and then look like all other
demetalized dots which are due to the manufacturing process.

The security feature may be read-out with a dedicated sensor or detection
apparatus. The detection may be based on a pattern recognition. A picture may be
taken of the area where the security feature is located. The picture may then be
processed. The possible locations of additional marks are known, so that the
pattern recognition algorithm can search for the specific additional marks. If the
marks are detected, the authenticity of the object can be confirmed. Due to
redundancy, the authenticity may also be confirmed if only a few and not all

additional marks are detected.

With respect to the above described embodiment using an element or object
comprising demetalized dots, the security feature may be detected and read out in
transmission using a microscopic setup. A light source can be located behind the
valuable document (backside) and the microscope can be located on the opposite
side of the valuable document (front side). If the additional marks of the security
feature are a very little bit larger (in maximum diameter or cross-sectional area)
than the original marks/dots, the demetalized dots may appear brighter than the
background. In other words, the security feature itself comprises of a number of
statistically appearing laser written dots. The number of dots per area of the stripe
can then be very low. In an embodiment, the number of dots may be between 100

and 200. This improves the covertness of the feature.

The robustness of the coding allows very stable read-out of the data/information
stored in the security feature even at high transport speeds of the valuable
document, in particular of banknotes. An image processing algorithm can be used
to decode the data after an image is taken. The same basic structure of the

security element may be used on different valuable documents.
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Within the context of this specification the following parameters apply::

Number of user bits: X (=k%)
Number of Symbols (user data) k
Number of bits of serial number of a banknote: y

Number of bits of additional (user) information: z
Number of ,marks“ per symbol: n

Number of bits per symbol/ multi-bit-word: |

Number of ,existing marks® (original marks): v
Number of ,added marks* (additional marks): w

For example, a Reed-Solomon error code RS(m k) transforms k symbols of
data into j bit by adding 2*t parity symbols of j bits. The result is m symbols of j bit.
In the decoding step t=(m-k)/2 incorrect symbols can be detected and corrected.

Generally, the number of bit to be stored in the feature depends on the used
error correction algorithm and the number of errors which are to be detected and/or

corrected.

According to an embodiment of the invention, individual user data may be
incorporated into the banknote. If for example, the user storage capacity of the
security feature is x bit (k multi-bit-words of j Bit, i.e. x=k*)), it is possible to
incorporate for example a serial number that can be represented by y bit, while y is
equal to or lower than x. The data may be a serial number of the valuable
document. In another embodiment, only a part of the user data may be used (for
example for a serial number) and the remaining z=x-y bits may be used for other

information.

According to an aspect of the invention, the individual user data to be stored in
the security feature can be a serial number, a batch number, a denomination, a

production country, a production year or other information.

In an embodiment of the invention, this additionai information/data (z bit) can be
statistical data or other features of the valuable document. This may then lead to
the possibility of correlating security features or data of the valuable document.
Using correlation can improve the level of security against copying and

counterfeiting.
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An advantage of the security feature according to aspects of the invention is
that the feature is not necessarily affected by a specific design of the object.
Furthermore, the security feature according to aspects of the invention does not

affect the design of the object due to its covert character.

The security feature according to aspects of the invention may be written using
a laser lithographic system allowing direct demetalization of thin metal layers. The
demetalization may have very small dot sizes (only a few micrometers, as for
example 1, 2, 3, 4 up to 10, 16 or 20 ym) and a very high relative positional
accuracy of the additional marks of for example 0,1, 0,2 up to 0,5 pym.

The security feature according to aspects of the invention may then comprise
only a few micrometer sized dots which appear randomly distributed. If these dots
are sufficiently small, they cannot be observed with the naked eye, neither in

reflection nor in transmission.

In an embodiment of the invention, even with a magnifying glass or microscope,
the dots may not be detected in reflection mode by the naked eye. Only in

transmission mode and by use of a microscope, the dots may be identified.

According to an aspect of the invention, the positions of the marks within each
symbol are randomly distributed (pseudo-randomly). The marks (or dots) do then
appear like a random pattern similar to defects in metalized foil stripes of valuable
documents such as banknotes. In particular, metalized foil stripes of valuable

documents or banknotes usually have this kind of defects.

Due to the random appearance of the additional marks it is hardly possible to

notice any regularity by comparing the mark patterns of different objects.

According to an aspect of the invention, individual statistical information of the

object may be stored in a secure data carrier which is included in the object.

According to an aspect of the invention, the pre-determined data/information to
be stored in the security feature may be correlated with other information. This
information may, for example relate to production variations of the object. These
production variations may comprise properties like optical density, alignment,

geometrical distortions, edge sharpness, holes etc.

In an embodiment of the invention, the data/information in the security feature

may be correlated with the printed serial number of the object.
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According to an aspect of the invention, the data/information in the security
feature may be correlated with another security feature of the object. This other

security feature may be a UV (ultraviolet), magnetic or infrared (IR) print.

According to an aspect of the invention, the data/information in the security
feature may be correlated with production variations of the whole object or only of
the component of the object carrying the security feature. These production
variations may relate to UV fibers, paper roughness, alignment, batch properties

etc.

According to an aspect of the invention, each symbol can be located within (or
delimited by) a specific area, region or portion of the object. Using this kind of
defined area, region or portion can be advantageous in order to identify the
different symbols. The predefined area of a symbol is referred to as a block.

According to an aspect of the invention, the several blocks (areas, regions or
portions containing the symbols) may be composed in order to represent data
fields.

According to another aspect of the invention, multiple data fields containing the
same information may be provided on the object. This aspect of the invention
improves the robustness of the security features, if one or more of the data fields is

partially or entirely destroyed.

According to an aspect of the invention, two symbols of one set of symbols
never share any marks. This means that the marks of two symbols are never at the
same location. The marks of different symbols may also vary in shape and size.

According to an aspect of the invention, the number of marks per symbol can
be increased. This reduces the error rate as a symbol may still be correctly
detected and read even if not all marks are readable. The more marks are used per

symbol, the more robust is the channel coding.

According to an aspect of the invention, the positions of the marks within the

symbols are randomly chosen.

According to an aspect of the invention, each security feature can be
individually calculated. This provides a unique individual structure for each security

feature and different objects can have a different security feature.
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According to an aspect of the invention, an additional marking or structure may
be provided on the object carrying the security feature. The additional marking may

serve to align the object with a detector in order to read-out the security feature.

In an embodiment of the invention, the object may comprise a first additional
marking for rough alignment and a second additional marking for fine alignment. At
least the second marking for fine alignment can be produced by the same
manufacturing steps and/or devices which are used for the additional marks of the

security feature.

If, in an embodiment, the security feature comprises additional marks made by
a laser, the laser may also be used for the second marking. If, in another
embodiment, the security feature comprises additional marks made by printing, the
same printing device may also be used for the second marking. This provides that
the same precision that is used for the additional marks of the feature is
automatically applied to the second marking that serves to properly align the object
for the detecting the additional marks of the security feature.

Furthermore, the first marking can be a different type of marking than the
second marking. It can, for example be visible to the naked eye while the second
marking is not visible. The structure and visibility of the first marking can be much
greater than the visibility and structure of the second marking.

According to still another aspect of the invention the security feature can be
organized hierarchically. This means that a security feature may have different
levels so that a first level is detectable by a first type of detectors and the second
level is detected by a second type of detectors. The first type of detectors may be
rather simple detectors. Some marks provided within the security feature may then
not be detectable by the simple detectors but only by more complex detectors
(second type). Accordingly, it is possible to incorporate different levels of security

within a single security feature.

The different hierarchical levels within the security feature can be provided by
using different shapes and/or sizes and/or colors and/or numbers and/or
distributions and/or patterns for the marks of different levels of the security feature.
For example, a smaller size (maximum diameter or area) of the additional marks

may render it impossible to detect those marks with a rather simple detector.

The invention also provides a valuable object or security object comprising a

security feature in accordance with the invention.
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Advantageously, a banknote is provided comprising the security feature in

accordance with aspects of the invention.

The invention also provides a method of manufacturing a security feature in
accordance with the aspect of the invention. An object or a component and/or
element and/or area and/or region and/or portion of the object may then be
analyzed for a specific characteristic, as for example a physical appearance of the
object and/or the component and/or element and/or region and/or area, and/or

portion of the object.

The object and/or the component and/or element and/or region and/or area
and/or portion of the object is manufactured. A security element can then be
applied to the object and/or the component and/or element and/or region and/or
area and/or portion of the object, either after manufacturing the object, or while

manufacturing.

The security feature can be adapted by shape and/or size and/or color and/or
distribution and/or appearance to the characteristic of the object and/or the
component and/or element and/or region and/or area and/or portion of the object.

If the characteristic is a certain pattern or assembly of marks, it can be
advantageous to create additional marks for the security feature having about the
same size, shape and/or color (individually). However, the additional marks are

advantageously less in number then the already existing marks (original marks).

A channel coding may be used in order to provide a representation of pre-
defined information or data that is machine readable and the physical appearance
of which is similar to a characteristic of an object (or an element of an object) to

which the security feature is applied.

The characteristic of the object (or element of the object) can advantageously
be due to a manufacturing process of the object. The characteristic can be a side-
effect or unavoidable consequence of the manufacturing process. The
characteristic can also be a desired effect or desired physical appearance of the
object. This aspect of the invention generally provides that the security feature is
not immediately visible when the object is inspected by the naked eye under

normal ambient light (for example daylight).
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BRIEF DESCRIPTION OF DRAWINGS

Further advantages and characteristics of the invention will ensue from the
following description of the preferred embodiments of the invention with reference

to the accompanying drawings, wherein

FIG.1 shows a simplified schematic representation of an object having specific

production characteristics,

FIG. 2 shows the object of FIG. 1 carrying the security feature according to an

embodiment of the invention,

FIG. 3 shows a simplified block diagram of an embodiment according to

aspects of the invention,

FIG. 4 shows a simplified block diagram of an embodiment according to

aspects of the invention,

FIG. 5 shows a simplified block diagram of an embodiment according to

aspects of the invention,
FIG. 6 shows a diagram illustrating aspects of the invention,

FIG. 7 shows a flow chart illustrating the procedure of creating a security

feature in accordance with aspects of the invention,
FIG. 8 is a simplified schematic of an embodiment of the invention,
FIG. 9 is a simplified schematic of a detection apparatus, and
FIG. 10 is a simplified schematic of an embodiment of the invention.
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

FIG. 1 shows a simplified schematic representation of an object 1 having an
inherent characteristic. In the present embodiment, this characteristic is a plurality
of marks 2 which are created during manufacturing of the object 1. However, in
general, these marks may be any kind of intended or non-intended characteristic.
In this embodiment, the original marks 2 may, for example be anyone or several of
the following: defects and/or impurities and/or particles and/or holes and/or fibers

and/or pigments. These marks or defects can be randomly distributed.

FIG. 2 shows the object 1 of FIG. 1 again. However, the object 1 now includes

additional marks 3 which are similar to the already existing (original) marks 2 and
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also seem randomly distributed. According to this aspect of the invention, the
security feature is hidden by using an appearance for the marks 3 which is similar
to the appearance of the original‘ marks 2. Also the marks 3 themselves can have
approximately the same shape, size, color or other characteristic to make the
marks look like the marks 2. Advantageously, only a few marks are added, so that
the general appearance of the original marks remains substantially unchanged. If
the number of added marks 3 is w and the number of existing marks is v, an
advantageous ratio is w < v (w is lower than v). The ratio v/w may advantageously
be greater than 1, and in some embodiments greater than 10 or greater than 20. In
other words, the additional marks of the security feature are adapted to the existing
marks of the object in terms of size, shape, distribution, number and/or color etc.
This improves the covertness of the security feature. The security feature (i.e. in
this embodiment, the additional marks of the security feature) blends into the area,

region and/or portion of the object in which the additional marks are created.

The location and/or shape and/or color and/or distribution of the additional
marks represent(s) predetermined machine readable information (data). They are
adapted to the characteristic (pre-existing marks due to manufacturing) of the
object (or an element of an object) to which the security feature is applied. The
characteristic of the object (or element of the object) can advantageously be due to
a manufacturing process of the object. The characteristic can be a side-effect or
unavoidable consequence of the manufacturing process. The characteristic can
also be a desired effect or desired physical appearance of the object. The security
feature is, at least not immediately visible when the object is inspected by the

naked eye.

FIG. 3 shows a simplified diagram of an embodiment according to aspects of
the invention. In this embodiment, the raw data 4 is processed according to a
channel coding algorithm in order to generate the channel encoded data 6. The
channel encoded data 6 has the physical appearance necessary for hiding the
channel encoded data in the object 1. Advantageous embodiments of the channel

coding are described below.

FIG. 4 shows a simplified diagram of an embodiment of the invention according
to aspects of the invention. In this embodiment, the raw data 4 is first processed
according to an error correction algorithm (for example Reed-Solomon error
correction) in order to generate the error correction coded data 8. This error
correction coded data 8 is then processed according to the channel coding
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algorithm 5 in order to generate the channel encoded data 6. The additional error
correction process can advantageously be used to incorporate redundant data into
the raw data. This redundant or additional data can then serve to detect and/or to
correct errors during a read-out process of the channel encoded data 6. The Reed-
Solomon algorithm is well-known in the art and the amount of redundant data can

be adapted to the specific requirements of the application.

FIG. 5 shows a simplified diagram of an embodiment according to aspects of
the invention. The raw data 4 is first processed according to an encryption
algorithm (as for example AES - advanced encryption standard) in which for
example a key is used. The encrypted data 10 is then processed according to the
error correction algorithm 7 (as previously described). The error correction coded
data 8 is then processed with a channel coding algorithm 5 in order to obtain the

channel encoded data 6 (as previously described).

In other words, the predetermined information or data that is represented by the
security feature can be encrypted raw data. Any pre-determined information/data
(typically digital data) may then be encrypted before it is channel coded. This
increases the security of the feature. Furthermore, an error correction algorithm, as
the Reed-Solomon algorithm can be applied to the data in order to make it possible

to detect and/or correct detection/read-out errors.

FIG. 6 shows a simplified diagram illustrating the channel coding process 5.
Just as a simplified example, there are binary numbers 1011 (11) representing is
either the raw data 4, the error correction coded data 8 or the encrypted data 10.
This multi-bit word 1011 can only be a part of a long data stream including a
plurality of multi-bit words. For each multi-bit word of the data stream (in this
example 4 bit) a specific symbol is generated and assigned to this multi-bit word. In
the present example, the bit word 1011 as the specific symbol 11. The marks 31,
32 have a specific size, shape and location within a certain area, field, region
and/or portion of the object 1. The multi-bit word 1100 (12) may then be another
multi-bit word of the data stream to be processed. As previously described, this
data stream, can be the raw data 4, the error correction coded data 8 or the
encrypted data 10. The multi-bit word 1100 also has a specific predetermined
symbol 11 with marks 33 and 34. All marks 31, 32, 33 and 34 are substantially
adapted to have the physical appearance of marks already present on an object 1.
Furthermore, the distribution of the marks 31, 32 and 33, 34 within a specific area
as well as the number of the marks 31, 32, 33 and 34 within the specific area can
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also be adapted to the given characteristics of the object 1. In other words, also the
blocks (area of symbols) can be adapted to hide the additional marks. Each muilti-
bit word (in case of a 4 bit word there are 2*=16 different multi-bit words), one
specific symbol can be generated which is advantageously different from all other
symbols. In order to increase the reliability and in order to reduce the error rate
during detection, the number of the marks within each symbol 11 can be increased

as long as the covertness of the security feature is not impaired.

The process of assigning additional marks/groups of additional marks/symbols
to the predetermined data/information such that the physical appearance of the
security feature is similar to a specific physical characteristic of the object is the
process of channel coding. The marks/groups of marks/symbols are then properly
arranged on the object while taking care that the physical appearance of the pre-

existing marks (the existing characteristic) is not affected.

The original marks can be due to the manufacturing process of the object. The
original marks are randomly distributed. The original characteristic of the object is
imitated by adding marks/groups of marks/symbols without substantially changing
the original physical appearance of the object. The original marks may be defects
and/or impurities and/or particles and/or holes and/or fibers and/or pigments, etc.
The security feature may then comprise additional marks having a similar
appearance as the originally existing marks. The additional marks can be similar to
the original marks in terms of size, shape, number, distribution, color etc. Each of
these aspects of the invention further improves the covertness of the security
feature. All the pre-existing characteristics or pre-existing marks can be
substantially invisible to the naked eye. This means that the marks are not obvious
when inspected by the naked eye without using a magnifying glass, a microscope
or other means of inspection. The additional marks may then have the same
appearance and also be substantially invisible to the naked eye. The location
(relative and/or absolute), size and/or shape and/or color of the individual additional
marks etc. is used to store the pre-determined machine readable information in the

object.

A group of marks or a symbol can be more easily identified than a single mark.
A group or symbol can advantageously be based on redundant information. The
more redundant the information of a symbol or group of marks, the lower the error

rate during read out of the information.
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All detectable parameters and properties of the marks, be it individual, be it with
respect to each other (relative location/position) or with respect to the object can

advantageously be used to represent information (data).

Each of the groups of marks/symbols has a predetermined number of marks.
The number of marks per group may for example be n (n being a positive integer).
In advantageous embodiments n = 1, 2, 3, 4, 5, 6 or more. In the present

embodiment, n is equal to 2 (n=2).

The number of bits of the multi-bit word can be j (n being a positive integer). In
this embodiment, j is equal to 4 (j=4). However, it is also possible to chose j = 2, 3,
4,5,6,7,8,9, 10 or more.

Although the number of additional marks per symbol can be equal to the
number of bits of the multi-bit word, in the present embodiment, the number of
additional marks per group is different from the number of bits of the multi-bit word
that is represented by the group of additional marks. In other words, an additional

mark does not necessarily represent a single bit.

Two or more different symbols can be used for the multi-bit word. This is
advantageous as the redundancy within the security feature is then further
increased while the random appearance is also improved. One of the multiple
possible symbols is then randomly selected and arranged on the object.

FIG. 7 shows a simplified flow chart illustrating the process of generating the
security feature during the channel coding process. In step S1 input data is passed
to the channel coding process. Just as an example, a data stream 4, 8, 10 is
indicated on the right hand side of step S1. In step S2, a multi-bit word (in this
example 4 bit) is selected from the data stream. In step S3, a specific symbol is
selected for the specific multi-bit word. In step S3 a predefined set of symbols may
be used which is generated in a symbol generator. Different sets of symbols may
be used within a single object (depended on the number of security features

present on the object) or for different objects.

It is also possible to use the security feature according to aspects of the
invention hierarchically. This means that a security feature may have different
levels so that a first level is detectable by rather simple detectors. Some marks
provided within the security feature may then not be detectable by the simple
detectors but only by more sophisticated detectors. Accordingly, it is possible to

incorporate different levels of security within a single security feature.
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In order to define an appropriate channel coding (definition of the properties of
the security feature), an object 1 or a component, element, area, region and/or
portion of the object may then be analyzed for a specific characteristic, as for
example a physical appearance of the object and/or the component, element,
region, area, and/or portion of the object. The security element can then be applied
to the object and/or the component, element, region, area, and/or portion of the
object, either after manufacturing the object and/or the component, element,
region, area, and/or portion of the object, while manufacturing the object and/or the
component, element, region, area, and/or portion of the object, or after
manufacturing the object and/or the component, element, region, area, and/or
portion of the object

FIG. 8 shows a simplified diagram of an embodiment of the invention. In the
present embodiment, the object 1 is a valuable document, and more specifically a
banknote. In other embodiments, the object 1 to which the security feature is
applied may be a valuable object, a security object, a consumer product, a security
document, a certificate (for example of birth, residence, marital status, name etc.),
a certified copy of a document, a card, as for example a smart card, an access
card, a credit card, a bonus card, an identity card, a passport, etc.

The security feature is incorporated into the metalized stripe or patch 15 (for
example a layer, sheet or foil having a thin metal layer) of the valuable document
(banknote). In other words the element of the object 1 to which the security feature

is applied, can be the metalized stripe or patch.

In this embodiment, the security feature is a laser written structure. The added
marks 3 of the security feature are local, micrometer sized demetalizations. The
metal (or other) layer of the metalized stripes of banknotes (and other documents)
has defects in the form of little holes which seem randomly distributed over the
stripe. The security feature is spread over the whole stripe by adding the additional
marks 3 in form of holes. These holes are generated by a laser (not shown) and
look like all other demetalized dots which are due to the manufacturing process.
The security feature is written using a high resolution laser lithographic system

allowing direct demetalization of thin metal layers.

The demetalization has very small dot sizes (only a few micrometers, as for
example 1, 2, 3, 4 up to 10, 16 or 20 um) and a very high positional accuracy of for
example 0,1, 0,2 up to 0,5 um. The original marks (dots/holes) which are also

present in the stripe are not shown.
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The security feature only comprises a few additional micrometer sized dots that
appear randomly distributed. If these dots are sufficiently small, they cannot be
observed with the naked eye, neither in reflection nor in transmission. Even with a
magnifying glass or microscope, the dots cannot be detected in reflection mode by
the naked eye. Only in transmission mode and by use of a microscope, the dots

can be identified.

The number of dots (additional marks) per area of the stripe can then be very
low. In this embodiment, the total number of dots on the entire stripe or within a
data field may be between 100 and 200 (FIG. 8 is only a simplified drawing). This

improves the covertness of the feature.

The positions of the marks within each symbol are randomly distributed
(pseudo-randomly). The marks (or dots) do then appear like a random pattern
similar to the original defects in the metalized foil stripes of the valuable documents

such as banknotes.

An individual composition or set of symbols can be used for each object
(banknote).

The added marks are arranged in groups (symbols) 11 as previously described
and the groups/symbols 11 are arranged on the metalized stripe of the valuable
document. A specific area is determined in which the (all) marks of a group/symbol
are found. This area is referred to as a block. All blocks of the security feature can
then be arranged side-by-side (non-overlapping). This simplifies the detection. An
overlapping arrangement of the blocks is also possible. A block may be a
rectangular area. However, in other embodiment, different shapes of a block can

be used.

A certain number of blocks can be combined. This combination of blocks is
referred to as a data field 12. A single data field 12 may then carry the entire stored
information/data. The data field may be repeated along the stripe (here three
times). This further increases the redundancy and therefore the robustness of the
security feature. If one of the data fields is destroyed, another data field can be
used to read the data/information stored in the security feature. Each data field
may use different symbols or sets of symbols for the same data. This provides that

the stripe 15 does not show any regularity (repetition of patterns).
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For example, a Reed-Solomon error code RS(m k) transforms k symbols of
data into j bit by adding 2*t parity symbols of j bit. The result is m symbols of j bit. In
the decoding step t=(m-k)/2 incorrect symbols can be detected and corrected.

Generally, the number of bits to be stored in the feature depends on the used
error correction algorithm and the number of errors which are to be detected and/or

corrected.

According to an embodiment of the invention, individual user data may be
incorporated into the banknote. If for example, the user storage capacity of the
security feature is x bit (k multi-bit-words of j Bit, i.e. x=k%), it is possible to
incorporate for example a serial number that can be represented by y bit, while y is
equal to or lower than x. The data may be a serial number of the valuable
document. In another embodiment, only a part of the user data may be used (for
example for a serial number) and the remaining z=x-y bit may be used for other

information.

An example including (Reed-Solomon) error correction may have the following data

structure:
— number of bits per multi-bit-word (=symbol): j = 4
— User information: x= 12 * 4 bit = 48 user bit (k = 12)

— Error correction (Reed-Solomon): 48 user bit + 48 bit (parity) = 96 error

coded bit (t=6 wrong 4-bit-symbols can be corrected)

The data stored in the security feature on the stripe can be individual user data.
If for example, the storage capacity of the security feature is x bit of data (k multi-
bit-words of j Bit), it is possible to incorporate for example a serial number that can
be represented by y bit, and y <= x. In this embodiment, the data is the serial
number of the valuable document (banknote). Only a part of the x bits is used for

the serial number and the remaining z= x-y bits are used for other information.

The individual user data to be stored in the security feature, can be the serial
number 18, but also a batch number, a denomination, a production country, a

production year or other information.

The additional information/data stored in the security feature can be statistical data

or other features of the valuable document. This may then lead to the possibility of
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correlating security features or data of the valuable document. Using correlation

can improve the level of security against copying and counterfeiting.

The additional data/information can indicate production variations of the object 1.
These production variations may comprise properties like optical density,

alignment, geometrical distortions, edge sharpness, holes etc.

The data/information in the security feature can be correlated with another security
feature of the object. This other security feature may be a UV (ultraviolet), magnetic

or infrared (IR) print.

Two symbols 11 of one set of symbols (for example all symbols of one data
field in this example) never share any marks. This means that the additional marks
of two symbols are never at the same location and/or the additional marks of

different symbols can also vary in shape and/or size.

The number of marks per symbol can be increased as long as the physical
appearance of the object is not affected (at least not above a level that renders ten
additional marks visible to the naked eye). This reduces the error rate as a symbol
may still correctly be detected and read-out, even if not all marks are readable. The
detection becomes more robust, the more marks are used per symbol.

The positions of the marks within the symbols are randomly chosen. The
security feature of each banknote is individually calculated. This provides a unique

individual structure for each object 1 (banknote).

According to an aspect of the invention, an additional marking 13, 14 or
structure may be provided on the object 1 carrying the security feature. The
additional marking 13, 14 serves to align the object with a detector in order to read-

out the security feature.

In this embodiment of the invention, the object 1 comprises a first additional
marking 13 for rough alignment and a second additional marking 14 for fine
alignment. The second marking 14 (for fine alignment) is made by the same
manufacturing steps and/or devices used for the additional marks 3 of the security

feature.

In other words, the laser used for the additional marks may also be used for the
second marking 14. This provides that the same precision is achieved for the

additional marks 14.
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FIG. 9 shows a simplified drawing illustrating the detection of the security
feature. The security feature is read-out with a dedicated sensor or detection

apparatus.

With respect to the above described embodiment using the stripe or patch and
demetalized dots, the security feature can be read-out using an optical
arrangement including for example a light source 16 and a microscope 17
(including a camera). A light source 16 can be located behind the valuable
document (backside) and the microscope 17 (including a camera) is located on the
opposite side of the valuable document (front side). The additional marks 3 of the
security feature may be a very little bit larger (in maximum diameter or cross-
sectional area) than the original marks/dots, such that the demetalized dots appear

a little bit brighter than the background.

A picture is taken (by the camera inside 17) of fhe area were the security
feature is located. The picture is then processed (image processing). Since the
locations of added marks are known, the pattern recognition algorithm can directly
search for the specific additional marks. If the marks are detected, the authenticity
of the object is confirmed. Due to redundancy, the authenticity can also be
confirmed, if only a few and not all additional marks are detected.

The robustness of the coding allows very stable read-out of the security feature
at high transport speeds of the valuable document, in particular of banknotes. The
same basic structure of the security element may be used on different valuable

documents.

Each symbol can be located within a specific area, region or portion of the

object.

According to still another aspect of the invention the security feature is
organized hierarchically. This means that a security feature may have different
levels so that a first level is detectable by rather simple detectors. Some marks
provided within the security feature may then not be detectable by the simple
detectors but only by more sophisticated detectors. Accordingly, it is possible to

incorporate different levels of security within a single security feature.

The different hierarchical levels within the security feature can be provided by
using different shapes, sizes, colors, numbers, distributions and/or patterns for the
marks of different levels of the security feature. For example, a smaller size of the

marks may render it impossible to detect those marks with a rather simple detector.
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FIG. 10 shows another embodiment of the invention. In this embodiment,
additional marks are added to a sheet or layer or surface of an object. There are no
original marks. The additional marks are adapted to a characteristic of the object.
The additional marks may be adapted in anyone of following characteristics in
order not to be visible to the naked eye: distribution and/or size and/or the shape
and/or the color. The pre-determined machine readable information can then be
represented by the relative locations and/or sizes and/or shapes and/or colors of
the additional marks. The error coding and/or channel coding as well as the
encryption can then be performed as described with respect to the other
embodiments of the invention. The additional marks can be arranged in blocks
(predefined limited area). These blocks can be overlapping or non-overlapping.
The blocks can have any predetermined shape as for example rectangular or

circular etc.

In the present embodiment, this characteristic is the appearance of the surface
of an object 1, as for example a sheet of paper or plastic.

The object 1 includes additional marks 3 seeming randomly distributed. The
security feature is hidden by the random appearance of the marks. The additional
marks 3 can also be adapted in size and number per area (distribution) in order to
be hidden to the visible eye. Advantageously, only a few marks are added, so that
the general appearance of the surface of the object 1 remains substantially
unchanged. The additional marks of the security feature blend into the area', region
and/or portion of the object in which the additional marks are created.

The location and/or shape and/or color and/or distribution of the additional
marks represent(s) predetermined machine readable information (data). They are
adapted to the characteristic of the object (or an element of an object) to which the
security feature is applied. The characteristic (color, etc) of the object 1 (or
element of the object) can advantageously be due to a manufacturing process of
the object 1. The characteristic can be a side-effect or unavoidable consequence of
the manufacturing process. The characteristic can also be a desired effect or
desired physical appearance of the object. The security feature is, at least not

immediately visible when the object is inspected by the naked eye.

Similar to the other embodiments of the invention, raw data4 -can be
processed according to a channel coding algorithm in order to generate the
channel encoded data6. The channel encoded data6 has the physical

appearance necessary for hiding the channel encoded data in the object 1.
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In this embodiment, the raw data 4 can first be processed according to an error
correction algorithm (for example Reed-Solomon error correction) in order to
generate the error correction coded data 8. This error correction coded data 8 can
then be processed according to the channel coding algorithm 5 in order to generate
the channel encoded data6. The additional error correction process can
advantageously be used to incorporate additional data into the raw data. This
redundant or additional data can then serve to detect and/or to correct errors
during a read-out process (detection process) of the channel encoded data 6. Error
correction algorithms, as for example the Reed-Solomon algorithm, are well-known
in the art and the amount of redundant data can be adapted to the specific

requirements of the application.

The raw data 4 can also be processed according to an encryption algorithm (as
for example AES - advanced encryption standard) in which for example an
encryption key is used before the error correction algorithm is applied. The
encrypted data 10 .can then be processed according to the error correction
algorithm 7 (as previously described). The error correction coded data 8 is then
processed using a channel coding algorithm 5 in order to obtain the channel

encoded data 6 (as previously described).

In other words, the predetermined information or data that is represented by the
security feature can be encrypted raw data. Any pre-determined information/data
(typically digital data) may then be encrypted before it is channel coded. This
increases the security of the feature. Furthermore, an error correction algorithm, as
for example the Reed-Solomon algorithm, can be applied to the data in order to

make it possible to detect and/or correct detection/read-out errors.

An advantageous channel coding process 5 is shown in FIG. 6, which can also
be applied to the embodiment of FIG. 10. The process of assigning marks/groups
of marks/symbols to the predetermined data/information such that the physical
appearance of the security feature is similar to a specific physical characteristic of
the object is the process of channel coding. The marks/groups of marks/symbols
are then properly arranged on the object while taking care that the physical
appearance of the existing characteristic of the surface of the object is not affected
to an extent that the additional marks become visible to the marked eye. The pre-

existing characteristic can be substantially invisible to the naked eye.

A group of additional marks or a symbol can be more easily detected than a

single mark. A group or symbol can advantageously be based on redundant
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information. The more redundant the information of a symbol or group of marks,
the lower the error rate during read out of the information.

All detectable parameters and properties of the additional (added) marks, be it
individual, be it with respect to each other or with respect to the object can

advantageously be used to represent information (data).

Each of the groups of marks/symbols has a predetermined number of marks.
The number of marks per group may for example be n (n being a positive integer).
In advantageous embodiments n = 1, 2, 3, 4, 5, 6 or more. In the present

embodiment n=2.

The number of marks per symbol can be equal to the number of bits of the
multi-bit word or the number of marks per group can be different from the number
of bits of the multi-bit word that is represented by the group of marks. In other
words, a mark does not necessarily represent a single bit.

Two or more different symbols can be used for the same multi-bit word. This is
advantageous as the redundancy within the security feature is then further
increased while the random appearance is improved. One of the multiple possible
symbols is then randomly selected and arranged on the object.

This channel coding process shown in FIG. 7 can also be applicable to the

embodiment shown in FIG. 10.

It is also possible to use the security feature according to aspects of the
invention hierarchically. This means that a security feature may have different
levels so that a first level is detectable by rather simple detectors. Some marks
provided within the security feature may then not be detectable by the simple
detectors but only by more sophisticated detectors. Accordingly, it is possible to

incorporate different levels of security within a single security feature.

In order to define an appropriate channel coding (definition of the properties of
the security feature), an object 1 or a component, element, area, region and/or
portion of the object may then be analyzed for a specific characteristic, as for
example a physical appearance of the object and/or the component, element,
region, area, and/or portion of the object. The security element can then be applied
to the object and/or the component, element, region, area, and/or portion of the

object, either after manufacturing the object and/or the component, element,
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region, area, and/or portion of the object, while manufacturing the object and/or the

component, element, region, area, and/or portion of the object.

The object 1 to which the security feature is applied may be a valuable object,
a security object, a consumer product, a security document, a certificate (for
example of birth, residence, marital status, name etc.), a certified copy of a
document, a card, as for example a smart card, an access card, a credit card, a

bonus card, an identity card, a passport, etc.

The security feature can be applied to the surface in form of dots or holes or
fibers. These dots or holes or fibers then form the additional marks. In the present
embodiment, the marks are printed dots. The added marks 3 of the security feature
are micrometer sized dots. The added marks seem randomly distributed over the
surface of the object. The security feature can be spread over the whole surface of

the object by adding the additional marks 3 in form of dots.

The dot size (diameter) of the additional marks 3 can be a few micrometers, as
for example 1, 2, 3, 4 up to 10, 16 or 20 um, The security feature only comprises a
few additional micrometer size dots that appear randomly distributed. If these dots
are sufficiently small, they cannot be observed with the naked eye, neither in
reflection nor in transmission. Even with a magnifying glass or microscope, the dots

may not be detected.

The number of dots per area of the surface of the object can then be very low.
The positions of the marks within each symbol (block) are pseudo-randomly
distributed, which means they are predetermined but seem randomly distributed.

The marks (or dots) do then appear like a random pattern.

An individual composition or set of symbols can be used for each object

(banknote).

The added marks are arranged in groups (symbols) 11 as previously described
and the groups/symbols 11 are arranged on the surface of the object 1. A specific
area is determined in which the (all) marks of a group/symbol are found, which is
referred to as a block. All blocks of the security feature can then be arranged side-
by-side (non-overlapping). An overlapping arrangement of the blocks is also
possible. A block may be a rectangular area. However, in other embodiment,
different shapes of a block can be used. The blocks can be combined to a data
field 12 as previously described. A single data field 12 may then carry the entire
stored information/data. The data field may be repeated over the surface of the
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object. This further increases the redundancy and therefore the robustness of the
security feature. If one of the data fields 12 is destroyed, another data field can be
used to read the data/information stored in the security feature. Each data field
may use different symbols or sets of symbols for the same data. This provides that
the surface of the object 1 does not show any regularity (repetition of patterns).

The object 1 comprises a first additional marking 13 for rough alignment and a
second additional marking 14 for fine alignment. The second marking 14 (for fine
alignment) is advantageously made by the same manufacturing steps and/or
devices (i.e. for example the same printer etc) used for the additional marks 3 of

the security feature.

In other words, the laser may also be used for the second marking 14. This

provides that the same precision is achieved for the additional marks 14.

Error correction algorithms and/or encryption algorithms can be applied as
previously described with respect to other embodiments of the invention, The
additional information/data stored in the security feature can be statistical data or
other features of the object 1. This may then lead to the possibility of correlating
security features or data of the object 1. Using correlation of data as previously
described can improve the level of security against copying and counterfeiting.

All the other aspects and characteristics of the invention can also be applied to

this embodiment of the invention.

Although the invention has been described hereinabove with reference to
specific embodiments, it is not limited to these embodiments and no doubt further
alternatives will occur to the skilled person that lie within the scope of the invention

as claimed.
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CLAIMS

1. A security feature storing predetermined machine readable data and being
adapted to an inherent characteristic of an object to which the security feature is

applied.

2. The security feature according to claim 1, wherein the security feature
comprises or is formed of additional marks being adapted to the inherent
characteristic of the object in terms of size and/or shape and/or distribution and/or

number and/or color and representing the predetermined machine readable data.

3. The security feature according to claim 1 or 2, wherein the characteristic of

the object is a plurality of original marks.

4. The security feature according to claim 3, wherein the original marks are a

consequence of the manufacturing process of the object.

5. The security feature according to anyone of claims 3 or 4, further comprising
additional marks representing the predetermined machine readable data and

having a similar appearance as the original marks.

6. The security feature according to claim 5, wherein the additional marks are
similar to the original marks in terms of size, shape, number, distribution and/or

color.

7. The security feature according to claim 5 or 6, wherein the additional marks
and the original marks are substantially invisible to the naked eye.

8. The security feature according to anyone of claims 2 to 7, wherein the pre-
determined machine readable data is represented by the relative and/or absolute

locations, sizes, shapes and/or colors of the additional marks.

9. The security feature according to anyone of claims 2 to 8, wherein the

additional marks are arranged in groups.

10. The security feature according to claim 9, wherein each group of additional

marks represents a multi-bit word of the predetermined machine readable data.

11. The security feature according to anyone of claims 9 or 10, wherein two or

more different groups represent the same multi-bit word.
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12. The security feature according to anyone of the previous claims, wherein

the predetermined machine readable data is encrypted.

13. The security feature according to anyone of the previous claims, wherein

the predetermined machine readable data is error coded

14. The security feature according to anyone of the previous claims, being
further configured to have different levels of security.

15. The security feature according to anyone of the claims 2 to 14, wherein the

additional marks are written by a laser or printed.

16. The security feature according to anyone of the claims 2 to 15, wherein the
additional marks of the security feature are local, micrometer sized demetalizations
and/or the additional marks are located in a metalized stripe or patch of a valuable

document.

17. The security feature according to anyone of the previous claims, wherein

the predetermined machine readable data comprises individual user data.

18. The security feature according to anyone of the previous claims, wherein
the predetermined machine readable data is correlated with data relating to the

object.

19. The security feature according to anyone of the previous claims, further

comprising an additional marking for fine alignment.

20. An object, in particular a banknote comprising the security feature according

to anyone of the previous claims.
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