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Fig 1

(57) Abrege/Abstract:

Systems and methods for use In verifying a request for access to data in a system comprising a first module having access to a first
trusted Indicator of time, a second module having access to an untrusted indicator of time and a computing device having access
to a second trusted indicator of time. The first module generates a password using at least the first trusted indicator of time. The
second module recelves a password associlated with the request for access to data and validates the recelved password using at
least the untrusted indicator of time. The second module then causes a message to be transmitted to the computing device, the
message comprising data indicative at least of the untrusted indicator of time used to validate the recelved password. The
computing device then generates data indicative of a comparison between the untrusted indicator of time and the second trusted
Indicator of time, and uses the generated data to provide said access to data.
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(57) Abstract: Systems and methods for use In
verifying a request for access to data i a sys-
tem comprising a first module having access to
a first trusted indicator of time, a second mod-
ule having access to an untrusted indicator of
time and a computing device having access to a
second trusted indicator of time. The first mod-
ule generates a password using at least the first
trusted indicator of time. The second module
receives a password assoclated with the request
for access to data and validates the received
password using at least the untrusted indicator
of time. The second module then causes a mes-
sage to be transmitted to the computing device,
the message comprising data indicative at least
of the untrusted indicator of time used to valid -
ate the received password. The computing
device then generates data indicative of a com-
parison between the untrusted indicator of time
and the second trusted indicator of time, and
uses the generated data to provide said access
to data.
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METHOD AND SYSTEM FOR
VERIFYING AN ACCESS REQUEST

Technical Field

The present invention relates to a method and system for verifying an access
request, and 1s particularly, but not exclusively suitable for verifying a request for

access to data, services or assets.

Background

The demand for access to confidential or user-specific data (or assets or
services) 1s increasing. For example, providing access to a bank account and allowing
the transfer of money from that account should be restricted to authorised users such as
an account holder. Typically users are authenticated when requesting access to data by
means of credentials that identify the person requesting access to the data. Remote
access of data presents particular problems because the person requesting data, assets
or services 1s typically 1n a different physical location to that of the party responding to
the request. As a result it 1s very difficult for the party servicing the request to know
whether the entity making the request 1s a) who they claim to be, b) entitled to use the
device from where the request originates and c) 1s 1n possession of the device from
where the request originates.

Typically, when an account 1s set up between a person and a party such as a data
provider, the person will establish the aforementioned credentials for use by the data
provider in identifying and authenticating the person for future requests. Such
credentials may include information that uniquely 1dentifies the parson (e.g. personally
identifiable information (PII)) and a secret (e.g. a password) for use in verifying the
1dentity of the person. It 1s now also common that the data provider will require the
person to register themselves as the owner of a device used to access the data. The
registered association between the device and the owner of the device can be used by
the data provider as an additional validation factor. For example, 1in the case that a data
provider receives a request for access to an account on behalf of a particular person

from a particular device that 1s not the device registered for the person, the data provider
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may determine to trust that the request was made by the person registered for the
account.

It can be relatively easy for a person wishing to access data from a data provider
on behalf of another person who has an account with that data provider to obtain his
user credentials (1.e. PII, User ID and password) by purchasing them from criminal
shadow online markets and thereafter fraudulently access the other person’s data.
Additionally, 1t 1s possible to remotely access and control devices, and thereby request
data on behalf of the registered owner of those devices. Often 1t 1s not possible to
determine whether the request was made by a user who 1s 1n physical possession of the
device or whether the request was made remotely by a user using another device to
remotely control the device from which the request 1s made.

One-time passwords (OTP) are commonly used to alleviate these 1ssues: an
authentication server uniquely assigns an OTP generation key to the registered owner
of a device, the OTP generation key being for use in generating and validating OTPs.
An authentication server typically holds hundreds or thousands of OTP generation keys,
each having been uniquely assigned to, or registered in respect of, a different person.
The authentication server configures an OTP token in the possession of the registered
owner with his assigned OTP generation key. These OTP tokens may, for example, use
the OTP generation key to generate a different password each time a new password 1s
requested by the registered user or as another example, may use the OTP generation
key to generate new passwords at regular time intervals. The OTP token may
additionally use an indication of the current time to generate an OTP, to prevent the
OTP being stored and replayed at a later time.

In order to access user-restricted data via a device, a user provides the OTP
generated by the OTP token to the data provider along with the credentials that uniquely
1dentify the owner of the device. Typically, the data provider will then 1dentify the
owner of the device and pass on the received OTP to the authentication server. The
authentication server will look up the OTP generation key associated with the identified
person and will use the key, and 1f required the current time, to determine whether the
recetved OTP corresponds to the OTP that would have been generated by the OTP token
held by the owner of the device at the current time, or at least within a predetermined

period of the current time. The authentication server will then indicate to the data
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provider whether the received OTP 1s valid. If the correct OTP was sent to the data
provider, then 1t can be determined that the user of the device 1s 1n possession of the
OTP token. However, authentication servers are vulnerable to compromise thereby
facilitating the unauthorised distribution to other entities and enabling anyone with
(1llegitimate) access to a distributed OTP generation key to access data on behalf of the

person associated with that key.

Summary

According to a first aspect of the present invention, there 1s provided a system
for use 1n verifying a request for access to data, the system having access to a computing
device that 1s configured to communicate with a first trusted indicator of time, the
system comprising: a first module having access to a second trusted indicator of time;
and a second module having access to an untrusted indicator of time, wherein: the first
module 1s arranged to generate a password using at least the second trusted indicator of
time; the second module 1s arranged to: receive a password associated with the request
for access to data, validate the received password using at least the untrusted indicator
of time; and cause a message to be transmitted to the computing device, the message
comprising data indicative of the untrusted indicator of time used to validate the
received password, and the system 1s arranged to cause the computing device to
generate data indicative of a comparison between the untrusted indicator of time and
the first trusted indicator of time, wherein the generated data 1s for use 1in providing said
access to data.

In some situations a second module may not have access to a trusted indicator
of time (without communicating with an external element). Accordingly, modifications
to the untrusted ttme may open a system up to attack. By verifying a password using
the untrusted indicator of time, and then causing a message to be transmitted to a
computing device, where the untrusted time 1s compared to a trusted time, the
possibility for attack 1s obviated. Moreover, the amount of signalling for verification 1s
reduced, as only a single message may need to be sent from the second module to the
computing device or system.

In one embodiment, the system 1s arranged to cause the computing device to

selectively provision the system with said access to data on the basis of said generated
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data. In this embodiment, 1t 1s the computing device that facilitates access to the
requested data.

Advantageously, the message transmitted to the computing device may
comprise data indicative of the validation of the received password using at least the
untrusted indicator of time by the second module.

In one arrangement, the first and second modules share a secret that has been
uniquely assigned thereto, the first module being arranged to use the secret to generate
the password, and the second module being arranged to use the secret to validate the
received password. The shared secret may be stored in a secure element of the first
module. Alternatively or additionally, the secret may be stored in a secure element of
the second module. In other embodiments, the first and second modules do not share a
secret for use 1n generating and validating passwords.

In one arrangement, the first module comprises tamper resistant hardware
comprising a clock, the clock being arranged to provide the second trusted indicator of
time.

In some arrangements, the second module may be communicatively connected
to a device having a clock, the clock being arranged to provide the untrusted indicator
of time.

Advantageously, 1n one arrangement, the system may be arranged to cause the
computing device to send a message comprising the generated data to a further
computing device whereby to provision the system with said access to data, and the
further computing device may be arranged to provide said access to data upon receipt
of the generated data.

Alternatively, 1n an arrangement where the requested data 1s stored at or
generated by the computing device, the system may be arranged to cause the computing
device to provide said access to data based on the generated data.

The first module may, 1n some arrangements, be arranged to receive, via an
interface of the first module, a challenge code generated by the second module or the
computing device, and to generate the password using at least the challenge code.

In some arrangements, the first module may be arranged to generate a plurality

of passwords, at least one password of the plurality of passwords being different from
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another password of the plurality of passwords, and to provide at least one of the
generated passwords to a user via an interface of the first module.

Advantageously, the second module and the computing device may share a
further secret for use in communications therebetween.

In one arrangement, the second module may be arranged to store said received
password, and to compare said received password to any previously stored received
passwords whereby to validate the received password.

In an alternative embodiment of the present invention the second module may
be arranged to receive said generated data from the computing device and use said
recerved data to provide said access to data. This embodiment can be contrasted with
embodiments 1n which the computing device 1s arranged to selectively provision the
system with said access to data on the basis of said generated data in that, in this
embodiment, 1t 1s the second module that facilitates access to the requested data, rather
than the computing device.

In some arrangements the first and second modules may be communicatively
disconnected. This has the advantage that the password generated by the first module
cannot be remotely accessed via the second module. Thus, 1n order for a user to be able
to correctly enter a password, which has been generated by the first module, into the
second module, the user must have possession of the first module. In such
arrangements, therefore, 1t can be determined whether the user has possession of the
first module. This can be useful, for example, in determining whether the user of the
first module 1s a human user.

In some arrangements, said data received from the computing device comprises
data indicating whether the untrusted indicator of time 1s within a predetermined range
of the first trusted indicator of time.

The requested data may, in some arrangements, be held by the second module,
and the second module may be configured to use said data received from the computing
device to determine whether to provide access to said requested data.

The second trusted indicator of time may be a clock of the first module, and the
first trusted indicator of time may be a clock that 1s synchronised with the clock of the

first module.
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Advantageously, the computing device and the second module may be
preconfigured with cryptographic keys for use in signing data sent therebetween, and
the second module may be arranged to sign said message transmitted to the computing
device and to verity that said data received from the computing device 1s signed by the
computing device using said cryptographic keys.

In some arrangements, the second module may be arranged to store said
received password, and to compare said received password to any previously stored
recetved passwords whereby to validate the received password.

According to a second aspect of the present invention, there 1s provided a
method of verifying, by a system, a request for access to data using a computing device
that 1s configured to communicate with a first trusted indicator of time, the method
comprising: generating at a first module a password using at least a second trusted
indicator of time; receiving at a second module a password associated with the request
for access to data, validating at the second module the received password using at least
an untrusted indicator of time; and causing a message to be transmitted to the computing
device, the message comprising data indicative of the untrusted indicator of time used
to validate the received password; wherein, the system causes the computing device to
generate data indicative of a comparison between the untrusted indicator of time and
the first trusted indicator of time, wherein the generated data 1s for use 1n providing said
access to data, and wherein the system comprises the first module and the second
module.

Further features and advantages of the invention will become apparent from the
following description of preferred embodiments of the invention, given by way of

example only, which 1s made with reference to the accompanying drawings.

Brief Description of the Drawings

Figure 1 shows a block diagram of a system according to an embodiment of the
present invention;

Figure 2 shows schematically a method according to an embodiment of the
present invention; and

Figure 3 shows schematically a method according to a further embodiment of

the present invention.
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Detailed Description

Embodiments of the invention are concerned with determining whether to
enable access to requested data, assets or services. Fig. 1 shows a block diagram of a
system 10 according to an embodiment of the present invention. The system 10
comprises a first module 20 and a second module 30. The first module 20 1s arranged
to generate passwords, and the second module 30 1s arranged to receive passwords from
a user of the system 10 and validate the received passwords. As represented by dashed
line 15, in the embodiment shown 1n Fig. 1, the first module 20 1s communicatively
disconnected from the second module 30. In other words, the system 10 1s constructed
and configured such that there are no means of communicating (except via a human
user) between the two modules 20 and 30. In one particular embodiment,
communication between the two modules 20 and 30 1s prevented by the modules 20
and 30 being physically disconnected from each other. It will be understood however,
that the two modules 20 and 30 could be physically connected (i.e. integrated) whilst
being communicatively disconnected e.g. 1f they do not share any common circuitry or
system interfaces or comprise any other means of exchanging information with each
other.

In an alternative embodiment, the first and second modules 20,30 may be
communicatively connected.

The first module 20 comprises an interface 21, which may be a user interface.
Interface 21 may comprise at least one input and/or output. An input of a user interface
of a device may be, for example, a button, a keyboard, a number pad, a mouse, a touch
screen, a microphone or any other component that allows the user to provide an 1nput
to the device. An output of a user interface of a device may be, for example, a screen, a
speaker, a Braille coder, or any other component capable of outputting information from
the device to a user of the interface 21.

The first module 20 may also comprise a secure element 22. As will be
described 1n more detail below, in some embodiments, the secure element 22 may store
a secret that 1s assigned to the first and second modules. The secure element 22 may
also comprise a clock 23 which 1s capable of providing a trusted indicator of time

(hereinafter referred to as the “second trusted indicator of time”). The secure element
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22 may be tamper proof; that 1s the secure element 22 may be configured such that the
second trusted i1ndicator of time cannot be altered, and therefore the second trusted
indicator of time 1s trusted. Equally the tamper proofing means that the stored secret
may not be read, and therefore used, without the cooperation of the first module 20.

The second module 30 1s shown as part of a device 35. The device 35 may
comprise an interface 31, which may be a user interface, which may comprise any or
all of the features described above with reference to interface 21. In addition, the device
comprises a clock capable of providing an indication of time. The second module 30 1s
capable of communicating with the interface 31 and clock 33 of the device, and as such
be able to communicate with a user, in particular to receive a password provided by the
user, and be able to access an indication of time from the clock 33.

The second module 30 1tself may contain a secure element 32. Like the secure
element 22, the secure element 32 may, in some embodiments, store a secret assigned
to the first and second modules. In some embodiments, the second module and/or the
secure element 32 1s removable from the device 35. As the clock 33 of the device 35 1s
not part of the secure element 32, the indicator of time provided by the clock 33 1s
untrusted, as it may be altered by a user, or other parties (e.g. a remote adversary).

The second module 1s communicatively connected to at least one further
computing device or system, for example, one or both of computing devices 50 and 60.
These computing devices may be servers, connected to the device 35 via a network.
Alternatively the computing devices may be other forms of computer, such as a desktop
computer, to which the device 35 1s connected e.g. via connections 51 and 61. The
computing devices may be distributed systems, 1.e. cloud computing systems or similar.
Computing devices 50 and 60 may be connected via connection 52. As will be described
1n more detail below, the computing device 50 also comprises a clock 53, which 1s able
to provide a first trusted indicator of time. The second module 30 may be paired with
the computing device 50. For example, the second module 30 may have been paired
with the computing device 50 during a configuration process in which a cryptographic
key 1s assigned to both the second module 30 and the computing device 50 for use in
secure communications therebetween.

As stated above, 1n the present embodiment, the first and second modules are

communicatively disconnected. Therefore, in use, the interface 21 of the first module
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20 1s configured to provide a generated password to a user, shown as block 40, and the
interface 31 accessible by the second module 30 1s configured to receive a password
from the user 40.

In some embodiments, the first module 20 and the second module 30 may be
separate devices that are collectively configured to determine whether 1t 1s likely that a
request for access to data originated from a user 1in physical possession of the second
module 30. As an example, the two modules 20 and 30 may be manufactured and sold
together, and are 1n the possession of a particular person. The device 35 may, in one
example, be a communications device, such as a mobile telephone or bank card reader.
As such, the second module may be a SIM card, or banking card capable of being
inserted 1nto device 35. In alternative embodiments, the first and second modules 20
and 30 may be components of a single device.

The second module 30 may operate under the control of a user who 1s 1n
possession of the second module 30 via the interface 31 of the device 35. However, the
second module 30 may also operate under the control of a remote entity having a
communications link to the second module 30. In the present embodiment, as the first
module 20 1s communicatively disconnected from the second module 30, described in
more detail below, 1t cannot be controlled via the interface 31 of the second module 31,
nor by a remote communications link.

The device 35 may store confidential data associated with a particular person.
As a particular example, the second module 30 may store user-restricted cryptographic
keys for decrypting data. Additionally or alternatively, the second module 30 may
provide or facilitate access to confidential data that 1s stored externally by a third party,
for example on one or both of computing devices 50 and 60. In this latter case, the third
party may only allow access to the data 1f 1t 1s determined that the data 1s being provided
to a particular person, 1.e. the person 1n physical possession of the first and second
modules 20 and 30 (1n other words, the data may be user-restricted). Before a third party
will grant access to user-restricted data via a particular device, the third party may
require that the owner of a device registers an association between the device and the
owner. In this case, the third party may then only send data, which 1s intended to be
received by a particular person, to the device that 1s associated with that person. In

further embodiments, the third party may take an action, such as accessing confidential
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information and/or payment data and sending the same to a fourth party, if the
instructions to do so are received via the second module 30. For example, the computing
device 50 may send confidential information to the computing device 60. As such, in
the present example, the second module 30 may have a registered association with a
particular person, and thus the second module 30 can be used to identify that 1t 1s the
particular person, 1.e. an account holder, that 1s making a request.

When the second module 30 comprises a communications module, 1t will be
appreciated that an unauthorised person could make a connection to the second module
30 and remotely control the second module 30 to send a request to the third party. If the
second module 30 can determine whether the request for access to data was made either
by a user 1n possession of the second module 30 or by a user remote from the second
module 30, 1t can take an appropriate responsive action e.g. disallow further use of the
second module 30 upon a determination that the request was made by a remote user.

As will now be explained, embodiments provide a means of performing such a
determination. The first module 20 comprises circuitry and/or software that 1s
constructed and configured to generate a password based on the trusted indicator of
time from clock 23 (1.e. the above-mentioned second trusted indicator of time). This
circuitry and/or software may, at least in part, be contained within the secure element
23.

As described above, 1n one embodiment, the first and second modules 20, 30
may be configured with a shared secret for use in both generating and validating
passwords. In this embodiment, the first module 20 may be arranged to generate a
password based also on the shared secret. The secret may, in one embodiment, be
uniquely assigned to the first and second modules 20,30.

The secret that 1s assigned to the first and second modules 20 and 30 may be an
OTP generation key and the password that 1s generated by the first module 20 1s thus a
one-time password (OTP). In this embodiment, subsequent passwords generated by the
first module 20 are different from the previously generated passwords, and each
generated password 1s valid for one authentication attempt only. In one particular
arrangement, the generated OTP 1s time-dependent and 1s valid for a predetermined

period of time. In an alternative arrangement, the first module 20 may generate a
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password 1n dependence upon a previously generated password and the second trusted
indicator of time using an OTP generation key.

The OTP 1s generated by the first module 20 1n dependence upon a second
trusted indication of time provided by the clock 23 of the first module 20 and the OTP
generation key (1.e. the secret). The OTP may be a cryptographic function of the OTP
generation key and the current time. In the case that the first module 20 and the second
module 30 are composite parts of a single device, the OTP may additionally be
generated in dependence on a device ID unmiquely associated with the device. Such a
device ID may be, for example, a hashed function of the CPU ID, a hashed function of
a GPU ID of the device, or a combination thereof. In this case, the OTP may be a
cryptographic function of the OTP generation key, the device ID and the second trusted
indicator of time. The value of the second trusted indicator of time will be known herein
as the “generation time” Tg, and 1t will be understood to have been measured with
respect to the clock 23 of the first module 20. In this case, a particular generated OTP
can only be used to validate a request for access to data 1f used within a predetermined
period of the generation time Tg. In such cases, the generated OTP may be validated if
the time Try 1S within a predetermined period of time preceding or following the
generation time Tg used to generate the password at the first module 20 — here Try may
precede Tg because of time drift between the two indicators of time.

It will be appreciated that, despite the name, there 1s a low but finite chance that
an OTP may be reused. Nevertheless, the chance that a previously generated password
will be valid at a later time 1s effectively the same as the chance of a random password
working, and as such, for the purposes of this document, it will be assumed that a given
password will only be valid once during the lifetime of the modules, and 1s therefore a
OTP. In addition, should an OTP be used twice within the predetermined period of time
for which 1t 1s valid, it will be rejected — this prevents re-use of passwords.

The second module 30 also comprises circuitry and/or software that 1s
constructed and configured to determine, based on the untrusted indicator of time from
clock 33 (and optionally also the shared secret, i1f the second module 30 1s so
configured), whether a password received from user 40 of the second module 30

matches the password that would have been generated by the first module 20 at the time
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as indicated by the untrusted indicator of time from clock 33. Again, at least a part of
the circuitry and/or software may be contained within the secure element 32.

In the particular embodiment shown 1n Figure 1, a secret 1s uniquely assigned
to the first and second modules 20 and 30. In other words, the secret may be associated
with the first and second modules 20 and 30 only. However this 1s not an essential
requirement. In embodiments, the secure elements 22 and 32 of the first and second
modules 20 and 30 are tamper-resistant, 1.e. the secret and the algorithm used to
generate the password stored within the secure element 23 and 33 cannot be altered.

As mentioned above, the password as generated by the first device 20 1s
generated using an appropriate algorithm and an indication of time, and 1s therefore a
OTP. The indicator of time (1.e. the aforementioned second trusted indicator of time)
may be, for example, an integer number, where the integer number increments at a
predetermined frequency (such as every 30 seconds or every minute). The integer may
have a zero value corresponding to a known point in time 1n the past, and may be
arranged such that, over the lifetime of the device the integer does not roll over — that
1s 1t will not reach the maximum value of the register storing the integer, and thus return
to zero. This ensures that the second trusted indicator of time has a unique value which
1s never repeated, and therefore any passwords generated using the second trusted
indicator will not be repeated. The above notwithstanding, 1t will be apparent that any
other trusted indicator of time may be used instead. The second trusted indicator of time
may be generated by a clock contained within the secure element 23.

Figure 2 shows schematically an exemplary method according to the present
embodiment. In this method, the user 40 makes a request for access to data, as
represented by arrow 74. The request for access to data may be, for example, a request
for access to a restricted webpage, a request for access to confidential information, or a
request for access to data for use in enabling access to a service. The request may be
made on the device 35, and thus via the second module 30, alternatively the request
may be made by the user to any of the computing devices 50 and 60. In general, the
data that the user 40 wishes to access could be data stored on, or generated, by any
component of the system 10, or could be data that 1s stored at or generated by an entity
that 1s external to the system 10 (for example an external database or server). The data

that the user 35 of the second module 30 wishes to access may be, for example, a
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restricted webpage hosted on a server, which 1s external to the system 10, and in this
case, access to the webpage may be enabled by the server sending data to the second
module 30. The information contained in the data sent by the second module 30 will be
explained in more detail below.

In response to the request for access to data at step 74, the second module 30, in
step 76, prompts the user 40 to enter a password that has been generated by the first
module 20. The user, in step 78, may then cause the first module 20 to generate a
password by, for example, pressing a button of the interface 21 of the first module or
otherwise indicating to the first module 20 that a password 1s required.

In step 80, the first module 20 uses the secret that 1s uniquely assigned to the
first and second modules 20 and 30, as well as the second trusted indication of time
provided by clock 33, to generate a password, which 1s then provided in step 82 to the
user 40. The generated password may be, for example, a series of numbers, a series of
letters, a combination of letters, numbers and other characters or an image and may for
example be presented to the user 40 on a screen of the interface 21.

Alternatively, the first module 20 may generate passwords (1n dependence on
the shared secret and the second trusted indicator of time) at regular time intervals and
may automatically present the most recently generated password on the interface 21 of
the first module 20. In such situations, step 78 would not be required as the first module
30 would present the password without request.

In either case, the user 40 may then provide, in step 84, the password generated
by the first module 20 to the second module 30. This may be done by the user entering
the password into the interface 31 of the device 35, via which it 1s provided to the second
module 30. In step 86, the second module 30 then uses the secret that 1s uniquely
assigned to the first and second modules 20 and 30, and the untrusted indicator of time
from the clock 33 of the device 35, to verifty whether the password received from the
user 40 1s the same as the password that would have been generated by the first module
20.

It will be appreciated that when a password that 1s generated by the first module
20 1s entered into the second module 30, the password must have been previously
retrieved from the first module 20. As, in this embodiment, the first module 20 1s

communicatively disconnected from the second module 30, 1t 1s highly likely that user
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40 1s a human who 1s 1n possession of, or at least has access to, the first module 20 as
well as the second module 30, and 1s therefore able to retrieve the password from the
first module 20 and provide 1t manually to the second module 30.

As stated above, the first module 20 and the second module 30 may each
comprise a respective secure element 22 and 32 1n which a secret 1s stored. The secret
may be uniquely assigned to the first and second modules 20 and 30 and stored 1n the
secure elements 22 and 32. In other words, the secret that 1s uniquely assigned to the
first and second modules 20 and 30 1s stored 1n parts of the first and second modules 20
and 30 that cannot be accessed by a user, such as user 40, and equally any other party
which may gain access to the first and second modules 20 and 30.

In this case, the secret may be provisioned to the secure elements 22 and 32 of
the first and second modules 20 and 30 at manufacture. In one embodiment, the secure
elements 22 and 32 are manufactured separately to the other components of the modules
20 and 30 and thus the association between the modules 20 and 30 and the secret stored
on the secure elements 22 and 32 cannot be known by any entity external to the system
10. Storing the secret within secure elements 22 and 32 prevents any user with access
to either of the modules 20 and 30 from finding out the secret and thereby being able to
work out the password that needs to be entered into the second module 30 1n order to
access the requested data. It also prevents any user from altering the algorithm for
generating passwords, which could thereby cause the first module 20 or the second
module 30 to generate a false response. For example, the algorithm on the second
module may be altered to accept any input as valid.

One particular advantage of the present embodiment arises from the fact that the
secret for generating and validating the password 1s uniquely assigned to the first and
second modules 20 and 30. More specifically, because there 1s a one-to-one mapping
between the secret and the module 30 that uses the secret to validate the password, and
also a one-to-one mapping between the secret and the module 20 that uses the secret to
generate the password, then in the event that the secret 1s compromised, the modules 20
and 30 need only to be reconfigured with a new secret (that 1s again uniquely assigned
to the modules 20 and 30). This can be achieved, for example, by replacing the secure
elements 22 and 32 of the modules 20 and 30 with new secure elements that have the

new secret stored thereon. Alternatively, where the modules are relatively low cost
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items, such as a telephone SIM (second module 30) and an associated password
generator module (first module 20), both modules may be replaced.

This may be contrasted to the known OTP system described 1n the background
section, 1n which a given OTP key 1s uniquely associated to a particular user rather than
to a pair of modules 20 and 30. In this known system, there can be a one-to-many
relationship between the OTP key and the devices that use the OTP key to generate a
password. That being the case, 1f an OTP key 1s compromised, data can be accessed on
behalf of that user via any device that uses the OTP key. As the OTP key will typically
be stored both on a number of OTP tokens and also at the authentication server,
establishing a new OTP key can be quite burdensome on the authentication server, as
the authentication server 1s required both to reassign a new OTP generation key to that
user and to configure a new set of OTP tokens with the new OTP generation key.

The second module 30 uses the untrusted indicator of time from the clock 33
and the OTP generation key (1.e. the shared secret) to determine whether the password
1s the same as a password that would have been generated by the first module 20 at a
ttime within a predetermined time from the time at which the password was received by
the second module 30. The value of the untrusted indicator of time at which the
password was received by the second module 30 will be known herein as the “untrusted
reception time” Tru.

The method used by the second module 30 to validate the received password
will depend on the method used by the first module 20 to generate the password. Many
such methods are already known and the specific method 1s considered to be outside
the scope of the present invention.

If the second module 30 determines that the received password matches an OTP
that was/would have been generated by the first module 20 at a time T that 1s within a
predetermined period of the reception time Try, then the second module 30 validates
the received password.

However, this password may have been generated by the first module 20 at an
earlier ttime, and replayed to the second module 30. This may occur 1f the device 35 has
been compromised, and therefore the password entered via the interface 31 may be
intercepted. As mentioned above, the password 1s a one-time-password (OTP) has been

generated using an indication of time. Therefore, the time delay between the password
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being generated by the first module 20 and being received by the second module 30
would typically be sufficiently long for the OTP to no longer be valid.

Nevertheless, the second module 30 only has access to an untrusted indicator of
ttme. This 1s typically because the indicator of time 1s provided by the clock 33 of the
device 35. As such, the clock may have been adjusted, by for example, tampering with
the device 35, through remote access of the device, or quite legitimately by simply
setting the clock 33 through a user preference. This means that the untrusted indicator
of time could be adjusted to correspond to the time at which the password was generated
by the first module 20 and therefore to a time that corresponds to a password that was
earlier intercepted by an adversary. This in turn may cause the second module to
incorrectly determine the replayed password to be valid.

The second module 30 may only have access to an untrusted time, because 1t 1s
impractical to provide the second module 30, or the secure element 32 thereof, with a
secure, and therefore trusted, time. For example, where the secure element 1s a SIM or
bank card, power may be removed from the second module 30, and as such any clock
running on the module may lose the time. This makes the second module 30 reliant on
the clock 33 of the device 35, which as stated above 1s untrusted.

As such, once the second module 30 has validated a received password using
the untrusted indicator of ttme Tru, the second module 30 sends a message 1n step 88
to the computing device 50. This message contains data indicative of the indicator of
time used to validate the received password (i1.e. the untrusted timestamp Tru). The
message may also contain data indicative of the validation of the received password
(using the untrusted time) by the second module 30.

As mentioned above, the computing device 50 has access to a first trusted
indicator of time, e.g. via clock 53. This clock 53 may be synchronised with the clock
23 of the first module 20. Here, being synchronised means that it 1s possible for the
computing device 50 to access an indicator of time (T'g) which 1s within a
predetermined range (to allow for drift between the clocks) from time Tg used by the
first module 20 to generate the password. Moreover, trust may have been established
between the computing device 50 and the second module 30 by the sharing of
cryptographic keys for use in signing and thereby authenticating messages sent

therebetween, as will be discussed 1n more detail below.
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Upon receiving the message containing the untrusted indicator of time, the
computing device 50 compares the untrusted indicator of time Try indicated in the
recerved message to the first trusted indicator of time T’ as determined by the clock 33
of the computing device 50. If the untrusted time Try 1s determined to be within the
predetermined range of the first trusted time T'c and the message indicates that the
password received by the second module 30 1s valid, the computing device 50
determines to trust that the user 40 has access to both the first and second modules 20
and 30. Consequently, the computing device 50 may generate data indicative of this
comparison, and use the generated data to provide access to data, as initially requested
in step 74.

This 1s because, 1f the second module 30 has positively validated a received
password using the timestamp Try, then the user 40 must have provided a password
that would have been generated by the first module 20 at a trusted time Tg that 1s close
to Tru. It follows then that, 1f Tryu 1s close to the trusted time T'c as determined by the
computing device 50, then T must also be close to the current time and thus it can be
determined that the user 40 must have provided a password that was/would have been
generated by the first module 20 at some time Tg close to, 1.e. within a predetermined
range of, the current time as indicated by T'c. Therefore, the user 40 1s likely to be
currently 1n possession of, or at least have access to, the first module 20. As there 1s no
way to automatically transfer a password generated by the first module 20 to the second
module 30, 1t 1s very likely that the person in possession of the second module 20 1s
also 1n possession of the first module 30 and can thereby transfer the password
generated by the first module 20 to the second module 30 manually.

Advantageously, if the computing device 50 determines that the untrusted
timestamp Tru 1S not within the predetermined range of the trusted time T'g, and
therefore was obtained from a time source that 1s not synchronised with the clock of the
first module 20, the computing device 50 may deny access to data.

Consequently, as shown by step 92, the computing device 50 may communicate
with the other elements of the system to effect access to the data, thereby using the data
generated by the comparison above. For example, the computing device 50 may send a
message to the second module 30 which indicates whether the time Tr 1s within the

predetermined time range. If the ttme Tr 1s within the predetermined time range, the
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second module 30 may enable access to requested data. Alternatively, 1f the time Tr 1s
outside the predetermined time range, the second module may deny access to the
requested data.

The user 40 may have requested access to data that 1s held externally by the
computing device 50. In this case, the computing device 50 may respond either by
sending the requested data to the second module 30 or denying access.

Alternatively, 1n a further example, the computing device 50 may enable access,
by the computing device 60, to data stored on either or both of the computing device 50
or the second module 30. In a yet further example, the successful validation may be
used to enable the computing device 50, and/or the second module 30, to access data
on the computing device 60.

In the above examples, the second module 30 may store previously received
OTPs and may invalidate any OTPs that have been previously received. This 1s
particularly useful for situations in which the second module 30 1s simultaneously
accessed both by a remote adversary and a user in possession of both the first and
second modules 20 and 30 (1.e. a local user 40). Assuming the remote user attempts to
access data by replicating an OTP that was previously entered 1into the second module
30 by the local user 40, the second module 30 will reject the replicated OTP as a
duplicate. In one arrangement, the second module 30 may store a limited number of
previously received OTPs so as to be able to reject duplicates. The number of stored
duplicates may be such that i1f a particular OTP, which 1s no-longer stored by the second
module 30, 1s replicated, the third party 100 1s likely to reject that OTP because 1t will
be associated with a timestamp that 1s outside the predetermined range of the current
time.

The message containing the untrusted ttmestamp Tru used by the second
module 30 to validate a received password may be signed by the second module 30
(e.g. using a cryptographic key(s) associated with the second module 30 and the
computing device 50), thereby allowing the computing device 50 to verity the origin of
the message. This means that, 1f the remote user attempts to alter a message sent by the
second module 30 containing the untrusted time, the computing device 50 will
recognise that the message has been altered because 1t will not contain the second

module’s correct signature, and will deny access to the associated requested data.
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Equally, replayed messages, 1.e. messages previously sent by the second module 30
which are resent to the computing device 50 will contain an untrusted indicator of time
Tru that 1s 1n the past, and will therefore be rejected.

Further, if the computing device 50 1s configured to send a message to the
second module 30 indicating whether a received timestamp 1s valid, that message may
also be signed. This allows the second module 30 to i1dentify messages sent to the
second module 30 by a party other than the computing device 50, which may not be
trusted.

The above may be contrasted with a system in which the second module 30
retrieves a timestamp from a third party. In such a system 1t 1s possible that a remote
user may observe an OTP entered by a user 40 1n possession of both the first and second
modules 20 and 30 and may also observe the timestamp received from the third party.
That remote user may, at some time later, supply the second module 30 with the
observed timestamp and the observed OTP. In this case the second module 30 may
validate the remote user’s password. However, 1n a system configured in accordance
with the above embodiment, the second module 30 sends the timestamp used to validate
the password to the computing device 50, the computing device 50 1s able to identify
that any timestamp 1s out-of-date and will deny access to the requested data accordingly.

A system configured in accordance with the above embodiment has the
advantage that the second module 1s able to take the first step in verification of the
provided password without having to access a remote timestamp. This speeds up time
to verification as only a single message (step 88) may need to be transmitted for the
system as a whole to complete verification. By contrast, a system 1n which a trusted
timestamp 1s provided to the second module 30 requires at least two messages, a request
for trusted time and a response.

Figure 3 shows schematically an exemplary method for sharing temporary
cryptographic keys, as a way of providing access to data, between a banking service
provider, which may be computing device 50, and the second module 30. In this
example, the banking service provider 50 has shared temporary cryptographic keys with
another service provider, which may be associated with computing device 60. Together
the cryptographic keys shared with the service provider 60 and the cryptographic keys

shared with the second module 30 may be used i1n authenticating and/or
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encrypting/decrypting messages sent between the second module 30 and the service
provider 60, as will be discussed 1n more detail below.

The second module 30 and the banking service provider 50 already have pre-
assigned cryptographic keys for use in encrypting and authenticating messages sent
therebetween, as discussed above. Further, the banking service provider 50 may store
an association between the second module 30 and a particular bank account holder.

As described above, the second module 30 does not have a clock that i1s
synchronised with the clock of the first module 20. However, the banking service
provider 50 has a clock that 1s synchronised with the clock of the first module 20 (e.g.
both clocks may run on umiversal time, or the banking service provider 50 may be able
to dertve the timestamp on the first module 20).

In this particular example, a user 40 requests, in step 96, a temporary
cryptographic key from the banking service provider 50 via the second module 30 and
device 35. When requesting access to the temporary cryptographic key, the user 40 may
provide information to the second module 30 and/or device 35 that identifies the
particular bank account holder in respect of which the user 40 wants to obtain a
temporary cryptographic key.

Upon receiving the request for a temporary cryptographic key, 1.e. the request
for data, the second module 30 sends a message (step 98) to the banking service
provider 50 indicating that a request for access to a temporary cryptographic key has
been made by a user 40 and indicating that modules 20 and 30 are available for
generating and validating passwords. This message (sent at step 98) informs the
banking service provider 50 that 1t will be able to determine whether the request (at step
98) for access to a temporary cryptographic key originated from a user in physical
possession of the first and second modules 20 and 30.

Accordingly, as shown by step 74', the banking service provider 50 may request
that the second module provide an indication that the correct password has been
provided. In this embodiment, the method generally proceeds as described above with
reference to steps 76 to 88, with a password being requested from the first module, and
validated by the second module.

However, 1in addition, a challenge code may be used to provide further security.

The challenge code may be generated by the second module 30, or may be received by
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the second module 30 from the banking service provider 50 1n step 74'. The challenge
code 1s provided to the user 40 1n step 76, and provided to the first module 30 by the
user 40 1n step 78. The challenge code 1s used by the first module 20 1n the generation
of the password 1n step 80, and subsequently 1n the validation of the password by the
second module 1n step 86.

In an additional step (not referenced) the user 40 may be required to enter
credentials (such as a username and a PIN or password) that have been pre-agreed
between the banking service provider 50 and the bank account holder (1.e. user 40). This
has the advantage that the banking service provider 50 1s able to verify whether the user
40 of the second module 30 1s the 1dentified bank account holder or whether the user 1s
a different person (who may have stolen the modules 20 and 30, for example).

As described above, the second module 30 determines in step 86 whether the
password received from the user 40 1s valid based on the untrusted indication of time
available to the second module 30 and, if appropriate, any challenge code which may
have been provided. Subsequently, in step 88 second module 30 sends a message
providing the untrusted indication of time used to verity that received OTP. The
message may additionally contain data indicative that the received OTP was found to
be valid, and that the correct challenge code was used to generate the password. The
response may be encrypted and/or signed, for example by using the cryptographic keys
shared between the second module 30 and the computing device 50. The response may
also contain any username, password and the like provided by the user 40.

If, on the other hand, the second module 30 does not successfully validate the
received password, the second module 30 may send a signed message to the banking
service provider 50 indicating that the received OTP was found to be invalid.

If the message sent at step 88 indicates that the received OTP was validated then
the banking service provide 50 may compare the time indicated in the untrusted
timestamp sent at step 88 with the first trusted indicator of time. This step may include
any other form of authentication, for example validating a username and password as
described above. If the banking service provider 50 determines that the untrusted time
(provided 1n step 88) 1s within predetermined time interval and, if required, that any

other authentication credentials (1.e. username and password) are valid, the banking
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service provider 50 may send (in step 100) the requested temporary cryptographic key
to the second module 30, where it 1s then stored.

In an alternative example, rather than the banking service provider S0 generating
and distributing the temporary cryptographic key, the temporary cryptographic key
could be generated by the service provider 60, and sent to the banking service provider
50, which will then determine whether to share that key with the second module 30 as
1n the case where the temporary cryptographic key 1s generated by the banking service
provider 50. Alternatively, the temporary cryptographic key could be generated by the
second module 30, and may be sent to the banking service provider 50 in the message
88 for example. In this arrangement, the banking service provider 50 may then share
that temporary cryptographic key with a service provider 60.

As mentioned above, the second module 30 1s registered with a banking service
provider 50 as being owned by a particular bank account holder. The banking service
provider 50 shares temporary cryptographic keys with the second module 30 and the
service provider 60. The service provider 60 may already know the bank account holder
1s the registered owner of the second module 30, and 1n this case, when the temporary
cryptographic keys are shared with the service provider 60, the bank account holder
that 1s associated with those keys 1s 1dentified to the service provider 60. Alternatively,
1f the bank account holder 1s not already known by the service provider 60, the banking
service provider 50 may send to the service provider 60 information for use in
1dentifying and providing a service to that bank account holder when the associated
temporary cryptographic keys are shared.

In the present example, a user 40 may request (step 102) access to a further
service provider 60 for use 1n making a payment or transferring funds from the account
of the bank account holder

In some embodiments, rather than a request for access to data being received at
any of the second module 30, computing device 50 or computing device 60 from a user
40, a request for access to data may be generated by any of the second module 30,
computing device 50 or computing device 60 without user input. For example, a third
party operating computing device S0 may wish to determine whether there 1s a user 40
of the second module 30 who 1s 1n physical possession of the second module 30 and

thus the computing device 50 sends a message to the second module 30 indicating same.
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Upon receipt of this message, the second module 30 prompts a user 40 of the second
module 30 to enter a password that has been generated by the first module 20 into the
second module 30, and the method proceeds as described above.

Embodiments of the invention may be contrasted with a system in which the
secret used by the first module 20 to generate a password 1s not known by the second
module 30, but 1s instead shared between an authentication server, such as computing
device 50, and the first module 20. While the second module 30 in such embodiment 1s
not required to have access to an indication of time, whether trusted or untrusted, the
system may lose the security of having the secret uniquely shared between the first and
second module, as the secret 1s then shared between the first module 20 and the
computing device 50. Indeed, should the computing device 50 be compromised, many
secrets may become known, in contrast to the system above, in which only a single
secret can become known through a first or second module becoming compromised.

As set out above, the first and second modules 20 and 30 may be composite
parts of the same device and may be communicatively disconnected from each other
within that device. In these embodiments, the only (realistically likely) way a user 40
1s able to retrieve a password from the first module 20 and enter i1t into the second
module 30 1s 1f the user 40 1s 1n possession of the first module 20. It follows therefore
that 1in this case, the user 40 1s very likely to be 1in possession of the device and 1s
therefore a human user. Thus, 1f the second module 30 validates the password received
from the user 40, the second module 30 can determine up to a very high level of
confidence that the request for access to data originated from a human who 1s 1n
possession of the device (and 1s therefore not a remote entity). Enabling access to the
requested data may include allowing access to restricted data held on the device or, 1n
the case that the requested data 1s held by a third party (such as computing device 50),
1t may include sending data to the third party for use 1in enabling access to the requested
data.

It will be appreciated that the user 40 as described above may not be a single
physical person, and as such a first user may provide the password to a second user,
from whom the password 1s received by the interface 31.

The interface 21 of the first module 20 and the interface 31 of the device 35 may

be user interfaces as described above. However 1n some embodiments, the interfaces
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may provide a input/output interface connecting to a suitable user interface. This may
be done to enable the first module 30 or the device 35 to be distributed, such that the
user interfaces via which the password 1s provided may be physically separated.

The above embodiments are to be understood as illustrative examples of the
invention. Further embodiments of the invention are envisaged. For example, the
second module 30 may be for use in enabling access to data, assets or services held or
supplied by a plurality of third parties for example computing devices 50 and 60 and
other systems not shown. It will be appreciated that, while in many of the embodiments
described above, the first and second modules have been described as being
communicatively connected, this feature 1s not an essential feature of the invention, and
1in other embodiments, the first and second modules 20, 30 might be communicatively
connected. Similarly, while advantageous, the first and second modules 20, 30 are not
required to share a secret for use in generating and validating passwords. It 1s to be
understood that any feature described 1n relation to any one embodiment may be used
alone, or in combination with other features described, and may also be used 1n
combination with one or more features of any other of the embodiments, or any
combination of any other of the embodiments. Furthermore, equivalents and
modifications not described above may also be employed without departing from the

scope of the invention, which 1s defined 1n the accompanying claims.
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The following numbered clauses set out preferred embodiments of the present

invention:

1. A system for use 1n verifying a request for access to data, the system having
access to a computing device that 1s configured to communicate with a first trusted
indicator of time, the system comprising:
a first module having access to a second trusted indicator of time; and
a second module having access to an untrusted indicator of time,
wherein:
the first module 1s arranged to generate a password using at least the second
trusted indicator of time;
the second module 1s arranged to:
receive a password associated with the request for access to data,
validate the received password using at least the untrusted indicator of time,
and
cause a message to be transmitted to the computing device, the
message comprising data indicative of the untrusted indicator of time used to
validate the received password; and
the system 1s arranged to cause the computing device to:
generate data indicative of a comparison between the untrusted
indicator of time and the first trusted indicator of time, and
selectively provision the system with said access to data on the basis of

the generated data.

2. A system according to clause 1, wherein the message transmitted to the
computing device comprises data indicative of the validation of the received password

using at least the untrusted indicator of time by the second module.

3. A system according to clause 1 or clause 2, wherein the first and second modules
share a secret that has been uniquely assigned thereto, the first module being arranged
to use the secret to generate the password, and the second module being arranged to use

the secret to validate the received password.



10

15

20

25

30

CA 02884005 2015-03-04

WO 2014/037741 PCT/GB2013/052347

26

4. A system according to clause 3, wherein the secret 1s stored 1n a secure element

of the first module.

5. A system according to any of clauses 1 to 4, wherein the secret 1s stored 1n a

secure element of the second module.

6. A system according to any of clauses 1 to 5, wherein the first module comprises
tamper resistant hardware comprising a clock, the clock being arranged to provide the

second trusted indicator of time.

7. A system according to any of clauses 1 to 6, wherein the second module 1s
communicatively connected to a device having a clock, the clock being arranged to

provide the untrusted indicator of time.

8. A system according to any of clauses 1 to 7, wherein the computing device 1s
arranged to send a message comprising the generated data to a further computing device
whereby to provision the system with said access to data, the further computing device

being arranged to provide said access to data upon receipt of the generated data.

9. A system according to any of clauses 1 to 7, wherein said requested data 1s
stored at or generated by the computing device, and the computing device 1s arranged

to provide said access to data based on the generated data.

10. A system according to any of clauses 1 to 9, wherein the first module 1s arranged
to receive, via an interface of the first module, a challenge code generated by the second
module or the computing device, and to generate the password using at least the

challenge code.

11. A system according to any of clauses 1 to 10, wherein the first module 1s
arranged to generate a plurality of passwords, at least one password of the plurality of

passwords being different from another password of the plurality of passwords, and to
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provide at least one of the generated passwords to a user via an interface of the first

module.

12. A system according to any of any of clauses 1 to 11, wherein the second module
and the computing device share a further secret for use 1n communications

therebetween.

13. A system according to any of clauses 1 to 12, wherein the second module 1s
arranged to store said received password, and to compare said received password to any

previously stored received passwords whereby to validate the received password.

14. A system for use in verifying a request for access to data, the system comprising:
a first module having access to a trusted indicator of time; and
a second module having access to an untrusted indicator of time,
wherein:
the first module 1s arranged to generate a password using at least the trusted
indicator of time;
the second module 1s arranged to:
receive a password associated with the request for access to data,
validate the received password using at least the untrusted indicator of
time, and
cause a message to be transmitted to a computing device, the message
comprising data indicative of the untrusted indicator of time used to validate
the received password; and
receive data indicative of a comparison between the untrusted indicator
of time and a further trusted indicator of time from the computing device, and
use the received data to provide said access to data,

wherein the first module and the second module are communicatively disconnected.

15. Asystem according to clause 14, wherein said data received from the computing
device comprises data indicating whether the untrusted indicator of time 1s within a

predetermined range of the first trusted indicator of time.
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16. A system according to clause 14 or clause 15, wherein said requested data 1s
held by the second module, and the second module 1s configured to use said data
received from the computing device to determine whether to provide access to said

requested data.

17. A system according to any of clauses 14 to 16, wherein said trusted indicator of
time to which the first module has access 1s a clock of the first module, and the further
trusted indicator of time to which the computing device has access 1s a clock that 1s

synchronised with the clock of the first module.

18. A system according to any of clauses 14 to 17, wherein the computing device
and the second module are preconfigured with cryptographic keys for use in signing
data sent therebetween, and wherein the second module 1s arranged to sign said message
transmitted to the computing device and to verify that said data received from the

computing device 1s signed by the computing device using said cryptographic keys.

19. A system according to any of clauses 14 to 18, wherein the second module 1s
arranged to store said recerved password, and to compare said recetved password to any

previously stored received passwords whereby to validate the received password.
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Claims

1. A system for use 1n verifying a request for access to data, the system having
access to a computing device that 1s configured to communicate with a first trusted
indicator of time, the system comprising:
a first module having access to a second trusted indicator of time; and
a second module having access to an untrusted indicator of time,
wherein:
the first module 1s arranged to generate a password using at least the second
trusted indicator of time;
the second module 1s arranged to:
receive a password associated with the request for access to data,
validate the received password using at least the untrusted indicator of time;
and
cause a message to be transmitted to the computing device, the
message comprising data indicative of the untrusted indicator of time used to
validate the received password, and
the system 1s arranged to cause the computing device to generate data indicative
of a comparison between the untrusted indicator of time and the first trusted indicator

of time, wherein the generated data 1s for use 1n providing said access to data.

2. A system according to claim 1, wherein the system 1s arranged to cause the
computing device to selectively provision the system with said access to data on the

basis of said generated data.

3. A system according to claim 1 or claim 2, wherein the message transmitted to
the computing device comprises data indicative of the validation of the received

password using at least the untrusted indicator of time by the second module.

4. A system according to any of the preceding claims, wherein the first and second
modules share a secret that has been uniquely assigned thereto, the first module being
arranged to use the secret to generate the password, and the second module being

arranged to use the secret to validate the received password.
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5. A system according to claim 4, wherein the secret 1s stored 1n a secure element

of the first module.

6. A system according to claim 4 or claim 5, wherein the secret 1s stored in a secure

element of the second module.

7. A system according to any of the preceding claims, wherein the first module
comprises tamper resistant hardware comprising a clock, the clock being arranged to

provide the second trusted indicator of time.

8. A system according to any of the preceding claims, wherein the second module
1s communicatively connected to a device having a clock, the clock being arranged to

provide the untrusted indicator of time.

9. A system according to any of the preceding claims, wherein the system 1is
arranged to cause the computing device to send a message comprising the generated
data to a further computing device whereby to provision the system with said access to
data, the further computing device being arranged to provide said access to data upon

receipt of the generated data.

10. A system according to any of the preceding claims 2 to 8, wherein said requested
data 1s stored at or generated by the computing device, and the computing device 1s

arranged to provide said access to data based on the generated data.

11. A system according to any of the preceding claims, wherein the first module 1s
arranged to receive, via an interface of the first module, a challenge code generated by
the second module or the computing device, and to generate the password using at least

the challenge code.

12. A system according to any of the preceding claims, wherein the first module 1s

arranged to generate a plurality of passwords, at least one password of the plurality of
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passwords being different from another password of the plurality of passwords, and to
provide at least one of the generated passwords to a user via an interface of the first

module.

13. A system according to any of the preceding claims, wherein the second module
and the computing device share a further secret for use 1n communications

therebetween.

14, A system according to any of the preceding claims, wherein the second module
1s arranged to store said received password, and to compare said received password to

any previously stored received passwords whereby to validate the received password.

15. A system according to claam 1, wherein the first and second modules are
communicatively disconnected, and the second module 1s arranged to receive said
generated data from the computing device and use said received data to provide said

access to data.

16. A system according to claim 15, wherein said data received from the computing
device comprises data indicating whether the untrusted indicator of time 1s within a

predetermined range of the first trusted indicator of time.

17. A system according to claim 15 or claim 16, wherein said requested data 1s held
by the second module, and the second module 1s configured to use said data received
from the computing device to determine whether to provide access to said requested

data.

18. A system according to any of claims 15 to 17, wherein the second trusted
indicator of time 1s a clock of the first module, and the first trusted indicator of time 1s

a clock that 1s synchronised with the clock of the first module.

19. A system according to any of claims 15 to 18, wherein the computing device

and the second module are preconfigured with cryptographic keys for use in signing
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data sent therebetween, and wherein the second module 1s arranged to sign said message
transmitted to the computing device and to verity that said data received from the

computing device 1s signed by the computing device using said cryptographic keys.

20. A system according to any of claims 15 to 19, wherein the second module is
arranged to store said received password, and to compare said received password to any

previously stored received passwords whereby to validate the received password.

21. A method of verifying, by a system, a request for access to data using a
computing device that 1s configured to communicate with a first trusted indicator of
time, the method comprising:

generating at a first module a password using at least a second trusted indicator
of time;

receiving at a second module a password associated with the request for access
to data,

validating at the second module the received password using at least an
untrusted indicator of time; and

causing a message to be transmitted to the computing device, the message
comprising data indicative of the untrusted indicator of time used to validate the
recetved password;

wherein,

the system causes the computing device to generate data indicative of a
comparison between the untrusted indicator of time and the first trusted indicator of
time, wherein the generated data 1s for use 1n providing said access to data, and

wherein the system comprises the first module and the second module.

22, A method according to claim 21, wherein the system causes the computing
device to selectively provision the system with said access to data on the basis of said

generated data.
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23. A method according to claim 21 or claim 22, wherein the message transmitted
to the computing device comprises data indicative of the validation of the received

password using at least the untrusted indicator of time by the second module.

24 A method according to any of claim 21 to claim 23, wherein the first and second
modules share a secret that has been uniquely assigned thereto, the secret being for use

1n the generating of the password and 1n the validating of the received password.

25. A method according to claim 24, wherein the secret 1s stored 1n a secure element
of the first module.
26. A method according to claam 24 or claim 25, wherein the secret 1s stored in a

secure element of the second module.

27. A method according to any of claims 21 to 26, the method comprising retrieving
the second trusted indicator of time from a clock in tamper resistant hardware of the

first module.

28. A method according to any of claims 21 to 27, the method comprising receiving
the untrusted indicator of time from a clock to which the second module 1s

communicatively connected.

29. A method according to any of claims 21 to 28, wherein the system causes the
computing device to send a message comprising the generated data to a further
computing device whereby to provision the system with said access to data, the further
computing device being arranged to provide said access to data upon receipt of the

generated data.

30. A method according to any of claims 21 to 28, wherein said requested data 1s
stored at or generated by the computing device, and the computing device 1s arranged

to provide said access to data based on the generated data.
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31. A method according to any of claims 21 to 30, the method comprising receiving,
via an interface of the first module, a challenge code generated by the second module

or the computing device, and generating the password using at least the challenge code.

32. A method according to any of claims 21 to 31, the method comprising
generating a plurality of passwords, at least one password of the plurality of passwords
being different from another password of the plurality of passwords, and providing at

least one of the generated passwords to a user via an interface of the first module.

33. A method according to any of claims 21 to 32, wherein the second module and

the computing device share a further secret for use in communications therebetween.

34 A method according to any of claims 21 to 33, wherein the method comprises
storing, at the second module, said received password, and comparing said received
password to any previously stored recerved passwords whereby to validate the received

password.

35. A method according to claim 1, wherein the first and second modules are
communicatively disconnected and the system causes the computing device to send said
generated data to the second module, the method comprising using by the second

module said received generated data to provide said access to data.

36. A method according to claim 35, wherein said data received from the computing
device comprises data indicating whether the untrusted indicator of time 1s within a

predetermined range of the first trusted indicator of time.

37. A method according to claim 35 or claim 36, wherein said requested data 1s held
by the second module, and the method comprises using by the second module said data
received from the computing device to determine whether to provide access to said

requested data.
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38. A method according to any of claims 35 to 37, wherein the second trusted
indicator of time 1s a clock of the first module, and the first trusted indicator of time 1s

a clock that 1s synchronised with the clock of the first module.

39. A method according to any of claims 35 to 38, wherein the computing device
and the second module are preconfigured with cryptographic keys for use in signing
data sent therebetween, and wherein the method comprises signing said message
transmitted to the computing device and to verifying that said data received from the

computing device 1s signed by the computing device using said cryptographic keys.

40. A method according to any of claims 35 to 39, wherein the method comprises
storing, at the second module, said received password, and comparing said received
password to any previously stored received password whereby to validate the received

password.
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