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(54) Title: INTERACTIVE SERVICE DEVICE METERING $YSTEMS

A metering system meters usage of on-line and off—line services by way of interactive service devices. Interactive service devices
may include personal computers and non-personal computers. Non—personal computers may include network computers, paming devices,
Intemmet televisions, Intemmet teiephones, and the like. The on-line service usage may include Intemet usage such as which home pages,
advertisements, and othér Internet resources are accessed by a user, The off-line service usage may include application program usage such
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INTERACTIVE SERVICE DEVICE METERING SYSTEMS

Technical Field of the Invention

The present invention is directed to metering
systems for metering usage of on-line services such as
the Internet, off-line services such as software applica-

tion pregrams, and other services.

Background of the Invention

The Internet and its multimedia component, the
Web, have become an integral part of the way in which
content is delivered to end ugers. For example, newspa-
pers, magazines, and television and cable networks have
Web sites that are increasingly being used to deliver
content.

This content delivered by on-line service pro-
viders is accessed by end users by way of on-line service
access devices. The on-line service access device most
often in use currently is the perscnal computer. The
personal computer may or maf not share a monitor with a
television. However, ncn-personal-computer on-line ser-
vice access devices are being developed that will enable
end users to connect to the Internet., These non-person-

al-computer on-line service access devices inelude, for
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example, (i) a network computer (having a basic RAM,
little or no hard disk capacity, a modem, a monitor, and
a keyboard; for more permanent storage, a network com-
puter may rent storage at a remote location), (ii) a
gaming device (such as those used with or without televi-
sions in order to play video games), (iii) an Internet
television {for example, a television equipped with an
external Web box, or an Internet enabled television which
is a television internally equipped with Internet access
capability), (iv) an Internet telephone (a telephcne that
is Internet enabled), (v} an Internet hand held calcula-
tor (a hand held calculator that is Internet enabled, and
(vi) the like. All such on-line service access devices
are referred to herein as interactive service devices
{I8Ds) .

Many people desire to determine the amount and
nature of interest in the contéent provided to end users,
For example, advertisers who use the Internet to deliver
ads to end users may find it useful to know the number of
times that their ads are accessed by end users, the
length of time that the end users spend at the ads, and
the demographics relating to the end users who access
their ads. Such information may indicate the target
audience for, and popularity of, their products aﬁd/or

2.
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gervices. This information may also be useful in deter-
mining the success of certain advertising campaigns. On-
line service providers may also desire to determine the
amount and nature of interest in the content that they
provide.

Certain web sites currently meter access to the
content that they provide. However, metering Internet
usage at a web site provides little opportunity to non-
intrusively determine the demographics of the end users
who are accessing the web site. Moreover, although the
web site determines the number of times that its content
is accessed, the web site does not also determine the
number of times that other web sites are visited. Ac-
cordingly, the web site cannot effectively extrapolate to
the entire population or even to the segment of the pOopu -
lation accessing content of competing web sites.

It is also known to meter Internet ugage
through the use of software traps which are stored on the
hard drives of personal computers located in statistical-
ly selected end user facilities (e.g., households, busi-
nesses, and the like). These software traps log each
access to the Internmet. However, software traps have a
number of disadvantages. For example, software traps

require all instructions to flow through the software

-3 -
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traps. This requirement adds delay in the pfocessing of
these instructions. Accordingly, software traps slow
down computer processing and can be, therefore, annoying
to computer end users. Moreover, current software traps
store the Internet usage data that they log on Eloppy
disks which must be then mailed or otherwise non-elec-
tronically sent to a central facility where the informa-
tion is downloaded and processed along with Internet
usage data from other end users in order to generate
Internet usage reports. This manner of providing Intern-
et usage data from statistically selected end user facil-
ities to a central facility for report generation places
added burdens on the end users and is slow. Furthermore,
software traps are nct currently able to meter other
interactive service devices such as Internet televisions,
gaming devices, network computerg, and the like.

The present invention is intended to solve one

or more of the above-noted problems.
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Summary of the Invention

According to one aspect of the present inventien,
a metering system comprises data acquiring means and data
communicating means. The data acquiring means acquires
usage data from one of a variety of interactive service
devices. The data communicating means communicates the
usage data to a remote facility.

More specifically the invention provides a
metering system having a data acquisition unit ( arranged to
acquire data with respect to a device, the metering system
also having a data processor arranged to process the
acquired data, the metering system being CHARACTERIZED IN
THAT :

the data is usage data, and the device is any one
of a variety of interactive service devices such that the
data acquisition unit acquires the usage data from the
interactive service device.

The invention alsc provides a method cf using the
metering system as defined above comprising the following
steps:

al using the metering system to collect first
usage data from a plurality of end users; and,

b) using the metering system to collect second
usage data from a plurality of content providers.

According to another aspect of the present
invention, a metering system comprises passive data
acquiring means and data communicating means. The passive
data acquiring means passively acquires usage data from an
interactive service device. The data communicating means

communicates the usage data to a remote facility.
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According to still another aspect of the present
invention, a metering system comprises data acguiring means
and user identifying means. The data acquiring means
acquires usage data relating to a user's use of an

5 interactive gervice device. The user identifying means
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identifies the user independently of a password and/or a
logon identification.

According to a further aspect of the present
invention, a metering system comprises data acguiring
means and data transmitting means. The data acquiring
means acquires usage data from an interactive service
device. The data transmitting means electronically
transmits the usage data to a remote facility.

According to yet a further aspect of the pres-
ent invention, a metering system comprises data acquiring
means and data storing means. The data acquiring means
acquires usage data from an interactive service device.
The data acguiring means is downloaded from a remote
facility. The data storing means stores the data acquir-
ing means and the usage data.

According to still a further aspect of the
present invention, a metering system comprises communica-
tion line tapping means and passive data acquiring means.
The communication line tapping means taps into a communi-
cation line coupled to an interactive service device.
The passive data acquiring means is coupled to the commu-
nication line tapping means and passively acquires usage

data from communications on the communication line.
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According to another aspect of the present
invention, a metering system comprises data acguiring
meang and data storing means. The data acquiring means
acquires usage data from an interactive service device.
The data acquiring means includes code detecting means
for detecting an identification code in content being
procegsed by the interactive service device. The data
storing means stores the usage data and the identifica-
tion code.

According to yet another aspect of the present
invention, a metering system comprises passive data ac-
quiring means and data communicating means. The passive
data acquiring means passively acquires usage data from a
personal computer. The data communicating means elec-
tronically communicates the usage data to a remote facil-
ity.

According to still another aspect of the pres-
ent invention, a metering system comprises communication
line tapping means, passive data acquiring means, data
storing means, and data communicating means. The commu-
nication line tapping means taps into a communication
line coupled to a non-personal-computer. The passive
data acquiring means is coupled to the communication line
tapping means and passively acquires usage data from the

-7 -
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non-personal-computer. The data storing means stores the
usage data acquired by the passive data acquiring means.

The data communicating means communicates the usage data

to a remote facility.

According to a further aspect of the present
invention, a metering system comprises passive data ac-
quiring means, data storing means, and data communicating
means. The passive data acquiring means passively ac-
qguires usage data from an Internet television. The data
storing means stores the usage data acquired by the pas-
sive data acguiring means. The data communicating means
communicates the usage data to a remote facility.

According to yet a further aspect of the pres-
ent invention, a metering system comprises usage data
acquiring means, television ratings data acquiring means,
and data communicating means. The usage data acguiring
meang passively acguires usage data from an interactive
service device. The television ratings data acgquiring
means acquires ratings data relating to the tuning of
television signals by a television. The data communicat-
ing means communicates the usage data and the ratings
data to a remote facility.

According to another aspect of the present
invention, a metering system comprises data acquiring

-8 -
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means and data storing means. The data acquiring means
acquires usage data from a videc signal received by an
interactive service device. The data acquiring means
employs pattern matching to acquire the usage data. The
data storing means stores the usage data.

According to yet ancther aspect of the present
invention, a method of collecting and integrating usage
data from a pluralicy of facilities comprises the follow-
ing steps: a) collecting first usage data from a plural-
ity of end users; b) ccllecting second usage data from a
plurality of content providers; and d) integrating the
first and second usage data.

According to still another aspect of the pres-
ent invention, a metering system comprises passive data
acguiring means énd data storing means. The passive data
acguiring means passively acquires usage data from an
interactive service device. The data storing means

stores the usage data.
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Brief Description of the Drawings

These and other features and advantages of the
present invention will become more apparent from a de-
tailed consideration of the invention when taken in con-
junction with the drawings in which:

Figure 1 is a block diagram of a metering sys-
tem according to the present invention;

Figure 2 is a block diagram of a metering sys-
tem according to the present invention and implements a
passive communication listener (PCL) for passively ac-
quiring usage data relating to an interactive service
device;

Figure 3 illustrates a downloadable resident
software passive communication listener which may be used
for the passive communication listener shown in Figure 2:

Figure 4 is a flow chart representing one em-
kbodiment of the downloadable resident software passive
communication listener of Figure 3;

Figure 5 is a flow chart representing another
embodiment of the downloadable resident software passive
commenication listener of Figure 3;

Figure 6 is a block diagram of a metering sys-

tem according to the present invention having a passive
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communication listener for passively acquiring usage data
relating to a personal computer;

Figure 7 is a block diagram of a metering sys-
tem according to the present invention having a passive
communication listener for passively acquiring usage data
relating to a personal computer that shares a moniter
with a televigion;

Figure 8§ is a block diagram of a metering sys-
tem according to the present invention having a passive
communicaticn listener for passively acquiring usage data
relating to a non-personal -computer interactive service
device;

Figure 9 is a flow chart representing one em-
bodiment of the passive communication listener of Figure
8;

Figure 10 is one embodiment of a more detailed
representation of one of the bleocks of Figure 9;

Figure 11 is another embodiment of a more de-
tailed representation of one of the blocks of Figure 9;

Figure 12 is a block diagram of a metering
system according to the present invention having a pas-
sive communication listener for passively acquiring usage
data relating to a non-personal-computer interactive
service device in the form of a network computer;

_ll_
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Figure 13 is a block diagram of a metering
system according to the present invention having a pas-
sive communication listener for passively acquiring usage
data relating to an Internet television in the form of a
televigsion having an external web box;

Figure 14 is a block diagram of a metering
system according to the present invention having a pas-
sive communication listener for passively acquiring usage
data relating to an Internet television in the form of a
web enabled television;

Figure 15 is a block diagram of a metering
system according to the present invention having a pas-
sive communicatien listener for passively acquiring usage
data relating to an Internet television which receives
on-line communications in a television video signal;

Figure 16 is a flow chart representing a pro-
gram which may be executed by a passive communication
listeners in order to acguire usage data from content
transmitted in televisgion video signals; and,

Figure 17 is a block diagram illustrating a
usage data collection system according to the present

invention,

Detailed Description
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As shown in Figure 1, a metering system 10,
which may be located in a statistically selected end user
facility, includes a data acquisition module 12 for ac-
guiring usage data relative to an interactive service
device 14. As discussed above, an interactive gervice
device may be a parsonal computer, a personal computer
sharing a monitor with a video display device such as a
television, a network computer, a gaming device, an
Internet television, an Internet telephone, an Internet
hand held calculator, and the like. An Internet televi-
sion is a video display device or monitor which is en-
abled to communicate over the Internet. An Internet
television, for example, may be a television having a web
box, an internally enabled Internet television, or a
television having a cable converter or modem with
Internet communication capability. The Internet includes
the worldwide web and/or all similar webs {such as a
local web in an intranet environment) or networks or
extensions thereof. Usage data as used herein means any
and all data relating to a user's use of such on-line
resocurces as the Internet, of such off-line resources as
software programs (for example, application programs),

such other resources as intranets, and/or the like.
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The data acquisition module 12, therefore, may
acquire on-line usage data such as data relating to an
end user’'s uge of on-line services. Such on-line servic-
es may include, for example, the Internet, an intranet,
the World wWide Web, E-mail, various provider groups, and
the like. The data acquisition module 12 may akso ac-
quire off-line usage data, such as data relating to an
end user’'s use of off-line services. OFff-line services
may include, for example, application programs such as
word processing programs, spread sheet programs, and the
like, and are typically stored on the interactive service
device 14. As disclosed below, the data acquisition
module 12 may further acquire television program ratings
data. The television program ratings data may be ac-
quired from conventicnal televisions, from Internet tele-
visions, from a personal computer having a televisioh
tuner, and the like.

The data acquisition module 12 acquires usage
data with respect to the interactive service device 14,
and transfers that usage data to a data collection module
16 which stores the acquired usage data for immediate
(real time) or later (non-real time) communication over a
communication medium 18 to a data processing module 20.

The communication medium 18 may be plain old telephone

- 14 -
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lines (POTS). The communication medium 18 may alterna-
tively be (i) a cable, (il) an integrated services digi-
tal network (ISDN), {iii) an xDSL such as a digital sub-
scriber line (DSL), an asymmetrical digital subscriber
line (ADSL), or a rate adapted digital subscriber line
(RADSL), or (iv) any other type of medium (e.g., over-
the-air channels) which support communication between the
data collection module 16 and the data procesging mod-
ule 20. Any of these communication media may be arranged
to permit the data collection module 16 to transmit its
data and information to the data processing module 20
during normal phone calls, during on-line service (e.g.,
Internet) communications, and the like,

A user identification and verification module
22 identifies and verifies the end user whc is using the
interactive service device 14, and supplies the resulting
identification and verification information toc the data
collection module 16. The user identification and veri-
fication module 22 may identify and verify the end user
upon each end user logon, or the user identificatien and
verification module 22 may identify and verify the end
user pericdically. The advantage of periocdically identi-
fying and verifying the end uger is that the identity of

any other end users who may operate Lhe interactive ser-

- 15 -~
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vice device using the original end user’s logon ID and
password will be identified and verified. Fcr example,
cne or more other end users may operate the interactive
service device using the original end user’s logon ID and
password when the original end user logs onto an interac-
tive service device and then leaves the interactive ser-
vice device without logging off. During the original end
user’s absence, one or more other end users may operate
the interactive service device, thus using the original
end user's logon ID and password.

The user identification and verification module
22 may implement, for example, biometrics recognition or
personal characteristic recognition. As an example of
biometrics recognition, the user identification and veri-
fication module 22 may be of the sort disclosed in U.S.
Patent No. 5,550,928. Such a system includes a camera
for acquiring a current image of the end user of the
interactive service device 14, and identifies the end
user by comparing this curxrent image to reference images
stored in memory. However, the system disclosed in that
patent is complicated by the fact that the individuals to
be recognized by such a system may be anywhere in the
field of vision of the camera. On the other hand, the

end user to be recognized according to the present inven-

- 16 -
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tion is typically at a fixed distance, in a fixed loca-
tion, and in a subatantially uniform orientation with
regpect to the interactive service device 14.
Conseguently, there may be no need for the scaling,
tracking, application of multiple different face recogni-
tion techniques, and the like disclosed in the aforemen-
tioned '928 patent. Other examples of bicmetrics recog-
nition include body shape recognition which may be imple-
mented in accordance with the teachings of the aforemen-
tioned '928 patent, body temperature recognition as may
be implemented through use of an infrared temperature
detector, fingerprint recognition as may be implemented
through the use of a fingerprint reader, and the like.

As an example of personal characteristic recog-
nition, the user identification and verification module
22 may identify and verify an end user through the use of
Keystroke recognition as may be implemented by a key-
stroke monitor that monitors an end user's keystroke
style (e.g., fast, slow, sporadic).

Instead of, or in addition to, implementing
periodic identification and verification, the user iden-
tification and verification module 22 may determine when
an end user has left the interactive service device. For

example, an infrared temperature detector may be used to

- 17 -
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determine when an end user leaves the interactive service
device and when an end user again appears at the interac-
tive service device. The user identification and verifi-
cation module 22 may then re-identify and re-verify the
end user or require the end user to enter relevant iden-
tification and verification information. Alternatively,
periods of inactivity exceeding a predetermined amount of
time may cause the user identification and verification
module 22 to re-identify and re-verify the end user or
require the end user to enter relevant identification and
verification information.

The data acquisition module 12 may take the
form of the passive communication listeners described
below. The data collection module 16 may have a storage
device and a modem. The storage device stores the user
identification and verification information supplied by
the user identification and verification module 22 and
the usage data acguired by the data acquisition module
12. The modem immediately or periodically transmits this
information and data to the data processing module 20.

The data processing module 20 may be a computer
at a central facility. Other metering systems, sgimilar
to the metering system 10, may be located in a plurality

of other statistically selected end user facilities. The

. 18 -
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data processing module 20 accumulates the usage data and
identification and verification information from the
metering system 10 and from these other metering systems
in order to gemerate reports basad upon the usage data
and the identification and verification information as
projected over an entire population or relevant segments
of the entire population. These reports may report the
extent of usage of various cn-line and off-line services
covered by the usage data and may disclose the nature of
the users of these on-line and off-line services.

The metering system 10, and the other metering
systems which communicate identification and verification
information and usage data to the data processing module
20, need not meter interactive gervice devices of the
same type. Metering systems for metering several differ-
ent types of interactive service devices in accordance
with the present invention are disclosed below by way of
example. 1In order to accommodate the metering of differ-
ent types of interactive service devices, the data acqui-
sition module 12 is tailored according to each type of
interactive service device which is encountered in the
statistically selected end user facilities.

Thus, as will become evident from the descrip-

tion below, one of the advantages of the present inven-

- 19 -




10

15

20

WO 98126529 PCT/US97/21643

tion is that the present invention may be used to meter a
variety of different interactive service devices. Ac-
cordingly, the data acquisition meodule 12 may take one
form if the interactive service device 14 is a personal
computer, may take ancther form if the interactive ser-
vice device 14 is a network computer, may take still
another form if the interactive service device 14 is an
Internet television, and so on.

The data acquisition device 12 may advanta-
geously be passive with respect to the operaticn of the
interactive service device being metered. Accordingly,
unlike a software trap, the data acquisition module 12 in
its passive form is transparent to, and does not notice-
ably slow down the operation of, the interactive service
device being metered. Thus, as shown in Figure 2, a
metering system 24 includes a passive communication lis-
tener (PCL) 26 as one type of dara acquisition module.
The passive communication listener 26 listens to the
communications to and from an interactive service device
28 in order to acquire usage data with regard to an end
user’'s use of the interactive service device 28. The
passive communication listener 26 may also monitor the
end user’s use of application programs by way of the

interactive service device 28 in order to acquire addi-
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tional usage data. The passive cOommunication listener 26
transfers the usage data which it acguires to a data
storage and communication module 30. The data storage
and communication module 30 also receives user identifi-
cation and verification information from a user identifi-
cation and verification module 32. The data storage and
communication module 30 immediately or pericdically tran-
smits the uger identification and verification informa-
tion and the usage data to a data processing module 34.
As in the case of the data acgquisition module
12 shown in Figure 1, the passive communication listener
26 acguires on-line and off-line usage data and can also
acquire, if desired, television preogram ratings data.
The television program ratings data may be acquired from
conventicnal televisions, from Internet televisions, from
a personal computer having a television tuner, and‘the
iike. One of the principal advantages of the passive
communication listener 26 is that the passive communi-
cation listener 26 is transparent to an end user's use of
an interactive service device. The pagssive communication
listeners of the present invention also require fewer up-
grades because they principally monitor communication
protocols and because communication protocols change

infrequently. Electronic communication of the usage

- 21 -
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data, of the identification and verification information,
and of television program ratings data to the data pro-
cessing module 34 saves operating costs because mailed-in
floppy disks do not have to be read.

The data sterage and communication module 30
may be similar to the data collection module 16, the user
identification and verification module 32 may be similar
te the user identification and verification module 22,
the communication medium 36 may be gsimilar to the commu-
nication medium 18, and the data processing module 34 may
be similar to the data processing module 20.

Ag illustrated in Figure 3, a passive communi -
cation listener according to the present invention may
take the form of a resident software passive communica-
tien listener 40. For example, the resident software
passive communication listener 40 may be an agent (or
add-on} in a web browser, or it may be an insertable
regident routine in a computer'é operating system or in a
web browser. As illustrated in Figure 3, the resident
software passive communication listener 40 is arranged
(1) to monitor on-line service usage, without any notice-
able delay, by monitoring the information which flows
from an operating system 42 to a communication device

driver 44 and which can indicate access to on-line ser-
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vices, (ii) to monitor off-line service usage by monitor-
ing information which flows from an operating system 42
to application programs 46, and which indicates access to
the application programs, (iii) to monitor keyboard
clicks, mouse clicks, touch-screen touches, remote con-
trel signals, remote keyboard signals, remote mouse gig-
nals, and the like which are processed by an operating
system 42 and which indicate scrolling and the like. The
resident software passive communication listener 40 fur-
ther monitors communication between the communication
device driver 44 and the operating system 42 in order to
acquire usage data relating to the on-line content deliv-
ered by on-line service providers or web sites. The
resident software passive communication listener 40
stores the acquired usage data in a memory such as a log
file 48. The usage data logged in the log file 48 may be
periodically or immediately transmitted to a central
facility.

The resident software passive communication
listener 40 is a software tap operating similarly to the
wire tapping passive communication listeners described
below. The resident software passive communication lis-
tener 40 may be installed in an operating system, and

creates several possible processing threads. For exam-
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ple, when a line {such as a serial communication line or
a2 direct LAN line) is being used, the resident software
passive communication listener 40 copies but does not
immediately process the transmitted data. During periods
when the CPU of the computer on which the resident soft-
ware passive comminication listener 40 is resident is not
being heavily used, the resident software passive commu-
nication listener 40 interrogates the copied transmis-
sions and loys items of interest (such as URL‘’s, HTML
tags, and the like). This procedure is different from a
software trap because a software trap processes the tran-
smissions in real time, whereas the resident software
passive communication listener 40 processes the transmis-
sions at near real time and, thus, dees not slow down the
transmissions in a way that is perceived by the user,
Alsc, the resident software passive communication listen-
er 40 does not alter the data streams or process flow of
the socket-level transmissions.

The resident scitware passive communication
listener 40 is an event driven program. As shown in
Figure 4, the resident software passive communication
listener 40 includes a block 62 which detects initializa-
tion of a modem and/or a local area network (LAN) that

may indicate the beginning of an access tc an on-line or
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off-line service. If the computer on which the resident
software passive communication listener 40 is resident is
not a LAN-based computer, then the block €2 may be ar-
ranged to detect initialization of the computer itself.

Upon such initializaticn, a block 64 then moni-
tors the modem and LAN (or cther local computer} activity
which indicates on-line and off-line service events. For
example, the block 64 may monitor access to a web browser
or the like which indicates the beginning of an access to
an on-line service provider or web site. Also, the block
64 may monitor access rto an application program or the
like which indicates the beginning of an access to an
off-line service. A block 66 determines whether the
activity monitored by the block 64 is on-line or off-line
activity. If the activity is on-line activity, a block
68 detects the communication protocol. For example, the
block 68 may determine whether an on-line communication
has an HTTP header indicating the beginning of an Inter-
net communication.

A block 70 determines whether the detected
communication protocol is an Internet protecol. If so, a
block 72 uses the connection between the operating system
42 and the communication device driver 44 in order to
read the header information of the Internet communica-
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tion. For example, the block 72 reads the header infor-
mation for the HTTP designation, reads the HTML's header,
the title, tags, cookies, addresses, and so on that may
be contained in the Internet communication. The block 72
causes this data to be stored in the log file 48.

If the block 70 determines that the communica-
tion protocol detected by the block 68 is not an Internet
protocol (such that the protocol relates to another on-
line service), a block 74 reads the header information,
as well as any other pertinent information that is de-
sired, from the detected communication and causes this
information to be stored in the log file 48.

If the klock .66 determines that the activity
monitored by the block 64 is not on-line activity, a
block 76 monitors the usage ¢of one or more of the appli-
cation programs 46. For example, the block 76 may deter-
mine which application programs are accessed and may
monitor keyboard clicks, mouse ¢licks, touch-screen touc-
hes, remote control signals, remote keyboard signals,
remote mouse signals, and the like in order to determine
the extent of usage of the accessed application programs.
A block 78 logs this application program related usage
data in the log file 48. The usage data logged by the
block 78 may include an identification of the application
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program being accessed by the end user of the computer in
which the resident software passive communication listen-
er 40 is resident, the length of time that the end user
is actively using the accessed application program, and
any other information which is desirable. The block 76
may alsoc be executed as a result of a timer event to
periodically monitor application ewvents.

After the block 72 reads the header information
for the HTTP designation, reads the HTML’'s header, the’
title, tags, cookies, addresses, and sc on of an Internet
communication, after the block 74 reads the header infor-
mation, as well as any other pertinent information that
is desired, from the detected communication of another
on-line communication, or after the block 78 logs appli-
cation program related usage data in the log file 48,
program flow returns to the block 64.

With respect to the metering of on-line service
usage, the resident software passive communication lis-
tener 40 as embodied in Fiqure 4 is primarily useful in
metering an end user’s access to on-line services rather
than the end user’s use of the content that is delivered
as a result of the access. If metering an end user‘s use
of the delivered content is desirable, a program §0,

which is shown in Figure 5, may be implemented as a modi-
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fication of the resident scoftware passive communication
listener 40 shown in Figure 4.

The program 90 replaces the block 72 shown in
Figure 4. A block 92 of the program 90 performs the same
functions as the block 72. In addition, a block 94 de-
tects the presence of any identification codes which may
be embedded in the content delivered to the corresponding
interactive service device. For example, these identifi-
cation codes may be used to identify specific content or
portions of content provided by an on-line service. The
identification codes may be embedded in the Internet data
packets transmitted by the accessed on-line service pro-
vider or web site to the accessing interactive service
device, in graphics such as computer graphics, in video
signals, in audio signals, and the like. The block 94
logs any identification codes which it detects in a log
file.

A block 96 determines whether any of the con-
tent delivered to the corresponding interactive service
device is being scrolled. The block 96 may make this
determination by monitoring related keyboard clicks,
mouse clicks, touch-screen touches, remcte control sig-
nals, remote keyboard signals, remote mouse signals, and

the like. 1If the content delivered to the corresponding
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interactive service device is being scrolled, a block 98
monitors the scrolling in crder to determine which por-
tiong of the delivered content are being displayed on the
monitor to the end user and how long each portion is in
the active display of the monitor. Thus, the provider of
the content can make conclusiong regarding the extent of
end user interest in the content as a whole and alsc in
specific porticns of the content. A block 100 legs such
scrolling data in the log file.

If the block 94 does not detect scrolling, or
after the block 100 logs the scrolling data, program flow
returns to the block 64 of Figure 4.

The program 90 can als¢ replace the block 74
shown in Figure 4. In this case, the block $2 would be
modified to read and store relevant data from headers of
other on-line service providers or web sgites.

The resident software passive communication
listener 40 may be downloadable over one of the communi-
cation media described above to the computer on which the
resident software passive communication listener 40 is
resident. Accordingly, the resident software passive
communication listener 40 may be changed from time to

time as communication protocols change, as the need for
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particular usage data changes, and/cr as the particular
interactive gervice device being monitered changes,

As indicaﬁed above, the resident software pas-
give communication listener 40 may advantageously be used
in a metering system which meters a personal computer.

An example of such a metering system is shown in Figure &
as a metering system 110. The metering system 110 in-
cludes a pasgive communication listener 112, which may be
in the form of the resident software passive communica-
tion listener 40 and which acquires usage data from a
personal computer 114. This usage data is transferred by
the passive communication listener 112 to a data storage
and communication module 116. (The data storage and
communication module 116 may also acquire television
program ratings data.) The data storage and communica-
tion module 116 stores the usage data from the passive
communication listener 112 and also stores identification
and verification information from a user identification
and verification module 118. Immediately or periodical-
ly, the data storage and communication module 116 commwu-
nicates the user identification and verification informa-
tion from the user identification and verificatien module

118 and the usage data from the passive communication
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listener 112 over a communication medium 120 to a data
processcr 122 which may be located at a central facility.

The data storage and communication module 116
may be similar to the data storage and communicatioﬁ
module 30, the user identification and verification mod-
ule 118 may be similar to the uger identification and
verification module 32, the communication medium 120 may
be similar to the communication medium 36, and the data
processing module 122 may be similar to the data process-
ing medule 34.

As shown in Figure 7, a metering system 130 may
be arranged toc meter a personal computer which shares a
monitor with a television. The metering system 130 in-
cludes a passive communication listener 132 which is
arranged to accumulate usage data from a personal comput-
er 134 that shares a menitor with a television 136. As
in the case of the passive communication listener 112,
the passive control listener 132 may be software similar
to the program shown in Figures 4 and/or 5 and may be
resident on the personal computer 134, Accordingly, the
passive communication listener 132 accumulates usage data
and transfers the usage data to a data storage and commu-
nication module 138. The data storage and communication

module 138 stores the usage data and also stores user
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identification and verification information supplied by a
user identification and verification module 140. The
data storage and communication module 138 communicates
the usage data from the passive communication listener
132 and the user identification and verification informa-
tion from the user identification and verification module
140 over a communication medium 142 to a data processing
module 144.

The metering system 130 shown in Figure 7 may
also be used to accumulate television program ratings
data. Accordingly, non-intrusive sensors 146 may be
located adjacent to a cabinet of the television 136.
Alterpatively, or in addition to the nen-intrusive sen-
sors 146, a non-intrusive sensor 147 may be located adja-
cent to a cabinet of the television 136. The non-intru-
sive sensors 146 may sense the video and/or audio signals
internal to the cabinet at a peint where the video and/or
audio signals are characteristic of the programs to which
the television 136 is tuned. The sensed videc and/or
audio signals are supplied to a site unit 148 which ac-
quires the television program ratings data from the video
and/er audio signals sensed by the sensors 146. The non-
intrusive sensors 146 and the site unit 148 may be simi-

lar to the apparatus which is located at the statisti-
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cally selected household 12 disclosed in U.S. Patent
No. 5,481,294.

The non-intrusive sensor 147 may be an infrared
sensor and may sense the infrared signals transmitted by
a remote control to the television 136. The sensed re-
mote control signals are supplied to the passive communi-
cation listenmer 132 (or alternatively to the site unit
148) which acguires television program ratings data from
the remote control signals sensed by the non-intrusive
sensor 147. The non-intrusive sensor 147 and the portion
of the passive communicaticn listener 132 (or alterna-
tively the site unit 148) which respond thereto may be
similar to the apparatus disclosed in U.S. Patent No.
4,876,736 and/or in U.S. Patent No. 4,972,503.

The television program ratings data acquired by
the site unit 148 and/or by the passive communication
listener 132 may include program identification codes
embedded in the television video and/or audio signals,
and/or may be signatures characterizing the TV video
and/or audio signals relating to the programs tuned by
the television 136.

The television program ratings data accumulated
by the site unit 148 are transferred tc a home unit 150
which may also receive television program ratings data
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from other site units 148 corresponding to other televi-
silons located within the statistically selected end user
facility in which the metering system 130 is located.
Periodically, the home unit 150 supplies all of the accu-
mulated television program ratings data to the data pro-
cessing module 144.

The data processing module 144 generates usage
reports based upon the usage data acquired by the passive
communication listener 132 and by the other metering
gystems in other statistically selected end user facili-
ties. Similarly, the data processing module 144 accumu-
lates the television program ratings data from the home
unit 150 of the metering system 130 and fxom the other
home units of other metering systems located in other
statistically selected end user facilities and generates
televigion ratings reports therefrom.

The passive communication listeners 112 and 132
are of the type that are resident on a personal or other
computer. Instead, a passive communication listener
according to the present invention may be a box or other
apparatus which is tapped into appropriate communication
lines or cables that carry on-line communications to and
from an interactive service device. Alternatively, a
passive communication listener according to the present
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invention may be a box or other apparatus which acquires
usage data from signals tapped by a probe non-intrusively
coupled to an interactive service device such as an In-
ternet television. This type of passive communication
listener is particularly advantageous for those interac-
tive service devices which do not have sufficient memory
to store resident software passive communication listen-
ers.

For example, a metering sgystem 160 as illus-
trated in figure 8 includes a home unit 161 having a
pasgsive communication listener 162 which is coupled by
way of a tapping device 164 to a communication medium 166
that may be a phone line or cable and that services a
non-personal -computer interactive service device 168.
The tapping device 144 may include a sensor similar to
the sensor disclosed in U.§. Patent No. 4,972,504 and may
also include a modem for receiving and transmitting data
on the communication medium 166. The passive communica-
tion listener 162 acquires on-line usage data based upon
the communicaticns over the communication medium 166
between the non-personal-computer interactive service
device 168 and on-line service providers or web sites,
and transfers the acquired on-line usage data to a data

store 170. As described below, the passive communication

- 35 -




10

15

20

WO 9826529 PCT/USYT/21643

listener 162 may also be arranged to acquire off-line
usage data, and to transfer the acquired off-line usage
data to the data store 170. The data store 170 stores
the usage data from the passive communication listener
162, and also stores user identification and verification
information supplied by a user identification and verifi-
cation module 172. As in the case of Figure 7, the data
store 170 may also store television program ratings data
from a television metering operations module 174 which
receives video and/or audio signals from sensors 176,

The data store 170 supplies its usage data, user identi-
fication and verification information, and television
program ratings data to the modem of the tapping device
164 which transmits the usage data, the user identifica-
tion and verification information, and the television
program ratings data over the communication medium 166 to
a central facilicy.

A non-intrusive sensor 178 may be located adja-
cent to the non-personal-computer interactive service
device 168 and may be an infrared sensor which senses the
infrared signals transmitted by a remote control to the
non-personal -computer interactive service device 168,

The sensed remote control signals are supplied to the

passive communication listener 162 which acquires televi-
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sion program ratings data therefrom. The non-intrusive
sensor 178, and the portion of the passive ccmmunication
listener 162, which respond thereto may be as described
above.

The pasgive communication listener 162 may have
a processor for executing a program 180, which is shown
in Figure 9, which may be arranged to meter both on-line
and off-line usage, and which is an event driven program.
Also, although the non-personal-computer interactive
service device 168 may not have a hard drive, it may have
sufficient internal memory to permit it to execute appli-
cation programs. Such application programs, for example,
can either be loaded from a floppy disk or can be down-
loaded to the non-personal-computer interactive service
device 168 over the communication medium 166 from an omn-
line service provider or web site. Accordingly, the
program 180 may be arranged to meter off-line usage in
addition to on-line usage.

It should be noted, however, that the passive
communication listener 162 relies on the tapping device
164 to tap into on-line service communicatioms in order
to acquire on-line usage data. Such as arrangement is
i1l eguipped to acquire off-line usage data. However, an
off-line usage acquisition program may be temporarily
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loaded into a RAM or other temporary memory of the nom-
personal-computer interactive service device 168 either
by the home unit 161 or by a remocte facility. Alterna-
tively, the off-line usage acguigition program may be
more permanently loaded into an EEPROM or other read only
memory of the non-perscnal-computer interactive gervice
device 168. accordingly, not only access to application
programs may be metered, but also scrolling and other
activity with respect to the execution of application
programs may be metered.

The program 180 includes a block 182 which,
upon the occurrence of a triggering user event or timer
event, detects data packets being communicated on the
communication medium 166 between the non-personal - comput -
er interactive service device 168 and an on-line service
provider or web site. For example, the block 182 may
determine whether each data packet has a header indicat-
ing a communication to or from an on-line service provid-
er or web gite. A block 184 determines whether the de-
tected data packet includes a header indicating a Trans-
mission Control Protccol/Internet Protocol (TCP/IP). If
so, a block 186 logs relevant data from the Internet data

packet (such as relevant URLs and content) in a log file
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1868. This data may be similar to the data detected by
the block 72.

If the detected data packet does not include a
TCP/IP header, a block 190 determines whether the data
packet relates to on-line activity other than Internet
activity. If 80, a block 192 logs relevant data from the
non-Internet on-line activity in the log file 188. If
the data packet does not relate to any on-line activity,
a block 194 logs off-line activities in the log file 188.
As taught above, the block 194 may be stored in temporary
or permanent memory of the metered interactive service
device. A block 196 immediately or periodically trans-
fers the usage data logged in the log file 188 to the
modem of the tapping device 144 for communication over
the communication medium 166. After the block 186 logs
relevant data from the Internet on-line activity in the
log file 188, or after the block 192 logs relevant data
from the non-Internet on-line activity in the log file
188, or after the block 194 logs off-line activities in
the log file 188, the program 180 waits for the next
event.

A first embodiment of the block 186 is shown in
Figure 10. This first embodiment is a routine 186' which

includes a block 200 that reads information related to
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Internet activities. For example, the block 200 reads
the header information for the HTTP designation, reads
the HTML's header, the title, tags, cockies, addresses,
and sc on that may be contained in an Internet communica-
tion on the communication medium 160. As shown in Figure
9, this activity is logged in the log file 188. After
the block 200 reads and stores information related to
Internet activities, the program 180 waits for the next
event.

A routine similar to the routine 186 can also
be uged for the block 192 shown in Figure 9. 1In this
case, however, the block 200 would be modified to read
and store relevant data from headers in data packets
transmitted to and received from other on-line service
providers or web sites. The block 194 may be similarly
configured.

A second embodiment of the block 186 is shown
in Figure 11 as a routine 186''. The routine 186'' in-
cludes a block 210 which detects any identification codes
which may be embedded in the on-line communications be-
tween the non-personal-computer interactive service de-
vice 168 and an on-line service provider or web site over

the communication medium 160. A block 212 logs the iden-
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tificatien codeé, and any other desired usage data, in a
log file.

A block 214 monitors scrolling of the on-line
gervice content in order to determine which portions of
the delivered content are being displayed to the end user
and how long each portion is in the active display of a
monitor. Thus, the on-line service provider or web site
of the content can make conclusions regarding the extent
of end user interest in the content as a whole and also
in specific portions of the content. This scrolling data
is logged by a block 216 in a leg file.

After the block 212 logs the identification
codes, and any other desired usage data, in a log file,
or after the block 216 logs the scrolling data in a log
file, the program 180 waits for the next event.

Figure 12 illustrates a metering system 230
which is appropriate where the non-personal -computer
interactive service device is a network computer 232. In
this case, a home unit 234 may contain a passive communi-
cation listener similar to the passive communication
listener 162, a tapping device similar to the tapping
device 164, a data store gsimilar to the data store 170,
and (optionally} a television metering module and sensors
similar to the television metering operations module 174
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and the sensors 176. Accordingly, the home unit 232
acquires and stores user identification and verification
information supplied by a user identification and verifi-
cation module 23€, usage data based upon on-line and off-
line activities supported by the network computer 232,
and television program ratings data if desired. The home
unit 214 periodically or immediately transmits this user
identification and verification information, usage data,
and television program ratings data over a communication
medium 238 to a data processing module 240 for report
generation as described above.

Because the network computer 232 has little or
no hard disk, the tapping approach shown in Figure 8 may
be used in order to acquire usage data regarding on-line
and off-line activities. The passive communication lis-
tener of the home unit 234 may implement the program 180
described in connectinn with Figure 9. That is, the
passive communication .stener of the home unit 234 may
have a processcr programmed in accordance with Figures 9 -

11. Also, because the network computer 232 has little
or no hard disk, the block 154 may be stored in temporary
memory of the metered network computer 232. Code imple-
menting the functions of the block 194 may be joaded intoc
such temporary memory of the metered network computer 232
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by the passive communication listener of the home unit
234 or by an on-line service provider or web site. Al-
ternatively, this code may be more permanently loaded
into a EEPROM or other read only memory of the network
computer 232.

Figures 13-15 illustrate metering systems which
may be uged when the non-personal-computer interactive
service device is an Internet television. 1In Figure 13,
a metering system 250 is particularly useful in the case
where the Internet television includes a television 252
and a web box 254. The web box 254 transmits and re-
ceives on-line cemmunications over a communication medium
256 and is arranged to control the television 252 so as
to display the on-line communications to an end user. A
cable box 258 receives television signals and is arranged
to contrel the television 252 so as to display the tele-
vision signals to an end user. An A/B switch 260 switch-
es the television 252 between the web box 254 and the
cable box 258.

A passive communication listener 262 is shown
connected both te the communication medium 256 and to an
output of the A/B switch 260. The passive communication
listener 262 may include a CPU, a RAM, a ROM, and a mo-
dem. The passive communication listener 262 may also
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include a tapping device for tapping into the communica-
tion medium 256. Alternatively, as shown in Figure 13,
the passive communication listener 262 may include a
tapping device for tapping into the output of the A/B
switch 260. The tapping devices may be the same as, or
similar to, those described above. Alternmatively, the
tapping device 164 may instead be a probe mounted on the
cabinet of the television 252 in a position to pick up
the video that is supplied to the CRT of the television
252. 8uch a probe is non-intrusive in the sense that
opening of the cabinet of the television 252 is not nec-
essary in order to mount the probe. This probe may be of
the type disclosed in U.S. Patent Application Serial
Number 08/654,306 filed on May 28, 1996.

Accordingly, the pasgive communication listener
262 may be arranged to acquire appropriate usage data and
to transfer that usage data to a site unit 264. The
passive communication listener 262 may acquire usage data
in a manner similar to that described above in connection
with Figures 9 -11 if the passive communication listener
262 is tapped into the communication medium 256. Howev-
er, the passive communication listener 262 may acquire
usage data in a manner similar to that described below in
connection with Figure 16 if the passive communication
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listener 262 is tapped into the output of the A/B switch
260.

Instead of tapping into either the communica-
tion medium 256 or the output of the A/B switch 260, the
passive communication listener 262 may be tapped into
both the communication medium 256 and the output of the
A/B switch 260,

A user identification and verification module
266 acguires user identification and verification infor-
mation and transfers that information to the site unit
264, The site unit 264 may also receive television video
and/or audio signals from sensors 268 in order to derive
television program ratings data therefrom as described
above. The site unit 264 transfers the usage data, the
user identification and verification information, and/or
the television program ratings data to a home unit 270
which collects usage data, user identification and veri-
fication information, and/or television program ratings
data from other metering systems metering other interac-
tive service devices in the end user’s facility and which
then periodically transmits all such information and data
to a data processor module 272. The data processor mod-
ule 272, in turn, collects usage data, user identifica-

tion and verification information, and/or television
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program ratings data from all other metering systems
metering all other interactive service devices in all
other statistically selected end user facilities in order
to generate suitable reports.

The communications between the home unit 270
and the data processing module 272 may use the same com-
munication medium 256 that supports the on-line communi-
cations to and from the web box 254. As in the other
metering systems described above, the home unit 270 may
trangfer its information to the data procesgsing module
272 during internet communications, by way of dedicated
telephone calls to the data processing module 272, or the
like.

A non-intrusive sensor 274 may be located adja-
cent to the television 252 and may be an infrared sensor
which senses the infrared signals transmitted by a remote
control to the television 252. The sensed remcte control
Signals are supplied to the site unit 264 which acquires
television program ratings data therefrom. The non-in-
trusive sensor 274, and the portion of the site unit 264,
which respond thereto may be as described above,

The Internet television illustrated in Figure
13 includes a television and a web box so that the tele-

vision is, in effect, externally enabled to support on-
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line communications. As shown in Figure 14, a metering
gystem 280 may be used in the case where the television
has internal web supporting components so that the tele-
vision is internally enabled. This type of Internet
television is referred to herein as a web enabled televi-
gion and is shown in Figure 14 as a web enabled televi-
sion 282.

The metering system 280 includes a passive
communication listener 284 which acquires on-line usage
data supported by the web cnabled television 282. The
passive communication listener 284 may receive inputs
from an appropriate output jack of the web enabled tele-
vision 282. Preferably, although not necessarily, this
output jack is a video output of the web enabled televi-
sion 282. If the web enabled television 282 does not
have an appropriate output jack for the passive communi-
cation listener 284, the passive communication listener
284 instead may be tapped, using the above-described
tapping device, into a television signal and on-line
communication input 286 of the web enabled television 282
and/or into a communication medium 288 (such as a phone
line or cable) which supports on-line communications to

and from the web enabled television 282.
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The passive communication listener 284 may be
similar to the passive communication listener 262 shown
in Figure 13. Accordingly, the passive communication
listener 28B4 may acqguire usage data in a manner similar
to that described above in connection with Figure 9, or
the passive communication listener 284 may acguire usage
data by executing a program, such as will be described in
connection with Figure 16, particularly where content
from an on-line service provider or web gite is transmit-
ted in the vertical blanking intervals of television
signals. The passive communication listener 282 trans-
fers its usage data to a site unit 290 which also re-
ceives user identification and verification information
from a user identification and verification module 292
and videc and/or audio signals from sensors 294. This
gite unit 290 transfers to a home unit 296 the usage data
from the passive communication listener 284, the user
identification and verification information from the user
identification and verification module 292, and televi-
sion program ratings data based upon the video and/or
audio signais from the sensors 294. The home unit 296
periocdically communicates this data and information to a
data processing medule 298 over the communication medium

288.
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A non-intrusive sensor 300 may be located adja-
cent to the television 282 and may be an infrared sensor
which senses the infrared signals transmitted by a remote
control to the televigion 282. The sensed remote control
signals are supplied to the site unit 290 which acquires
television program ratings data therefrom. The non-in-
trusive sensor 300, and the portion of the site unit 290,
which respond thereto may be ag described above.

Figure 15 illustrates a metering system 310
which may be used in connection with an Internet televi-
sion including a television 312 and a cable or satellite
converter 314. The cable or satellite converter 314
converts received television signals for display by the
television 312. The metering system 310 includes a pas-
sive communication listener 316 which may be coupled by a
tapping device to a line between the television 312.and
the cable or satellite converter 314 in order to receive
the television signals coupled by the cable or satellite
converter 314 to the television 312. 1In this case, on-
line communications may be transmitted in the vertical
blanking intervals of these television signals, and the
passive communication listener 316 may acquire usage data
by executing a program, such as will be described in

connection with Figure 16.
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Alternatively, the passive communication lis-
tener 316 may be coupled by a tapping device to a commu-
nication medium 318 which is used in those cases where
on-line communications of an on-line service provider or
web site are supported by a medium other than a te;evi-
sion signal medium received by the cable or satellite
converter 314, In this case, the passive communication
listener 316 may acguire usage data by executing the
program shown in Figures 8 - 11.

The passive communication listener 312 acquires
the appropriate usage data which it then transfers to a
site unit 320. The site unit 320 also receives user
identification and verification information from a user
identification and verification module 322 and video
and/or audio signals from sensorg 324, The site unit 320
transfers to a home unit 326 the usage data from the
passive communication listener 316, the user identifica-
tion and verification information from the user identifi-
cation and verification module 322, and television pro-
gram ratings data based upon the video and/or audio sig-
nals from the sensors 324. The home unit 326 periodical-
ly transfers this data and information to a data process-

ing module 328 over the communication medium 318.
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A non-intrusive sensor 330 may be located adja-
cent to the television 312 and may be an infrared sensor
which senses the infrared signals transmitted by a remote
control to the television 312. The sensed remote control
signals are supplied to the site unit 320 which acquires
televigion program ratings data therefrom. The non-in-
trusive sensor 330, and the portion of the site unit 320,
which respond thereto may be as described above.

Figure 16 illustrates a program 340 which may
be executed by a passive communication listener in order
to log usage data relating to on-line activity transmit-
ted in video frames, such as in vertical blanking inter-
vals of video frames. The program 340 may be resident on
an interactive device in any manner described herein so
AS to acquire on-line usage data. The program 340 in-
cludes a block 342 which determines whether a video sig-
nal is being received. If a video sgignal is not being
received, the block 342 continues to wait for the recep-
tion of a video signal. If a video signal is received, a
block 344, which may be in the form of a frame grabber,
grabs each video frame of the received video signal.
These video frames may be in an NISC format. A block 346
tests the grabbed video frame in order to determine whet-

her the grabbed video frame contains a data packet having

- 51 -
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an on-line service header (such as an internet HTTP head-
er). If not, program flow returns to the block 342,

If the grabbed videc frame contains a data
packet having an on-line service header, a block 348
determines whether an identification code is imbedded in
the video frame grabbed by the block 344. 1In order to
make this determination, the blcck 348 may use pattern
matching. If the block 348 determines that an identifi-
cation code is imbedded in the video frame grabbed by the
block 344, a block 350 logs the identification code. 1If
the block 348 determines that an identification code is
not imbedded in the video frame grabbed by the block 344,
a block 352 implements pattern recognition in order to
derive other appropriate usage data related to the con-
tent of the on-line gervice data packets. That is, the
block 352 causes the grabbed frame to be sampled in a
predetermined manner and matches the pattern of the sam-
ples to a reference pattern previcusly extracted from
samples of appropriate portions of the frame. Such an
appropriate portion of a frame may include particularly
relevant content.

After the block 350 logs an identification
code, or after the block 352 implements pattern recogni-

tion, a block 354 causes the logged data to be trans-

- 82 -
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ferred to a home unit. A block 356 then determines whet-
her the end user has signed off any on-line activities.
If not, program flow returns to the block 342, If so,
the program 340 exits.

A collection system is shown in Figure 17 and
includes a central data collection facility 400 which may
be a data processor such as those described above. The
central data collection facility 400 collects usage data
from a plurality of metering systems 402 located at the
facilities of end users. These end users may employ the
interactive service devices metered by the metering sys-
tems 402 in residences, commercial establishments such as
businesses, governmental establishments, or the like. If
the end user is at a business, the interactive service
device being metered may be a proxy server that serves a
local area network.

The facilities in which the metering systems
402 are located may be statistically selected in order to
represent the entire population or a segment of the en-
tire population relevant to usage of on-line and off-line
services, depending on the intended scope of coverage of
the reports which are generated on the basgis of the col-

lected usage data,
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The usage data collected by the central data
collection facility 400 from the metering systems 402 may
include the identity of the on-line service providers or
web sites accegsed by end users, the number of times each
on-line service provider or web site is accessed by end
users, the amount of time spent at each service provider
by end users, any identification codes embedded in the
content delivered by on-line service providers or web
sites, the identity of the applications programs executed
by end users, the number of times each applications pro-
grams is executed by end users, the amount of time spent
in executing each applications programs, inventories of
application programs stored at an interactive service de-
vice, any identification cedes embedded in the applica-
tion programs executed by metered interactive service
devices, scrolling of the content delivered by on-line
service providers or web sites or of application programs
executed by metered interactive gervice devices, the
identity and other demographic information of the end
users, and the like.

The central data collection facility 400 also
collects usage data from a plurality of on-line service
providers 404 located at the facilities which are remote
from the end users 402. The usage data collected by the

- 54 -
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central data collection facility 400 from the on-line
service providers 404 may include the number of times
each on-line service provider is accessed by end users,
the amount of time spent at each service provider by end
users, the content provided by the on-line service pro-
viders, and the like. Data from the on-line service
providers 404 may be necessary as a supplement in those
cases where transmissions to end users are hard to de-
code, such as where the data is encrypted. However, it
should be noted that identification and verification of
end users is impractical when data is collected from the
on-line service providers 404.

In addition, the central data collection facil-
ity 400 collects usage data from a plurality of web sites
406 located at the facilities which are remote from the
end users 402 and the on-line service providers 404. The
usage data collected by the central data collection fa-
cility 400 from the web sites 406 is easy Lo meter and
may include the number of times each web site is accessed
by an end usér or an on-line service provider, the amount
of time spent at each service provider by end users or
on-line service providers, the content provided by the
web site to the on-line service providers or web site,
and the like. Again, data from the web sites 406 may be
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necessary as a supplement in those cases where transmis-
sions to or from end users or on-line service providers
are hard to decode, such as where the data is encrypted.
Howgver, it should be noted that identification and veri-
fication of end users is impractical when data is col-
lected from the web sites 406.

Certain modifications of the present invention
have been discussed above. Other modifications will
occur to those practicing in the art of the present in-
vention. For example, as described above, usage data is
first stored and is then communicated to a remote facili-
ty, such as a central facility. 1Instead of storing the
usage data before communicating it tc a remote facility,
however, the usage data can be communicated in real time,
i.e. as soon as it is acquired. For example, the usage
data acquirers of the present invention may be arranged
to simply echo gets (requests transmitted by an interac-
tive service device for on-line service from an on-line
service provider) and receives (on-line service content
transmitted by an on-line service provider inm response to
a reguest (i.e., a get) from an interactive service de-
vice) to a remote facility without storing the usage
data. Thus, these usage data acquirers may be arranged

to transmit copies of the gets and receives to the remote
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facility. For instance, the data acgquirers may be ar-
ranged to remove the URL from a get just transmitted by
an interactive service device to an on-line service pro-
vider, substitute the URL of the remote facility for the
removed URL, and transmit the result as usage data. This
data acquirer may alsc be arranged to copy a receive
transmitted by an on-line service provider in response to
a get previously sent by the metered interactive service
device, remove the end usexr’s URL from the copy, substi-
tute the URL of the remote facility for the removed URL,
and send the result as usage data.

Moreover, the metering systems shown in Figures
13 - 15 have been described above as acquiring usage data
relating to on-line communications. If the Internet
televisions are capable of executing application pro-
grams, the metering systems shown in Figures 13 - 15 may
also be arranged to acquire usage data relating to off-
line communications.

Furthermore, the passive communication listener
40 is described above as being an agent in a web browser
or an ingertable resident routine in a computer’s operat-
ing system or in a web browser. Instead, the passive

communication listener 40 may be resident on a hard drive
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or in RAM, and the passive communication listener 40 may
be downloaded from a remote facility.

In addition, because a statistically selected
end usger facility may contain different interactive ser-
vice devices, each such different interactive service
device may be metered by a corresponding different one of
the passive communication listeners described above.

Also, according to some aspects of the present
invention, the usage data may be collected manually in
written diaries or automatically on floppy disks, and the
usage data may be transmitted to the central facility by
mail, courier, or other delivery manual service. The
particular manner in which the usage data is collected
and transmitted depends upon the particular end users.
For example, the interactive service devices of some end
users may not have modems. Thus, instead of transmitting
the usage data electronically, the usage data can be
transmitted manually.

As described above, television program ratings
data may be acquired by detecting identification codes
in, and/or extracting signatures from, video and/or audio
signals. Instead, television program ratings data may be

acquired in more traditional manners such as employed in
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people meter gystems, diaries, telephone SUrVeys, and the
like.

Accordingly, the description of the present
invention is to be construed as illustrative only and is for
the purpose of teaching those skilled in the art the best
mode of carrying out the invention. The details may be
varied substantially without departing from the spirit eof
the invention, and the exclusive use of all modifications
which are within the scope of the appended claims is
reserved.

The reference numerals in the following claims do
not in any way limit the scope of the respective claims.

Throughout this gpecification and the claims which
follow, unless the context requires otherwise, the word
ncomprise", and variations such as vcomprises” and
ncomprising”, will ke understood to imply the inclusion of a
stated integer or step or group of integers or steps but not
the exclusion of any other integer or step or group of
integers or steps.

The reference to any prior art in this
Specification is not, and should not be taken as, an
acknowledgment or any form of suggestion that prior art

forms part of the common general knowledge in Australia.
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1. A metaring system (10, 24, 11Q, 130, 160,
230, 280, 280, 310, or 402) having & data acquisiticn
uniz (12, 26, 40, 90, 112, 132, 162/1e4, 180, 234, 262,
284, 316, or 340) arranged to acquire data with rsspect
to a device, the metering system also having a data pro-
ceggor {18, 30, 116, 138, 170, 234, 264, 270, 230, 226,

3120, or 326) arranged to process tha acguirsed data, the

. metering system being CHARACTERIZED IN THAT:

the data is usage data, and the device i3 any
one af a vawiasty of interactive service devices {14, 28,
114, 134, 168, 232, 254, 282, or 314/330) such that the
data acquisiticen unit agquires the usage daca from che

interactive ssrvice device,

2. Thea metering systsm of claim 1 wherein the

data acquisition unit (26, 40, 90, 112, 132, 162/184,

‘180, 234, 262, 2B4, 316, or 340) is a passive data acqui-

sition unit arranged to passively acquire the usags data

from the interactive service device.
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3. Thes metering system of claim 2 whersin the
passive data acquisition unitc comprises software (40, 99,

1490, aor 340Q0).

4. The metzring system of claim 3 whereln the
software (40, 90, 180, or 34¢) =mploys pattern matohing
(348} in order to recognize content being processmad by
the interactive service device (26, 40, 92, 112, 132,

1€2/184, 180, 234, 262, 284, 31§, or 340).

5. The metering systam of claim 3 wharein tha
software is resident in an EEPRCM of the insteractive

service device.

6. The metering system of claim 5 wherein the

goftwara ias downlocaded to the EEPRCM.

7. The metering system of claim 3 wherein the

" aoftware is a plug-in softwara routine of a web browser

on the interactive service device.

8. The metaring syatem of claim 3 wherein the

softwars is arranged to menicor scrolling (94 or 214} of
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a digplay and to include data relatad tec the menitored

sereolling in the usage data.

9. The metering system of <¢laim 2 wherein the
pagsive data acquisitien unit (26, 40, 90, 112, 132,
162/184, 180, 234, 262, 284, 316, or 340} pargivaly ac-
quires the usage data from & perscnal computer (134)
which is arranged to share a monitor with a tel=vision

{136} .

10. The metering system of claim 2 wherein the
passive data acquisiticn unic (26, 40, 90, 11z, 132,
162/164, 180, 234, 262, 284, 316, or 340} is coupled Co &
communication input of the interactive gervice device
{14, 28, Ll4, 124, 168, 232, 254, 282, or 314/330) by way

of a tap (40, 1564, or 268).

11. The metering system of claim 10 wherein
the tap taps into a phone line {166, Figure 13, 256, 288,

or 318) coupled to the ingerzctive gervice device.
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12, The metering system of claim 10 wherein
the tap (40) taps inte a lecal area network coupled to

the interactive service device.

13. The metering system of claim 10 wherein
the tap (268, 294, or 324) taps into a video feed coupled

to the interactive service device.

14, :The metering system of claim 10 wherein
#he tap is a probe (147, 164, or 178) arranged o pick
off a zigpal being processed by the interactive service

devica.

15. The metering system of claim 2 wherein the
passive data acqguisition unit is coupled to a televi-
sion/internet (260 or 286) input of the intsractive ser-

vice device.
15. The metering system of claim 2 wherein the

pagsive data acquisition unit includes a video frame

grabber (344).
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17. The metering system of claim 2 wherein the
pagsive data acquisition unit passively acquiras the
usage data from a vertical planking interval of a vidso

aignal.

18, The metering system of claim 1 wherein the
passive data acquigition unit compriseés software (40, 90,

180, or 340).

15. Tre mecering system of claim 18 wherein
khe software employs pattern matching (343) in order to
recognize content being processad by the interactive

gervice device.
20, The metsring system of claim 18 wherein
tre sofrware i resident in an EEPROM of the interactive

sexrvice devica.

21. Tke metering system of claim 20 wherain

che goftware is downloaded to the EEPROM.
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22. The metering system of claim 18 wherein
the software ls a plug-in software routina of a web

browgser on the intaractive service device.

=3 The metering system of claim 18 whareln
the software is arrangad to monitor screlling (94 or 214)
of a display and to include data related to the monitored

scrolling in the usage data.

24, The metering system of claims 1, 2, 3, and
18 wherein the data processcr i5 a storage medium of a

type that can be malled.

25. The metering system of claims 1, 2, 3, and
18 whersin the data processor ig a transmitter (18, 30,
116, 138, 170, 234, 264, 270, 2%0, 296, 320, or 328)
arranged to electronically tramgmicr the data to a remots

facility.
26. The metering system of claim 28 wherein

the remota facility is a first remote facility (400), and

wherein the data acquisitien unit is downlozded ta the
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interactive sexvice device from a gecond remots facility

{400) . :

37. The metering system of claim 26 wher=zin
pke Eirst and sscond remote facilities are the same re-

mote facility.

28. The metering system of claim 23 wherain
the transmitber transmits the usags data teo tha remote

facility though an on-line service communication.

29, The metering system of claim 25 wherein
tha transmitter transmits the usage data in zeal time to

the remote facility.

30. The metering system of claim 27 wherein
the transmitcer transmits the usage data to the ramote

facility by way of a phone call.

31, The metering syetem of claim 25 wherein
the transmitter transmits the usage data to the remota

facility by way of cable.
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32. The metering system of claims 1, 2, 3, and
18 wherein the interactive’ service dewice ig a personal

computer (114 or 134).

33. The metering systam of elzims 1, 2, 3, and
-8 wherein the interaccive service device is a non-

personal-cemputer (168, 232, 252, 284, 282, 312, or 314).

44, The metering system of claimg 1, 2, 3, 5,
6, and 18 wherein the data acquisition unit acquires off-

line usage data.

15, The metering aystem of claim 34 wherein

the data acqulsition unit acquizres on-lina ugage data.

16. The metering system of claims 1, Z, 3, 5,
&, and 18 whersin the data scquisition unit acquires on-

line usage data,.

37. The metering system of claim 16 wherein
the interactive service device is a parsonal computer

(114 or 134).
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38. The metering sysctem of claim 36 wherein
che interactive service device is a non-parscnal-computar

{158, 232, 253, 254, 282, 312, or 314).

39, The metaring system of eclaims 1, 2, 3, and
18 further comprlsing an usex identificacion unic (13§,
140, 172, 236, 266, 232, or 322) that identifies a user
independently of a password and/or a logon identifica-

cion,

£0. The matering system of claim 32 whexein
phe user identification unit implaments biometrics redog-

nitian.

41. The metering system of ¢laim 23 wherein
the user idencification unit implements personal charac-

reristic detection.

42. The metering system of claim 39 wherein

che data acquisition unit acquires om-line usage data.

&3. The metering system of claims 1. 2, 3, and

18 wherein the data acquisition unit is at a first sta-




tigtically selected facility, wnerain tng data processor
is at the first gtatistically sslected facility, and
wherein the metering syscsm further comprises:

a plurality of cther data acquisition unita
arzanged to acquire usage déta from a plurality of corre-
gponding other interactive seyvice devicas, whereirn each
of the other data acquisition urits and a corresponding
other interactive service device are located in a
vlurality of correspending other statigtically selected
facilities (4C€2); and,

a plurality of other data processors arranged
£o cransmit the ugage data To a rewota facility, whersin
sach of the other data processors 1is lzcated in a cor-
responding one of the plurality of othex statistically

sslscted facilitiss.

44. The metering system of claims 1, 2, and 3

wherein the data acquisition unit incluces 2 cade datec-

tor {94, 210, or 348) that detects an identification code

in content being processed by the interactive sarvige

device.
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45, The metering syétem of claim 44 wherein
the content being procassed by the interactive service
device is an applicatlion progxam being executed by the
interactive service dsvice.

45. The metering system of claim 44 wherain
the content being procassed by the interactive gervice

device is an on-line s2rvice conmunication received by

the interactive service device.

47. The metering system of ¢laim 44 wherein
the identification code ig in video content saing pro-

ssssed by the interactive service dewvice.
48, The meterxing system of claim 44 whersin
the idsntification cede is in audio gontent baing pro-

cassed by the interactive service device,

49. The metering system of claim &4 wherain

the identification code is in graphics being processed by

the interactive service device.
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50, 'The metering system oEaclaim 44 wherein
rha data acquisitien unit compriszes & tap (147, 164, cor
17a) that taps inte a communication line coupled to an
interactive service device, and whezein the code detecter
dstects the identification code from bkhe communications

on the communication line.

51. The metering aystem af claim 44 wherein
the data aequisition unit comprises 2 prape (147, 154, or
178} arranged to pick off a signal baing processgad by the
jntaractive service device, and whetrsin the cede detector
datects the idemtificacticn code from the signal picked

off by the probe.

52, The metering system of claim 44 wherein
the data acquisition unit is coupled to receive a video
ocutput ¢f the interactive service devica, and wherein the

code detector detecks the identification code f+om the

videa cutput.

53. The metering system of claim 44 wherein
the data acquisition ugnit is coupled to receive an audi®

wha

output of the interactive service devica, and wherein the

- 71 -
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code detector detsets the identification code from the

* s

audio cutput.

54. The metering system of claim 44 wherel
the data acguisition unit comprises csoftware (40, 9C,

180, or 340).

55. he metering system of claim 34 wherein
the software is arrangsd tc menitor sarzlling (94 or 214)
of video displayed with respect to the interactive ger-

vice devige.

55. The metering system of claim 54 wherein
the software is resident in an EZPRCM of the intaractive

gervice device.

57. The metering system of claim 36 wherein

the software ig dewnloaded to the EZPROM.
53. The metering system of claim 34 wherain

the software is a plug-in software routine af a web

prawser on the interactive aervice device.
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53, The metering system of claim 44 further
corprising a user identificatiod device (118, 140, 173,
236, 266, 292, or 322) that identifies a user indepen-

dently of a password and/or a logon identification.

60. The metsring system of claim 59 wherein
the user identificaticn davice implements biometzices

recagnition.

1. The metering system of ¢laim 58 wherein
the user identification dsvice implements perscnal char-

ackteristic detacticn.

2. The metering system of claim 44 wherein
the data processor is a tramsmitier that transmikts tlae
usage data to a remote facility through an on-line sexr-

vice communtication.

63. The metaring gystem of claim 44 wherein
the data processor is a transmitter that transmits the

usage data to a remote facility in real time.

i
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64. The metering system of ciaim 44 whereln
the data acquisition unit is at a £irst 'statistically
selected facility, and wherein the metering aystem fur-
ther comprisea:

a plurality of other data acquisircien units
that acquire usage data from a plurality of other
interactive servize devices, wherein each of the other
data acquisition units includes a corresponding code
detector that detects zn idencificaticn code in content
being processed by a correspending one of che other ia-
teractive service device, and wherain each of the cther
data acquisition units and a corregponding other interac-
cive service davice are leocated in a correéspending of a
plurality of other statistically selsctad facilicies

{e02) .,
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5. Tha metering system of claim 1 wﬁerein the
détg acquisition unit monmitors a video input of ‘the in-
teractive sarvice devics, whereiln tha video inmput is an
input that receives a videc sigmal having an NTSC format,
and whersin the data acquigition unit comprises a frame
grabher arranged to grab frames from the video sigmal

(Figure 13 or 15).

§5. The matering system of claim I wherein the
data acsuisition unit wonitors a communication input of
the interactive gervice device, wherein the communicazion
input i{s an input that receives compuber graphics, and
wherein the data acquifition unit comprises a frame grab-

ber arranged te grad frames from the computer graphics.

§7. The mecering system of ¢laim 1 wherein the
data acgquisitien unit aequires ratiags data relating tec

the tuning of television signals by a telavision tuner,

£8. The metering systam of claim §7 wherain
the ratings data comprises signaturyes extracted from the

television signals tuned by the television tuner.
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9. The metering system of claims 87 and 68
further comprising an identificaticn code reader (94,
210, or 343) <hat reads program identification cedes Zrem

the television signals tuned by the televisicn tuner.

70. The metering system of claim &7 whewain
*he taleviasion tuner is asscciated with a conventional

talevision (136).

71. The metering system of claim 67 whersin
rhe celevision tuner iz asgociated with an Iaternet

televigion (252, 282, or 312).

72. The metering syscam of claim 67 wherein

the televisicn tuner is associated with a computer.

73. The metering system of claim 67 wharain
the television tuner is assocciated with tha interactive

servica device.

74. The metering system of claims 1 and 2
wherzin the interactive servics device is a video display

device, and wherein the data acguisition wait employs

3
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pattern matching (348) te acguire the usage data from a

video aignal recdivad by the video display device.

7%. The metering system of claim 74 wherein
the video display device is a televisicn, and wherein the
data acquisition unit acquires the usage data from the
videco signal at a video input of the television (Figure

13 or 15}.

76, The metering system of claim 74 wherein
the videc display device iz a releviaion, and wherein the
data agquisition unit acquires the usage daca from the
video signal at a video output of the television {Tigure

14) .

77. The metering system of claim 74 wherein
the video display device is a television, and wherein the
data acquisicion unit aequires the usage data from a
probe (147, 164, or 173) arranged to pick up a signal of

the telavigion.

78. The metering system of ¢laim 77 wherein

rnhe probe i non-intrusive.

AMENDED SHEET




79, The metering system of claim 77 wherein
the probe is at a video cutput of the television (Figure

14) .

80. The metering system of claim 77 whexein
the probe is at a video input of the television (Figure

13 or 15).

g1, The mecering system of c¢laim 74 whersin
F

the data acquisition davice comprises a fxrame grakber

(344},

82, The metering system of claim 81 whersin
the data acqguigiticn unit implements pattern matehing
{348) to recognizs an idencification code in frames

grabbed by the frame grabber.

83. The meteving system of claim 81 wherain
the data acquisition unit implements pattern natching
(348) to racognize on-line service content from framas

grabbed by the frame grakbber.
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84. The metering system cf claim 74 wherein
the data acquisition unit includes a zode rzader (54,
210, or 348). that reads an identification code from the

vides signal received by the video display device.

85, Tha metering system of claim 74 further
comprising a user identification device (118, 140, 172,
236, 266, 252, or 322) thakb identifies a user af the
wideo diasplay davige indepencdently of 2 passwerd and/or a

logon idantificaticn.

86. The metering system of claim 85 wherein
“he uger identificatisn device implements biometrics

recognition,

87. The metering systam of claim 35 wherein
ve user identification device implements parsonal

characteristic detection.

- Y5 -
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88. A methed of using the mEEeringrsystem of
claim 1 comprising the following steps:

a) using .the metering system te collect firsc
Lsage data from & plurality of end users; and,

b) using the metering $ystem to collect secand

ugage data from a plurality of content providezrs.

89. The methed of claim 88 wherein the end

users are in residential facilities.

30, The mathed of claim 88 wherein the end

userg ars in commercial facilities.

91, The method of claim 88 wherein the end
users are in residential faciliries and coumarcial facil-

ities.

92. The method of claim 88 whersin step a)
comprisee the step of electrcnically collecting the first
usage data from local area networks of the plurality of

and users.
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93. The method of claim 88 wherein the content

providers are on-line gervice providers.

94. The method of c¢laim 88 wherein the content

n

providers are web gites.

95. The method of claim 88 wherein step a)
comprises the step of electronically collecting first usage
data from the plurality of end users, and wherein step b)

10 comprises the step of electronically collecting second usage
data from the plurality of content providers.

96. A metering system substantially as
e hereinbefore described with reference to the accompanying

15 drawings.

97. A methed of using a metering system
substantially as hereinbefore described with reference to
the accompanying drawings.

20

DATED this 30*" day of May, 2000

Nielgen Media Research, Inc.
25 By its Patent Attorneys
DAVIES COLLISON CAVE
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