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(57) Abstract: Disclosed are a message processing method and a related device there-
of, wherein the method includes: receiving a forwarded message by a first network
device; carrying out flow table matching on the forwarded message, if not matching,
then encapsulating a remote tunnel inner-layer package and a remote tunnel out-
er-layer package in the forwarded message, and then sending the same to a second
network device, so that the second network device forwards the forwarded message to
a control server for processing; receiving a flow table message returned by the second
network device, wherein the flow table message carries the tlow table information of
the forwarded message and is packaged with a special Layer 2 frame header; and pro -
cessing the flow table message according to an operation indicated by an Ethernet
type value in the special Layer 2 frame header. The technical solution provided by the
present invention can eftectively solve the bottleneck restriction problem of the con-
trol plane of the network device, and at the same time, realize the separation of data
forwarding and routing control.

(57) T AR ISCHEAT] A TT T — PR SCAL B T5 35 RO SR s, Jeh,
PR T IR SR AR R IR R S0 W TR e R R L
HATIRILEC, 5 AULEC, W, KBTS R RS 4 B e v = 5
AL I BN R RS, RIRZEH — RS, DUE A S — i
Fo R T IR He R AR ST I 2547 | AR 55 2 AL B s BRI 26 — P48 e 24 1R (1]
MR, PRI Frid R IO RE S, HEa
R — Z Wk A P Re ik — J2 Witk o 1 LA SR AU T4 i34
Xt BRI AR IR AT A H . AR IR AL ATy 58 BB R o X 45 e 4%
P 1 RS FR Al 1 A, [ It S B KSR e R AT R 92 41 ) 08



wO 2012/106869 A1 IR0V RW AT AR R AR

SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,

—  TEAEEOBURIE R B SRR S I 2 BEAT, N B
GN, GQ, GW, ML, MR, NE, SN, TD, TG) 1%3&}54%@%}?&%(25')1” 48.2(h))o ~
REERAT:

—  ARIERIEANRTER, ELAE 21 ZQ)@FTME
—  AFEEBRRREGE 21 40)). (R BR e i 2 BT 7R 4T



10

15

20

25

WO 2012/106869 PCT/CN2011/076905

_1_
—F BRI B SRR L EE
F AR
KK BABAZTARIR, A B —FP IR AL 3 57 ik Bl Ak A
=HR

FEA MR K e, BT RERBFARLE TR RRIRELGE Z,
B ILT BAF LTI At 53R &6 AL B IL AR L by 23 R ARAEF W 41K
EoBilk, EENGEFIIRSSZ LB, SR AREEREE G TR F%
B, 85T EIA REHRE LR RLTR.

Openflow F AR R R & KILALRIE &y 2535 4] 49 IR L L LA |
Openflow KA (XK HE) FoddFIRG B RLR TROGEAK, LEITHK
BHL Feb b E o s, A1 238 eT: ARG SE LB H

(TCP, Transmission Control Protocol ) 2k #4%&4%/& (SSL, Secure Sockets
Layer) 5 #M (RBEEH) 694 EE L8, JBH (RBHE) 694
KA EAE 0T, iz 4R @ Lt R 6] ey s i@ B AE e (BP Secure
Channel ), Secure Channel 1% %k 3% ¢.#4T TCP A Openflow 3% /& ( H1EF
ML, BHRF AR QAR ERL) L ELEFIRSE, HHRGF25
St 3 FAR AT REAT, W3R IR T 09 RAE I B 0 43 LML IR AME &,
FA A AT &L TCP B HE A E A XM (XBKEE) 954 E, Ik
M RHKHE) 5 ERZAEE & TR Z A (R EE) egmi (B
flow table ) ¥ .

LR ik & R R L Fed d x40 %, 124 F Openflow Z &
F TCP/SSL L eyikd, AMERSLRT M (RHHE) LiadlE
LSHLEGEBIEGR, M3 AR (RBHE) L ESHL B 68
128 AR, T TAGE R T35 %) B AL 22 4 JF X Gk 42 344245 & ( OSPF, Ppen
Shortest Path First) #iX. % thiX47%& 4% ( MPLS, Multi-Protocol Label
Switching ) Wi Feis P % L ( BGP, Border Gateway Protocol ) % & 41
PARL, T, Openflow B AR/ A PEEEHIA.

AAAE



10

15

20

25

WO 2012/106869 PCT/CN2011/076905

oy

AL E B RAE T —Fr IR AL T ik B KX, B Tk W ik &
)P @ 6 IR PR, IR R AR dE e B .

A g F LR BRFEA, KA EHA A THART £

—FP IR ik, EL3E:

5 — P 4% B4 B KR

st Bk SRR AR L BAT IR A BB, &AL, N,

F B S LRI IR _EIRSHEE N B R A g b BH RS, K ES
% Pk &, VMBS AR ENE B R AR R AR A IR S B AL B

Bl bid B W 4R B RS A ARARIRI, BIARIR 5 ik s A AR
G RAAS &, H3T R SR = Bk

ARIE LR 4F R — B WSk 69 0h R R RUA P48 = 69 484, 3P IRR IR L AT
272,

—FP IR ik, EL3E:

W 443% & R AR

st Bk SRR AR L BAT IR A BB, &AL, N,

B LR LRI R EZEW KRG, RAELIRHIRSG HE A,

B BRI B IR £ B R G A AR, LR ARIR I T A5 _EiR 4 K R
G RAAS &, H3T R SR = Bk

ARIE LR 4F R = B WSk 69 0h R R RA P48 = 69 484, 3t L3R AR L it
a3,

—Fr W &%, I

BIEA, B TEIGERIRT

AAREE, A Taf L B TR 69 45 R R L HATA AR R AL

HELZET, TS ERARICEL TG RELLE RS REEH, % ik
AR R R EiRsE I A B R ik sk M BHE R AR M4k
&, VMR LR G Z WA &N LR A R IR AR I R IR A B AL R

R B U T B iR R SR E AR AR, B AAIR
X ERE LRI AR &, B R AWk

L322, B FARGE L ARIR TG 2R = E Wk F 69 A KK A PT 487



10

15

20

25

WO 2012/106869 PCT/CN2011/076905

4
A9ERAE, S BB ARIR L ATAEE,

—Fr W &%, I

BT, B TEREE AR

AR E LT, AT bk R AT AR IR B

HELZET, TS ERARICEL TG RELLE RS REEH, % ik
AR IR L= BEW kB & A B IR 425 AL 5,

AR UIE ) T BRI IR S B A ) 6 AR L, LR A AR
P A LR SRR AERIE G, B A R BN,

W FB T, B FARYE LR AR IR I A2k = WSk P e vA K EBUE PT 48 7
A9ERAE, S BB ARIR L ATAEE,

—FFIEHIRS B, 04

BB, A FHEICR A M&RE 695 LR

FEAT A AU, A TP LR B U B 69 35 R AR AT AT, AR L
A K IR R EAT G

FHEAREL, A TAERARE LR AKZ ALK, LR AEIRLI
R/ BN, MEA T E i R R R 6 W AR S IRAE i 4ok = Bl ok
el R X BB T 69 3RAF, * B IR AR ATA

KFF, BT R EA RETA R AR L E L R W&
%.

B LI, ARK R EA B A T A AEIRK L3 RAFsR = B Mk,
1A IR AR 0 MR & T A AR AT @ b, R LR 455k = B
3K 6 0h KK BB AT 48 1 69 4R AT 12 R R AR L AT 48 R 69 R 32, P 44K & Feds
PRS- B AT EIFEHL @ ERRIELRTA AR IAEFRRR LA T A
TAE, i A W &% &35 6T @ 6 R FRF], 2L T S35 L A=34 w 35 4]
B .

W B9

AT BFRWDLIARE P FABRIAABEARFHERFTE, Tohstie
B RIA AT g A8 A e BAE R 23N, W5 i, Tadbd
o 64 B B AR AR IR 6 — 2k 245, ST AATIRE A R AR R3E, £ RAT



10

15

20

25

WO 2012/106869 PCT/CN2011/076905

.
A S AT T, L AR X B RF ey A,

B 1 A KRLHFRAG) —F IR 7k — AN ERplARETER;

B2 A KL\ —F R EF R B — AN Fab AT H;

A 3 A KEIPRAG)—F R E T 2 F—ANEab AL TEH;

B 4 AEFAREP—FR A ILF & T o945 L ARSI AN AL RA2 T 44
1T E R,

B 5 AARRARLE—FF R 7 T e9R L7 kB — A F b 7Az
& H;

B 6 A AR ARG —FF LR &N FaplEHTER;

B 7 AR ARG —F B RSB AN EROAEMTER.
o T A

R BP F AN PAE T —FPR I ik B AR R IR &

AAEAFAK PG LR B 4. SFAE. RERS E ey i R A HE, T @ifs
S AL A A B, AT AR IR EAGI T GBI AR S RHRATERE . TG
H, BR, FrAbik e KB ANL R —I L0, mAF2IERG]. K
F AL 8 FE ], RARRE B HARA T AREA B )5 Zh AT T ATIR
R PTAR ;ﬂ%%?z‘@{@] BT RE PR GTEE .

T &) oA S — PR & R AR, AR A A T —FR R AL By ikt
ﬁ%ﬁ,%ﬁm@l,$i%%ﬁ%¢%ﬁx%ﬁﬁ%bﬁz

101, % — W &R &I LR

102, % — W 4R &3 3 LR L AT AR A T B

— WX G LB LRI, B i LR RAITARIRE, 4o
AT AULA LB, AAEARMETA 52 AR BE e Rk, LA,
W ST HATH B 103; HRIEE, NHATH IR 104,

103, % — W& X EARIE S 245 K R X L B iy 48 22 R R 232 4% L AR AT
e RL 44 4L BB AR .

104, % — &R GH 24 KRR LI 58 (8 A B3 K foid o5 [ 18 S
BH R G KA E %k,

T 2B G, KL EH) P 6 — R LT VAR HRE TS ERIL




10

15

20

25

WO 2012/106869 PCT/CN2011/076905

5

B MR &, BT AL IE T I h) R4 3512 9% 49 mé,h%g%%

HH % 6 MBRE (WF ZMERE) A, Bt %k & g
éﬁxis’i%%?rff?iﬁiiiééii BIR S35

P SETR LA &, B AAT A 3 3 — P ik & 5 = W 4R & B ATHL
E, EHE—R% w\%—’%ﬁ’vf— W 4898 - 18] 12 1 —Fe ik s AR (e (PW,
Pseudo Wire ) f&if ), % — W%k &3 769 ipiiEidd, ¥ L4 R
Ii:if:ffv Z WA, B S MBI SR AR LR 2R HIRG 5. 54

RS BAEXLE R ZHARIE, §FEFLED LR (FPRARL) @il
BN IRGBEEEE —NERE, BT 6 EHRSBTHRERZ S AR
FAL R Bty MR B (Jef— MRS ), H T RIER SR G5k Lt &b
¥ 749 ff?ii&iﬁ@ E2H—NEIEE, HoNERETERELARIIELER
PRS- EAT, EZFELIRLT B F F — LR & 0947R.

A 471%)12%5\%&)("’]'3\3\,@ B AR A 8 A A B AR, BRI AN
FR B 0 5 LIRSS R A [ N B3 R e i i [ S B3T3, Bkeg, &
ShIEE P BT T VA& MPLS 474, 3% 88 9 B33 T A& MPLS A4,
&5 VA 38 A 35 s 3% (GRE, Generic Routing Encapsulation ) 33 XA XK
WX 24X (IPSec, Internet Protocol Security Protocol ) 33

— P 9% &L T bk A5 L RS F 35 R L= 415 & (PCI, Packet
Control Info ), PCI 1% &443i£ 235 L3R A9 IR AR B, doiZ $E R R TAG R IR (4o
A FATR L ERA TATHRE Rk 6938 ). ZEE AR LAT R A (2 hiep-get FRT
KL UDP 4R ). ZEAML LR T X (w2 FHML. XAFAE LS F)
FEHIRFG B 69 L) Fof — N ARG MR 0 5 F &, GRS BE
BB ZELARIE, THRAL S 5L MIAKGE L, stz LR
AR A A A b ) AL R

105, IH = M 4% &8 B 69 AR

FEEIFER T, 8 IRFG BB LRI, BATZEE LRI I R
BRBIGARE L, £, ARELIART O 1 FFRA:

%1
A

TR At % AR IR R e Ve ¥y REKRE

¢
i




10

15

20

25

WO 2012/106869 PCT/CN2011/076905

e

Hb, AREM: FRRAEARZBRESARLRNERE, 4 vh. v6 4718,
AULAQFERIP ¥k, B9 IP ik, Bog v 5. B30 SRS, 4
THAFIRT 38 A P git, L TEWSUCER %, $RTH: THA P TP RE
2, TR ER#AITEE, 40 LTAT; 2 st REGATHHIELE,
SETAT, A REEF. TG, AT A6 F.

FESETRAL P, 385 IR 5 BARIE 3 L AR TG A 2 AR B sb 4 AR L e b 5
kA RIZ LR IATAERE & oA E I B b Soxd T AR R 6935 B F B 84T
EFIEH 0, BEAELARI AT BT AERT N (K T AL IR T 498 49
IP ¥, BpiF 19 Mubk ko P) 24 K R L6915 9 25 BT aE &7 19 ), N3 HIR
5B A RO IREAS Bk b BB £ M,

RS BB ZNEREGE FH— AR ES T AT LR AR &6
AERL, FERRRIFHE LFHR BNk, 2R AN LT EUALRR
K AE T 487 5 — W LR Z R AR LB ATHAE.

E—FRERGET, 5—6BFRSETHESL & A AR E I feg N
#E (H—W%&RE) 0T, A THRIEEFIRG B LR ARMI AT % =
W 4% &R 8] BB — W 4Kk &, B HIIR & BB T RAIRL T 44 5 — W&k
H TR,

106, 4R3E Lk 4ok = B Wk P 69 vh K EREFTIS T 0938 4F, *F LAk
R B ATA P

F— W &R G0 35K F B AR AR L Z BRI AT, 7T AT AR
R AGAF IR E Wk 8945 8, IRIBIZAFER = E WSk P 09 h KR BUE AT 48 7 4%
B, MIEARRLITRIE, 4o, ABEASZALRL, X, EHZAELR
T, RIRIEIZARAIRTAE SRR,

FEFEWRE R P, B 4Eak = BEWik P a9 oh KREARET w iz 5 R 5 SRS
F AR TG A 04 L S50 3  BA BOR KT B 69 5 3% e S48 B G HAT R R A
BB, R LRI P EFOLSHIEALETREEF LS, S FRK
FHL g, EHIR G5 AR Z AL M, 2P IZ LRI F AT
HAEEMsE (TRTH LB IP AT ), B4, NIEFRESET
M — B Ak P A 6Y hip R, ST RN LR ARIRI, W45k = Ek+ 49



10

15

20

25

WO 2012/106869 PCT/CN2011/076905

4
VAK P ERIMER B IR T EE DML, F— NEREG AL ZARERL
B, WIZARRILABHZELA P, wRZHELIBRIIF F G265 MsE, Wiz
HUR S BT AR =B kb 49 KW AR E AT IR S 894E, 5 —
SR B AR B ZARRE, FZARRIIAG R LT ER G L D AW
sk,

i — R T AR A AR IR 0 B AR LT W
ik, B S ARSI S B R, LR HIRS BT AT
YR SF & MR4%2 (SSP, Scalable Service Platform ).

) B, ARK B K] Pl i T R 69 RAIR L L3 FUR R = Bk,
1% 5 — W &R & T A ERBH LT & L, 4RE R R BNk T e K E
BUE 38 7 69 A2 12 AR IR L HATAR B 69 20 B2, W 255 & Fnda I IR 55 28 HL 4%
BHIEHEL T8 LRI RIRTAG5 R IR RIRL TR LA, A %
W ARG T @ eI R ], L ERILT HARIE L Fo s h iz 6955 .

B3R SR BT 3G A 6 A A AR AL TR ) fe b R KGR & B E T AR S B ARGE
B BRAE B IR G 253835 091 UL, T @A AT i N LR B E T AR R IR 4
SULIREGTEIL, AARK I FHA] T —FP IR AL kAT, HAN A 2,
1%

201, PR &IEPEEL IR,

202, W 4RG3t iR IR L IAT IR A T AL

W3R & EBR BN LRE, B Z AR BATARIEER, deitf7
ALALEL, AAERMZTA 524 LR EEey bR, & KE, T
PATH B 203; &R EEL, NHATHF 204,

203. WX EARIE G 445 K IR I IC B 0 4L B2 5 R AT 14 45 K 3R AT AR AL
4 4L FRARAE

204. MR E K IZELBIFTRE EZEN KRG, RELEHRS B,

B T 1% ARG HBENEG NS, LBRHIRGEIES L, Rt
T HBAR =B AN R R R RS AR, W AR E T AR
TR EZEWkE HBEL ARG 5.

205. AENdE HUIR 55 2318 B 69 AR AR L

S
7=

2

e
y

e



10

15

20

25

WO 2012/106869 PCT/CN2011/076905

g

FEEEREAF, ZHIRFG BB LRI, BT L LRI E R
BRI GREAZ L, £, ARBEEKRTESmE 1 A-RA,

FEETERE R A, 325 IR G B ARIE 4 L AR LA R BB AL TR st L R T4 b 5
kA RIZ LR IATAERE & oA B I B Ak Soxd T AR R 6435 B F B 84T
EFEHI, BEELRIAT R ETARXRTF (LT ARZELR T 498 49
IP ¥uhk, BP9 duhk R 3 F 245 K R4 M 25 B TR 1), Az %) Rk
5B A RO IREAS Bk b BB £ M,

AR S B8 Z N&X & T RIEF LR RERAZ R EIRT, FEREK
L HE B4k = BEW Sk, B4R = Bk A KR E BT 48 71 &KX
HITZARAR T AATRAE.

E—HERAHFT, —6B4RSBETHES 6 LA ARLEY 4G M4
HE (B —REEE) 0, A THRIEEFRSS4F LR RERIBRIEAT E E
IR E, EHRS BILT EREIR T HEF H — W LIRS 094787,

206. 1RIE LR HFak = BEWik eyl K R RE T4 09 84E, s Bk ARk
R ATA R,

W 243% &- 69 45 & B8 L3 R AR AR L HAT — B AR SURAT, T AT R 2 AR
R AGAF IR E Wk 8945 8, IRIBIZAFER = E WSk P 09 h KR BUE AT 48 7 4%
B, MIEARRLITRIE, 4o, ABEASZALRL, X, EHZAELR
L, BARFZAER A RAEF.

FEFETRE R F, B sk = B0k o 690 K EAET bz 4R 5 S54RI 45
F AR TG A 04 L S50 3  BA BOR KT B 69 5 3% e S48 B G HAT R R A
BB, MBI LRI T HET L SHBEN B TREES L F, A TFRK
FH S, BHIRSG S AR R LRI, 2RI IR R P AT
ek W sk (TR R IR F 4G B 69 IP HAEHT ), 2, NERRS ST
M — B Ak P A 6Y hip R, ST RN LR ARIRI, W45k = Ek+ 49
A KR ERAEIRE HI8 7 E DA, N LRGEBRIZARRLE,
B ARRLABEHELA P, wRIZFLIRI G F 6% sk, D=4k
F BT AR = B kP 69 KR BEX B A A IR ShE e, R&R &L
BRBZARMRIE, FZARIRIL IR R EATER G4 L 2] B 69 W3k,



10

15

20

25

WO 2012/106869 PCT/CN2011/076905

g

R AR ET AR B AR 0% 3 IR A L MR
&, ERIEHIREZ T VA& SSP IR 455

miwm,$ﬁ%%ﬁ@*&&ETi%miﬁiLﬁ%%%;EM%,
15 W 4B3X & T AR AR A& b, RE LR 552k = Bk F 69 KEAMA
BT 38 7 69 3RAE 32 AR RS ATAR B4 AL 22, MR S Fode FlIR S35 A48 A 4K
P55 K P @y b T RS KRG 5| R LA A ARG TR TAE, Af R M
KA @ e AR ], R T RBH L Fe R dl a0 B

T A B IR G5 28 463k AR, AR I ) — AP IR AL 2 oy ik AT
Pk, 3 ﬁ@@3,b%°
RS B AR B MRG0 55 KR
302, *FHEACE) 6945 R R BATEAT, & RIZEE LR LAY AAAZ &
P HUR S35 B 3L IRIJG , T AT 12 45 L AR AT IRAT & R IZ 55 K 4R
LR EAZE, b, ARREETESWR 1 F-RA.
303, & RARBIZ AL L AR,
PRS- x5 B 302 A& A AT AT, A RIREIRL.
HAEAF W ¢ m%%&ﬁiumiﬁiﬁf?ﬂ%ﬁ%iéiﬁﬁﬁiﬁi
AT, HHIRS BEAEABRI LR EW K, Bk = BNk T
G904 R ERE A 7 Bk P44 R ST A RIR X AT, EETRAF P, 546
MR 55 35 T ARAB 4% K AR A5 5 49 0k - 4038 A B0 BOR TR B 69 5 3% b S48 RL 49
PAT R R A R AT 2R = Bk P 09 R EAME. A0I5LeH, Rk RBP4
ek S5 AR AR T RRER LS, st T RREF LS, HRIRS S AR
B2 K ARET, PR RI T M 69 R T A k% W3k (7T @ 3445 K R
F a9 E 64 1P HAFHE ), FH&, NImFIRSE 3T Mg — A 6% WAk ey hiep
BT, HEANLRAERI, WHFH=ELFEOARRNERERE DI TEE
A EE, Lk W& EEBRIZARRIE, BFZARMRIL ABEHEL A
P e RIZELIRI T 19 620 E W sk, W38 HIR 4 5T W45k = &k F 694
KM EAREZE AF IR ShE e, Eif W& R & AR ZARIRIE,
K2 AREIRI NG B LATE B L B B R sk,
TR, BT Rk Bk A KERE A A & SUag A 5UA,



10

15

20

25

WO 2012/106869 PCT/CN2011/076905

10—
BHRIBRLSBEEHETHER_ENKE, BEARRL L8 = BEWik,
M%ﬂmiﬁx AT BT BRI,

—F 8, B—SBHREFETHS & WEREWHFEILE, B4Rk 4S 5L
WE%%&I*%WLQ 53% B FFAR, do T A% W 459K B 69 AR A A b
R AEE = Bk P

304, H ERARIRL L EL Fik NEK L

& EARLRELEARBIGB T — EWNL A&, NIBHIRES T AT
=B R BN R AR IR B 4517 P R

fikﬂﬂm%m%%ﬁﬁmmac R R A% B IR 4 28 32 3% 693X &, 4%
FUR S35 7T L AR AIR I T L i sk W& & (AL e M&RE,
¥ IR A ), WiEUE RAREF AR L 217 MA&RE.

LRI HIIR S5 T A2 SSP IR 455,

oy BT, A BR S F 38 IR 45 S8 AT B T R AR AR L B3 R AT
ZEMk, MG T A AL o L, RE LRAFR AWK A
A KK BB PIT 38 7 09 4R AT 12 AR IR L BT 48 L 4G &L 32, PR 44K & Fods ) IR 4
RABELIEEL T E LD RIELIR T TR IAEFRRIRI A T L TAE, A
A% W AR &3 )T @ AR TR ], L RILT AR L ek B h 60 B

TEAE —RERE . HZBR &R FRS S H L 24K, vA—E4k
FL R 37 5 R BB 5] T — AP IR AL B A R AT

HGRIEANE 4, B4 - AL RIEENREREFOEG TR,
£, B e Rl LAFE—RNEIRFBRB| LR, L2 AR e-Ed =
EWik, L2 RT3 e4Esk = BEWik, R2 AFEHFIRSBA R IZH LRI
W AREAT G, BARMBI AR AREANE S, 0

401, 5% — P R & HEE LRI, P30 R 69 45 R R AT AR I AL

8 — P 453% B AL BB 50 K IR IE , AR R L SAT AR T AL, ot AT
AR, AAETAMEER 5 ZFRMIRRGLERR, FIEE, K
AT B 402; ERIEEL, DHATHHR 403.

402, % — WX EARIE G 1755 K AR IE B 64 4L B2 R R a1 45 R AR AT
e RL 6 4L BB AR .
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403, H— M EIRGHK IR KR HATH F B LR 5 — MR &
EEHREAY, TES —NEXELS S W& X &0 ES PW HHE, F—

P25k Sl at i PW B 5B 09 4 RR LA 24 5 — MR &, PW [#id

Gy s T A #AS PW AARR EIL, Bkey, BRiIRE —RLRE6 IP

A 192.2.2.2, H LR &Y TP 3ik 2 192.1.1.1, R 45 £ % — W 4&iK

A SR E P T TR E R 2 EiX PW [,

Eﬁ’v* W 243% & AT 4 T 44478 & : mpls static-12vc destination 192.1.1.1
transmit-vpn-label 200 receive-vpn-label 100 DPI_DPI;

HEH B & AT 4 T4 4TEL B . mpls static-12ve destination 192.2.2.2
transmit-vpn-label 100 receive-vpn-label 200 ip-interworking.

fBIx 5 — I’J%’\m%ﬁﬂﬁg W &R EHATT LR G AITEE, LML T
ARG E — K ékuéj: 4 DPI $ARfo W 254872 25 (NP, Network
Processor ) R EI, N H XL, H—RELERENHTRT 9 F— AL (FAR
M1 4745 ) T & %] DPI 4+, ﬂ-i}_ NP ¥ #5454 X insegment &K AF=
outsegment & . HE ¥, f& insegment R ¥ : FHE=AFE I, Tk E A EHTE
= transmit-vpn-label, B &A= 8 49382 (®AR TB/TP) =LSP Mg\ TR
TB/TP, ousegment & & 7| {A=LSP [ i& 495t M 49 outsegment & ‘& 7]14;
outsegment & ¥ €A% 3% S BT RATE, HEHF XA MPLS #E. ki
outsegment & F 49178 5% & 18 4 B4R AIZ 6. _Ei£ insegment & F &9 LSP [% 14 49
AW #5 TB/TP vAZ 3% LSP [%:i8 49%F M 49 outsegment & & 7/, Ti@iTH — K

%% 409 1P 3ok RIRIRE) (fBORF —N&X& 5 FH ML & 25 LSP

%),

LT B 401 FE LRI RELES, DPI B4 Z LR LAT E M1 ARE A
ARG PCIAZ &, 3TE R MPLS /5 X % %] NP, NP i@l il i1 L Isk L AR
L A M1 ARZ, &4 insegment &, 3kK4F TB/TP. shtf. &% %iE A &
3 %1% &A= ousegment & &K 7148, i it KFF49 ousegment K & T (A IKAFIL 34 %
HINEHEAZ &, kﬂ‘ﬁ” RARAETE, B384 A &9 MPLS 474, ARJEIRHE
FRAF 632 3% [ 18 P B3] R AT B A i o I B S B H R AT &0 5B AR 3T R
LRI N B AR AR IR R, RBH R ANk (hEEe &
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Mk ) B PW MR # &, TR AR Lixegidsz,

404, %= WA RE KRB G LR IIEL B HRS 5,

B Z PR BRI S AR, R RS AR L AR o5 R iE A R 3
R AZ AN BHE, EMHE - EWKRE R ELEFIRSGE;

T % = W &R & A 42 P IR 55 22 6938 3538 &, BT A AR Sz 4 IR 552
8] 6 = B iR B 4 AR K E B IR 525

Bk, TTELES ZNEXE L3 T 3 403 F 694 4-4TE E: mpls
static-12vc destination 192.2.2.2 transmit-vpn-label 100 receive-vpn-label 200
ip-interworking, - ip-interworking & BAAE %A FAAIR B, B W& &
MCB b 45 R RS 4737 FE SR IR L6918 5% (838 A B 4T F Aw il 3% [ 18
SPEHE, BTFRAANMNR, FoMLEREERILU AT (arp, address
resolution) &, A A LRI K = BNk, #—FLTEZ BN KT HEFR
F— W %R & 89472 (Je router id), H LR MIAE 0 L% 2 HR S

405. F=H) RS B3t EALE] 6955 KR SLHATIEAT, £ AIZ S ARG Ak
=
PR IR B3B3 R ARG , 7 A7 45 AR AT REAT 2 AR IZ 45 R AR

REZE, HF, RELETEA R 1 FIFEA,

406, A= HIRS B A RARBILAEAS &Y IRARL;

FHR S B2 IR 405 £ 0 ARAT SHATHER, £ RIARIRL.

HAEAF W 4R & B LR R ARG, 7T B4R AL B LA R AR
PATARE, R G B A RRIRL EHFAFsR = B0k, BatiFsk =AWk F
690 R ERE 4R 7 L ik PR ST I AAIR AT, EEREA T, 3546
JR 525 T ARAE 35 K AR I35 W 69 Ak S0 3F R BOA BRI E 69 5 12 b A4 L 64
PATFH R A AF IR = B WSk 7 6 vh RERME, A613008, BRIk LML+ 35
AL S HEA SR T RREF LS, s FRRIEFLS, S8R 55 25K
B 7 A AR, 2 F| B % A AR 19 692 F Ay AR ik M sb (7T 8 it 44 & 3R L
o B A9 TP MAEF T ), A, NIEHIR S BT M — A48 Ak W Ak 4Y http
BRI, HEALRREABRL, $RFH B THARRNERERXE IS TEHS

%@r

e
P

NG
)
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A EE, LR NG L EBRIZARRIE, BFZARRIL ABEHEL A
P R LRI ) ek R sk, DAz sl IR 435 7T Fad sk — Bk F a9 0A
K RAE X B A4 FHRE ShAEa94E, Lk MR & AR ZARBIE.
K2 AREIRI NG B LATE B L B B R sk,

TR, BT Rk = Bk e KERE A A & SUag A 5UE,
BHBESETARET AR ENAE, BAAARL EHEEE = ZHx,
DARIEARRIR L= B M4+ B w15,

H—Fey, A—EHHRSEETHEZ S NELREGWIFILE, HHIRFHZL
TAEREIRI T B AR LR E G AFIR, 2o T2 W 4R 094738 3 £ b
R AEE = Bk P

407. #HHIREBH LR ARR LKL ELFH = NE&&E;

408. % —MLAXEF BRI AR ISR L F — W&k &,

% = MR BB AERI G, Tl L5 IR 403 & 269 PW i 6) F
— W IRGBEZAERIL, HBAEFFITRAERARMIL Le§ Lid L8 = EM
3%, @it &6 KKy insegment &A= outsegment &, WFAEIR LI R LiksHE
BN EHE., B B ER B KE K AL E —W&RE,

409, H—MALIREGIRIFFH BN K F LK EREGIE T, SARIR
LUt AT AL P2

5o — W 2R A AU B B = PSR R W1 0 ARG » 494 KB R
FARI B0 ARk R A B R AR R, B AN
ZBWUKR, ARYE LA IR AWK F 090 KRERMBEFTAE T 09384, AT IAAIRL
HATA R, do, BB ZARMRI, X, EEZARML, RRIEIZALIR
LA RAEEF.

B LI, ARK R EA B A T A AEIRK L3 RAFsR = B Mk,
5 — R AT ARSI L T @ b B DR = Bk P MR
B P48 7 6 AR L AAIR L HATAE B 0 4030, W 43R Ao b IR 4 58 HL4E
BHAESH R T @ ERRSERRI TR T AR AR 0 TR T, AR R %
W 4838 12 4T @ a9 FREA R A, W EILT ML Fb izl ea 5.

T @t AR B 5645 B 4G —FF W 4R B AT R, FARB 6, KK IAE
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45 o —F W 44-4% & 500 €L3%:

BALE T 501, A EERET 502, HELEET 503 fo L B E T 504.

o

BBCE 501, B TFHEAE R IR

AR IE B 5T 502, B T bR T 501 BB 69 35 K TR LT IR R IR e

A EEL S 502 3 iZ 5K R HAT AR LB, ot AT B LA LB, YAF
EARAETEH 554 K B R eg R, S REE, AR 4L %ET
503.

HERFEET 503, A F B IAEEEET 502 69 AL R A R KA, I
BB 5 R AR AT EiR s M ) B R iR sh S B R B R A
SRR E, MBI B MG SRR IR T AR I IR S B AL TR

FE SRR, o 28 3840 A AT 4 5 5 W 4898 & 500 Fu 5 = W 44X & AT
E, EW%IRE 500 5% MR &8 2 5 — iR iEEE (ethk (PW,
Pseudo Wire ) f&i ), PIZ3% & 500 8334 7 69 sp 818, ¥ Lk LR
KERFEEH NAEEE, B NEARERE LRI L EZHHRES.

A PRAESE R ARSI T B LT sk SR BB R R KX &, HEREEL
503 HH B 6945 R AR ST F B sE R E A B4 E AR sh M S BT R, AR
49, L3HEE A EHETTAL MPLS 4745, &880 B4 7T A2 MPLS
AR, A% GRE 33 2K IPSec 4.

FHR K FEFE T 503 L £ LR FEL R A PCIE &, PCIAZ &48i4 7
ARG EARBM, iZ A IR R (oA EATIR IR A TATIRE ik
GRS ). ZEE R AR IR A (4o hitp-get T LKA UDP 3R ). %4 K IR
8 L3R X (R AR, RAFATEA B EHIR S S 6RIL) F2 WL
% 500 69403 0 558, AR GIRS B EBKB LRI, Tk
¥ % 53 K RI AR KG1E 6, BT iR R AR MR F A A 6Y P T R AL
,

Y—F by, BT 501 A T ER B W AR &R 69 R IR L,
VRERI FEFT LR LRI AKRSE L, IR ARHH-ENK, LT,
ERAEAZ G TR 1 Frw, Lok Z BNk F a9 KN R A T 48 7 4k 22
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#0504 A AR IR L BATERAE.

AFRE T 504, A FARIEEICE T 501 B0 5) 69 AR L0942k = B ik
W oA K K BEPT A8 7 69484, A2 A AR L ATALFE,

A 32 % 5T 504 38 AR IR L BAT = BRI EAT, 7T REAT B AR IR
AT IR Z E WK T 943 &, IRIBIZAF IR S AWK F 69 KR AAPT 38 T 698
A, ATIZARBIAATAE, 4o, BBEAREZARIBRL, R, EHEZARIKRL,
BAIRIE T REIR LA RIAEF .

W 2% % 500 T VAR E T A28 B RIL IR E R FIUR S 812 s%, T AR R
A AR BB E . RIBEIRH T WEEE, i RAER .

B BT, AL R 25600 38R 4 5 a8 AL T A AR B R AR
ZEMk, MG T A AL o L, RE LRAFR AWK A
A KK BB PIT 38 7 09 4R AT 12 AR IR L BT 48 L 4G &L 32, PR 44K & Fods ) IR 4
BHBEBBEHLT T LR LRI ARG T LI, A
% W AR &4 T @ e AR TR R, R T RIBEH L ARG BR G E.

F 2L 692, R FEH] 6 P LR E 500 7T A e bR 5 ik 525k F 64 5 —
W 4% &, TR TR0 Lk 7 ik 246 69 2B AR FE, EENM ks
649 T B8 T VARRIE B3R 77 ik 464 49 ik BAR SR L, H AR s ELat A2 T ARG B
AL P EgAE A AGE, suat KRB,

T Af AR KB FE AT 69 B —FF LR ST, a4

BT, B TEREE AR

AARCEEST, B Fab3C R T R 0 45 8 R BT AR T e

AN B U A K AR LS AT R A R BT, 4ot AT AU BB, VAR AR
W TH 55 R BT LB ey A Rk, ERILEL, NAALIHELEET,

HELZET, AF L LR AR CRETY LB R A RERE, FiZs
BRI R E = EM kB R A IR IR &S A2

HELFETUTHELRIIHE L EMKE, @i —ENEL HBL 5L
FHRSE S, SE—F 6, R A E T T LR LIRS T 455 AN L&Y
AR, FHE LR ETAET A LR LRI T4 PCL1Z 4, PCI1Z 8444124
BRI B M, 2iZ 5 ARG R IR (R AR TATIRE /o 5k 4d
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R ). LRI EE (42 http-get TR LKA UDP R ). Z5H L R4
ERRF R (R FHRL RATAET S B35 FIR S 5 694 L) Fa R P 4495
BT 5 E, HFEFIRS B EBKI I LRI G, TRiE S
L5 # R RIARN K GG1Z 8, Bt AT 5 L AR Tt Bk AR 6 B T R AL FE,

PSRBT ) T R B B IR 4 SR W AR R IR AR IR P
B LA LAMLGAESE L, AREARK_ENK, LF, LEAEE L
ek 1 B, 4ok = B0k b gl KR EARE T8 7o B2 Ttk
TR ATIRAE.

432 5T, B FARIEBICE U B 0 R R IR I 4F sk — B Pk P 49 K
KREPTH T 69 8AE, *TiZ R AR BEATR 2,

4 72 508 ST A IZ R R I B AT = B AR TIEAT, T REAT B ARIR A4
R Bk 8945 &, IRIBIZAF IR B WSk A KK BUA P48 = 69 384, X
BARBIT T, 4o, HEREIZARIRL, R, EHEZARIRL, IR
L ARIR A AR S,

LR WX EHEFTENERIESRSGS T35, TAL LA ARL 5
G9R8 Wl 3 . RIRARF H T WAL S, s RIERRE.

TR A, K FEHAB 69 W EIRE T A 4o LR 7 ik FA645] T 69 &%
& TVAR T I Bk ik b P a2 B AR S, LEAN e a9 4t
T VAR Bk 7 ik e P 6 ik B AR 2L, AR R ILAEAR T AR Bk 2k
B H e A 4G, S REAR,

T &N AL B F A P e dE R S B AT, HANE 7, AR Rk
B P #4932 IR 525 600 .35

T 601, A THMCR A ME&R& 695 KR

FRAT A AT 602, A Tt BT 601 32003 6945 4 SR L HATIRAT, A&
PRIZEE B AR TG R EAT B

fd, AERZET O AL 1 FrEA.

HEA REL 603, AT A RARBMEM A RET 602 & KG9 AREAE B4R
EARI;

ANEAF R BAR S E] ERRERIRI G, 7T B AL B EAZ R AR
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AT, HEAREA 603 EARMBI EHEHFHR = Bk, @ik E
Wik o A R XRG4S 7 Bk P &% &3 iz AR IR L AT 32, B 52 TR AL )
T, H R A R 603 TTARIESE K IR XG4 L SR A A EARKTE 4 5
1% Wb 50 R A AT RO R A R AF IR = Bk P a9l REAME, 6508, Bk
BRI T HEFT L FEAEA B TR G, A FREAEF0L S, 24
IR 525 600 IR 12 55 LRI, 2 FIBT 55 LRI 37 M) 692 F 2 3k ik W 3k
(PTiBid 45 R 4RI T 69 B 49 1P ka2 ), B4, N EAREA 603 THE
—ANEH Ak W AEEY http SR, T EAN LR ARMRL, FHERZEL PR
AR X E A T EESE A, ER NEX S EFERBZARIRILE, ¥
BRERX AL P R LRI B 692 8% Rk, W3R A &
B0 603 TTHAFHZE KT G KN EAEIRE H IR F @A EegfE, Eid K
BARGEFMB|ZARRIE, FZARRILIADE ELAEREEL R B8 64K
6.

TR, BT Rk = Bk e KERE A A & SUag A 5UE,
HERAERET 603 FAEFETHER_EMKE, BEARMI LHEEE —E
Mk, APRIERRIR L AL = E A B 71547,

—ay, BEBIRSE 600 T % & MELRE& I, HEAERET
603 L T ARSI P 4B A _EiK P &R 49 AFIR, o 9% B AR & 6 AR RS
A e B EE Bk

KRBT 604, B THHEA KL 603 & R4 FERIR L L E 4 F ik WLk
&

& b AR &5 RARRIGE T — B W& H &, K FEH T 604 7 A48
it =B W A R R AR TR ) 1 R AR

F bR W 2835 & 2 IR F AT s P RIL T RAF B IR S B i858 049%&-, WA
H 2T 604 A IZIAAIR L T Rk M 443k & (BA 458 o fe e M 4&3% &,
o8 MR L), L AR S ARIR LR £ g M&E .

I BB 425 600 TT VA& SSP IR 425,

Wy T, AR B 524640 T A R IR 4 2B A A TR A9 TR R IR L B4 R AR
ZEMk, MG T A AL o L, RE LRAFR AWK A
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A KK BB PIT 38 7 09 4R AT 12 AR IR L BT 48 R 69 &L 32, PR 44K & Fods ) IR 4
RABELIEEL T E LD RIELIR T TR IAEFRRIRI A T AL TAE, A
% W Bk & 4 T @ e AR TR R, R T RIBEH L AR BB R S .

F 2L 692, AR T 64 45 B IR 435 5T vA e B3R 5 ik 5256 0] T 6935 B IR
%%, TOATEIER T FFaO T HERBARFTE, 5Ny
BT LAARIE L3k Fr ik 524600 P 89 ik AR 52 3L, HEAR R HLAE AR T AR iR 5
AT AAR KR, A REHA,

BT BAR B A BARA R TTAFHIT 123, ARG 5 R Fafd, Likfhid
49 A G, B AR UG BAK AR AR, T AR R IR T ik e F o4 5t B it A,
FERARFIR,

BB A 23660 F , FLIZEEMRE], FIBENA%, L7
., TR AT e X EH, Blde, A EFTIEEGE B 2L TR M
49, Blde, TR TEGX] 5, R —FEHE R4, FREI TR 5
sheg R F K., Blde B AL AREB T AEASRETLERE S —NE%, K
— B HFSETT VAL, RAPAT, H—5, TR mRIT648 LM 69458 E
BARLRBFEBETURBL— g0, FFREHE 2B EHE,
AR B, PR E T X,

FIT iR AR ) 4 B 314 DL 89 2 LT A R KA T A R R B E 45T 69, A
B AR TG TARRFE LT ARRYEES, BT M F—A M, XH
AT AGH B S A28 50 E ., 5T DRI 5 1R 64 F Bk 45 5 P 4930 5 A 431
Bk IR S0 H B 49,

FI, BEAREPEAFHRGIF G EDREATAERE—NLELTF,
AT AR BN B IR GIE, LT VARANARFANA LETERE—NET
T, kit B ARG TUBR T VAR R B 09 T X 2B, AT A KR S04 2 48 32 049
7 X EI.

FIf i 52 AR 04 S 704 ROA S A 2 688 L 69 T X R ILFFAE ik 55 6 7= o bl 8
RALR BF, T VA E— A AT AR T . R TXAR B, KL
BR 89 3R T E AR EREFVATIH BARM S Tk oREZRARAFT L4
R RAE T VAVAIKAR 7 b6 7 KARIL 2k, 23+ BHUERAE 7= o0 -0k — AN %
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NRF > LFEE TSR AT — & FARE CTARN AT, REF,
A WAEREF ) BITRE P EAN FHPIPTE T AR 0T, Mk
AN Q38 U R, B, Rit 445 (ROM, Read-Only Memory ).
LGB A4% %5 (RAM, Random Access Memory ). BBk 3R 4 2 5 & FF 7T vA
AR RAB AT

VA b3t KR AR BT SR A 0 — AR IR L B R BAR KRG AT T @, &
T AARIR GG — AR, ARIEARL I E5640) 69 S48, £ EAREH 7 X EF A
SRE LA AR, mE, KL PR B R IR A S A I 6 PR
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# £ R
1. —FR XL F ik, BFEAET, 6%
B, — W A% N R IR
5

St AR g R RS HATIAE R EL, &R, M),
¥

H Pk 4 B AR I F K B [ ) R 3 R e il 89 B335,
10

S R, VAR TR B W 45X GG iR A R AR AR

25

755 IR
S HREAT ., AR M= Bk
Frat g,

= i\\)
5%

1% 45
“r 123> &‘t
BT B = W 441% B-1R ) 8 AR AR T, PTR IRR IR TP 45 7 AT i 45 K 4R

2. BB AER 1 FFReyF ik, R4 a T,
15

B PSR PR = B 55 o 6900 K AA T4 7 0 B P AL AHR it
e LRV S L CT

4R

3 MPLS #7%
P ik ize o5 (A 9 B3P R . MPLS #r%

HE, KAWL IPSec 3

3. MRIERFER 1R 2R F R, L5 mEET,

HiB F B w HE W GRE
B ik R 3k 4 5 — W 4545 - BLAK
BT 5 Prik 5 = AR B3 S AR PW R K A 5 — K9k &,
4, RIBBAER 1 23— R 5%, EHEET,
20 B iR %k BT 3R LR RSB AT AL B EAR
HEFE TR AR, R, EEIFEARIRI, RAPTEARKIRLIAT
R T RAH,
25 RT3

5. HRIBRFEER 1 £ 3E—RFEE F ik, L4 iT,

P R P R 5 K AR LA LIRS N B3 E Aol sy IR 9N B R 09
JE P i 4% K AR I 35 4 P i 4% & AR 89 4R L d% 442 8 PCT
6. —FFIM LT F ik, HAFEAET, &5
W 2515 &S K AR

St AR g R RS HATIAE R EL, &R, M),
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KA R MK EZBEM LG, RELEHIRS S AR,
FEMPT A 25 H) IR 5 2518 ) 049 R R AR, PT iR R R AR S 35 47 AT i 45 8 4R L

BIRENE &, B3 EA R BNk
ARIE TR 4F 2k — B Sk o 69 0h R R BUA P48 = 69 484, 3t AT R R L ikt

a3,

7. RIBRFNEK 6 ka7 ik, HHELET,
FIT iR 5 BT 3 R R AR I B AT AL 32 B
HBIRE TR REIRT, R, BHEAMRARRL, KRBT LARBILA

RIAE

8. MIBRAIZR 6K TR F %, LML T,

PIT ik & 3% 4 ) IR 45 25 AL 32 8 5 R AT €L.4%:

FE PR 5 AR 45 7 PR W) 4518 &- 49 AR

9. —FIR A Tk, HAFIEET.

P ARG B3R B W LR & 005 KR

S B iR % R ARSI ATREAT, & R PTR 4 R AR L6 AR R &

& RARBIT R REAT O RERIRI, TR ARRIRI T EA ok —EWik,

AR AL 32 P SR R R T8 R 23X B AR I T i 45 2k — B Sk W 69 0L R K R AE 48

T RAE, AT AR IR L AL
BT i IR R AR KK 35 45 PR P 4598 %

10, HRABEARAF)ZR O Tk ey ik, HHHFMEET,

I3 % 2K AR I 35 A 4 22 TR R R AR TG W 4494 & 64 AT IR

P R ARSI 45 4 4 22T R AR AR TG P R & 69 AR R,

11. —FR%&EE, EHEEeT, 0

BT, B TEREE AR

AAREE, A TP B TR 69 45 R IR ATA A R AL
HELFEET, AT LR AETRE T TELE R A REE, A7

AR R R EiRsE I A B R ik sk M BHE R AR M4k

&, DMERTR B = W Ak &5 BT iR 55 K AR TS R A ds I IR - S AL 5
P iR 30 LR ) TP iR 5 = W 44X B3R ) 69 R IR I, PP RAIR
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PTG REAT G, AR k= Bk,

A2 2, B TR PR AR LA 2R = Bk 69 A KR RUMAFT 38 7
G, ATPTE RAIR X ATA R,

12, BIEARFZR 11 Prik ey W &% &, L a T,

B R 2R AR LR EHEGRBEEANEHE LKA S
W AT 4 4% MPLS 4745,

ik $t 8 R % B U AT R L /L B3 ERsB B BHE LKA
MPLS #74, 8 B # W30 GRE #H35., KA KRl 2L IPSec
HE,

13, ARABAANZR 11 K 12 ATk ey MLk &, L4 eT,

Prik 3t 2 A 2 R A BRE LG ik 8 = AR & 2 69 h 4 PW [£38, &
Pk 8 — P 448 & AR 4T K R AR A B3 R ARt sk B S B R 94 A
R,

14, BRIEBFER 11 £ 13FE—RITR G NEEE, EFEET,

B i 4k 32 %2 70Ut BT i R AR L AT 09 /L 2 BLR O

HBIRE TR REIRL, X, BHEMEARRL, KRBT EARBIA
RIRE

15. —FF M4, LHFmEEeT, o

BT, B TEREE AR

AAREE, R TXATiE 4R RS HAT AR TR

HELFEET, AF LR AELRE T LEuLE R A R, A7
L EE s S-S P Y=y I S e ) € L

PIT 3 3 UL ) T AT iR 3 ) IR £ 23 38 1) 4 TR R L, BT TR &R L
T IE AT AE K IR AT G, AR EA SR BNk,

A2 2, B TR PR AR LA 2R = Bk 69 A KR RUMAFT 38 7
G, ATPTE RAIR X ATA R,

16. HIBAA)ZR 15 PTik oy M 4k &, LRI E T,

B i 4k 32 %2 70Ut BT i R AR L AT 09 /L 2 BLR O

HBIRE TR REIRL, X, BHEMEARRL, KRBT EARBIA
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DY
RIAE
17. —Fr44R4 %, L4FEAET, i
BB, A FHEICR A M&RE 695 LR
FEAT A AR, A TP B U B 69 P iR 5% B AR AT RRAT, A
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