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(57) Abstract: A network device operable to receive and forward
communications over a network through at least a tirst network con-
nection and a second network connection. The network device in-
cludes a bypass module having a first device network connection and
a second device network connection. A controller is operative to re-
ceive control signals originating external to the network device, and
to selectively switch switching elements of the bypass module
between a bypass state and a connected state based on the received
control signals. The first network connection and the second network
connection in communication with the first device network connec-
tion and the second device network connection in the connected
state. The first network connection and the second network connec-
tion in communication with each other establishing a bypass commu-
nication path in the bypass state.
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A Network Device Mounting Rail for Connecting Removable Modules

CROSS REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to and all benefits accruing from United States
Provisional Patent Application 61/733,634 filed in the United States Patent and
Trademark Office on December 5, 2012.

FIELD OF THE INVENTION
[0002] This invention relates to network devices for connecting to a network, such as an
Ethernet network. In particular, the invention relates to network devices that connect to

the network and provide network interconnection.
BACKGROUND

[0003] Network devices provide an important role in receiving and forwarding data
packets on a network. Depending upon their role in the network, when in a connected
state, devices may be operative to provide a network support function by receiving and

forwarding data packets intended for other devices on the network.

[0004] In the event of a device failure, the network support function will no longer be
operative. Depending upon the network topology employed, failure of a network device

may disrupt network traffic for other still functioning devices on the network.

[0005] To overcome this limitation, network devices may be provided with a passive
bypass mechanism that acts to transition from the connected state to a bypass state by
physically disconnecting a failed network device from the network, and physically
engaging a bypass circuit to allow network traffic to travel past the failed network device

through the network.

[0006] Typically, these passive bypass mechanisms are operative to disconnect the failed
network device when at least one of one or more pre-determined fault conditions affects
operation of the device, such as a power failure to the device, or a fault in the device

processing operations allows a bypass watchdog timer within the device to time out.
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[0007] Depending upon the fault condition, it may be not be possible to re-connect the
device without at least physically depowering and subsequently powering the device to
initiate a system reboot. If the initial fault condition is attributable to something other
than a simple loss of power to the device, it may result that the fault condition returns and
the device continually triggers the bypass when the reboot is initiated. In such cases, the
ability to troubleshoot the fault condition may be compromised as the device is physically

disconnected from the network.

[0008] In some circumstances a particular fault or may render it expedient to enforce a
bypass state on the network device, though the operational conditions of the network
device do not meet the pre-determined fault conditions. Since the passive bypass
mechanism only enables a bypass when the pre-determined fault condition affects
operation of the device, it will not be possible to enforce the bypass state and the network

device will remain physically connected to the network.

[0009] In applications where a network device may be physically difficult to reach, or is
located in a physically hazardous or distant location, it would be particularly useful to be

able to choose whether to engage or disengage a bypass state.

SUMMARY

[0010] Inan embodiment a network device is provided. The network device operable to
receive and forward communications over a network through at least a first network
connection and a second network connection. The network device including a bypass
module comprising;: a first device network connection and a second device network
connection; switching elements operable to switch between a connected state and a
bypass state, wherein the first network connection is in direct communication with the
first device network connection and the second network connection is in direct
communcation with the second device network connection in the connected state, and
wherein the first network connection is in direct communication with the second network
connection in the bypass state state; and, a controller operative to receive control signals

originating external to the network device, and to selectively switch the switching
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elements between the bypass state and the connected state based on the received control

signals.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Figure 1 is an implementation of a network device.

[0012] Figure 2a illustrates an implementation of a bypass module of a network device

1n a connected state.

[0013] Figure 2b illustrates an implementation of a bypass module of a network device in

a bypass state.

[0014] Figure 3 illustrates an alternative implementation of a bypass module of a network

device in a bypass state.

[0015] Figure 4 illustrates an exemplary controller for a bypass module of a network

device.
DETAILED DESCRIPTION

[0016] Referring to Figure 1, a network device 10 is connected to a first network
connection 11 and a second network connection 12. In the implementation of Figure 1,
network device 10 provides a network support function to receive and forward data
packets travelling along the first network connection 11 and the second network
connection 12. As will be appreciated, more than two network connections may be

provided depending upon the applicable functionality of the network device 10.

[0017] A bypass module 15 is situated between the physical connection of the first
network connection 11 to a first device network connection 13, and the second network
connection 12 to a second device network connection 14 to enable operation in either a

connected state or a bypass state.

[0018] In the connected state, the first device network connection 13 and the second

device network connection 14 of the network device 10 are connected to, and in
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communication with, the first network connection 11 and the second network connection
12 respectively. The first network connection 11 and the second network connection 12
are disconnected in the bypass state, relying upon the network device 10 to receive and

forward communications intended for transmission about the network.

[0019] In the bypass state the first device network connection 13 and the second device
network connection 14 of the network device 10 are disconnected from, the first network
connection 11 and the second network connection 12 respectively. The first network
connection 11 and the second network connection 12 are directly connected with one
another, enabling transmission of communications about the network to bypass the

network device 10.

[0020] In some implementations the bypass module 15 may be further operative to
provide an isolation function to electrically isolate the incoming network connections 11,
12 from the network device 10. In an implementation the bypass module 15 may be
further operative to provide the isolation function when the module 15 is in either a

connected state or a bypass state.

[0021] The network device 10 may be further operative to direct additional network
traffic received through other communication ports to the network through the first
network connection 11 and the second network connection 12. For instance, where
network device 10 comprises a router, the network device 10 may be connected to one or
more computing devices, and provide network connectivity to those devices as is known
in the art. Since this application deals specifically with a bypass state, in which the
network device 10 is disconnected from the network, further details regarding possible
processing and communications forwarding operability of the network device 10 are not

discussed.

[0022] Referring to Figure 2a, a simplified illustration of an embodiment of a bypass
module 15 in a connected state is illustrated. In the implementation of Figure 2, the first
network connection 11 and the second network connection 12 may be represented by a

first conductor pair 20 and a second conductor pair 25. Similarly, the first device network
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connection 13 and the second device network connection 14 are represented by a first
device conductor pair 30 and second device conductor pair 25. The first device conductor
pair 30 and second device conductor pair 25 are illustrated as being electrically isolated
from the switching elements 40 by isolating elements 45, such as the isolation
transformers indicated in Figure 2. While only two conductor pairs 30, 35 are illustrated,
it is intended that all conductors of the first device conductor pair 30 and the second
device conductor pair 25 would similarly be isolated where an isolation element is

included in the implementation of the bypass module.

[0023] As will be appreciated, typical network connections 11, 12 and device network
connections 13, 14 may comprise a plurality of conductor pairs, for instance as an
Ethernet connection, however it is understood that functionality described for the first
conductor pair 20 and the second conductor pair 25 may be repeated for additional

conductor pairs as may be applicable for different network modalities.

[0024] When using the term "network connection" in this application, the applicant is
referring to each collection of conductor pairs corresponding to that network connection.
Accordingly, network connection 11 and conductor pair 20 are referring to the same

entity.

[0025] The bypass module 15 receives the first conductor pair 20 and the second
conductor pair 25, and the first device conductor pair 30 and the second device conductor
pair 35, and controller 17 is operative to selectively set switching elements 40 between a
connected state and a bypass state based on received control signals originating external

to the network device 10.

[0026] In an implementation the controller is powered by an independent power source
from the network device 10. In an aspect, the independent power source is a hot-
swappable power source. In an implementation the controller 17 is a hot-swappable
power controller for controlling power to the switching elements 40 in the bypass module

15. In an aspect the switching elements 40 comprise relays.
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[0027] In the connected state, the first conductor pair 20 is in operative communication
with the first device conductor pair 30, and the second conductor pair 25 is in operative
communication with the second device conductor pair 35. The first device conductor pair

30 1s disconnected from the second conductor pair 25 in the connected state.

[0028] Referring to Figure 2b, in the bypass state a first conductor of the first conductor
pair 20 1s in operable communication with a corresponding first conductor of the second
conductor pair 25, and a second conductor of the first conductor pair 20 is in operable
communication with a corresponding second conductor of the second conductor pair 25,
forming a bypass path for network traffic. In the implementation of Figure 2b, the first
device conductor pair 30 and the second device conductor pair 35 are further
disconnected from the first conductor pair 20 and the second conductor pair 25 in the
bypass state, such that network traffic bypasses the network device 10 through the bypass
path.

[0029] In an implementation the switching elements 40 provide operable communication
between the first conductor pair 20 and the second conductor pair 25 in the bypass state
with a sufficiently low insertion loss that a network connection speed trough the bypass
path is at or near the speed of the network connections 11, 12. In an aspect, the bypass

path can sustain Gigabit Ethernet traffic and speeds.

[0030] In an implementation the controller 17 is operatively connected to at least one of
the network connections 11, 12 to receive control signals communicated over the network
to enable the bypass state when the bypass module 15 is in the connected state, or to lift

the bypass state and return the bypass module 15 to the connected state.

[0031] In an implementation the controller 17 is operatively connected to a separate
communication port to receive control signals communicated through the communication

port, and not directly through either of the network connections 11, 12.

[0032] Inan implementation the bypass module 15 includes both with a passive bypass

mechanism and an override bypass mechanism. The passive bypass mechanism operative



WO 2014/087379 PCT/IB2013/060685

to switch the switching elements 40 to the bypass state from the connected state in
response to a pre-determined fault condition of the network device 10. The pre-
determined fault condition may comprise, for instance, a power condition of the network
device 10 or an operational condition of a processing element of the network device 10.
In an aspect a watchdog timer is periodically reset by the processing element. Failure to
reset the watchdog timer leads to a timeout condition which comprises a pre-determined

fault condition.

[0033] In an aspect, the controller is operative to provide both the passive bypass

mechanism and the override bypass mechanism.

[0034] In an implementation, the controller 17 is operative to generate a state output that
indicates the current state of the bypass mechanism. In an aspect, the bypass module 15 is
operative to communicate the state output external to the network device 10. In an aspect,
the bypass module 15 is operative to communicate the state output using the
communication channel used to receive the control signals. Accordingly, in this aspect,
the bypass module 15 provides feedback regarding its current bypass state. A user on the
network receiving the state output can trouble shoot the network device 10, and direct the
bypass module 15 to either enforce a bypass state or set a connected state based upon the

current state output.

[0035] In an aspect, the passive bypass mechanism comprises circuit logic operable to
switch the switching elements to the bypass state when the network device 10 1s
unpowered or when a fault in the device 10 processing operations allows a bypass
watchdog timer within the device 10 to time out. In the aspect, the controller is
independently powered and operative to override the circuit logic upon receiving an
override command. The override may comprise entering the bypass state when the circuit
logic 1s switched to the connected state, or the override may comprise entering the

connected state when the circuit logic is switched to the bypass state.

[0036] Referring to Figure 3, in an alternate implementation shown in the bypass state,

switching elements 40 connect the first conductor of the first conductor pair 20 with the
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corresponding first conductor of the second conductor pair 25, and the second conductor
of the first conductor pair 20 with the corresponding second conductor of the second
conductor pair 25, to form the bypass path, and disconnect the bypass path in the
connected state, but do not further disconnect the conductor pairs from the isolation

elements 45 in the bypass state.

[0037] Referring to Figure 4, an exemplary implementation of a controller 17 comprising
a power controller, operable to receive a bypass control signal as an input 50 and to
change a condition of output 50 to transition between the connected state and the bypass
state 1s 1llustrated. In the implementation of Figure 4, the controller 17 is operable to lift a
bypass state based upon a control signal received through input 50. Based upon the
received control signal, and depending upon the arrangement of the circuit logic, the
controller 17 is operative to set a state of the output 55 to a voltage level corresponding to

either the connected state or the bypass state of the switching elements 40.

[0038] For instance, where switching elements 40 are operable to switch to a bypass state
on power down, a connected state control signal directing the controller 17 to lifta
bypass state and engage a connected state would cause the controller 17 to force the
output 55 to HIGH to switch the switching elements 40 from the bypass state to the
connected state, or enforce the connected state if that was the pre-existing state at the

time of receiving the connected state control signal.

[0039] Conversely, a bypass control signal directing the controller 17 to engage the
bypass state would cause the controller 17 to force the output 55 to LOW to switch the
switching elements 40 from the connected state to the bypass state, or enforce the bypass
state if that was the pre-existing state at the time of receiving the bypass state control

signal.

[0040] The implementation of the controller 17 in Figure 4 further includes a state output
58 that provides an indication of the current state based upon whether the output 55 is in
a HIGH or a LOW condition. In the arrangement illustrated in Figure 4, state output 58
is operative to output a LOW signal when the output 55 is HIGH and the switching

-8-
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element 40 is in a connected state. As will be appreciated, the condition of state output
58 is by way of example and other conditions evident to a person of skill in the art are
contemplated. For instance, the state output 58 could be operative to produce the opposite
output from that depicted, a HIGH signal when the output 55 is high and a LOW signal
when the output 55 is LOW. In the implementation, the bypass module 15 is operative to

communicate state output 58 external to the network device 10.

[0041] Various embodiments of the present invention having been thus described in
detail by way of example, it will be apparent to those skilled in the art that variations and
modifications can be made without departing from the invention. The invention includes

all such variations and modifications as fall within the scope of the appended claims.
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WE CLAIM:

1. A network device operable to receive and forward communications over a
network through at least a first network connection and a second network connection, the
network device including a bypass module comprising:

a first device network connection and a second device network connection;

switching elements operable to switch between a connected state and a bypass
state, wherein the first network connection 1s in direct communication with the first
device network connection and the second network connection is in direct communcation
with the second device network connection in the connected state, and wherein the first
network connection is in direct communication with the second network connection in
the bypass state state; and,

a controller operative to receive control signals originating external to the network
device, and to selectively switch the switching elements between the bypass state and the

connected state based on the received control signals.

2. The network device of claim 1 further comprising isolating elements for
electrically isolating the first device network connection and the second device network

connection from the switching elements.

3. The network device of claim 1 wherein the controller is operative to receive the
control signals as communications received over at least one of the first network

connection and the second network connection.

4. The network device of claim 1 wherein the controller is operative to receive the
control signals through a communication port separate from the first network connection

and the second network connection.

S. The network device of claim 1 further comprising a bypass module power source
independent from a power source of the network device, the bypass module power source

for supplying power to at least the controller and the switching elements.
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6. The network device of claim 5 wherein the bypass module power source

comprises a hot-swappable power source.

7. The network device of claim 1 wherein the wherein the first device network
connection and the second device network connection are disconnected by the switching

elements in the bypass state.

8. The network device of claim 1 wherein the switching elements comprise relays.

9. The network device of claim 1 further comprising:

a passive bypass mechansim operable to switch the switching elements from the
connected state to the bypass state in response to at least one pre-determined fault
condition of the network device;

wherein the controller is operative to provide an override bypass mechanism that

overrides the passive bypass mechanism based upon the received control signals.

10. The network device of claim 9 wherein the controller is operative to provide both

the passive bypass mechanism and the override bypass mechanism.
11. The network device of claim 1 wherein the controller is further operative to
generate a state output of the switching elements that indicates whether the bypass

module is in a connected state or a bypass state.

12. The network device of claim 1 wherein the bypass module is operative to

communicate the state output external to the network device.
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