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sl o
)

N

Ir

1
lolth. Z, 471 o] melz WAE AAAE Aol U ¥4 A, APE)S AFon BA

o jo e 2 U

)

(Avaliable Definition)S 2j®sltx, =L A}

Chaining) S Zroldl &, 1 A3E AFE XH @

a9 3 R F47)(140)= 7] EEARET AT VIxEte] &, AME AR 2 ERYE 220
Aol AolHe &4 F AT WHolE A¥sta, 1 Yol gk T4 yteAds #AS. oldf, AFE 4
71(140) &= ZHWAE EAAZ WH o7 A (store) AE WHEAo| AL, &7 (branch) AIE WHQl 45 T4
7Veds Ak, 1 A AT vxste] PR AR ERS. o, $¥E #47]= SE(Strongly
Exploitable), E(Exploitable), PE(Probably Exploitable), NE(Not Exploitable) 2 $1¥ %9 WAE EF3v}h

olglg A= £A471(140)0] td GAF A2 = 28 =z

E 2w e o AAde] mE PR TV AXE] A 5%, & 3E & 20 BAE AH 245
o] AlF TS Adwslry] 93 EEE, = 45 2 W] o AAjo o] wE Reaching Definition®} Avaliable
Definition® AWat7] 918 A=, & 55 & wieo] o Ao wf

£ Reaching Definition, Avaliable
Definition, Menory Avaliable Definition®] &AL AWstr] 3 W, & 62 B 2o o AAdo] weE

APE 7o V=S AWshy] fd =woln

=28 Fxshd, & el o AAdel w

2 T 44 2A5(142), olx=ZRoHE XJIE
(Exploitable Point) #41%-(144), 91¥d% 45 (146)E > g3ict),

AA BAF(142) = 4 U129 vloly ] (binary) o] A8S T3 HRAE A (taint analysis)S F3slod, 4
71 mpoly el st A Al(crash)E HAAIZ HHAE Zhzto] o)) J&S W BE WHAE AH BA4%

(6]
b, oolu), AFH BEAXR(142)= wvlolyy] ZE1WE Reaching Definition, Avaliable Definition, Menory
Avaliable Definition®] 3©A|e] AF# AL S8z},
wEbd, AE BAE(142) &= 39 E=AlE wle} o] #]A-dZ(Reaching Definition) 4R E(142a), A&
7}5 -t = (Avaliable Definition) ® AR E(142b), wWxe AF7FsA -l (Memory Avaliable Definition)
BEARE(142¢)S E3H3HT).

o

ic
oM

-t BARE(420) 2ANES BN Gl Bl RUARE

et

A,



[0062]

[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

[0070]
[0071]

[0072]

[0073]

[0074]

[0075]

[0076]

ZIHSd 10-2019-0078546

A

Reaching-Definition &4 WM4E Aosh= Wyt ofu7HA] &S = & A7k F oA = fﬂb
71 Lol Aol EH ot} Reaching-Definition ¥42] =rdde 2HE AEA 7§’L°}—‘E o] 9
ol o] EH4& FH] A= F el " gendt killel Badtrh. [ gend | basic blockell A
AAAHE AFA AFoshs gaole mdoln, HF kill 31E basic blockollA AHeol¥ A 2EE Holst
T OE B wyole Belolm olu 22 basic blockUlolA T HAAAHE HostE WHo7F oW &
& Ao wet seEEAE VIeor ALET. 3 ind dAZHE AAEs W@l FollA T basic
block®] HolES Fdst7] Al&sts AH7MA o WEojdl o8 dFS vA @il =

M, J% out ' basic block®] HWHEE BF FT AA/A =g 7al o] 14l

N

oltt. 3 in
T oute Tol7] YsiAE= Zb basic blockd H-E basic block®] 3 outS o2 Z7|3}etar ofg 34 1S

WEd o A g

(4544 1]

Transfer function: Fy (z) =gengl (x— kill )
out (B) = Fy(in(B))

Equation ;
¢ in (‘B) - “JQE Predecessor ':B}'Ou‘t(Q-)

| F_(x)=genzyU (x—kill,)
o] 714], B basic block, out (B) = HAg out, IB"I‘] = Agsen, 8 . geng -
g ouga, B L oag g gua 5 g
84 13 #o] Reaching Definition= WEeho} WAAOoR Y|vto g wEofxl 24 dudFd - Aot
o714 kille 7 Wedojnlth mgsE geadolrh. e £84 19 £HS AZE] Aol 74 FHofel o
& A kille] AREE o] Slojof drh. kARt mleldelE videz o] R kills 7+ wjell= wxajo] wst
of melsior & Abgel itk wlolUgelME MEE F2E W AA2EE D PgHeR HIsdA
B AR APHow Pog,
Mg 7Fs-EIE BARE(1420) 2 AUAES BN FHol 5] A s (available) S AT

Avaliable Definition #2412 Reaching definition® FAFSFY, & ind outS 3171 falAdE= ZF basic
block®] HX basic blockd 3 outS Uuniverse® Z27|3}8}ar, ofg] 4=8}2 28 witExog A g3c),

454 2]

out(B)= Fa(in(B)), in(B)= N Q crream)out(Q)

Avaliable Definition #2312 Reaching definition #4jo|A v|E A2Fx}(meet operator)® ARSI T3
2, (NS o] &3t Ing A Hrt.

218k Avaliable Definition w21l wha} HukzQl 24 A= 9% dolgrt a2l A2 #Aglel
galatA AaEeEA g1Ed 4 Q.

Reaching-Definition®} Avaliable Definitionol] thall = 4¢] dA|S Fxste] Awslr|2 sho}.

=
(

b oo

b

= 49 (a)9 HZE=ZE CFGE =4 (b)) ¢ 25 4 gtk. (b)ol thall Reaching Definitions 33k (c)oF 2
< F Uk (0)F Fxshd, 39 wo]z BS54 %—’F b7} null 2 MZF gtol A=A, Exit #o]z &
Sl A= 29} 39 Hlo]F EF9 oute] #FEFE AFUF neZ S0 A Hrt. =, 194 AH by Art
Exit #lo]d EZo % fasitta BA @t

A1
e

o

2

M

gol7t w9 b

flo

w2} 4], Reaching-Definition HA1L 289 pathol| wa} Fashx &
7 & 5 .

(b)oll W3l Available definitions 38t (d)9} S 4 Uth. Reaching definition¥= HHZ Exit Wo]
A BEelA 29k 39 Ho]A EF] outs wIFCR Ing IA ®vh. webA pathel Aegle]l W
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[0085]

[0086]
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o
EI

(explicit)d ®loJEle] Muinbs wW7] we] & @A ¥ %2 ¢5o s & ¢ A & & + v

WEE ARETEsAd-dE BAREE(1420)2 HIRYE dAAEEHAE B killsd, Elf“—fﬂE —E‘— A RE(142a) 3
e TFSA-EE BRARE(1420) S wWEee] talA killdA fonz | wme killd Best gtk ol
wi2g AAgrbsA-dE B R E(1420)2 RS dAAHAY B killd),

Available Definition A= disidnt killS A Bd. F M dAA=E7} e wweg 338 7)
EAE v gAZEHo7] el MR kill & geth. olRA kill FA &2 dAZHE Fo #4

oS 2 4 qlrh. SHAINE Memory Available Deflnltlon% AA2E7 MRy E 72l A
£ 7HE7)= dAA A B kill grh. A AFE X" F e dAA~HIE 8}%4 HEe 3
shte] HxX2HE T3l L wRe T3] MEE S & BF, the dALH ©g kill A Fk.

4}2:3) Reaching-Definition, Avaliable Definition, Memory Avaliable Definition Z}Zte] E4 & = 50 EA

2 4
o
Y
pﬁ
.1
N g
S |
-
o
=
o
5
Qé
mR
:z
o
oy,
<(
ol
i
)

TS
A = —Erf—rfﬁﬂr. oldf, {Fx %*41‘%(146)% T 6o A" 7
E(Exploitable), PE(Probably Exploitable), NE(Not Exploitable)® YL wAE EFIrr. 7] A9

WEoles ¥ agE Ay HHAE 77 e dAAHY s BAs Y 558 WA ¢ A7 o
ol AloldS &4 4 Juh. e oju] AlojdS &7IHE 54 2 (Target Address)”} Crash Point ZFF <3
& Wtk ST Crashe 4 7Fssttta & 5 ok, o714, I #Al EAEE CrashE FEA17] HHE &
ojm] g '}F Utk 2EL A AG HHEoE AR AT PHoE T dE dALHY ds MAE =
SAA T, 9] Return T4 IAT(Import Address Table), EAT(Export Address Table)oﬂ J= g9 T4 5
=1 @_733}04 AAAE &4 F Atk odd 34 7HsdE 7 WEoles ofy & 13 25 & k.

|

S

[3E 1]

AolH ol57ts Aojd ols7ts
2310 A 930l 57
StA S
aT=a2
Branch A& =7
427
Store A4 AEO]

TARCR, AP FAF(146)v 2239 AdAS &4 F AE YHo7F &7 (branch) AE HHojolx
7] Al WEole] 54 FA(Target Address)7t FAIE HAAR HHoAR2FE F3s o2 49, fd 2
YAIE T4 7test Ao AAgg. ou, YT EAF(146)F dld WHo7 EEXHE 7|zt A
B 27 AE HHEAd 49, AEEE E(exploitable) ©AIZ ®F35kaL, 3 Hol7} A} g7t5Ald 7] %23
285 27] Ad EEoR =

3
ol 49 /¥ == SE(Strongly Exploitable) ©AIZ E7F3H
A

T3, AdE BAR(146)E T2 AodES &4 § A= WHIF A |8 HHojolx, A AE W
gojo] A4 vlolEE JH dA2H Ee AT WEE YRV ZYAIE AT HHAZRY JFS B
2 A5, dld AHAE T4 JHedt Aom AAg, ou), 3dE EARE(146)= Y HHAU EEXEE
o 71Z38Fe] AldEE A AY HuEolel A9, FEE E(exploitable) 3= PE(probably exploitable)d]
AR R, dld "WHA7E AFRTESAg Zixste AR A AE PHodd F9 AFYEE SE(Strongly



[0087]

[0089]

[0090]

[0091]

[0092]

[0093]

[0094]

[0095]
[0096]

[0097]

[0098]

[0099]

[0100]

[0101]
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Exploitable) BA% 2RATH =, 995 2AR(1U6)E Fdol7t maAAEe] Fzate] A 4%

wegeloln, A4 A9 whelsl 449 HOEE 7 dAsHDel AU AN Bgelnie
A% wmE AY AL FPele] AgY iwel A AN 3

Fu, A% AL

3
FH 9EFS ¢ H9 AEEE E(exploitable) T

o2
oft b
Mo tlo a2

0%t
N, o
e

14
ol
ot
Lo
2
Oﬁi
i)
=
o
Au)
i

N
N

N
=
X

wo-

A9, 9985 PE(probably exploitable)e] @A EF

2yt A4 wRe] X7 ZAE DN HH o2
3]

TS, Y% $A5(146)= HEol7t ARETEs A V) &ske] A

o A dolHE 71zl dixX =y AFe wme] 9271 A

Y ¥ =E SE(Strongly Exploitable) ©HAIZ &F3H).

9
>
>

3],

%ﬂzj}tﬁ, = Ea 01*“331(110)7} vlolug] Z2 s tzojAlE"ste] 7Aloj2 WESH(S710). &
¥ (binary program)(|ZAd], ARM H}o] gz =

e Zza3(
2aE)E "4’\01"“5a‘(dlsassembllng)O}O# 7] Aol 2 W3ksio)
S7100] FaEH, Y2 AEL(110)7F 7] 71Al 2 FH Aol &5 JARE F53H(S720). o, Ao &
ARE o] AANHE A= 4 dA(S500)94 7 WHEHoJEe] g A Ho] Au7X|1A], T AA A&
o] o= AHRJIAE &3] % Fa AE=2 AMEE 5 QT
@A S7200] FAHWE, FIH A 271(120)7F 7] 71A4E FAo= AEe(S730). olE &9, T
olo] W3] (120)= A7) 7 741013 REIL(Reverse Engineering Intermediate Language)@}+= T3t doj= W3tk
o oolu, Ve Fo] VNAAE F1 A2 WIS AL fusiA B wWH FE %04*1 A A
HYE AT el & H

T Eo], oF 300709 ARM WHol7F 48 S o]lF REIL olgh= F1 o=
slkato] AgS A9 171E =Y & I

Al S7300] W, FA SAT(130)7F o2 FAH|AIE EAYAIZITHS740). o]E &, FUA] AT
(130)+= th<] ELEHME o) 2 WAATZ] 8] Abdel AFE AYA i T2

i ZR2a(AAW, Fuzzer TRl 93] tho] AYANES TAAT. o= gyt

A (Fuzzer)$} 722 AP & 2038 o] &3] A T2 aflle] @ A A (crach)E WA 7|, 1 3

ANES A3 Sy BANF F T4 bsAol dE A% Y AkHel Bt 34 =

o mlo
12
o,
o o
ol
ol
i
o
o
M
o
O
AN
of
S
e
°
=
10
fetl
=)
o
i,
Moy
&
>,
il
=)
N
=2
= J
%
of{
i
N
)
off
oX,

A S7400] FAHH, AHA] YPE F271(140)7F S730 ©HAllA F3F ool W WHolEY, S740 THA
NA AR A AR V) xate] dE AAle] AFEE BATTHETE0). =, AHAl SR E 4171(140)
£ TR Hgd YHE T AYAES BN WHolE A7t o JFS W BE YHE HH
o= FAete] Y AHAIY HAFEE FAS

i
* o
oY
BN
ol
=)
Ho
e}
i
M
1%
N
Ir
&y
Ry
>
it
filo
e
ox
>
™
o,
BN o
2
urt
)
)
-3
=
ol

= | JD}(5804).

WA S8047F Sl E

=)
Ho
e}
ki
M
1%
N
rir
1>
i3
i
o,
ot

Qole] AGE HolHE 717

A S806<] AT, A AE WA FL- 4
(= U= 2 fAokErh(S808) .

A ~E ok AFe e 9 2HE ot
7 S8089] werdnt Age doleE AN elAsEHe A vEe] 99X B JEs wow YPx ¥
A7 8 A AD o7t =8 Aol )xste] AEE WHoIAE Ferh(S810)
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5

=

=

o

)
=)

+od

el 71

A

o

TH(S816).
7H HX =B 9 A%

i

k)
w

#ol7} AL87}

TH(S812).

i

k)
w

Al 58109
=% SE(Strongly Exploitable) ©WAIZ &/

)

E
2]

<
=

YEEE E(exploitable) ©AZ 5

A S8149]

hnl
4
o

[0102]
[0103]

B

s
ok

ol

el
e

gmuﬂo

w =] $1A] Bl

3
=

=
=

3 44 dlole

b
W
B

A S808¢]

!

ol
=

)3

[0104]

12

=
K3

A

F31(S820),

S

3 dme)
2E

& A

L

7HR dA~H EE
TH(S822).

i

k)
w

=

=

o] o] E
71% $1¥ %= PE(probably exploitable)d] ©@AZ

A

WA,
Al S8062]

S8189]

H = Z NE(not exploitable)d] WAZ EF
(S824) .

A

[0105]
[0106]

o} E-A F4(Target Address)

K

‘mo

[0107]

3F}H(S826) .

e
o

il

]
o

el
el

E TAA

7F A A

TH(S828).

i

k)
o

=

cH7] S8262]
o7} =& x| 7]

[0108]

E

]

~
g
U..o

o

bl
™
e

oHA] S8289]

[0109]

t}H(S830) .

i

H =2
T

== E(exploitable) ©AZ
A 58289

)

2]
E

T
=

9

o

[0110]

3F}H(S832) .

=
[€]

7] AG HFol7t g 7

_1:1'_‘
Al S8329] kAT

g

o

E

]

==,

(e

ofell A

¥ =& SE(Strongly

TH(S834) .

i

k)
o

Exploitable) ©HAIZ #F
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e
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a1 g7 glel et
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ki3
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X
Il
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)=}
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110
130

[0115]

-
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"
X

142 :
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R=y V]
I in;
Enfny ou: Qut:
vwoid foolchar= input, int n) ’ T I
{ : =
; i
char bI5): tepe yH Out:1 Qut: 1
strepvlinput, b) : 1 I
ity n':’;l i1
ifln==02 Qut: 1
b=hLILL: \ \:
return . el
3 h=nsl out: 3 In: 1
} / Out: 3
In: 1.3 ==
Exit
Out: 4,3 i
Qut:
(a)
o
b) (e} (d)
EH5

: Reaching Definition Available Definition Memory Available
Definition

Domain Sets of definition Sets of definition Sets of definition

Kill o 22|off CHSHA kil BEX]  ofj22|of CH3lA kin 5 OI2elS 2R A8 X3
23 N 4= B3 kil g

Direction Forward Forward

Main Logic OUT=GEN+{IM-KILL) OUT=GEMN+(IN-KILL)

Transfer function Fa(x)=geng U (x-killg) Fe(x)=gens U (x-kills)

Meet u n

Initialize OUTX) = @ OUT(X) = Uypiverse

Equation out(B)= Fglin{B)) out(B)= Fg(in(B))

in(B)= Aq eprege™Y

in(B)= A q epregyp®t
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Ed6
Erdl HEY Candition Grades

It can control address of
destination, when  using  available SE
definition (Strongly Exploitable)

27 289

It can control address  of
destination, when using reaching E
definition (Exploitable)

It can control both data and
address  of destination, when using S
available definition i

It can control both data and
address of destination, when using £
reaching definition

o=z XMy FHO

It can wontrol only  data, when using PEE )
reaching definition (Probably”Exploitable)
it can control orly address of
destination, when =~ using reaching PE
definition

Not applicable (Not g&f&-loilablej
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