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A METHOD AND A SYSTEM FOR PREVENTING UNAUTHORISED USE OF
COMPUTER PROGRAMS IN ELECTRONIC COMMERCE

Technical field

The present invention relates in a first aspect to a method for preventing
unauthorised use of computer programs downloaded into a computer from a com-
puter network.

A second aspect of the present invention relates to at least one computer
program product for preventing unauthorised use of programs downloaded into a
computer from a computer network.

A third aspect of the present invention relates to a system for preventing
unauthorised use of programs downloaded into a computer from a computer net-
work.

Background art

Pirate-copying of software is carried on to a considerable extent nowa-
days. Pirate-copying entails software being copied and used by more users than
is permitted by the user licence. It is estimated that more that 50% of all software
is pirate-copied in one or more links. This naturally constitutes a major problem for
the software industry.

Currently methods exist for protecting programs from illegal copying by
connecting the program to a data carrier containing an identity or signature that is
unique to the program. In order to function, the program must be able to read and
approve the signature. The software and hardware are supplied to the customer
together with documentation.

A considerable drawback with the known method mentioned above is the
supply route from software manufacturer via printer (documentation), CD-ROM
manufacturer, distributor, retailer to the final customer.

An arrangement is known through WO-97/03398 for protecting software
against use without permission from the copyright owner.

By encrypting the program by means of a key (K1) that is separate from
the key (K2) used for decoding, better protection is obtained against unauthorised
use if the decoding key is kept secret from the user. Even better security is
achieved by encrypting - decoding the communication between the computer in
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which the program is used and the external unit in which the decoding key is
stored. The external unit is also arranged so that the host computer returns the
result from its processing of data received from the host computer, which result is
utilised in the further execution of the program in question.

JP-11-249892 shows a method to be already known for preventing pirate-
copying of software. An empty licence database is automatically produced upon
installation of a program to be distributed. For the purpose of using this program
the licence information registered in a smart card is entered into the database.
The program can only be run if the requisite licence is obtained from the data-
base. The licence information is then registered on the smart card which has a
CPU unit that cannot be physically reproduced. A drawback with this method is
that the user's computer must be connected to the database when the program is
started.

Through the patent US-A-5,919,247 a method is known for distributing
code and data updates to thousands of customers via a network. The software
applications are called “channels” and the client is called a “tuner”. The use of
channels is based on subscription. The end user must subscribe to the channel
before it can be executed. When the end user subscribes to a channel, the appro-
priate code and the data set are downloaded to the local hardware, and once the
channel has been downloaded it can be executed many times without requiring
further access to the network. The channels can be regularly updated by the tuner
and this means that the end user no longer needs to install software-updating
manually. instead these program and data updates occur automatically in the
background.

None of the above-mentioned documents shows a simple and efficient

solution to the problem mentioned above.

Summary of the invention

One object of the present invention is to solve the problems mentioned
above. Another object of the present invention is to provide a secure way of sell-
ing/distributing software in electronic form via the Internet, for instance, and ob-
taining protection against pirate-copying.

In accordance with a first aspect of the present invention a method is pro-
vided for preventing unauthorised use of computer programs downloaded into a
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computer from a computer network. The method comprises the steps of:

e the user identifying himseif to the sales/distribution point via the computer net-
work;

e the sales/distribution point acknowledging the identification via the computer
network;

e the user ordering a program via the computer network;

e the program ordered being downloaded into the user's computer;

e the program, upon execution, reading at least one code stored in a portable
data carrier or in a memory in the user's computer and comparing this at least
one code with a unique code for the program; and

« the program being terminated or one or more program functions in the program
being unusable if the comparison step does not result in agreement between
the codes compared; or

« the program being perfectly usable if the comparison step results in agreement
between the codes compared. The principal advantage with this method is that
it provides a secure way to sell/distribute software in electric form via the Inter-
net, for instance. It also provides protection against pirate-copying.

It is an additional advantage if the method also comprises the steps of:
 downloading a formatting program from a host in the computer network; and

« the formatting program receiving information concerning one or more codes,
and entering these into the data carrier.

An additional advantage in this context is obtained if the formatting pro-
gram is associated with the host via a connection.

In this context it is an advantage if the connection is encrypted.

A further advantage is obtained in this context if the method also com-
prises the steps of:

e the user paying electronically for the program ordered; and

« the formatting program thereafter sending a status message to the host for the
relevant order balance.

in accordance with a second embodiment the method also comprises the
steps of:

e a formatting program accessible on a host in the computer network transmitting
a data set to an encryption program;

« the encryption program encrypting or signing the data set and transmitting the
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result to the formatting program; and
o the formatting program modifying a data-area (A) in a manner unique to the
user, whereby each program is associated with a data-area (A).

In this context it is an advantage if the encryption program is arranged in
the user's computer or in the data carrier, and if the encryption program encrypts
or signs the data set with the aid of the user’s code.

A further advantage is obtained in this context if the step of modifying a
data-area (A) is performed by the formatting program entering the data set and
the signature in the data-area (A).

In this context it is advantageous if, after the step of modifying the data-
area (A), the step is performed of:
 downloading the program with the modified data-area (A) to the user’s com-

puter.

A further advantage is gained in this context if, after the step of download-
ing the program and the modified data-area (A), the step is performed of:

e the program decoding the data-area (A) by means of the user’s code.

In accordance with another embodiment of the method, after the step of
downloading the program and the modified data-area (A), the step is performed
of:

o the program verifying the signature in the data-area (A).

In this context it is advantageous if, after the step of modifying the data-
area (A), the steps are performed of:
¢ downloading the program to the user’s computer;

« downloading the data-area (A) to the data carrier for comparison of whether the
content in the data-area (A) agrees with the user’s code.

A further advantage in this context is obtained if the encryption program is
in communication with the formatting program by means of an encrypted connec-
tion.

In this context it is advantageous if the data-area (A) consists of a data
file.

In accordance with another embodiment of the method the data-area (A)
consists of a part of the program or the whole program.

in this context it is an advantage if the data-area (A) consists of a combi-

nation of the above-mentioned alternatives.



10

15

20

25

30

WO 01/69353 PCT/SE01/00515
5

An additional advantage is obtained in this context if the user’s code con-
sists of a certificate.

In this context it is advantageous if the certificate consists of a pub-
lic/private key.

An additional advantage is obtained in this context if the data carrier con-
sists of a smart card.

In accordance with a further embodiment of the method the data carrier
consists of an “iButton®”.

Another object of the present invention is to provide at least one computer
program product directly downloadable into the internal memory of at least one
digital computer. The at least one computer program product comprises program
code parts for performing the steps in the method in accordance with the present
invention when said at least one product is run on said at least one computer. The
principal advantage with the computer program product(s) in accordance with the
present invention is that it/they provide(s) a secure way of selling/distributing soft-
ware in electric form via the Internet, for instance. It/they also provide(s) protection
against pirate-copying.

Another object of the present invention is to provide a system for prevent-
ing unauthorised use of programs downloaded into a computer from a computer
network. The system comprises a computer network having at least one memory
unit comprising various programs, each program including a code unique to that
particular program. The system also comprises at least one computer, each com-
puter being dedicated a user, and at least one portable data carrier, each data
carrier being dedicated a user. The system also comprises one comparator per
program, whereby a program ordered by a user is downloaded into the user’s
computer and, upon execution of said program, reads the at least one code
stored in the data carrier or in a memory in the user’'s computer, whereupon the
comparator compares this at least one code with the code unique to the program.
The program is terminated or one or more program functions in the program can-
not be used if the comparison does not result in agreement between the codes
compared. On the other hand, the program can be fully utilised if the comparison
results in agreement between the compared codes. The principal advantage with
this system is that it provides a secure way of selling/distributing software in elec-

tronic form via the Internet, for instance. It also provides protection against pirate
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copying.

In this context it is advantageous if each memory unit in the computer net-
work is a host from which a formatting program can be downioaded to the user's
computer, which formatting program receives information about one or more
codes and enters these into the data carrier.

An additional advantage in this context is if the formatting program is as-
sociated with the host via an encrypted connection.

In accordance with an additional embodiment of the system each memory
unit in the computer network is a host comprising a formatting program that can
transmit a data set to an encryption program arranged in the user’s computer or in
the data carrier which can encrypt or sign the data set with the aid of the user’s
code and transmit the result to the formatting program which can modify a data-
area (A) in a manner unique to the user, each program being associated with a
data-area (A).

It is in this context advantageous if the formatting program in the host
modifies the data-area (A) by entering the data set and signature into the data-
area (A), whereafter the program and the modified data-area (A) are downloaded
to the user’s computer, whereafter the program decodes the data-area (A) or veri-
fies the signature in the data-area (A) by means of the user’s code.

in accordance with a further embodiment of the system the formatting
program in the host modifies the data-area (A) by entering the data set and signa-
ture into the data-area (A), whereafter the user's computer downloads the pro-
gram from the host, whereafter the program and the modified data-area (A) are
downloaded to the data carrier, whereupon the comparator compares whether the
content in the data-area (A) is in agreement with the user’s code.

It is in this context advantageous if the data carrier consists of a smart card.

in accordance with a further embodiment of the system the data carrier
consists of an “iButton®”.

It should be emphasised that when the term “comprise(s)” is used in this
description, it should be interpreted as indicating the presence of the stated fea-
ture, step or component but not excluding the presence of one or more other fea-

ture, step, component or group thereof.
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Brief description of the drawings
The embodiments in accordance with the invention will now be described

with reference to the accompanying drawings, in which

Figure 1 is a flowchart for a method for preventing unauthorised use of pro-
grams downloaded into a computer from a computer network, in ac-
cordance with the invention;

Figure 2 shows a diagrammatic representation of some computer program
products in accordance with the present invention, and;

Figure 3 shows a block diagram of a system for preventing unauthorised use
of programs downloaded into a computer from a computer network,

in accordance with the invention.

Detailed description of embodiments

Figure 1 shows a flowchart for a method for preventing unauthorised use
of programs downloaded into a computer from a computer network. The method
starts at block 10. At block 12 the method continues with the step of: the user
identifying himself to the sales/ distribution point via the computer network. The
method continues at block 14 with the sales point acknowledging the identification
via the computer network. The next step, at block 16, comprises the user ordering
a program via the computer network. The method continues at block 18 with the
program ordered being downloaded into the user’'s computer. The next step, at
block 20, comprises the program, upon execution, reading at least one code
stored in a portable data carrier or in a memory in the user’'s computer and com-
paring this at least one code with a unique code for the program, as can be seen
at block 22. In the event of a negative answer the method continues to block 24
which results in the program being terminated or one or more program functions
in the program being unusable. If the answer is affirmative, however, the method
will continue to block 26 and results in the program being perfectly usable, i.e. it
can be fully executed. The method is then concluded at block 28. Naturally these
steps can be repeated several times if a user wishes to order several different
programs on different occasions, for instance.

In accordance with a first embodiment of the method according to the
present invention, the user has a data carrier that can be entered and read by

programs in the user’'s computer. The data carrier may be a fixed or a movable
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memory unit, e.g. a fixed or portable hard disk, a floppy disk or a smart card, or

some other type of memory unit e.g. “iButton®” or iKey®. An iButton® is a port-
able unit provided with a microprocessor and a memory. The memory may be of

ROM type or a read/write memory. The unit may also be provided with other func-
tions such as various types of encrypting functions. An iButton® can be connect-
ed to the serial or parallel port of a computer. An iKey® comprises in principle
functionally equivalent parts to an iButton®, but can be connected to the USB

(Universal Serial Bus) of a computer. Each iButton® or iKey® also has an exclu-
sive identity. A code/ signature for each program to be protected is entered into
the data carrier. Each data carrier may contain one or more codes/signatures.
Programs for sales or distribution are available from a host in the computer net-
work for downloading to the user's computer. The host may be either a server or a
client computer. A server often differs from the hardware aspect from the client
computers. The difference may be, for instance, that the server has a reserve cur-
rent supply with automatic current switching, so-called UPS (Uninterruptible
Power Supply), large disk memories, magnetic band unit, etc. The host is also
provided with a formatting program designed for downloading to and execution on
the user's computer. The formatting program is in communication with the host via
a connection, which may be encrypted. When the user has been approved by the
host, e.g. after payment for software ordered, the formatting program receives in-
formation as to which code/ signature shall be entered into the data carrier. The
formatting program then enters one or more signatures into the data carrier.

When the program is executed it attempts to enter “its” code/signature in the data
carrier. If the correct code/signature is not found, the program is terminated or one
or more functions will not be available in the program. The formatting program can
also send status messages to the host to count down the customer’s order bal-
ance, for instance.

In accordance with a second embodiment of the method according to the
present invention the use has a code/certificate stored on the hard disk of the
user's computer or in a special data carrier that can be written and read by pro-
grams in the user’s computer. A data-area A exists for each program for sales/dis-
tribution. The programs are available at a host in the computer network for down-
loading to the user's computer. A formatting program is also on the host, designed

to modify the data-area (A) in a manner unique to the user. In the user's computer
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or in the data carrier is an encryption program which can encrypt or sign a data
set received. The encryption program in the data carrier or in the user's computer
is in communication with the formatting program in the host. This connection may
be encrypted. When the user is approved by the host, e.g. when the program or-
dered has been paid for, the formatting program transmits a data set to the en-
cryption program. The encryption program encrypts or signs the data set using the
user's code/certificate, and sends the data set and signature back to the format-
ting program. The formatting program enters the data set and signature into the
data-area A. The program is then downloaded to the user's computer together
with the data-area A. With the aid of the user’s code/certificate the program can
decode the data-area A or verify the signature in the data-area A. Alternatively the
data-area A can be sent to the data carrier for corresponding operation or check
that the content in the data-area A matches the user’s code/certificate. If the sig-
nature does not match the code/certificate the program will be terminated or one
or more programs will be unavailable in the program. The code/ certificate may be
a public/private key, for instance. The data carrier may be a fixed or movable

memory unit, e.g. a fixed or portable hard disc, a floppy disk or a smart card, or

some other type of memory unit e.g. “iButton®” or iKey®. An iButton® is a port-
able unit provided with a microprocessor and a memory. The memory may be of

ROM type or a read/write memory. The unit may also be provided with other func-
tions such as various types of encrypting functions. An iButton® can be con-
nected to the serial or parallel port of a computer. An iKey® comprises in principle
functionally equivalent parts to an iButton®, but can be connected to the USB

(Universal Serial Bus) of a computer. Each iButton® or iKey® also has an exclu-
sive identity.
Figure 2 shows a schematic representation of some computer program

products in accordance with the invention. Figure 2 shows n different digital com-

puters 1001, ...., 100, where n is an integer. It also shows n different computer
program 1021, ...., 102p, illustrated here as CDs. These computer program prod-
ucts 1021, ...., 102, may be any type of computer-readable medium, such as

floppy disks, smart cards or the like. The various computer program products

1021, ...., 102p, can be downloaded directly into the internal memory of the vari-

ous digital computers 1001, ...., 100n. Each computer program product comprises
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program code parts to perform certain or all the steps in accordance with Figure 1
when the product(s) is/are run in said computers.

Figure 3 shows a block diagram of a system for preventing unauthorised
use of programs downloaded into a computer from a computer network, in accor-
dance with the invention. The system 30 comprises a computer network 32 having
at least one memory unit 34. The memory unit(s) 34 comprise(s) various pro-
grams 36 for sale/distribution. Each program 36 includes a unique code. The sys-
tem 30 also comprises at least one computer 38, each computer 38 being dedi-
cated a user. Figure 3 shows n different computers 381, ....., 38n. The system 30

also comprises at least one data carrier 40, each data carrier being dedicated a

user. Figure 3 shows n different data carriers 401, ....., 40n. The system also com-

prises one comparator 42 (for the sake of simplicity only one is shown) per pro-
gram 36. A program 36 ordered by a user is downloaded into the user's computer
38 and, upon execution of said program 36, reads the at least one code stored in
the data carrier 40 or in a memory in the user's computer 38, whereupon the com-
parator 42 compares this at least one code with the code unique to the program
36. The program 36 is terminated or one or more program functions in the pro-
gram 36 cannot be used if the comparison does not result in agreement between
the codes compared. However, the program 36 can be fully utilised if the com-
parison results in agreement between the compared codes.

The system 30 in accordance with the present invention can function, for
instance, in accordance with the two embodiments described above in conjunction
with Figure 1.

The invention is not limited to the embodiments described above. It is ob-
vious to one skilled in the art that many different modifications are possible within
the scope of the appended claims.
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CLAIMS

1. A method for preventing unauthorised use of programs downioaded into a
computer from a computer network, which method comprises the steps of:

e the user identifying himself to the sales point via the computer network;

the sales point acknowledging the identification via the computer network;

the user ordering a program via the computer network;

the program ordered being downloaded into the user's computer;

the program, upon execution, reading at least one code stored in a portable

data carrier or in a memory in the user's computer and comparing this at least

one code with a unique code for the program; and

« the program being terminated or one or more program functions in the program
being unusable if the comparison step does not result in agreement between
the codes compared; or

e the program being perfectly usable if the comparison step results in agreement

between the codes compared.

2. A method for preventing unauthorised use of programs downloaded into a

computer from a computer network as claimed in claim 1, characterized in that

the method also comprises the steps of:

¢ downloading a formatting program from a host in the computer network; and

e the formatting program receiving information concerning one or more codes,
and entering these into the data carrier.

3. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in claim 2, characterized in that

the formatting program is associated with the host via a connection.

4. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in claim 3, characterized in that

the connection is encrypted.

5. A method for preventing unauthorised use of programs downloaded into a

computer from a computer network as claimed in any one of claims 2-4, charac-
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terized in that the method also comprises the steps of:

« the user paying electronically for the program ordered; and

o the formatting program thereafter sending a status message to the host for the
relevant order balance.

6. A method for preventing unauthorised use of programs downloaded into a

computer from a computer network as claimed in claim 1, characterized in that

the method also comprises the steps of:

« a formatting program accessible on a host in the computer network transmitting
a data set to an encryption program;

« the encryption program encrypting or signing the data set and transmitting the
result to the formatting program; and

o the formatting program modifying a data-area (A) in a manner unique to the

user, whereby each program is associated with a data-area (A).

7. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in claim 6, characterized in that
the encryption program is arranged in the user's computer or in the data carrier,
and in that the encryption program encrypts or signs the data set with the aid of
the user’s code.

8. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in claim 7, characterized in that
the step of modifying a data-area (A) is performed by the formatting program en-
tering the data set and the signature in the data-area (A).

9. A method for preventing unauthorised use of programs downloaded into a

computer from a computer network as claimed in claim 8, characterized in that

after the step of modifying the data-area (A) the step is performed of:

¢ downloading the program with the modified data-area (A) to the user’s com-
puter.

10. A method for preventing unauthorised use of programs downloaded into a

computer from a computer network as claimed in claim 9, characterized in that
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after the step of downloading the program and the modified data-area (A) the step
is performed of:

« the program decoding the data-area (A) by means of the user’s code.

11. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in claim 9, characterized in that
after the step of downloading the program and the modified data-area (A) the step
is performed of:

o the program verifying the signature in the data-area (A).

12. A method for preventing unauthorised use of programs downloaded into a

computer from a computer network as claimed in claim 8, characterized in that

after the step of modifying the data-area (A) the steps are performed of:

o downloading the program to the user's computer;

 downloading the data-area (A) to the data carrier for comparison of whether the
content in the data-area (A) agrees with the user’s code.

13. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in any one of claims 6-12, charac-
terized in that the encryption program is in communication with the formatting pro-

gram by means of an encrypted connection.

14. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in any one of claims 6-13, charac-

terized in that the data-area (A) consists of a data file.

15. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in any one of claims 6-13, charac-
terized in that the data-area (A) consists of a part of the program or the whole

program.

16. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in any one of claims 14-15, char-

acterized in that the data-area (A) consists of a combination of the alternatives
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defined in claims 14 and 15.

17. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in any one of claims 6-16, charac-

terized in that the user’s code consists of a certificate.

18. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in claim 17, characterized in that
the certificate consists of a public/private key.

19. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in any one of claims 1-18, charac-

terized in that the data carrier consists of a smart card.

20. A method for preventing unauthorised use of programs downloaded into a
computer from a computer network as claimed in any one of claims 1-18, charac-

terized in that the data carrier consists of an “iButton”.

21. At least one computer program product (1021, ...., 102p) directly down-
loadable into the internal memory of at least one digital computer (1001, ....,
100n), comprising program code parts for performing the steps claimed in claim 1
when said at least one product (1021, ...., 102p) is run on said at least one com-
puter (1001, ...., 100p).

22. A system for preventing unauthorised use of programs downloaded into a
computer from a computer network, which system comprises a computer network
having at least one memory unit comprising various programs, characterized in
that each program includes a code unique to that program, which system also
comprises at least one computer, each computer being dedicated a user, and at
least one portable data carrier, each data carrier being dedicated a user, which
system also comprises one comparator per program, whereby a program ordered
by a user is downloaded into the user’s computer and, upon execution of said
program, reads the at least one code stored in the data carrier or in a memory in
the user’'s computer, whereupon the comparator compares this at least one code
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with the code unique to the program, whereupon the program is terminated or one
or more program functions in the program cannot be used if the comparison does
not result in agreement between the codes compared, or that the program can be

fully utilised if the comparison results in agreement between the compared codes.

23. A system for preventing unauthorised use of programs downloaded into a
computer from a computer network, as claimed in claim 22, characterized in that
each memory unit in the computer network is a host from which a formatting pro-
gram can be downloaded to the user's computer, which formatting program re-
ceives information about one or more codes and enters these into the data car-

rier.

24. A system for preventing unauthorised use of programs downloaded into a
computer from a computer network, as claimed in claim 22, characterized in that

the formatting program is associated with the host via an encrypted connection.

25. A system for preventing unauthorised use of programs downloaded into a
computer from a computer network, as claimed in claim 22, characterized in that
each memory unit in the computer network is a host comprising a formatting pro-
gram that can transmit a data set to an encryption program arranged in the user’s
computer or in the data carrier which can encrypt or sign the data set with the aid
of the user's code and transmit the result to the formatting program which can
modify a data-area (A) in a manner unique to the user, each program being asso-
ciated with a data-area (A).

26. A system for preventing unauthorised use of programs downloaded into a
computer from a computer network, as claimed in claim 25, characterized in that
the formatting program in the host modifies the data-area (A) by entering the data
set and signature into the data-area (A), whereafter the program and the modified
data-area (A) are downloaded to the user's computer, whereafter the program de-
codes the data-area (A) or verifies the signature in the data-area (A) by means of
the user’s code.

27. A system for preventing unauthorised use of programs downloaded into a
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computer from a computer network, as claimed in claim 25, characterized in that
the formatting program in the host modifies the data-area (A) by entering the data
set and signature into the data-area (A), whereafter the user's computer down-
loads the program from the host, whereafter the program and the modified data-
area (A) are downloaded to the data carrier, whereafter comparator compares
whether the content in the data-area (A) is in agreement with the user’s code.

28. A system for preventing unauthorised use of programs downloaded into a
computer from a computer network, as claimed in any of claims 22-27, character-

ized in that the data carrier consists of a smart card.

29. A system for preventing unauthorised use of programs downloaded into a
computer from a computer network, as claimed in any of claims 22-27, character-

ized in that the data carrier consists of an “iButton”.
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