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TESTING ACOMPUTER SYSTEM 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

This invention relates to the field of data processing 
Systems. More particularly, this invention relates to the 
testing of the configuration of a computer System. 

2. Description of the Prior Art 
Computer Systems typically run many different applica 

tion programs. Each of these application programs can have 
a large number of user configurable Settings associated with 
it. This enables users to adapt the operation of the computer 
programs they are using to Suit their personal needs. Such 
flexibility is highly desirable and is a significant advantage 
of computer Systems. 
AS computer Systems become increasingly critical within 

the activity of users, problems with the security of the 
computer Systems which render them vulnerable to mali 
cious actions that can interfere with their normal operation 
become more harmful. AS an example, in an office environ 
ment it is common for almost the entire work output of a user 
to involve the use of their computer System and accordingly 
Security problems which allow the malicious interruption of 
the normal availability of the computer System have a 
Significant economic cost. One example of malicious inter 
ference with computer Systems is computer viruses that may 
produce minor abnormal behavior if the virus is relatively 
benign, but may also produce Significant damage in the case 
of a computer virus that, for example, deletes valuable data. 

The ability of users to change configuration Settings 
creates the possibility that Such changes may open Vulner 
abilities in the Security of the computer Systems concerned. 
This coupled with the Significant economic consequences of 
computer Security breaches renders measures that are able to 
improve Security Strongly desirable. Also, as new Security 
threats develop, computer Settings may need to be changed 
from those originally thought to be Suitable. 

SUMMARY OF THE INVENTION 

Viewed from one aspect the present invention provides a 
method of testing a computer, Said method comprising 
executing a computer program to perform the Steps of 

detecting a plurality of user configurable Security Settings 
of Said computer; 

comparing Said user configurable Security Settings with 
respective recommended Security Settings, and 

initiating action to alter any user configurable Security 
Settings detected as differing from respective recom 
mended Security Settings. 

Conventional anti-virus computer programs are outward 
looking and Seek to detect harmful computer files as they 
arrive, whereas the present invention is inward looking in 
that it seeks to identify configuration Settings of a computer 
System that make it vulnerable to attacks before those 
attacks occur. 
The invention also recognises that individuals Seeking to 

exploit Security weaknesses in the Security Systems of others 
generally need to rely upon what are the common applica 
tion programs and computer configurations to give them a 
Starting point for a malicious attack. Exploiting a potential 
Security problem with a very widely used computer program 
or hardware platform is a very much more common form of 
malicious attack than Seeking to find a Security problem with 
an obscure computer program or hardware platform with 
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2 
very few users. Having recognised that a large proportion of 
potential Security attacks concentrate upon relatively few of 
the user configurable Security Settings and application pro 
grams of a computer System, the invention provides a 
computer program tool that examines these user config 
urable Security Settings and compares them with recom 
mended Security Settings in order to initiate potential cor 
rective action. Adopting the recommended Security Settings 
for a comparatively manageable number of parameters can 
dramatically reduce the likelihood of malicious attack on a 
computer System without degrading the user's ability to 
configure a computer to Suit their own preferences to any 
Significant degree. Many of the parameters that open Vul 
nerabilities to a malicious attack are ones that a user will not 
care significantly about Such that a System that pushes these 
towards Safer Settings will be acceptable. 

In some embodiments of the invention it is possible for 
the computer program to initiate corrective action by gen 
erating a report of recommended changes to be made with 
Short cuts to enable these changes to be carried out whilst in 
other embodiments it may be appropriate that the computer 
program automatically makes Such changes in an enforced 
way without requiring user input. 

Whilst the collection of user configurable Security Settings 
that may be examined and manipulated by the technique of 
the present invention is not limited and is advantageously 
extensible by regular upgrades to the computer program, a 
preferred Set of Settings considered by the computer program 
includes: 

an e-mail program Setting which automatically runs 
Scripts embedded within e-mails when Said e-mails are 
previewed; 

an internet browser version identifier indicating whether 
or not predetermined Security patches are applied; 

an internet browser Setting indicating Selection of a group 
of parameters associated with operation of Said internet 
browser that corresponded to at least a predetermined 
level of security; 

an internet browser Setting indicating that a user is 
prompted as to whether or not files downloaded via an 
internet link should be saved; 

an application program Setting indicating that whether or 
not any macro associated with a computer file manipu 
lated by Said application program is automatically run 
upon opening Said computer file; 

an application program Setting indicating that whether or 
not macro Security features associated with Said appli 
cation program are activated; 

a file Setting indicating whether or not a template file for 
computer files created by an application program is Set 
as a read only file; 

a Setting indicating whether or not Script programs with 
files manipulated by Said computer should be executed; 

a Setting indicating that a file local to Said computer is 
available for Sharing via a network without any user 
authentication; 

a Setting indicating that a file upon a network accessible 
to Said computer is available for Sharing via Said 
network without any user authentication; 

a Setting indicating whether or not file type extension are 
hidden when View computer file names using Said 
computer, and 

a Setting indicating that Said computer should attempted to 
boot from removable disk prior to attempting to boot 
from fixed disk. 
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A Security checking computer program may be an 
on-demand computer program run on an occasional basis to 
produce recommendations or it may be a memory resident 
computer program that is continuously run to continuously 
monitor the Security Sensitive parameters on a computer to 
ensure that no Vulnerabilities are allowed to arise. 
Viewed from another aspect the present invention pro 

vides apparatus for testing a computer, Said apparatus com 
prising: 

detection logic operable to detect a plurality of user 
configurable Security Settings of Said computer; 

comparison logic operable to compare said user config 
urable Security Settings with respective recommended 
Security Settings, and 

initiation logic operable to initiate action to alter any user 
configurable Security Settings detected as differing from 
respective recommended Security Settings. 

Viewed from a further aspect the invention provides a 
computer program product carrying a computer program for 
controlling a computer to testing a computer, Said computer 
program comprising: 

detection code operable to detect a plurality of user 
configurable Security Settings of Said computer; 

comparison code operable to compare Said user config 
urable Security Settings with respective recommended 
Security Settings, and 

initiation code operable to initiate action to alter any user 
configurable Security Settings detected as differing from 
respective recommended Security Settings. 

Viewed from another aspect the invention also provides a 
method of protecting a computer System against Security 
problems, said method including the Steps of: 

downloading data identifying recommended user config 
urable Security Settings from a remote Source; and 

updating a set of recommended user configurable Security 
held at Said computer System. 

The above, and other objects, features and advantages of 
this invention will be apparent from the following detailed 
description of illustrative embodiments which is to be read 
in connection with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 schematically illustrates a report that may be 
produced by a computer program monitoring computer 
System Security Settings, 

FIG. 2 is a portion of a list of parameters checked by the 
computer program, an indication of the testing performed 
and an indication of the associated recommended Settings, 

FIG. 3 is a flow diagram illustrating the processing 
performed by a computer program carrying out Security 
Vulnerability checking in accordance with the technique of 
the present invention; and 

FIG. 4 is a diagram Schematically illustrating a general 
purpose computer of the type Suitable for implementing the 
techniques described above. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

FIG. 1 illustrates a report concerning various Security 
parameters examined by a computer program to identify 
possible Security Vulnerabilities in the configuration of these 
user configurable parameters. The list of parameters given in 
FIG. 1 is an example of common Security Sensitive 
parameters, but it will be appreciated that this list may be 

15 

25 

35 

40 

45 

50 

55 

60 

65 

4 
extended or altered as new computer Systems and threats 
arise. These updated lists may be downloaded, via pull or 
push Systems, from remote Source computer via a network 
Such as the internet. The location of the data indicating what 
Settings a particular computer has can vary, although many 
of the Settings will be found in the System registry or in 
appropriate *.ini files. Program documentation may identify 
the Specific locations, but in Some cases the Settings loca 
tions may be found by manually making a Setting change 
and then identifying the change that occurs, e.g. registry 
change tracking or an updated *.ini file. 

Disabling the preview pane within Microsoft Outlook is 
recommended as the preview pane will automatically run 
Scripts within received e-mails and these Scripts may contain 
computer viruses or initiate other malicious actions. 
The internet explorer browser program has various Secu 

rity options associated with it. An internet browser is a 
potential source of considerable vulnerability within the 
Security of a computer System. An internet browser typically 
accesses considerable amounts of data of unverified origin 
and this may be used by malicious perSons to try and disrupt 
the operation of the computer System accessing that internet 
information. For this reason, internet browsers typically 
have associated Security patches that are regularly updated 
and the presence of the most up-to-date Security patches may 
be checked for by the Security checking program using a 
browser version identifier. In addition, there are a consider 
able number of internet browser settings that may affect 
Security and accordingly browsers typically have grouped 
Sets of Settings that may be adjusted together to trade off 
between the functionality of the browser and its vulnerabil 
ity to Security. The Security checking computer program may 
Serve to check that these group Settings are set to at least the 
medium Security level. A common activity when accessing 
information from the internet is to download files. Security 
is enhanced when the user is prompted before Saving Such 
files to their hard disk and accordingly the Security checking 
program ensures that this parameter is set to prompt before 
Saving. Internet web pages now often contain executable 
portions that may be created by various Sources. The internet 
browser may be configured to only execute Such portions if 
they are signed and authenticated. The Security checking 
program determines that this parameter is set to execute only 
signed embedded code. 
A recently common Source of computer virus activity has 

been based upon the use of macro functionality provided by 
many application programs. The Security checking program 
may seek to reduce this Vulnerability by ensuring that any 
inbuilt macro Security options for an application program are 
enabled, that the execution of macroS is disabled in its 
entirety or other measures. As a measure to reduce the 
probability of the propagation of Such macro viruses the 
Security checking program may also determine that any 
application template files are Set to read only status. The 
example in FIG. 1 concerns the widely used Microsoft 
Office Suite of application programs. 
The Security checking computer program also reports 

upon is whether or not active Scripting is enabled or dis 
abled. Active Scripting can be a Source of malicious activity. 
The presence of either local or network file shares that are 

unprotected by user authentication Schemes is a Vulnerabil 
ity that enables computer virus propagation to occur more 
readily. Accordingly, the Security checking computer pro 
gram looks for any unprotected file shares locally present on 
a computer or accessible to that computer on any network to 
which that computer is attached. 
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AS is appreciated by many users, certain types of com 
puter file have a higher associated Security risk. AS an 
example, executable file types present a greater risk of 
computer viruses than for example plain text files. In order 
to assist a user in identifying these higher risk file types, the 
Security checking program ensures that the System is not 
configured to hide file extension types. 
A common hardware vulnerability that may be relatively 

easily cured without Significantly inconveniencing a user is 
that the boot Sequence of a computer be set So as not to first 
attempt to boot from the floppy disk. Setting the hardware 
configuration of the computer System to first attempt to boot 
from an internal disk significantly reduces the threat of boot 
Sector viruses to that computer System. 

FIG. 2 schematically illustrates an extensible list of 
parameters which the Security checking program may exam 
ine. This list reflects Some of the examples given in relation 
to FIG. 1 and describes the action of the parameter testing 
code associated with each test together with an indication of 
the recommended Setting that should be adopted. 

In a Similar way to that in which data indicating newly 
discovered computer viruses may be distributed to users of 
anti-Virus computer Systems as those new viruses are 
discovered, the technique of the present invention is well 
Suited to the distribution of data identifying further param 
eters that should be checked by the Security checking 
computer program as Vulnerabilities associated with those 
computer Settings come to light or start to be exploited. 

FIG. 3 is a flow diagram schematically illustrating how 
the Security checking program operates. At Step 2, the first 
parameter within a list of parameters to be checked is 
Selected. At Step 4, the testing code that examines that 
parameter is run. In many cases the parameters concerned 
may be reflected as registry Settings within the System 
registry. Other Settings may require the interaction with an 
application program concerned or interrogation of low level 
hardware characteristics, e.g. to examine the boot Sequence. 
At Step 6, a check is made as to whether or not the test of 

step 4 indicated a vulnerability. If a vulnerability is found, 
then this is recorded in a list of vulnerabilities at step 8. Step 
10 checks as to whether all of the parameters in the list of 
FIG. 2 have been checked. If there are further parameters to 
check, then the next of these is Selected at Step 12 and 
processing is returned to Step 4. 

Once all of the parameters within the current list of 
parameters to be checked have been checked, then process 
ing proceeds to Step 14. Step 14 checks as to whether any 
vulnerabilities were found as recorded within the list com 
piled by an execution of step 8. If no vulnerabilities were 
found, then Step 16 generates an all clear report. 

If Vulnerabilities were found, then step 17 checks as to 
whether Security is being enforced on the computer System 
concerned. Security may be enforced as part of the option 
Settings of a memory resident version of the Security check 
ing computer program or as a policy decision in the context 
of an on-demand Security checking computer program. If 
Security is being enforced, then processing proceeds to Step 
18 at which the parameters which give rise to the vulner 
abilities are correct to their recommended Settings and Step 
20 whereby a report regarding the changes that have been 
made is generated. This report may be displayed to the user 
and/or Sent to a System administrator. 

If Security is not being enforced, then processing proceeds 
to Step 22 at which a Vulnerabilities report is generated. An 
example of such a report is shown in FIG. 1. The example 
of FIG. 1 indicates that the two vulnerabilities found by the 
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6 
Security checking computer program are that the e-mail 
previewing pane is enabled and that file extensions are 
hidden. A user may Selectively decide to correct these 
problems using the Security checking computer program by 
clicking on the appropriate check box 24 and then allowing 
the Security checking computer program to make the appro 
priate changes in the registry Settings or elsewhere. A 
shortcut “Correct All” button 26 may also be provided 
together with an “Exit” button 28 by which a user can decide 
not to correct the Vulnerabilities found. 

FIG. 4 Schematically illustrates a general purpose com 
puter 30 that may be used to implement the techniques 
described above. The general purpose computer 30 includes 
a central processing unit 32, a read only memory 34, a 
random access memory 36, a hard disk drive 38, a display 
driver 40 and display 42, a user input/output unit 44 and 
keyboard 46 and mouse 48, network link unit 50 and 
common bus 52. In operation the central processing unit 32 
executes computer program instructions forming part of the 
Security checking program in accordance with the above 
described example. The Security checking program may be 
stored within one or more of the read only memory 34, the 
random access memory 36 or on the hard disk drive 38. The 
Security checking program may also be downloaded via the 
network link unit 50 from a remote source together with data 
and code Specifying the Settings to be checked. The results 
of the Security checking can be displayed to the user via the 
display 42 and responses of the user received using the user 
input/output unit 44. The computer program may be loaded 
into the general purpose computer 30 using a computer 
medium Such as a compact disk or a floppy disk, 
alternatively, the computer program may be downloaded via 
the network link unit 50. 

Although illustrative embodiments of the invention have 
been described in detail herein with reference to the accom 
panying drawings, it is to be understood that the invention 
is not limited to those precise embodiments, and that various 
changes and modifications can be effected therein by one 
skilled in the art without departing from the Scope and Spirit 
of the invention as defined by the appended claims. 
We claim: 
1. A method of testing a computer, Said method compris 

ing executing a computer program to perform the Steps of: 
detecting a plurality of user configurable Security Settings 

of Said computer; 
comparing Said user configurable Security Settings with 

respective recommended Security Settings, and 
initiating action to alter any user configurable Security 

Settings detected as differing from respective recom 
mended Security Settings, 

wherein Said user configurable Security Settings include at 
least six (6) of the following: 
an e-mail program Setting which automatically runs 

Scripts embedded within e-mails when Said e-mails 
are previewed; 

an internet browser version identifier indicating 
whether or not predetermined Security patches are 
applied; 

an internet browser Setting indicating Selection of a 
group of parameters associated with operation of 
Said internet browser that corresponded to at least a 
predetermined level of Security; 

an internet browser Setting indicating that a user is 
prompted as to whether or not files downloaded via 
an internet link should be Saved; 

an application program Setting indicating that whether 
or not any macro associated with a computer file 
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manipulated by Said application program is auto 
matically run upon opening Said computer file; 

an application program Setting indicating that whether 
or not a macro Security features associated with Said 
application program are activated; 

a file Setting indicating whether or not a template file 
for computer files created by an application program 
is Set as a read only file; 

a Setting indicating whether or not Script programs with 
files manipulated by Said computer should be 
executed; 

a Setting indicating that a file local to Said computer is 
available for Sharing via a network without any user 
authentication; 

a Setting indicating that a file upon a network accessible 
to Said computer is available for Sharing via Said 
network without any user authentication; 

a Setting indicating whether or not file type extension 
are hidden when View computer file names using 
Said computer; and 

a Setting indicating that said computer should attempted 
to boot from removable disk prior to attempting to 
boot from fixed disk. 

2. A method as claimed in claim 1, wherein Said Step of 
initiating comprises generating a recommendation user 
report Specifying recommended changes to be made to Said 
Security Settings. 

3. A method as claimed in claim 2, wherein Said recom 
mendation user report includes at least one user input 
portion via which a user may trigger a user configurable 
Security Setting to be altered to a recommended Security 
Setting. 

4. A method as claimed in claim 2, wherein Said computer 
program is an on-demand computer program run in response 
to a user input run command. 

5. A method as claimed in claim 1, wherein Said steps of 
initiating comprises automatically changing any user con 
figurable Security Settings detected as differing from respec 
tive recommended Security Settings without user input. 

6. A method as claimed in claim 1, wherein Said user 
configurable Security Settings include each of the following: 

an e-mail program Setting which automatically runs 
Scripts embedded within e-mails when Said e-mails are 
previewed; 

an internet browser version identifier indicating whether 
or not predetermined Security patches are applied; 

an internet browser Setting indicating Selection of a group 
of parameters associated with operation of Said internet 
browser that corresponded to at least a predetermined 
level of security; 

an internet browser Setting indicating that a user is 
prompted as to whether or not files downloaded via an 
internet link should be saved; 

an application program Setting indicating that whether or 
not any macro associated with a computer file manipu 
lated by Said application program is automatically run 
upon opening Said computer file; 

an application program Setting indicating that whether or 
not a macro Security features associated with Said 
application program are activated; 

a file Setting indicating whether or not a template file for 
computer files created by an application program is Set 
as a read only file; 

a Setting indicating whether or not Script programs with 
files manipulated by Said computer should be executed; 

a Setting indicating that a file local to Said computer is 
available for Sharing via a network without any user 
authentication; 
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8 
a Setting indicating that a file upon a network accessible 

to Said computer is available for Sharing via Said 
network without any user authentication; 

a Setting indicating whether or not file type extension are 
hidden when View computer file names using Said 
computer, and 

a Setting indicating that Said computer should attempted to 
boot from removable disk prior to attempting to boot 
from fixed disk. 

7. A method as claimed in claim 5, wherein Said computer 
program is a memory resident computer program continu 
ously run as a background task. 

8. Apparatus for testing a computer, Said apparatus com 
prising: 

detection logic operable to detect a plurality of user 
configurable Security Settings of Said computer; 

comparison logic operable to compare said user config 
urable Security Settings with respective recommended 
Security Settings, and 

initiation logic operable to initiate action to alter any user 
configurable Security Settings detected as differing from 
respective recommended Security Settings, 

wherein Said user configurable Security Settings include at 
least six (6) of the following: 
an e-mail program Setting which automatically runs 

Scripts embedded within e-mails when Said e-mails 
are previewed; 

an internet browser version identifier indicating 
whether or not predetermined Security patches are 
applied; 

an internet browser setting indicating selection of a 
group of parameters associated with operation of 
Said internet browser that corresponded to at least a 
predetermined level of Security; 

an internet browser Setting indicating that a user is 
prompted as to whether or not files downloaded via 
an internet link should be Saved; 

an application program Setting indicating that whether 
or not any macro associated with a computer file 
manipulated by Said application program is auto 
matically run upon opening Said computer file; 

an application program Setting indicating that whether 
or not a macro Security features associated with Said 
application program are activated; 

a file Setting indicating whether or not a template file 
for computer files created by an application program 
is Set as a read only file; 

a Setting indicating whether or not Script programs with 
files manipulated by Said computer should be 
executed; 

a Setting indicating that a file local to Said computer is 
available for Sharing via a network without any user 
authentication; 

a Setting indicating that a file upon a network accessible 
to Said computer is available for Sharing via Said 
network without any user authentication; 

a Setting indicating whether or not file type extension 
are hidden when view computer file names using 
Said computer; and 

a Setting indicating that Said computer should attempted 
to boot from removable disk prior to attempting to 
boot from fixed disk. 

9. Apparatus as claimed in claim 8, wherein Said initiation 
logic is operable to generate a recommendation user report 
Specifying recommended changes to be made to Said Secu 
rity Settings. 
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10. Apparatus as claimed in claim 9, wherein Said rec 
ommendation user report includes at least one user input 
portion via which a user may trigger a user configurable 
Security Setting to be altered to a recommended Security 
Setting. 

11. Apparatus as claimed in claim 9, wherein Said detec 
tion logic, Said comparison logic and Said initiation logic are 
provides using a computer program that is an on-demand 
computer program run in response to a user input run 
command. 

12. Apparatus as claimed in claim 8, wherein Said initia 
tion logic is operable to automatically change any user 
configurable Security Settings detected as differing from 
respective recommended Security Settings without user 
input. 

13. Apparatus as claimed in claim 8, wherein Said user 
configurable Security Settings include each of the following: 

an e-mail program Setting which automatically runs 
Scripts embedded within e-mails when Said e-mails are 
previewed; 

an internet browser version identifier indicating whether 
or not predetermined Security patches are applied; 

an internet browser Setting indicating Selection of a group 
of parameters associated with operation of Said internet 
browser that corresponded to at least a predetermined 
level of security; 

an internet browser Setting indicating that a user is 
prompted as to whether or not files downloaded via an 
internet link should be saved; 

an application program Setting indicating that whether or 
not any macro associated with a computer file manipu 
lated by said application program is automatically run 
upon opening Said computer file; 

an application program Setting indicating that whether or 
not macro Security features associated with Said appli 
cation program are activated; 

a file Setting indicating whether or not a template file for 
computer files created by an application program is Set 
as a read only file; 

a Setting indicating whether or not Script programs with 
files manipulated by Said computer should be executed; 

a Setting indicating that a file local to Said computer is 
available for Sharing via a network without any user 
authentication; 

a Setting indicating that a file upon a network accessible 
to Said computer is available for Sharing via Said 
network without any user authentication; 

a Setting indicating whether or not file type extension are 
hidden when View computer file names using Said 
computer, and 

a Setting indicating that said computer should attempted to 
boot from removable disk prior to attempting to boot 
from fixed disk. 

14. Apparatus as claimed in claim 12, wherein Said 
detection logic, Said comparison logic and Said initiation 
logic are provides using a computer program that is a 
memory resident computer program continuously run as a 
background task. 

15. A computer program product carrying a computer 
program for controlling a computer to testing a computer, 
Said computer program comprising: 

detection code operable to detect a plurality of user 
configurable Security Settings of Said computer; 

comparison code operable to compare Said user config 
urable Security Settings with respective recommended 
Security Settings, and 
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10 
initiation code operable to initiate action to alter any user 

configurable Security Settings detected as differing from 
respective recommended Security Settings, 

wherein Said user configurable Security Settings include at 
least six (6) of the following: 
an e-mail program Setting which automatically runs 

Scripts embedded within e-mails when Said e-mails 
are previewed; 

an internet browser version identifier indicating 
whether or not predetermined Security patches are 
applied; 

an internet browser Setting indicating Selection of a 
group of parameters associated with operation of 
Said internet browser that corresponded to at least a 
predetermined level of Security; 

an internet browser Setting indicating that a user is 
prompted as to whether or not files downloaded via 
an internet link should be Saved; 

an application program Setting indicating that whether 
or not any macro associated with a computer file 
manipulated by Said application program is auto 
matically run upon opening Said computer file; 

an application program Setting indicating that whether 
or not a macro Security features associated with Said 
application program are activated; 

a file Setting indicating whether or not a template file 
for computer files created by an application program 
is Set as a read only file; 

a Setting indicating whether or not Script programs with 
files manipulated by Said computer should be 
executed; 

a Setting indicating that a file local to Said computer is 
available for sharing via a network without any user 
authentication; 

a Setting indicating that a file upon a network accessible 
to Said computer is available for Sharing via Said 
network without any user authentication; 

a Setting indicating whether or not file type extension 
are hidden when view computer file names using 
Said computer; and 

a Setting indicating that Said computer should attempted 
to boot from removable disk prior to attempting to 
boot from fixed disk. 

16. A computer program product as claimed in claim 15, 
wherein Said initiation code is operable to generate a rec 
ommendation user report Specifying recommended changes 
to be made to Said Security Settings. 

17. A computer program product as claimed in claim 16, 
wherein Said recommendation user report includes at least 
one user input portion via which a user may trigger a user 
configurable Security Setting to be altered to a recommended 
Security Setting. 

18. A computer program product as claimed in claim 16, 
wherein Said computer program is an on-demand computer 
program run in response to a user input run command. 

19. A computer program product as claimed in claim 15, 
wherein Said initiation code is operable to automatically 
charge any user configurable Security Settings detected as 
differing from respective recommended Security Settings 
without user input. 

20. A computer program product as claimed in claim 15, 
wherein Said user configurable Security Settings include each 
of the following: 

an e-mail program Setting which automatically runs 
Scripts embedded within e-mails when Said e-mails are 
previewed, 

an internet browser version identifier indicating whether 
or not predetermined Security patches are applied; 
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an internet browser Setting indicating Selection of a group 
of parameters associated with operation of Said internet 
browser that corresponded to at least a predetermined 
level of security; 

an internet browser Setting indicating that a user is 
prompted as to whether or not files downloaded via an 
internet link should be saved; 

an application program Setting indicating that whether or 
not any macro associated with a computer file manipu 
lated by Said application program is automatically ran 
upon opening Said computer file; 

an application program Setting indicating that whether or 
not macro Security features associated with Said appli 
cation program are activated; 

a file Setting indicating whether or not a template file for 
computer files created by an application program is Set 
as a read only file; 

a Setting indicating whether or not Script programs with 
files manipulated by Said computer should be executed; 

a Setting indicating that a file local to Said computer is 
available for Sharing via a network without any user 
authentication; 

a Setting indicating that a file upon a network accessible 
to Said computer is available or Sharing via Said net 
work without any user authentication; 

a Setting indicating whether on not file type extension are 
hidden when View computer file names using Said 
computer, and 

a Setting indicating that said computer should attempted to 
boot from removable disk prior to attempting to boot 
from fixed disk. 

21. A computer program product as claimed in claim 19, 
wherein Said computer program is a memory resident com 
puter program continuously run as a background task. 

22. A method of protecting a computer System against 
Security problems, Said method of including the Steps of: 

downloading data identifying recommended user config 
urable Security Settings from a remote Source; and 

updating a Set of recommended use configurable Security 
held at Said computer System; 

wherein Said recommended user configurable Security 
Setting include each of the following: 
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an e-mail program Setting which automatically runs 

Scripts embedded within e-mails when Said e-mails 
are previewed; 

an internet browser version identifier indicating 
whether or not predetermined Security patches are 
applied; 

an internet browser Setting indicating Selection of a 
group of parameters associated with operation of 
Said internet browser that corresponded to at least a 
predetermined level of Security; 

an internet browser Setting indicating that a user is 
prompted as to whether or not files downloaded via 
an internet link should be Saved; 

an application program Setting indicating that whether 
or not any macro associated with a computer file 
manipulated by Said application program is auto 
matically run upon opening Said computer file; 

an application program Setting indicating that whether 
or not macro Security features associated with Said 
application program are activated; 

a file Setting indicating whether or not a template file 
for computer files created by an application program 
is Set as a read only file; 

a Setting indicating whether or not Script programs with 
files manipulated by Said computer should be 
executed; 

a Setting indicating that a file local to Said computer is 
available for Sharing via a network authority without 
any user authentication; 

a Setting indicating that a file upon a network accessible 
to Said computer is available for Sharing via Said 
network without any user authentication; 

a Setting indicating whether or not file type extension 
are hidden when view computer file names using 
Said computer; and 

a Setting indicating that Said computer should attempted 
to boot from removable disk prior to attempting to 
boot from fixed disk. 

23. A method as claimed in claim 22, wherein a graphical 
user interface is provided including a simultaneous listing of 
each of the configurable Security Settings, each with an 
asSociated check box for changing the configurable Security 
Settings. 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 6,766,458 B1 Page 1 of 1 
APPLICATIONNO. : 09/678690 
DATED : July 20, 2004 
INVENTOR(S) : Harris et al. 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Col. 11, line 11 change “ran to --run-- 

Signed and Sealed this 

Twenty-seventh Day of November, 2007 

WDJ 
JON. W. DUDAS 

Director of the United States Patent and Trademark Office 

  


