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METHOD FOR A USER TO PROVE THE OWNERSHIP OF AN ANONYMOUS

DOCUMENT

FIELD OF THE INVENTION
The present invention relates generally to anonymous documents and
more specifically to a method for a user to prove his ownership of a document

when purchasing goods and services anonymously.

BACKGROUND OF THE INVENTION

Currently when someone wants a document from a third party such as a
a receipt from a merchant corresponding to the purchase of goodsor services, it
is necessary for the payer to provide the merchant personal data such as name,
address, and sometimes more personal data. Providing such personal data is
necessary if the payer wants then to prove he has really purchased a good or
service when using a warranty service or for example when it is required for
being reimbursed all or part of the purchasing.

Providing personal data may be more and more inconvenient as more
and more personal data is requested.

For anonymous documents, e.g. which do not include any personal data
on the owner of the document, it can be sometimes difficult to prove the
ownership of the document. It is not that easier for the owner of the document to
prove the link between him and the document.

Then either a person give all required personal data on herself and all

such data appears on a document, or there is no indication on the owner of the
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document and it is harder for the owner to prove her ownership of the
document.

There is then a need for providing and guarantee the anonymity of
documents while proving the ownership of such documents.

There is then a need to provide a method for proving compliancy of a
user profile stored in a secure element with the profile required by a service

provider while preserving the privacy of the user.

Thereto, the present invention provides a method for a user to prove his
ownership of an anonymous document generated by and sent from a secure
system of a third party to a secure element of the user, the method comprising it
comprises pre-computing pairs of key (Ks,Kp), comprising a secret key and a
public key of the user, and storing said pairs of key in the secure element of the
user, characterised in that it comprises signing the document both by the user
and the third party, each pair of keys pre-computed by the secure element of

the user being a one-time key.

According to another aspect of the invention, the method may comprise
sending a first pseudo-certificate generated by the secure element of the user to
the secure system of the third party and sending back a pseudo-certificate
generated by the secure system of the third party to the secure element of the
user so that the user and the third party are able to store the document and the

associated pseudo-certificates.
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According to another aspect of the invention, the method may comprise

signing each public key (Kp') of the user by an identity provider server (IPS).

According to another aspect of the invention, the method may comprise
sending a pseudo certificate to the identity provider server (IPS) so that the third

party is able to check the authenticity of the user.

According to another aspect of the invention, the identity provider server
IPS may sign a batch of user public keys pre-computed by the secure element

during spare time.

According to another aspect of the invention, the method may comprise
uploading a batch of public keys encrypted with the public key of the identity

provider (IPS).

According to another aspect of the invention, the method may comprise
checking whether the public key of the user has been revoked by sending the
pseudo certificate of the public key of the user (Kp) to the identity provider

(IPS).

According to another aspect of the invention, the secure element of the

user may store all certificates or pseudo certificates.
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According to another aspect of the invention, the method may comprise
transferring the ownership of the document to another user, and storing

ownership transfer data in the secure element.

According to another aspect of the invention, the method may comprise a
step of erasing the transferred document from the secure element of the user,

and all the certificates or pseudo-certificates associated.

Thanks to the invention, it is advantageously possible to purchases
goods and services anonymously.

The anonymity of any owner of documents is guaranteed and there is no
possibly of user tracking.

The invention ensures that an anonymous customer can prove the
ownership of a service or a good in guaranteeing his anonymity.

The invention provides advantageously a solution which may work
temporally off-line.

The invention does not require real time performance on the server
especially regarding to keys generation.

The invention takes advantage of large capacity of storage of new secure
elements.

The invention advantageously provides a means for anonymous

ownership transfer.
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The solution may advantageously prevent faked documents such as fake
invoices from a merchant as even in having an anonymous customer, a
financial authority may check the authenticity of an invoice.

If a merchant is in the circle of confidence of the user, and according to
his choice, then the user may decide to switch the invoice from being
anonymous to being not anonymous or encrypt its identity to reveal it only with

trust parties.

The various aspects, features and advantages of the invention will
become more fully apparent to those having ordinary skill in the art upon careful
consideration of the following Detailed Description, given by way of example
thereof, with the accompanying drawing described below:

FIGURE.1 schematically shows a flowchart diagram according to an

embodiment of the invention.

DETAILED DESCRIPTION
The present invention may be understood according to the detailed

description provided herein.

As shown of figure 1, a user 1 has a secure element 10 and a third party

such as a merchant 2 has a secure system 20.
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According to a method of the invention, the merchant generates a
document such as an invoice | and sends the invoice | to the user, and more
particularly to the secure element 10 of the user 1.

The secure element 10 comprises pre-computed N pairs of key (Kg',Kp')
with O<i<N, i being an index of a couple of keys (Ks',Kp') with O<i<N. Each pair
of key (K< ,Kp') comprises a secret key Ks' and a public key Kp. The user
generates or gets the couple of keys by its secure element.

Each pair of keys (Ks,Kp) is used once and only once and for one
document only. Then each pair of keys (Ks',Kp')is a one time pair of keys or a
disposable pair of keys.

After the reception of the invoice, the secure element 10 of the user 1
computes a first certificate or pseudo certificate Cyg'.

The first pseudo certificate Cys' is based on a signed data generated
from the document itself with the public key Ks'.

For example the pseudo certificate can be generated as follow:

DI' =SHA2(I)

Cus' =signed[Ks](DI).

Then the method comprises sending the first pseudo certificate Cus'
generated by the secure element 10 of the user to secure system 20 of the
merchant 2.

The secure system 20 of the merchant then computes a second
certificate Cy' at his side based on the first pseudo certificate Cus' and signed

with the secret key Ks¥ of the merchant.
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The second pseudo certificate Cy is for example as follow:
Cw =signed[Ks"(Cus)).

At the merchant 20 side, both the first and the second pseudo certificates
(Cus',Cum) are stored with the invoice | either on the secure system 20 of the
merchant or in another storage means of the merchant, which can be secure or
not.

The method comprises sending the second peudo certificate to the
secure element 10 of the user.

At the secure element 10 side, both the first and the second peudo
certicates (Cus',Cw) are stored with the invoice | either of the secure element 10
of the user or in another storage (means of the user, which can be secure or
not.

The secure element 10 of the user 1 then will use the next index i=i+1 for
the next anonymous document.

A new one time pair of key is then generated.

Then from one transaction to a next one, there is no constant, and then

no correlation.

Each public key Kp' is signed by an Identity Provider Server IPS. It will be
well understood that the secure element 10 of the user 1 and the secure system
20 of the merchant 2 may store additional information that could be required.
The secure element 10 then may also store such signatures as additional

information.
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In another embodiment, the secure element 10 sends a pseudo
certificate of the public key Kp' to the identity provider server IPS. This step
advantageously allows the merchant system 20 to check the authenticity of the
user 1 by means associated to the secured element 10 like a PIN code or
biometric data. There is a non traceability, i.e. the authentication is possible but
not the identification. This pseudo certificate prevents the merchant 2 from forge

non-authentic invoices.

In another embodiment, the identity provider server IPS signs a batch of
user public keys pre-computed by the secure element 10 during spare time. The
secure element 10 uploads a batch of public keys encrypted with the public key
of the identity provider IPS or an equivalent such as a secure and authentic
channel, the identity provider server IPS notifies the secure element 10 of the
user 1 when the batch is ready and encrypts the result with the public key of the
secure element 10 of the user or an equivalent such as a secure and authentic
channel. Then the secure element 10 downloads the result and decrypts it using
its secret key. The above exchanges of data do not require a secure channel of

communication.

In another embodiment, the secure system 20 of the merchant checks if
the public key has been revoked in sending the pseudo certificate of the public
key Kp' to the identity provider IPS. The secure element 10 of the user 1, e.g. of

the owner of the invoice comprises all certificates or pseudo certificates which
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allow to retrieve the path from the invoice to the merchant for one hand, and for

all ownership transfer between users if any.

According to another embodiment, the method comprises transferring the
ownership of the document from the user 1, e.g. the initial owner, to another
user, and storing ownership transfer data in the secure element. Same steps
are used for doing the transfer but in replacing the secure system 20 of the
merchant by a secure element of a user who wants to transfer his invoice or
another document.

After the transfer of ownership from the secure element 10 of the user 1
to another user, the method comprises a step of erasing the transferred
document from the secure element 10, and all the certificates or pseudo-

certificates associated.

Thanks to the invention it is possible to receive or to have an anonymous
document or anonymous invoice that can be used with a third party while
protecting his privacy, i.e. anonymity, non traceability, no linkability,... which

does not disclosed any other information on him.
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CLAIMS

Method for a user to prove his ownership of an anonymous document
generated by and sent from a secure system of a third party to a secure
element of the user, the method comprising it comprises pre-computing
pairs of key (Ks,Kp), comprising a secret key and a public key of the user,
and storing said pairs of key in the secure element of the user,
characterised in that it comprises signing the document both by the user
and the third party, each pair of keys pre-computed by the secure element

of the user being a one-time key.

Method according to claim 1, characterised in that it comprises sending a
first pseudo-certificate generated by the secure element of the user to the
secure system of the third party and sending back a pseudo-certificate
generated by the secure system of the third party to the secure element of
the user so that the user and the third party are able to store the document

and the associated pseudo-certificates.

Method according to any of the previous claims, characterised in that it
comprises signing each public key (Kp') of the user by an identity provider

server (IPS).
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Method according to claim 3, characterised in that it comprises sending a
pseudo certificate to the identity provider server (IPS) so that the third party

is able to check the authenticity of the user.

Method according to any of the previous claims 3 to 4, characterised in that
the identity provider server IPS signs a batch of user public keys pre-

computed by the secure element (10) during spare time.

Method according to claims 3 to 5, characterised in that it comprises
uploading a batch of public keys encrypted with the public key of the identity

provider (IPS).

Method according to claim 3 to 6, characterised in that it comprises
checking whether the public key of the user has been revoked by sending
the pseudo certificate of the publique key of the user (Kp) to the identity

provider (IPS).

Method according to any of the previous claims, characterised in that the
secure element (10) of the user (1)stores all certificates or pseudo

certificates.

Method according to any of the previous claims, characterised in that it
comprises transferring the ownership of the document to another user, and

storing ownership transfer data in the secure element.
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10. Method according to claim 11, characterised in that it comprises a step of
erasing the transferred document from the secure element of the user, and

all the certificates or pseudo-certificates associated.
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