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of the event. An audio device that includes a speaker receives the audio
message. The audio message is broadcast using the speaker.
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GENERATING AN AUDIO MESSAGE AT A NETWORK DEVICE IN RESPONSE TO
DETECTION OF A NETWORK EVENT
BACKGROUND

{0061} The subject matter of the present disclosure velates generally to detecting a
network event and generating an audio message at a network device in response to detecting the
network avent.

[0062] The difficalty of managing a network is directly proportional to 1its complexity.
As networks grow i complexity, so too does the difficulty of managing the network, Alarms
provide feedback that network processes or network elements themselves are not functioning as
mtended. However, alarms are communicated using LEDs, log files, or email. Such alarms are
often missed by network managers responsible for maintaming the network the first tune an
alarm triggering event ocours.

SUMMARY

{0003} An aspect of the present disclosure involves detecting a network event and
generating an audio message at a network device In response to detecting the network event,

{0004} A network device s configured via a nser wterface to generate an audio message
associated with detection of an event. A management tool monitors the network device to detect
events. The management tool may include a network manager, a database of management
nformation describing objects defining events of the network device, and a network agent. The
network agent monitors the objects of the network device to detect an event based on the objects
described i the database of management information, The network agent sends an indication of
an event to the network manager. Events are entered into in the database of management
mformation.

{8005} Upon receiving the mdication of an event from the network agent, the network
manager may trigger the generation of the audio message. The audio message 18 recerved at an
audio device of the network device that mclades a speaker and s broadeast using the speaker.
The audio message may be an audio alarm message that mdicates that an abnormal status of the
network device was detected, that & parental control rule was triggered, or that an attempt was
made by hackers to invade the network device. The asudio message may also be an audible

announcentent of the service set dentifier and password.
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{0088} A firewall may be provided, wheremn a firewall setting mav be presented in a user
imterface. The user interface allows navigation 1o a8 speaker parameter selection page. Ou the
speaker parameter page, an interface may be presented for enabling or disabling the audio alarm;
and to select an audio message clasy, such as all, normal, or custom. The custom class allows the

user to select the alarm type to use.

BRIEF SUMMARY OF THE DRAWINGS

{0007} The detatled description 1s set forth with reference to the acconmpanying figures.
In the figures, the lefi-most digitds) of a reference number identifies the figure in which the
reference number first appears. The use of the same reference numbers i different figures
mdicates sinular or wdentical Hams or features.

{0008] Fig. 1 is a schematic diagram of a system implementing the network device,

{0009} Fig. 2 illustrates a network device.

{0010} Fig. 3 1s a diagram of a management tool.

{8011} Fig. 4 is a diagram tHustrating a user iterface to manage audio messages.

{8012} Fig. 5 tlustrates a user interface 1o manage the audio message types provided o
the speaker.

{0013} Fig. 615 a flow chart illustrating genergtion of an audio message m response 1o
detecting a network event.

{8014} Winle implementations are described heretn by way of example, those skilled in
the art will recognize that the implementations are not hinited to the examples or figures
described. It 1s understood that the figares and detailed description thereto are not mtended to
hmit implementations to the particular form disclosed but, on the contrary, the mtention is to
cover madifications, equivalents, and altematives falling within the spint and scope as defined
by the appended claims. The headings used herein are for organizational purposes and are not
meant to be used to hmit the scope of the description or the clamms. As used throughout this
application, the word “ruay™ s used in a pernnssive sense {1.¢., meanmg having the potential to),
rather than the mandatory sense {i.e., meaning must). Smnilarly, the words “include”

“meleding,” and “inchides” mean includimg, but not hmited to.
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DETAILED DESCRIPTION

{MH8] Fig. 1 is a schematic diagram of a system implementing the network device.

[0016] As shown m Fig. 1, the main elements of the system include a network device 102
connected to the Internet 106 via an Internet Service Provider (ISP) 101 and also connected to
ditferent wireless devices such as wireless extenders 103 and client devices 104, The system
shown i Fig 1 ncludes wireless devices (e.g., wireless axtenders 103 and chent devices 104)
that may be connected i one or more wireless networks {e.g., private, guest, iControl, backhaul
network, or lnternet of things (IoT) network) within the system. Additionally, there could be
some overlap between wireless devices {e.g., wireless extenders 103 and client devices 104)
the different networks. That is, one or more petwork devices could be located m move than one
network. For example, the wireless extenders 103 could be located both in a private network for
providing content and information to a client device 104 and also mcluded in a backhaul network
or an iControl network.

{0017} Starting from the top of Fig. 1, the ISP 101 can be, for example, a streaming video
provider or any computer for connecting the network device 102 to the Imternet 106, The
connection 114 between the Internet 106 and the ISP 101 and the connection 113 between the
ISP 101 and the network device 102 can be implemented using a wide area network {WAN), a
virtual private network (VPN), metropolitan area networks (MANS), systemt area networks
{SANSs), a DOCSIS network, a fiber optics network {e.¢., FTTH (fiber 1o the home) or FTTX
{fiber to the x}, or hybnd fiber-coaxsal (HFC)), a digital subseriber hine (DSL), a public switched
data network (PSDN}, a global Telex network, or a 2G, 3G, 4G or 5G network, for example.

[0018] The connection 113 can further mclude as some portion thereof a
broadband mobile phone network connection, an optical network connection, or other sumular
connections. For example, the connection 113 can also be nnplemented using a fixed wireless
connection that operates 1 accordance with, but 1s not himited to, 3rd Generation Partnership
Project (3GPP) Long Term Evolation {LTE) or 3G protocels. It 1s also contemplated by the
present disclosare that connection 113 is capable of providing connections between the network
device 102 and a WAN, a LAN, a VPN, MANs, PANs, WLANs, SANs, g DOCSIS network, a
fiber optics network {(e.g., FTTH, FTTX, or HFC), a PSION, a global Telex network, ora 2G, 3G,

4G or S nenwvork, for example.
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{8019} The network device 102 can be, for example, a hardware electronie device that
may be a combination modem and gateway device that combines the fonctions of a modem, an
access point, andéor a router tor providing content recetved from the content provider 101 to
network devices (e.g., wireless extenders 103 and chient devices 104) i the system. t1s also
contemplated by the present disclosure that the network device 102 can include the fanction of|
but 1s not hnmted o, an Interned Protocol/Quadrature Amplitude Modulator (IP/QAM) set-top
box {(ST8H) or smart media device (SMD) that is capable of decodimg audio/video content, and
playing over-the-top (OTT) or multiple system operator {MSO) provided content,

[8020] The connection 109 between the network device 102, the wireless extenders 103,
and chient devices 104 can be miplemented using a wireless conuection in accordance with any
IEEE 802,11 Wi-F1 protocols, Blustooth protocnls, Bluetooth Low Energy (BLE), or other shont
range protocols that operate in accordance with a wireless technology standard for exchanging
data over short distances using any licensed or unlicensed band such as the citizens broadband
radio service {CBRS) band, 2.4 GHz bands, 5§ GHz bands, or 6 GHz bands. Additionally, the
connection 109 can be implemented using a wireless connection that operates in accordance
with, but is not linuted to, RF4CE protocol, ZigBee protocol, £-Wave protocol, or IEEE 802,154
protocol. It 18 also contemplated by the present disclosure that the connection 109 can include
connections to a media over coax (MoCA) network. One or more of the connections 109 can
also be a wired Ethernet connection.

{8021} The wireless extenders 103 can be, for example, hardware electrome devices such
as access points used to extend the wireless network by receiving the signals transmitted by the
network device 102 and rebroadeasting the signals to, for example, client devices 104, which
may out of range of the network device 102, The wireless extenders 103 can also receive signals
from the chent devices 104 and rebroadceast the signals to the network device 102, or other chent
devices 104,

{0022} The connection 111 between the wireless extenders 103 and the client devices 104
are implemented through a wireless connection that operates m accordance with any IEEE
802,11 Wi-Fi protocols, Bluetooth protocols, Bluetooth Low Energy {BLE), or other short range
protocols that operate i accordance with a wireless technology standard for exchanging data
over short distances ysing any Heensed or yndicensed band such as the CBRS band, 2.4 GHz

bands, 5 GHz bands, or 6 GHz bands. Additionally, the connection 111 can be implementad



WO 2022/016391 PCT/CN2020/103338

using 8 wireless comnection that operates n accordance with, but s not limited to, RF4CE
protocol, ZigBee protocod, Z-Wave protocol, or IEEE 802.15.4 protocol. Alse, one or more of
the conpections 111 can be a wired Ethernet connection.

{0023} The client devices 104 can be, for example, hand-held compating devices,
personal computers, electronic tablets, smart phones, smart speakers, loT devices, 1Control
devices, portable music playvers with smart capabilities capable of connecting to the Intemet,
cethlar petworks, and mterconnecting with other devices via Wi-Fi and Bluetooth, or other
wireless hand-held consumer electronic devices capable of executing and displaying content
received through the network device 102, Additionally, the client devices 104 canbe a TV, an
IP/OAM STB or an SMD that is capable of decoding audio/video content and plaving over OTT
or MSO provided content received through the network device 102,

{0024} The connection 110 between the network device 102 and the client device 104 1s
implemented through a wireless connection that operates in accordance with, but is not limited
102 and the chient device 104 can also be implemented through a WAN, 3 LAN, a VPN, MANs,
PANS, WLANs, SANs, a DOCSIS network, a fiber optics network {e g, FTTH, FTTX, or HFC),
a PSDN, a global Telex network, or a 2G, 3G, 4G or 5G network, for example.

{0025} The connection 110 can also be implemented usmyg a wireless connection m
accordance with Bluetooth protocols, Bluetooth Low Energy (BLE), or other short range
protocols that operate w accordance wath a wireless technology standard for exchanging data
over short distances using any hcensed or unhcensed band such as the CBRS hand, 2.4 GHz
bands, 5 GHz bands, or 6 GHz bands. One or more of the connections 110 can also be a wived
Ethernet connection.

{00261 A detailed description of the exemplary internal components of the network
device 102, the wireless extenders 103, and the chent devices 104 shown in Fig. 1 will be
provided in the discussion of Fig 2. However, in general, it & contemplated by the present
disclosure that the network device 102, the wireless extenders 103, and the client devices 104
mclude electronic components or electronic computing devices operable to recetve, transnut,
process, store, and/or manage data and information associated with the system, which

sncompasses any suitable processing device adapted to perform computing tasks consistent with
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the sxecution of computerreadable instractions stored i a memeory or g computer-readable
recording mediam.

[0027] Further, any, all, or some of the computing components in the network device
102, the wireless extenders 103, and the client devices 104 may be adapted to execute any
operating svstem, inctading Linux, UNLX, Windows, MacQOS, DOS, and ChromOS as well as
virtual machines adapted to virtuahize execution of a particular operating system, meluding
custonuzed and proprietary operating systems. The network device 102, the wireless extenders
103, and the client devices 104 are further equipped with components to facilitate
communication with other computing devices over the one or more network connections to local
and wide area networks, wireless and wired networks, public and private networks, and any other
communication network enabling conumunication i the system.

{0028} Fig. 2 illustrates a network device 200,

{0029 In Fig. 2. the network device 200 includes a user interface 210, a processor 220,
an audio device 230, a network manager 240 (e.g., a management tool), and memory 250, The
netwark device 200 also inclades a network interface 260 for connecting one or more client
device(s) 270, for example, using a wireless local area network 280, such as Wi-Fi

{0030] The network manager 240 may be implemented using software elements {(e.g.,
code embodied on a machine-readable medium) or hardware elements. For example, processor
220 may be configured to execute mstructions 222 stored on said memory 254 to cause said
network device 200 o provide the network manager 240 and vser miterface 210, The processor
220 may thus execute the processes carried out by the network manager 240, Conununmication
between the components {e.g., 210, 220, 230, 240, 250, 260} of the network device 200 may be
established using an internat bus 290

{6031} Certam subject matter of the present disclosure 18 described herein as inchuding
logic or a number of components, units, elements, or mechanisms. The network device 200 may
constitute either software elements {e.g., code embodied on a machine-readable medium) or
hardware elements. A “bhardware element” 1s a tangible unit capable of performing certam
operations and may be configured or arranged in a certan physical manner. In vanious example,
one ot more computer systems {e.g., a standalone computer system, a client compuater system, or
3 server computer system} or ong or more hardware elements of g computer system {e.g., &

processor or & group of processors) may be configured by software {e.g., an application or
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application portion) as a hardware element that operates to perform cerfain operations as
described hergin,

[0032] The network manager 240 monttors the network 280 and connections by chient
device(s) 270. The network manager 240 detects an event 242 and generates an audio message
244, The audio message 244 may be selected by the network manager 240 from audio files 252
stored 1y memory 230, The network manager 240 selects an appropriate audio file 252 that is
appropriate for the event 242 detected by the network manager 240, The audio message 244 13
provided to audio device 230, Audio device 230 processes the audio message nto an analog
signal that may be emitted by speaker 232, For example, the audio message 244 may be a digital
audio message that is converted mto an analog signal 232 by signal processing 234, which may
need to be amphified before transmitted 1o the speaker 236, Sipnal processing 234 may be
mmplemented by processor 220, Speaker 236 receives the analog signal 232 and converts the
analog signal to audio waves 23R that are perceptible by a user.

{0033} Audic message 244 mayv be an audio message that provides data to the user.
Alternatively, or in addition to, the audio message 244 may provide warnings in the form of
audio alarm messages. The speaker 236 may provide audio alarms that indicate an abnormal
status of the network device 200, e g, the network device 200 failed to start, an Internet
connection was lost, a hugh temperature condition of processor 220 exast. The network manager
240 may also detect cvberattacks, such as a denial of service (DoS) attack and issue an glarm that
mdicates a particular cvberattack has taken place.

j0034] The andio message 244 may be a parenial control violation audio alarm that
mdicates, for example, that a child ined to access some blocked websites, or tried to access the
Internet during an snallowed period. The audio message 244 may be an andio alarm that
mdicates that someone has tried to hack mto the home Wi-Fi network 260. For example, the
network manager 240 may determine that multiple, different Wi-Fi passwords attempts have
been made. Further, an authorize user may request identification of the name of the network,
re., the service set identification (SSIHD) and password, and the network manager 240 may
broadcast an audio message 244 that identifies the name of the network (SSID) and the
password, Other features could also ase the speaker 236 to perform other functions.

J8035] User interface 210 may include a graphic user interface {GUI) 212, The GUI 212

may be used to configure different settings for network manager 240. The configuration settings
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accessible via the GUI 212 may be provided by files stored m memory 230, The configuration
files stored in memory 280 may include an application 214, a Maltiple System Operators (MSO)
file 215, a Management Information Base (MIB) file 216, a Technical Report-069 {TR-069} file
217, etc. An apphication 214 may be downloaded and stored m memory 250. The application
214 may provide for network faalt monitoring by network manager 240, MSQ files 215 may be
provided by one or more cable television systems to configuwre different components, such as
network manager 240, MIBs 216 provide a database that is used for managing the entities ina
network, such as network device 200 and client device(s) 270. MIBs 216 include information
about standard network mformation, such as IP addresses, network interface settings, and Simple
Network Management Protocol (SNMP) definitions. As one example, SNMP may be used to
manage network resources. SNMP allows for creation of SNMP traps and conversion mio alerts
for managing the network device 200, Notifications, such as alert messapes, are sent from a
remote device, e.g., network device 200, chient device(s) 270, 1o a central collector, such as
network manager 240. TR-069 provides for the commuication between a client device and an
Auto-Configuration Server (ACS}, The network manager 240 may alse broadeast a SSID and
password message 272 to chent device 270 that is running a mobile apphication 274, For

example, a puest may want to connect to the private SSID. Mobile application 274 may
communicate with network manager 240, and if authorization is granted, the network manager
240 may cause the SSID and password message 272 to be sent to the mobile application 274

{8036} GUI 212 may be used to tmplement firewall level settings. GUIT 212 may display
a page that allows navigation to & page for configuration of the speaker 236, The GUI 212 may
then be used to enable/disable audio messages by the speaker 236, In addition, the GUI 212 may
be used 1o select which class to user All/Normal/Custom. The default value may be chosen 1o be
the normal configuration and alarm types selected for the normal configuration may be used.
Selection of custom class allows the user may select the alanm type to use for any particular
event 242,

{0037 Fig. 3 15 a diagram of a management tool 300,

{0038} In Fig. 3, the management tool 300 includes a network manager 310, database of
management wformation 320, e g, MIB, and network agents 330, The network manager 310
manages the chient devices by sccessing the database of management mformation 320, e.g, MIB,

The database of management information 320 includes a collection of managed objects that may
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be accessed using network~-management protocols, e.g., SNMP A network agent 330 momtors
objects meinded in the database of management information 320. The network agent 330 detects
gvents assoctated with the objects and sends notifications and data to the network manager 310,
The events are logged by the network agent 330 mio the database of management miformation
320. The network manager 310 receives the notifications and collects data from the network
agents 330, The network agent 330 sends alerts called traps and answers requests that were sent
by the network manager 310. The network manager 310 captures and decodes the traps. The
network manager 310 may also request specific information from the network agent 330,
Information is passed through requests and replies with the use of the MIB 320, The network
manager 310 15 responsible for decoding the packets and providing an iiterface to an
administrator. The GUI 212 may be used to provide an interface for managing and configuring
the management tool 300,

[0039] Fig. 4 is a diagram dlustrating a user interface 400 to manage audio messages

{0040] In Fig. 4, the user interface 400 includes an area for page navigation 410, A main
web page 410 for configuration of a network device is provided. The main web page provides
firewall settings 412 and a selection 414 for navigating to & hardware parameter selection page
420. The hardware parameter selection page 420 includes selections for hardware choices 422
and a selection 424 for navigating to a speaker parameter selection page 430, Speaker parameter
selection page 430 melude options for setting speaker parameters 432,

{8041} User interface 400 also mcludes a sub-interface for controthing audio messages
440, The user may select to enable audic messages 442 or may select to disable audio messages
444, Llser miertace further includes a sub-interface for selecting a speaker class to use 450, The
user may select All 452, Normal 454, and Custom 456, The default value may be chosen to be
the normal configuration 454 where alarm tvpes selected for the normal configuration may be
used. The user selects custom class 456, which allows the user may 1o select the alarm type to
use for any particolar event. Once a selection 1s made, the audio message types may be selected,
as described in further detasd wath reference to Frg. §

[0042] Fig. 5 illustrates a user interface 300 to manage the audio message types provided
to the speaker.

[8643] In Fig. 3. four different audio message types 510, 520, 530, S40 are shown. The

first message type 510 15 for an audio alarm message indicating an abnormal status of the
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network device. Under the first andio alarm message type S10, the user may select fo generate
an asdio alarm message reporting the system failed to start via checking the status for system key
interfaces of the network device {e.g., eRouter/eCM) 312, The user may generate an audio alarm
message reporiing that an Internet connection was lost 314 as determned, for example, by
pinging the WAN side of an eRouter and determuming that the WAN side 18 not responding. Also,
the {irst audio alarm message type 310 may mclude an audio alaom message reporiing a hugh
temperature once the CPU temperature exceeds a predetermined valpe 516,

{0044} The second type of audio alarm message 320 includes audio alarm messages that
indicate parental control rules have tniggered an alarm. The second type of audio alarm message
520 may include an audio alarm message that is triggeved by a child frying to access some
blocked websites or bv a child trying to access the hyternet during an unallowed time 522, The
second type of audio alarm message 320 may also include an andio alarm message stating that
the firewall logs should be checked to detect whether rules have been triggered and reporting the
status 524,

[8045] The third type of audio message 330 includes andio alarm messages that indicate
hackers have attempted to invade the network. The third tyvpe of audio alarm message 530 may
mclude an audio alarm message warming that someone has been continuously trying differem
Wi-Fi passwords to attempt to connect to @ private SSID 532, The third type of andio alarm
message 330 may also include an audio alarm message stating that DoS attacks have been
detected by the frewall 534

0046} The fourth tvpe of audio message 540 includes audio messages that broadeast the
SSI¥password for the network. The fourth type of audio message 5S40 may include an andio
message anpovncing the SSID and password for the network 542 that is generated by a guest
requesting connection o the network and the system determunes the guest 13 authornized to access
the network. The SSID and password for the network may be broadcast to the network device
andfor to a mobile apphication 5342, This message type 540 is enabled by the owner of the
network.

{0047} Fig. 615 a flow chart 600 ilhustrating generation of an audio imessage in response
o detecting a network event,

J0048] In Fig. 6, it 15 assumed that the network device mcludes software storved in

memory, which when executed perform functions and operations of the subject matter of the

10
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present discloswre. In Fig. 6, method 600 stants (S602), and the network device 1s configured via
a user mterfhce to generate an sudio message associated with detection of an event (5610).
Referring to the description of the network device 200 m Fig. 2, user mierface 210 may wchude a
graphic user interface (GUI) 212, The GUI 212 may be used to configure different setbings for
network manager 240, The configuration settings accessible via the GUI 212 may be provided
by filey stored in memovy 250, The network manager 240 monitors the network to detect an
event 242 and generates an audio message 244, The audio message 244 may be selected by the
network manager 240 from audio files 232 stored in mentory 250,

[8049] Management commands are initiated by the network manager (S614). For
example, referrmg again to the description of the network device 200 in Fig. 2, the network
manager 240 may begin to monitor the network 280 and connections by client device(s) 270.
The network manager 240 may detect an event 242 and generates an audio message 244,
Monitoring notifications are received by the network manager from an object of the network
device (S618). A network agent 330 monitors objects and sends notifications to the network
manager 310, The network manager 310 collects data sent from the network agents 330.

{0050} Events of the network device are described by objects stored in the database of
management mformation (8622}, Referring to the deseniption of management tool 300 in Fig. 3,
the database of management information 320 inclodes a collection of managed objects that may
be accessed using network-management protocols, e.g., SNMP.

{8051} The objects of the network device are monrtored by a network agent to detect
events based on the objects desenbed in the database of management information (86263
Referring to the description of management tool 300 in Fig. 3, the network agent 330 monitors
objects meloded m the database of management mformation 320.

[0052] An mmdication of the event 13 sent by the network agent to the network manager
{S630). The network agent 330 detects events associated with the objects and sends notifications
and data to the network manager 310, The network manager 310 receives the notifications and
collects data from the network agents 330,

[0833] The events are logged by the network agent into the database of managenent
mformation {5634}, Referrmyg agam to the desceription of management tool 300 in Fig. 3, the

events are logged by the network agent 330 mto the database of management information 324,

11
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{00541 An sudio message 15 geverated by the nebwork manager upon receiving the
indication of the event is received from the network agent {(S638). Referring again to the
description of the network device 200 in Fig. 2, the network manager 240 detects an event 242
and generates an audio message 244, The audio message 244 may be selected by the network
manager 240 from audio files 252 stoved mn memory 250. The network manager 240 selects an
appropriate audio file 252 that 15 appropriate for the event 242 detected by the network manager
240,

{0055] The audio message is received at an audio device (e.g., a network device 200
and/or client device 270 running a mobile apphication 274) (S8642). The audio message 15 played
using the speaker (8646). Referring agam to the description of the network device 200 m Fig. 2,
speaker 236 receives the analog signal 232 and converts the analog signal to audio waves 238
that are perceptible by a user.

0056} The processes discussed in this disclosure may be implemented in hardware,
software, or a combination thereof. In the context of software, the described operations represent
computer-executable instructions stored on one or more non-transitory computer readsble
recording medium that, when executed by one or more hardware processors, perform the recned
operations. Generally, computer-executable mstructions include routines, programs, objects,
components, data structures, and the like that perform particular functions or implement
particular abstract data types. Those having ordimary skill in the art will readily recognize that
certain steps or operations fustrated 1o the figures above may be eliminated, combmed, or
performed in an alternate order. Any steps or operations may be performed serially or 10 parallel.
Farthermore, the order m which the operations are described is not intended to be construed as a
fmitation.

8057} Subject nuatter of the present disclosure may be provided as a computer program
product including one or more non-transiory computer readable recording mediom having
stored thereon Instructions (in compressed or uncompressed form) that may be used to program a
computer (or other electronic device) to perform processes or methods described herein. The
computer-readable storage media may include one or more of an electronic storage medivm, a
magnetic storage medinm, an optical storage mednan, 8 quantum storage medunn, or the hike,
For example, the computer-readable storage media may include, but are not limuted to, hard

drives, floppy diskettes, optical disks, read-onlv memornies (ROMs), random access memories

12
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{RAMS), erasable programmable ROMs (EPROMS), electrically erasable programmable ROMs
{EEPROMz), flash memory. magnetic or optical cards, solid-state memory devices, or other
types of physical media suitable for storing electroniv instructions. Further, subject matter of the
present disclosare may also be provided as a computer program product including a transttory
machme-readable signal {in compressed or uncompressed form). Examples of machie-readable
signaly, whether modulated using a carner or anmodulated, mclade, but are not tnuted to,
signals that a computer system or machine hosting or ruing a computer program may be
configured to access, including signals ransferred by one or more networks. For example, a
transitory machine-readable signal may comprise transmission of software by the Internet.
[058] Separate instances of these programs can be executed on or distributed across any
number of separate computer systems. Thus, although certain steps have been described as being
performed by certain devices, software programs, processes, or entities, this need not be the case.
A variety of alternative implementations will be understood by those having ordinary skill m the

art.

R 7 dd

[0039] Use of the phrases “capable of,” “capable 10, “operable to,” or “configured to”,
refers 1o some apparatus, logic, havdware, and/or element desipned n such a way to enable use
of the apparatus, logic, hardware, andfor element 1n a specified manner. The sobject matter of
the present disclosure s provided as examples of apparatus, systems, methods, and programs for
performing the features described in the present disclosure, However, further features or
vartations are contemplated n addition 1o the features described above. It is contemplated that
the implementation of the components and functions of the present disclosure can be done with
any newly ansing technology that may replace any of the above mmplemented technologies.
{8068} Additionally, those having ordinary skill in the art readily recognize that the
techniques deseribed above can be utihized m a variety of devices, environments, and situations.
Although the subject matter has been described i language spectfic to stroctural features or
methodological acts, # 15 1o be understood that the subject matter defined in the appended claims
15 not necessarily himited to the specific features or acts desernibed. Rather, the specific features

angd acts are disclosed as exemplary forms of implementing the clamms,
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CLAIMS
What is claimed is:
i, A network device, comprising:

a user interface for configuring the network device to generate an audio message
associated with detection of an event;
a MmOy,
a speaker; and
a processor configured to execute instryctions stored on said memory to cause said
natwork device to:
monttor the network device to detect the event;
trigger peneration of the audio message in response o the detecting of the event;

and

broadcast the audio message using the speaker.

2. The network device of claim ¥, wherem;
the memory has stored thereon a database of manggement information describimg objects
defining events of the network device;
the processor 1s further configured to execute the instractions stored on said memory o
cause satd network device to:
inuttate management cormmands and recetve monitonng notifications from an
obiect of the network device;
monttor the objects of the network device to detect the event based on the objects
described m the database of management mivrmation;
send an mdication of the event to the network manager;
log the events m the database of management information, and

generate the audio apon receiving the mdication of the network event.

14
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3 The network device of claim 1, wheremn the processor s further configured to
execute the instractions stored on seid memuory to cause said network device to broadeast an
audio message muhicating at least one of!

an abnormal status of the network device was detected,

a parental control rule was triggered.

an attempt by hackers 1o myvade the network device, and

the service set wdentifier and password, wheremn the broadeast of the andio message

further comprises broadeasting the service set wdlentifier and password to & mobile application.

4. The network device of claim 3, wherein the broadcast of the audio message
comprises broadeast of an audio alarm message indicating the abnormal status of the network
device was detected, wherein the broadeast of the audio alarm message indicating the abnormal
status of the network further comprises broadeasting an audio alarm message indicating at least
one of the network device thiled to start based on a key system interface status, an IP connection
was lost once a ping of 8 WAN side of the network device fails, and the temperature of the

processor exceeds a predetermine high temperature level.

3. The network device of ¢laim 3, wherein the broadeast of the audio message
comprises broadeast of an audio alarm message indicating the parental control rule was
triggered, wheremn the broadeast of the audio alarm message indicating the parental control rule
was triggered further comprises broadeasting at least one of ap audio alarm message that an
attempt to access a block website was detected, an audio alarm message that an attempt to access
the Internet occurred at a blocked time, and an audio alarm message that a fivrewall logs mdicate
at least one rule were violated.

6. The network device of claim 3, wherem the broadcast of the audio message
comprises broadeast of an audio alarm message mdicating an attempt by hackers to mnvade the
network device, wherem the broadcast of the audio alann message indicating an attenyst by
hackers to mvade the network device further comprises broadeasting an audio alarm message

mdicating that attemipts to connect to a private service sot identifier using a plarality of different
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mcorrect passwords or broadeasting an audio alarm message indicating a denial of service {DoS})

attack detected by a Srewall.

7. The network device of claim 1 further comprising a firewall seiting presented
through accessing a web page associated with the user interface, and navigating from a main web
page to hardware patameter selection page and then to a speaker parameter selection page,
whergin the speaker parameter selection page wncludes an interface for enabling or disabling the
audio alarm, and an interface to select one of all, normal, or custom class, wherein the custom

class allows the user to select the alarm type to use.

8. The network devics of claim 1, whersin the user mterface is provided by at least
one selecting from the group consisting of an audio alarm application, a network management
tool, a configuration file, and TR-069, the user interface further comprising a graphical user

mterface (GUT) for management of the andio messages.

9. The network device of claim 1, wherein the aundio message broadcast using the

speaker comprises & voice speaking at least one word.

10, A method for providing an audic alarm by 3 network device, comprising:

configuring the network device via a user interface to generate an andio message
assoctated with detection of an eveni;

momtoring the network device, using & management tool, to detect the event;

trigeering, by the management tool, generation of the audio message in response to the
detecting of the event;

recerving the andio message at an audio device of the network device that inclodes a
speaker; and

broadcasting the audio message using the speaker.
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11, The method of claam 10, wherein the management tool comprises a network
manager, a database of management mformation describing objects defining events of the
network device, and a network agent, wherem the method further comprises:

mitiating, by the network manager, management commands;

recerving, by the network manager, monttoring notifications from an object of the
network device;

describing, by objects stored m the database of management information, events of the
network device;

monitormg, by & network agent, the objects of the network device to detect the event
based on the objects described in the database of management mformation,

sending, by the network agent, an indication of the event to the network manager;

fogging, by the network agent, the evenis in the database of management information;
and
generating, by the network manager upon recerving the indication of the event, the audio

message.

12, The method of claim 10, wherein the hroadcasting the audio message using the
speaker further comprises broadeasting the andio message indicating at least one of:

an abnormal status of the network device was detected,

a parental control role was tnggered.

an attempt by hackers to invade the network device, and

the service set wdentifier and password, wheremn the broadeast of the andio message

further compnises broadcasting the service set identifier and password to a mobsile application.

13, The method of clatm 12, wherem the broadcasting the andio message comprises
broadcasting an audio alarm message mdicating the abnormal status of the network device was
detected, wheremn the broadeasting the audio alarm message indicating the abnormal statos of the
network further comprises broadeasting an audio alarm message indicating at least one of the
network device failed to start based on a key system interface status, an IP connection was lost
once 8 ping of 3 WAN side of the network device fails, and the temperature of the processor

exceeds a predetermine high temperature fevel.
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14, The method of clatim 12, wherein the broadcasting the audio message comprises
broadeast of an audio alarm message mdicating the parental control rule was triggered, wherein
the broadcasting the audio alarm message indicating the parental control rule was tnggered
further comprises broadcasting at least one of an audio alarm message that an attempt to access a
block website was defected, an audio alarm message that an attempt w access the Internet
occarred at 8 blocked time, and an audio alarm message that a firewall logs indicate at least one
rule were violated, and wherein the broadcasting the audio message comprises broadcasting an
audio alarm message mdicating an attempt by hackers to invade the network device, the
broadeasting of the audio alarm message ndicating an attempt by hackers to invade the network
device further comprises broadeasting an audio alanm message indicating that attempts to
connect 1o a private service set identifier using a plurality of different mcorrect passwords or
broadcasting an audio alarm message indicating a denial of service {Do8) attack detected by the

firewall,

15, The method of claim 10 further comprising:
presenting a firewall setting by accessing a weh page associated with the user interface
and navigating from a main web page to hardware parameter selection page and then to a speaker
parameter selection page; and
providing on the speaker parameter selection page:
an mterface for enabling or disabling the audio glarmy; and
an interface to select one of all, normal, or custom classes, wheremn the custom

class allows the user to select the alarm type to use.
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16 A non-fransitory, computer-readable media having computer-readable nstructions
storved thereon, the computer-readable mstractions being capable of being read by a network
device, wherem the computer-readable mstructions are capable of instructing the network device
to perform a method for providing an audio alarm, the method comprising:

configurimng the network device via a user mterface to generate an audio message
associated with detection of an event;

momtoring the network device, using a management tool, to detect the event;

triggering, by the management tool, generation of the andio message n response to the
detacting of the event;

receiving the audio message at an audio device of the network device that includes a
speaker; and

broadcasting the audio message using the speaker.

17, The non-teansitory, tangible, computer-readable media of clamm 16, wherein the
management tool comprises a network manager, a database of management mformation
describing objects defining events of the network device, and a network sgent. wherein the
method further comprises:

mitiating, by the network manager, management commands;

recetving, by the network manager, monttoring notifications froms an object of the
network device;

describing, by objects stored m the database of management information, events of the
network device;

nonitormyg, by a network agent, the objects of the network device to detect the event
based on the objects described 1o the database of management information,

sending, by the network agent, an mdication of the event to the network manager;

logging, by the network agent, the events in the database of management mtormation;
and
generating, by the network manager upon recetving the indication of the event, the audio

message.
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18,  The non~transitory, tangible, computerreadable media of claim 16, wherein the
broadeasting the audio message using the speaker finther comprising broadeasting an sudio
message mdicating at least one of!

an abnormal status of the network device was detected,

a parental control rule was triggered.

an attempt by hackers 1o myvade the network device, and

the service set wdentifier and password, wheremn the broadeast of the andio message

further comprises broadeasting the service set wdlentifier and password to & mobile application.

19, The non-transitory, tangible, computer-readable media of claim 18, wherein the
broadeasting the audio message comprises broadcasting an andio alanm message indicating the
abnormal status of the network device was detectad, wherein the broadeasting the audio alarm
message indicating the abnormal status of the network further comprises broadeasting an audio
alarm message indicating at least one of the network device failed to start based on a key system
wmterface status, an P connection was lost once a ping of 8 WAN side of the network device

fails, and the temperature of the processor exceeds a predetermine high temperature level,

20, The non-transitory, tangible, computer-readable media of clatm 18, wherein the
broadeasting the audio message comprises broadeast of an audio alanm message indicating the
parental control rule was tiggeved, wherewn the broadeasting the andio alavm message indicating
the pavental control rule was nigpered further comprises broadeasting at least one of an audio
alarm message that an attempt to access a block website was detected, an audio alarm message
that an attempt to access the Internet occurred at a blocked time, and an audio alarm message that
a firewall logs mdicate at least ope rule were violated, and wherein the broadeasting the andio
message comprises broadeasting an andio alarm message mdicating an atterpt by hackers to

ge indicating an attempt by

mvade the network device, the broadeasting of the audio alarm messa
hackers to mvade the network device further comprises broadcasting an audio alarm message

mndicating that attempis to connect to a private service set identifier using a plurality of different
meorrect passwords or broadeasting an andio alarm message mdicating a dental of service (DoS)

attack detected by the firewall
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AMENDED CLAIMS
received by the International Bureau on 13 October 2021 (13.10.2021)

1. (Currently Amended) A network device, comprising:
a user interface for configuring the network device to manage a network and to generate
an audio message associated with a detected network event;
a memory storing a database of managed network objects defining network events for the
network device;
a speaker; and
a processor configured to execute instructions stored on said memory to cause said
network device to:
execute a network manager for managing the network based on the database of
the managed network objects;
monitor the network using the managed network objects in the database of the
managed network objects to detect the network event using the network manager;
trigger generation of the audio message associated with the network event in
response to the detecting of the network event; and

broadcast the audio message associated with the network event using the speaker.

2. (Currently Amended) The network device of claim 1, wherein:
the processor is further configured to execute the instructions stored on said memory to
cause said network device to:
in response to detecting the network event, initiate management commands and
receive monitoring notifications from an object of the network device;
send an indication of the network event to the network manager; and

log the events in the database of the managed network objects.

3. (Currently Amended) The network device of claim 1, wherein the processor is
further configured to execute the instructions stored on said memory to cause said network
device to broadcast the audio message associated with the network event indicating at least one
of:

an abnormal status of the network device was detected,

21
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a parental control rule was triggered.
an attempt by hackers to invade the network device, and
the service set identifier and password, wherein the broadcast of the audio message

further comprises broadcasting the service set identifier and password to a mobile application.

4. (Currently Amended) The network device of claim 3, wherein the processor is
further configured to broadcast of an audio alarm message indicating the abnormal status of the
network device was detected, wherein the audio alarm message further comprises an audio alarm
message indicating at least one of the network device failed to start based on a key system
interface status, an IP connection was lost once a ping of a WAN side of the network device fails,

and the temperature of the processor exceeds a predetermine high temperature level.

3. (Currently Amended) The network device of claim 3, wherein the processor is
further configured to broadcast of an audio alarm message indicating the parental control rule
was triggered, wherein the audio alarm message further comprises at least one of an audio alarm
message that an attempt to access a block website was detected, an audio alarm message that an
attempt to access the Internet occurred at a blocked time, and an audio alarm message that a

firewall logs indicate at least one rule were violated.
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6. (Currently Amended) The network device of claim 3, wherein the processor is
further configured to broadcast of an audio alarm message indicating an attempt by hackers to
invade the network device, wherein the audio alarm message further comprises an audio alarm
message indicating that attempts to connect to a private service set identifier using a plurality of
different incorrect passwords or broadcasting an audio alarm message indicating a denial of

service (DoS) attack detected by a firewall.

7. (Currently Amended) The network device of claim 1 further comprising a
firewall presenting a firewall setting in a web page accessed through the user interface, and
navigating from a main web page to hardware parameter selection page and then to a speaker
parameter selection page, wherein the speaker parameter selection page includes an interface for
enabling or disabling the audio alarm, and an interface to select one of all, normal, or custom

class, wherein the custom class allows the user to select the alarm type to use.

8. (Currently Amended) The network device of claim 1, wherein the user interface
is provided by at least one selected from the group consisting of an audio alarm application, a
network management tool, a configuration file, and TR-069, the user interface further

comprising a graphical user interface (GUI) for management of the audio messages.

9. (Original) The network device of claim 1, wherein the audio message

broadcast using the speaker comprises a voice speaking at least one word.
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10. (Currently Amended) A method for providing an audio alarm by a network
device, comprising:

storing, in memory, a database of managed network objects defining network events for
the network device;

executing a management tool for managing the network based on the database of the
managed network objects;

configuring the network device via a user interface to generate an audio message
associated with detection of a network event;

monitoring the network, using the management tool, to detect the network event;

triggering, by the management tool, generation of the audio message in response to the
detecting of the network event;

receiving the audio message at an audio device of the network device that includes a
speaker; and

broadcasting the audio message using the speaker.
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11. (Currently Amended) The method of claim 10, wherein the management tool
comprises a network manager, and a network agent, wherein the method further comprises:

initiating, by the network manager, management commands;

receiving, by the network manager, monitoring notifications from at least one of the
management network objects in the database of the managed network objects;

describing, by objects stored in the database of the managed network objects, network
events of the network device;

monitoring, by a network agent, the managed network objects of the network device to
detect the network event based on the objects described in the database of the managed network
objects;

sending, by the network agent, an indication of the network event detected by the
network agent to the network manager;

logging, by the network agent, the network event detected by the network agent in the
database of the managed network objects; and

generating, by the network manager upon receiving the indication of the network event

detected by the network agent, the audio message.

12. (Original) The method of claim 10, wherein the broadcasting the audio
message using the speaker further comprises broadcasting the audio message indicating at least
one of:

an abnormal status of the network device was detected,

a parental control rule was triggered.

an attempt by hackers to invade the network device, and

the service set identifier and password, wherein the broadcast of the audio message

further comprises broadcasting the service set identifier and password to a mobile application.
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13. (Original) The method of claim 12, wherein the broadcasting the audio
message comprises broadcasting an audio alarm message indicating the abnormal status of the
network device was detected, wherein the broadcasting the audio alarm message indicating the
abnormal status of the network further comprises broadcasting an audio alarm message
indicating at least one of the network device failed to start based on a key system interface status,
an IP connection was lost once a ping of a WAN side of the network device fails, and the

temperature of the processor exceeds a predetermine high temperature level.

14. (Original) The method of claim 12, wherein the broadcasting the audio
message comprises broadcast of an audio alarm message indicating the parental control rule was
triggered, wherein the broadcasting the audio alarm message indicating the parental control rule
was triggered further comprises broadcasting at least one of an audio alarm message that an
attempt to access a block website was detected, an audio alarm message that an attempt to access
the Internet occurred at a blocked time, and an audio alarm message that a firewall logs indicate
at least one rule were violated, and wherein the broadcasting the audio message comprises
broadcasting an audio alarm message indicating an attempt by hackers to invade the network
device, the broadcasting of the audio alarm message indicating an attempt by hackers to invade
the network device further comprises broadcasting an audio alarm message indicating that
attempts to connect to a private service set identifier using a plurality of different incorrect
passwords or broadcasting an audio alarm message indicating a denial of service (DoS) attack

detected by the firewall.

15. (Currently Amended) The method of claim 10 further comprising:
presenting a firewall setting by accessing a web page associated with the user interface
and navigating from a main web page to a hardware parameter selection page and then to a
speaker parameter selection page; and
providing on the speaker parameter selection page:
an interface for enabling or disabling the audio alarm; and
an interface to select one of all, normal, or custom classes, wherein the custom

class allows the user to select the alarm type to use.
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16. (Currently Amended) A non-transitory, computer-readable media having
computer-readable instructions stored thereon, the computer-readable instructions being capable
of being read by a network device, wherein the computer-readable instructions are capable of
instructing the network device to perform a method for providing an audio alarm, the method
comprising:

storing, in memory, a database of managed network objects defining network events for
the network device;

executing a management tool for managing the network based on the database of the
managed network objects;

configuring the network device via a user interface to generate an audio message
associated with detection of a network event;

monitoring the network, using the management tool, to detect the network event;

triggering, by the management tool, generation of the audio message associated with the
network event in response to the detecting of the network event;

receiving the audio message at an audio device of the network device that includes a
speaker; and

broadcasting the audio message using the speaker.

27
AMENDED SHEET (ARTICLE 19)



WO 2022/016391 PCT/CN2020/103338

17. (Currently Amended) The non-transitory, tangible, computer-readable media of
claim 16, wherein the management tool comprises a network manager, and a network agent,
wherein the method further comprises:

initiating, by the network manager, management commands;

receiving, by the network manager, monitoring notifications from at least one of the
management network objects in the database of the managed network objects;

describing, by objects stored in the database of the managed network objects, network
events of the network device;

monitoring, by a network agent, the managed network objects of the network device to
detect the network event based on the managed network objects described in the database of the
managed network objects;

sending, by the network agent, an indication of the network event detected by the
network agent to the network manager;

logging, by the network agent, the network event detected by the network agent in the
database of the managed network objects; and

generating, by the network manager upon receiving the indication of the network event

detected by the network agent, the audio message.

18. (Original) The non-transitory, tangible, computer-readable media of claim 16,
wherein the broadcasting the audio message using the speaker further comprising broadcasting
an audio message indicating at least one of:

an abnormal status of the network device was detected,

a parental control rule was triggered.

an attempt by hackers to invade the network device, and

the service set identifier and password, wherein the broadcast of the audio message

further comprises broadcasting the service set identifier and password to a mobile application.
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19. (Original) The non-transitory, tangible, computer-readable media of claim 18,
wherein the broadcasting the audio message comprises broadcasting an audio alarm message
indicating the abnormal status of the network device was detected, wherein the broadcasting the
audio alarm message indicating the abnormal status of the network further comprises
broadcasting an audio alarm message indicating at least one of the network device failed to start
based on a key system interface status, an IP connection was lost once a ping of a WAN side of
the network device fails, and the temperature of the processor exceeds a predetermine high

temperature level.

20. (Original) The non-transitory, tangible, computer-readable media of claim 18,
wherein the broadcasting the audio message comprises broadcast of an audio alarm message
indicating the parental control rule was triggered, wherein the broadcasting the audio alarm
message indicating the parental control rule was triggered further comprises broadcasting at least
one of an audio alarm message that an attempt to access a block website was detected, an audio
alarm message that an attempt to access the Internet occurred at a blocked time, and an audio
alarm message that a firewall logs indicate at least one rule were violated, and wherein the
broadcasting the audio message comprises broadcasting an audio alarm message indicating an
attempt by hackers to invade the network device, the broadcasting of the audio alarm message
indicating an attempt by hackers to invade the network device further comprises broadcasting an
audio alarm message indicating that attempts to connect to a private service set identifier using a
plurality of different incorrect passwords or broadcasting an audio alarm message indicating a

denial of service (DoS) attack detected by the firewall.
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