w0 20207139773 A1 |0 0000 KO0 00 0 00

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual Propert J
(o wer Orgmiation 2 0 OO0 O 00000 A0 0

International Bureau

/ (10) International Publication Number
(43) International Publication Date = WO 2020/139773 Al
02 July 2020 (02.07.2020) WIPO I PCT
(51) International Patent Classification: GHOSAL, Sudip; 13191 Glen Brae Drive, Saratoga, Cali-
Ho04L 29/06 (2006.01) Ho4W 88/08 (2009.01) fornia 95070 (US). REN, Wenge; 806 Quetta Avenue, Sun-

(21) International Application Number: nyvale, California 94087 (US).
PCT/US2019/067971  (74) Agent: FILIPEK, Jeffrey R. et al.; 1025 Connecticut Av-
enue, Suite 500, Washington, District of Columbia 20036

(22) International Filing Date: (Us).

20 December 2019 (20.12.2019)
(81) Designated States (unless otherwise indicated, for every

kind of national protection available). AE, AG, AL, AM,
(26) Publication Language: English AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

(25) Filing Language: English

(30) Priority Data:

16/232,226 26 December 2018 (26.12.2018) US HR, HU, ID, IL. IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
(71) Applicant: ARRIS ENTERPRISES LLC [US/US]; 3871 KR, KW KZ LA, LC,LK,LR,LS,LU,LY, MA, MD, ME,
Lakefield Drive, Suwanee, Georgia 30024 (US). MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

] OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
(72) Inventors: COMERICA, Subash Tirupachur; 1575

Tenaka Place, Apt#3, Sunnyvale, California 94087 (US).

(54) Title: CAPTCHA ON WIRELESS ACCESS POINT AND HUMAN AND MACHINE USER COMPUTING DEVICE
CLASSIFICATION

Atamey Docket # ARRUB6S
CURRENTLY CONNECTED WAP CAPTCHA SYSTEM190
COMPUTING DEVI
(SMARTPHONE,

TEMPORARY
. {v’IHLLk:SS LAN 1268 GURRENTLY
¥ £

£ (CAMERA)
T ™1z200

| NETWORK COMMUNICATION]
INTERFACE 104

]
TEMFORARY | |\ 1208

WIRELESS ’,/ |

N zsE o ]

o7 CNPENDING COMPUTING DEVICE
1 M {TABLET COMPUTER}
NETWOIRK POLIGY TABLE

TABLE TEMPORARY
WIRELESS ACCESS POINT (WaP) 191 WIRELESS
LAN 125F

W S
N NETWORK LINK 102 .G, A Y —\\’

WIRED OF WIRELESS) (\ d SET-TOP BOX/DVR
105F

CABLE OR
SATELLITE TEMPORARY
E 2., WIRELESS  §

LAMaEN © 126
S

v

{ IPENDING COMPUTING

S DEVICE (LIGHT BULE)
105N

COMPUTING DEVICE
CLASSIFICATION

(57) Abstract: In response to receiving a primary wireless LAN connection request from a computing device, a wireless access point
(WAP) establishes a temporary wireless LAN associated with a temporary service set identifier (SSID) of a computing device. WAP
stores a computing device identifier of the computing device in association with the temporary SSID. WAP communicates to the
computing device, a CAPTCHA challenge-response test requesting connection to the temporary wireless LAN. WAP awaits, for a
timeout period, a temporary wireless LAN connection request by the computing device to communicate over the temporary wireless
LAN. In response to receiving or failing to receive the temporary wireless LAN connection request from the computing device within
a timeout period, WAP classifies the computing device as a human or machine user. W AP applies network policies to communications
of the pending computing device over the primary wireless LAN based on the machine or human user classification.

[Continued on next page]



WO 2020/139773 A [IN 000|000 00 A0

SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))




WO 2020/139773 PCT/US2019/067971

CAPTCHA ON WIRELESS ACCESS POINT AND HUMAN AND
MACHINE USER COMPUTING DEVICE CLASSIFICATION

TECHNICAL FIELD

[0001] The examples described herein, in general, relate to a wireless access point to
implement a CAPTCHA challenge-response test to determine whether a computing device is

utilized by a human or a machine user.
BACKGROUND

[0002] A captive portal is a web page that the user of a public access wireless network is
obliged to view and interact with before access to the wireless network is granted.

Captive portals are typically used by public wireless networks, such as in train stations, business
centers, airports, hotel lobbies, coffee shops, and other venues that offer free Wi-Fi hot spots for
Internet users. When a potential user first logs on to a network with a captive portal, a web page
is encountered that requires certain actions before Internet access is granted. A simple captive
portal forces the user to at least look at (if not read) an acceptable use policy (AUP) page, such as
terms and conditions (T&C), and then click on a button indicating agreement to the terms of the
policy. Machine user computing devices are unable to bypass the captive portal interface;
therefor, captive portal technology does not currently allow machine user computing devices to
connect to the wireless network.

[0003] In a public Wi-Fi deployment, computing devices which have earlier associated to
an OPEN service set identifier (SSID), automatically start polling a captive portal without any
user intervention (e.g., while being carried in the user’s pocket). Such unintended captive portal
network sessions hold-up precious resources on wireless access points (WAPs) and network
controllers (e.g., network gateways), and slow down legitimate connections by computing
devices actually attempting to connect to the WAP.

[0004] A completely automated public Turing test to tell computers and humans apart
(CAPTCHA) is a type of challenge-response test used in computing to determine or not a user is
a human. A common type of CAPTCHA presents a challenge to the user as an image with a
sequence of obscured or distorted characters — letters and digits — on an image display (e.g.,

5+ 2=7). If the user responds to the challenge by correctly inputting the sequence of letters or
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digits (i.e., solving the challenge), the system determines that the user is a human. Otherwise,
the user is assumed to be a robot. It takes an average human approximately 10 seconds to solve a
typical CAPTCHA challenge.

[0005] Modern text-based CAPTCHAs are designed such that they require the
simultaneous use of three separate abilities — invariant recognition, segmentation, and parsing
— to correctly complete the task with any consistency. First, invariant recognition refers to the
ability to recognize the large amount of variation in the shapes of letters or numbers. There are
nearly an infinite number of versions for each character that a human brain can successfully
identify. The same is not true for a machine, and teaching the machine to recognize all those
differing formations is an extremely challenging task. Segmentation, or the ability to separate
one letter from another, is also made difficult in CAPTCHAs, as characters are crowded together
with no white space in between. Context is also critical. The CAPTCHA must be understood
holistically to correctly identify each character. For example, in one segment of a CAPTCHA, a
letter might look like an “m.” Only when the whole word is taken into context does it become
clear that the letter is a “u” and an “n.”

[0006] Applications deploy CAPTCHA to distinguish between an attacker bot and
human by using captcha phrases and images. On an open Wi-Fi network like in-flight Wi-Fi and
other public Wi-Fi, CAPTCHA is deployed for preventing security violations, such as denial of
service (DoS) and inadvertent service activations. However, the detection and rule is applied
typically at layer three or above on the open systems interconnection (OSI) networking model.
[0007] In computer networking, a wireless access point (WAP), or more generally

just access point (AP), is a networking hardware device that allows a Wi-Fi device to connect to
a wired network. CAPTCHA is widely implemented in websites to discriminate between
humans and bot traffic. Unfortunately, WAPs currently do not implement techniques to enable
discrimination between human and machine (i.e., robot) network traffic. For example, WAPs
operating below layer two of the OSI model do currently distinguish between human and

machine (e.g., robot) users.
SUMMARY

[0008] An example wireless access point (WAP) includes a network communication
interface for communication over a wide area network (WAN) via a network gateway. The

WAP further includes a wireless local area network (LAN) communication interface for
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communication over a primary wireless local area network (LAN) with a plurality of computing
devices. The WAP further includes a processor coupled to the network communication interface
and the wireless LAN communication interface; and a memory accessible to the processor. The
WAP further includes completely automated public Turing test to tell computers and humans
apart (CAPTCHA) programming in the memory; for example, a CAPTCHA-based programming
module, stored in the memory, wherein execution of the CAPTCHA-based programming module
by the processor configures the WAP to perform functions or steps of a method.

[0009] In an embodiment, execution of the CAPTCHA-based programming module by
the processor configures the WAP to perform functions that include: to receive, via the wireless
LAN communication interface, a first primary wireless LAN connection request to communicate
over the primary wireless LAN from a first computing device. In response to receiving the first
primary wireless LAN connection request, the WAP performs the following functions. First, the
WAP establishes a first temporary wireless LAN associated with a first temporary service set
identifier (SSID) for connection with the first computing device. Second, the WAP stores, in the
memory, a first computing device identifier of the first computing device in association with the
first temporary SSID. Third, the WAP communicates, via the wireless LAN communication
interface, to the first computing device, a first CAPTCHA challenge-response test requesting
connection to the first temporary wireless LAN associated with the first temporary SSID.

Fourth, the WAP awaits, for a timeout period, a first temporary wireless LAN connection request
by the first computing device to communicate over the first temporary wireless LAN. Fifth, in
response to receiving the first temporary wireless LAN connection request from the first
computing device within the timeout period, the WAP classifies the first computing device as a
human user. Sixth, based on the human user classification of the first computing device, the
WAP grants the primary wireless LAN connection request to the first computing device to
communicate over the primary wireless LAN. Seventh, the WAP applies network policies to
communications of the first computing device over the primary wireless LAN based on the
human user classification.

[0010] An example method includes a step of receiving, via a wireless LAN
communication interface of a wireless access point (WAP), a first primary wireless LAN
connection request to communicate over a primary wireless LAN from a first computing device.

In response to receiving the first primary wireless LAN connection request at the WAP, the
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following steps are implemented. First, establishing a first temporary wireless LAN associated
with a first temporary service set identifier (SSID) for connection with the first computing
device. Second, storing, in a memory of the WAP, a first computing device identifier of the first
computing device in association with the first temporary SSID. Third, communicating, via the
wireless LAN communication interface, to the first computing device, a first completely
automated public Turing test to tell computers and humans apart (CAPTCHA) challenge-
response test requesting connection to the first temporary wireless LAN associated with the first
temporary SSID. Fourth, awaiting, for a timeout period, a first temporary wireless LAN
connection request by the first computing device to communicate over the first temporary
wireless LAN. Fifth, in response to receiving the first temporary wireless LAN connection
request from the first computing device within the timeout period, classifying the first computing
device as a human user. Sixth, based on the human user classification of the first computing
device, granting the primary wireless LAN connection request to the first computing device to
communicate over the primary wireless LAN. Seventh, applying network policies to
communications of the first computing device over the primary wireless LAN based on the
human user classification.

[0011] Additional advantages and novel features will be set forth in part in the
description which follows, and in part will become apparent to those skilled in the art upon
examination of the following and the accompanying drawings or may be learned by production
or operation of the examples. The advantages of the present teachings may be realized and
attained by practice or use of various aspects of the methodologies, instrumentalities and

combinations set forth in the detailed examples discussed below.
BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The figures depict one of more implementations in accordance with the present
teachings by way of example only, not by way of limitation. In the figures, like reference
numbers refer to the same or similar elements

[0013] FIG. 1 is a block diagram of a WAP CAPTCHA system, which includes multiple
currently connected computing devices connected to a primary wireless LAN that are classified
as a human or a machine user and multiple pending computing devices connected to a respective

temporary wireless LAN.
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[0014] FIG. 2 shows an example of a hardware configuration for a WAP, in simplified
block diagram form.

[0015] FIG. 3 shows an example of a computing device classification table, represented
in a recognizable human-readable format.

[0016] FIG. 4 shows an example of a network policy table that includes various network
policies represented in a recognizable human-readable format.

[0017] FIG. 5 is a flowchart of the operation of the WAP in FIG. 1, when classifying

computing devices as the human or machine user.
DETAILED DESCRIPTION

[0018] In the following detailed description, numerous specific details are set forth by
way of examples in order to provide a thorough understanding of the relevant teachings.
However, it should be apparent that the present teachings may be practiced without such details.
In other instances, well-known methods, procedures, components, and/or circuitry have been
described at a relatively high level, without detailed comment in order to avoid unnecessarily
obscuring aspects of the present teachings.

[0019] The term “coupled” or “connected” as used herein refers to any logical, optical,
physical or electrical connection, link or the like by which electrical or magnetic signals
produced or supplied by one system element are imparted to another coupled or connected
element. Unless described otherwise, coupled or connected elements or devices are not
necessarily directly connected to one another and may be separated by intermediate components,
elements or communication media that may modify, manipulate or carry the electrical signals.
[0020] Shown in the block diagram of FIG. 1 is an example wireless access point (WAP)
completely automated public Turing test to tell computers and humans apart (CAPTCHA)
system 100 for CAPTCHA challenge-response testing. Because of the advent of machine to
machine (M2M) Wi-Fi clients like smart devices in the home and other environments, the WAP
CAPTCHA system 100 is configured to segregate Wi-Fi clients, shown as computing devices
120A-N, as human and machine clients to provide better Wi-Fi service (e.g., over the primary
wireless network 110).

[0021] As will be further explained below, WAP CAPTCHA system 100 identifies a Wi-
Fi subscriber network session as a machine or human initiated network session by CAPTCHA

and marks the network session accordingly. Network policies can be made configurable to either
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segregate machine network sessions to a separate virtual LAN (VLAN) and human network
sessions to other VLANSs. It should be understood that VLAN is a layer 2 segregation of the
primary wireless network 110. Typically, wireless access point 101 works on layer 2 Ethernet,
such as 802.11 (layer 3) with IP addressing, and can segregate on layer two or layer 3 if needed.
Segregation allows network policies (i.e., rules) for cost parameters, bandwidth, throughput,
quality of service (QoS), etc. to be applied to computing devices 120A-N.

[0022] Identification can be done at the application layer, but the disclosed dynamic layer
2 identification can be marked to apply network policies corresponding L.2/L.3 services, quality
of service (QoS), etc. This is achieved by dynamic and intelligent identification of user vs.
machine network sessions. While a static technique can identify computing devices 120A-N
based on MAC addresses to identify machine vs human Wi-Fi network sessions, such static
techniques be spoofed with MAC spoofing and other attacks to render static methods ineffective.
[0023] The example WAP CAPTCHA system 100 with dynamic identification includes a
WAP 101, N computing devices 120A-N, a primary wireless LAN 110, and a network gateway
130. In some examples, the WAP 101 and the network gateway 130 may be integrated together
in a single physical or logical device, such as a cable modem. In other examples, the WAP 101
and network gateway 130 may be physically or logically separate devices. Multiple currently
connected computing devices 120A-D are connected to a primary wireless local area network
(LAN) 110. Although Wi-Fi is used here as the example for the primary wireless LAN 110, any
available two-way wireless local area network (WLAN) that is compatible with one or more
standard protocols of communication implemented in wireless local area networks, such as one
of the Wi-Fi standards under IEEE 802.11 and/or WiMAX may be utilized.

[0024] For example, the network gateway 130 includes a cable modem, a wired router, a
network switch, a network hub, a bridge, or a combination thereof. Network gateway 130 is in
communication with a multiple-system operator (MSO) server 145 and WAP 101 is in
communication with the MSO server 145 via the network gateway 130. As shown, WAP 101 is
in communication with network gateway 130 via a first network communication interface 104,
which is wired or wireless, and transmits data communications over a network link 102 (e.g.,
wireless network communication interface, coaxial cable, optical fiber cable, Ethernet, etc.) to
the network gateway 130. The physical network link 140 of the network gateway 130 to the

MSO server 145 may be an optical fiber and/or cable link to a cable network 135 or wireless in
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the case of a satellite network 135. MSO server 101 receives communication signals (e.g.,
Internet data signals), processes the signals, and distributes the Internet data signals across the
cable or satellite network 135. As shown, the example MSO server 101 is connected to a
television system and Internet network, such as cable or satellite network 135 — e.g., wide area
network (WAN) for Internet — via the network link 140. The network link 140 can be a coaxial
and/or optical connection.

[0025] In one implementation, the WAP 101 connects to a network gateway 130 (e.g., a
router) via a wired network link 102 and thus WAP 101 is a standalone device, but WAP 101 can
also be an integral component of the router type of network gateway 130 itself. A WAP 101 is
differentiated from a hotspot, which is the physical location where Wi-Fi access to a wireless
LAN is available. The WAP 101 can connect directly to a wired local area network (LAN) or a
wide area network (WAN), typically via Ethernet, and the WAP 101 then provides wireless
connections using wireless LAN technology, typically Wi-Fi, for other computing devices 120A-
N to use that wired connection, such as network link 102. The WAP 101 supports the
connection of multiple wireless computing devices through the one wired connection over
network link 102.

[0026] WAP 101 further includes a wireless local area network (LAN) communication
interface 105 for communication over a primary wireless local area network (LAN) 110 with a
plurality of computing devices 120A-N. WAP 101 further includes a processor (element 215 of
FIG. 2) coupled to the network communication interface 104 and the wireless LAN
communication interface 105. WAP 101 further includes a memory (elements 220, 225 of FIG.
2) accessible to the processor (element 215 of FIG. 2). WAP 101 further includes completely
automated public Turing test to tell computers and humans apart (CAPTCHA) programming
(element 230 of FIG. 2) in the memory (elements 220, 225 of FIG. 2). In the example of FIG. 1,
the primary wireless LAN 110 and the first temporary wireless LAN 125A are Wi-Fi and the
WAN 135 includes Internet, a telecommunication network, or a combination thereof.

[0027] Wireless LAN communication interface 105 includes a set of radio frequency
(RF) band communication interfaces 105A-N. For example, RF band communication interface
105A communicates over a 2.4 Gigahertz (GHz) RF band, RF band communication interface
105B communicates over a 5 GHz RF band, and RF band communication interface 105N

communicates over yet another distinct RF band, where the RF bands are non-overlapping.
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[0028] Computing devices 120A-N include four currently connected computing devices
120A-D, which have respective primary wireless connection requests 111A-D granted to
communicate over the primary wireless LAN 110. The four currently connected computing
devices 120A-D are thus in communication with the WAP 101 and, in turn, the network gateway
130 through one of the radio frequency (RF) band communication interfaces 105A-N of the
wireless LAN communication interface 105 to send and receive data over WAN 135 via the
network link 102.

[0029] WAP 101 and network gateway 130 enable the computing devices 120A-N to
communicate with each other over primary wireless LAN 110 and utilize services offered
through the cable or satellite network 135, such as for Internet access and media content
distribution. Network gateway 130 is a data device that provides access between a wide area
network (WAN), such as 135, and the primary wireless LAN 110 at the premises for use by
computing devices 120A-N communicating through the local on-premises primary wireless LAN
110.

[0030] WAP 101 can be a Wi-Fi access point/router that indirectly connects to the cable
or satellite network 135 through the network gateway 130. However, the WAP 101 may
optionally connect to the cable or satellite network 102 via a direct network link. In this
example, WAP 101 may be both a Wi-Fi access point/router and the network gateway 130 that
directly connects to the cable or satellite network 135. Accordingly, the WAP 101 can behave as
a transport box like network gateway 130 by pushing data back to the MSO server 145. The
WAP 101 and network gateway 130 provide routing, access, and other services for the end user
equipment operating at the premises. WAP 101 also includes sufficient storage to support
communications involving CAPTCH- challenge-response testing. As shown, the WAP 101
includes computing device classification table 106, which is depicted further in FIG. 3, for the
CAPTCHA challenge-response testing. WAP 101 further includes a network policy table 107,
which his depicted further in FIG. 4, to manage the network policies applied based on the human
user or machine user classification of the computing devices 120A-N.

[0031] Because the respective primary wireless connection requests 111A-D have all
been granted, the previously established (e.g., spawned) respective temporary wireless LANs
125A-D are decommissioned (i.e., terminated) and the respective temporary wireless connection

requests 126A-D are torn down and network resources are released (and no longer held). First
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currently connected computing device 120A is a smartphone and is classified as a human user
320A as shown in computing device classification table 106 of FIG. 3. Second currently
connected computing device 120B is a printer and is classified as a machine user 320B as shown
in computing device classification table 106 of FIG. 3. Third currently connected computing
device 120C is a workstation and is classified as a human user 320C as shown in computing
device classification table 106 of FIG. 3. Fourth currently connected computing device 120D is
an Internet camera, which is a type of digital video camera commonly employed for surveillance,
and which, unlike analog closed-circuit television (CCTV) cameras, can send and receive data
via a computer network and the Internet. Fourth currently connected computing device 120D is
classified as a machine user 320D as shown in computing device classification table 106 of FIG.
3.

[0032] Currently connected computing devices 120A-D that are machine users, such as
printer 120B or camera 120D, may only have access to a virtual (VLAN) and may be aggregated
on a separate VLAN so machines are not intermixed with human traffic on the regular primary
wireless LAN 110 Wi-Fi network. VLAN access, as opposed to allowing access to regular Wi-
Fi may be preferred for machines. For example, an enterprise may desire not to allow machine
user access to human resource (HR) and information technology (IT) networks. Whereas, with a
human user, high network reliability and availability types of network policies for human
network sessions are desirable.

[0033] Computing devices 120A-N further include three pending computing devices
120E-N, which have initiated (e.g., transmitted) pending primary wireless connection requests
111E-N to communicate over the primary wireless LAN 110, but those pending primary wireless
connection requests 111E-N are not yet granted. None of the respective primary wireless
connection requests 111E-N are granted yet and the respective temporary wireless LAN elapsed
time 325E-N of FIG. 3 has not exceeded the duration of the timeout period 240 for connection.
Thus, the previously spawned respective temporary wireless LANs 125E-N are still
commissioned and available for connection to the respective computing devices 120E-N. If the
respective pending computing devices 120E-N initiate a respective temporary wireless
connection request 126E-N to connect to the respective temporary wireless LANs 125E-N within
the duration of the timeout period 240, then the respective pending computing device 120E-N is

classified as a human user. On the other hand, if the respective temporary wireless connection
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request 126E-N is not initiated within the duration of the timeout period 240, then the respective
temporary wireless LAN 125E-N is no longer active and invalid (e.g., expired). In this situation,
the respective pending computing device 120D-N is classified as machine user.

[0034] As shown, fifth pending computing device 120E is a tablet computer and, if the
fifth pending computing device 120E initiates a respective fifth temporary wireless LAN
connection 126E to connect to the fifth temporary wireless LAN 125E within the duration of the
timeout period 240, the fifth pending computing device 120E will be classified as a human user
320E. Currently, the fifth temporary wireless LAN elapsed time 325E is 14 seconds as shown in
the computing device classification table 106 of FIG. 3. Assuming the timeout period 240 is set
to 60 seconds, then 46 seconds remain in the duration of the timeout period 240.

[0035] As shown, sixth pending computing device 120F is an optical or cable network
compatible video receiver and decoder (colloquially referred to as a “set-top box”) and/or a
digital video recorder (DVR) as shown generally at 120F. Set-top box 120F may reside in many
rooms of a building, such as a home, office, or hospital. If the sixth pending computing device
120F initiates a respective sixth temporary wireless LAN connection 126F to connect to the sixth
temporary wireless LAN 125F within the duration of the timeout period 240, the sixth pending
computing device 120F will be classified as a human user 320F. Currently, the sixth temporary
wireless LAN elapsed time 325F is 10 seconds as shown in the computing device classification
table 106 of FIG. 3. Assuming the timeout period 240 is set to 60 seconds, then 50 seconds
remain in the duration of the timeout period 240.

[0036] As shown, seventh pending computing device 120N is a wireless light bulb and, if
the seventh pending computing device 120N initiates a respective seventh temporary wireless
LAN connection 126N to connect to the seventh temporary wireless LAN 125N within the
duration of the timeout period 240, the seventh pending computing device 120N will be
classified as a machine user 320N. Currently, the seventh temporary wireless LAN elapsed time
325N is 5 seconds as shown in the computing device classification table 106 of FIG. 3.
Assuming the timeout period 240 is set to 60 seconds, then 55 seconds remain in the duration of
the timeout period 240.

[0037] Wi-Fi onboarding environments may utilize the human user and machine user
classification for different applications. In an implementation, a guest open authentication (no

authentication) primary wireless LAN 110 may allow all users to connect without a captive
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portal that includes terms and conditions. Introducing the WAP CAPTCHA system 100 here
would help classify network sessions of computing devices 120A-N so that machine network
sessions can be placed on a different VLAN or segregated with no external public Internet
access. Ina DotlX network session, for devices with username/password like
printer/password123, again without a captive portal that includes terms and conditions or a
captive-portal page, introducing the WAP CAPTCHA system 100 distinguishes between human
and machine network traffic.

[0038] Another advantage of the human or machine user classification is one
CAPTCHA challenge-response testing instead of many separates challenges on a per application
basis. For example, Gmail and Facebook applications perform a separate human/machine check.
WAP 110 can add a HTTP header (called HTTP enrichment) like HTTP-ROBOT-USER=YES
or NO, based on machine or human user classification, respectively. It is then up to the
application to do a secondary human/machine check if the application does not desire to rely on
the HTTP enriched headers.

[0039] FIG. 2 shows an example of a hardware configuration for a WAP 101, in
simplified block diagram form. The WAP 101 also includes circuits forming one or more
processors to implement a central processing unit (CPU) 215 that controls operations of the
WAP 101, including performing the processing for CAPTCHA challenge-response testing.
WAP 101 may include one or more storage devices (e.g., memories) 220, 225 and/or other
program and data storage devices, for example, for storing instructions executable by the CPU
215. In the example, WAP 101 includes CAPTCHA-based programming module 230 to perform
the functions or procedures as described herein, a timeout period 240, a computing device
classification table 106, and a network policy table 107. Specific types of working memories
such as RAM, RAM, flash memory, etc. for the non-volatile storage 220 and volatile storage 225
are omitted for convenience; however, it will be appreciate that storage devices 220, 225 can
include such types of memories. The WAP 101 communicates with the network gateway 130
via wired or wireless network communication interface 104 (communication ports) for
communication over a wide area network (WAN) 135 via the network gateway 130. Network
communication interface 104 can be wired, such as an Ethernet port. WAP 101 may
communicate with computing device(s) 120A-N over primary wireless LAN 110 or temporary

wireless LANs 125A-N via a wireless communication interface (communication ports) 105.
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Wireless communication interface 105 can include a local network adaptor, such as various
wireless RF communication band interfaces 105A-N.

[0040] The network gateway 130 may be configured similar to the computing platform of
the WAP 101. The MSO server 145 shown in the system of FIG. 1 may be implemented in a
somewhat similar fashion as the computing platform of the WAP 101 also. Hence, the network
gateway 130 and MSO server 145 include a CPU, in the form of one or more processors, for
executing program instructions. Although the processor(s) forming the CPU may be similar to
the processor used in the WAP 101, host or server computer platforms, such as MSO server 145
typically use somewhat different circuit architectures, e.g. to provide more processor power.
Network gateway 130 and MSO server 145 also include various network communication
interfaces (communication ports); and a memory, such as RAM, that is accessible to the
processor to temporarily store data and execute various programming instructions. Execution of
the programming by the processor configures the network gateway 130 and MSO server 145 to
perform the functions or procedures as described herein.

[0041] Returning back to the WAP 101 of FIG. 2, execution of the CAPTCHA-based
programming module (element 230 of FIG. 2) by the processor (element 215 of FIG. 2)
configures the WAP 101 to perform functions, including to receive, via the wireless LAN
communication interface 105, a first primary wireless LAN connection request 111A to
communicate over the primary wireless LAN 110 from a first computing device 120A. In
response to receiving the first primary wireless LAN connection request 111A, the WAP 101
performs the following functions. First, WAP 101 establishes a first temporary wireless LAN
125A associated with a first temporary service set identifier (SSID) (element 315A of FIG. 3) for
connection with the first computing device 120A. Second, WAP 101 stores, in the memory 220,
225, a first computing device identifier (element 310A of FIG. 3) of the first computing device
120A in association with the first temporary SSID (element 315A of FIG. 3). Third, WAP 101
communicates, via the wireless LAN communication interface 105, to the first computing device
120A, a first CAPTCHA challenge-response test requesting connection to the first temporary
wireless LAN 125A associated with the first temporary SSID (element 315A of FIG. 3). In other
words, the user of the computing device 120A is asked to jump to a new wireless network for a
few seconds and, if the user does so, then the user WAP CAPTCHA system 100 can ensure the
user is a human user. Thus, there are two SSIDs for two wireless LANs 110, 125A and the WAP
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CAPTCHA system 100 displays to the user of first computing device 120A the SSID of the
temporary wireless LAN 125A to jump to and tracks the first computing device 120A by its
computing device identifier 310A (e.g., MAC address).

[0042] Fourth, WAP 101 awaits, for a timeout period (element 240 of FIG. 2), a first
temporary wireless LAN connection request 126A by the first computing device 120A to
communicate over the first temporary wireless LAN 125A. Fifth, in response to receiving the
first temporary wireless LAN connection request 126A from the first computing device 120A
within the timeout period (element 240 of FIG. 2), WAP 101 classifies the first computing
device 120A as a human user. Sixth, based on the human user classification (element 320A of
FIG. 3) of the first computing device 120A, WAP 101 grants the first primary wireless LAN
connection request 111A to the first computing device 120A to communicate over the primary
wireless LAN 110. Seventh, WAP 101 applies network policies (elements 405A-H of FIG. 4) to
communications of the first computing device 120A over the primary wireless LAN 110 based
on the human user classification (element 320A of FIG. 3). The network policies (elements
405A-H of FIG. 4) include at least one network quality of service (QoS) parameter or a network
access control. Since the computing device 120A is a human user, a different set of network
policies are applied to the human user vs. a machine user. A machine user, such as computing
device 120B, has access to a limited subset of network services, and a human user has a full set
of access to network services. Eighth, in response to granting the primary wireless LAN
connection request 111A to the first computing device 120A to communicate over the primary
wireless LAN 110, WAP 101 decommissions the first temporary wireless LAN 125A.

[0043] Execution of the CAPTCHA-based programming module 230 by the processor
215 further configures the WAP 101 to perform functions. First, WAP 101 transmits, via the
network communication interface 104, the human user classification (element 320A of FIG. 3) to
a third-party application (e.g., Gmail, Facebook, etc.) over the WAN 135. The function of
transmitting the human user classification (element 320A of FIG. 3) to the third-party application
over the WAN 135 includes embedding a hypertext transfer protocol (HTTP) header in an HTTP
request from the first computing device 120A to the third-party application. For example, the
human or machine classification can then be forwarded to Google Gmail application, and other
applications and it is up to that application to determine whether to rely on the application on the

human or machine user classification. Hence, instead of a per application (Gmail/Facebook)
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doing a human/machine check, the WAP 101 adds an HTTP header (called HTTP enrichment)
like HTTP-ROBOT-USER=YES or NO, based on the human or machine user classification,
respectively. The application can implement a secondary human/machine check if the
application does not believe in the HTTP enriched headers.

[0044] Execution of the CAPTCHA-based programming module 230 by the processor
215 further configures the WAP 101 to perform functions, including the following functions.
First, receive, via the wireless LAN communication interface 105, a second primary wireless
LAN connection request 111B to communicate over the primary wireless LAN 110 from a
second computing device 120B. In response to receiving the second primary wireless LAN
connection request 111B, the WAP 101 performs the following functions. First, WAP 101
establishes a second temporary wireless LAN 125B associated with a second temporary service
set identifier (SSID) (element 315B of FIG. 3) for connection with the second computing device
120B. Second, WAP 101 stores, in the memory 220, 225, a second computing device identifier
(element 310B of FIG. 3) of the second computing device 120B in association with the second
temporary SSID (element 315B of FIG. 3).

[0045] Third, WAP 101 communicates, via the wireless LAN communication interface
105, to the second computing device 120B, a second CAPTCHA challenge-response test
requesting connection to the second temporary wireless LAN 125B associated with the second
temporary SSID (element 315B of FIG. 3). Fourth, WAP 101 awaits, for the timeout period
(element 240 of FIG. 2), a second temporary wireless LAN connection request 126B by the
second computing device 120B to communicate over the second temporary wireless LAN 125B.
Fifth, in response to failing to receive the second temporary wireless LAN connection request
126B from the second computing device 120B within the timeout period (element 240 of FIG.
2), WAP 101 classifies the second computing device 120B as a machine user (element 320B of
FIG. 3). Sixth, based on the machine user classification (element 320B of FIG. 3) of the second
computing device 120B, WAP 101 grants the second primary wireless LAN connection request
111B to the second computing device 120B to communicate over the primary wireless LAN 110.
Seventh, in response to granting the second primary wireless LAN connection request 111B to
the second computing device 120B to communicate over the primary wireless LAN 110, WAP
101 decommissions the second temporary wireless LAN 125B. Eighth, WAP 101 applies

network policies (elements 405A-H of FIG. 4) to communications of the second computing
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device 120B over the primary wireless LAN 110 based on the machine user classification
(element 320B of FIG. 3).

[0046] FIG. 3 shows an example of a computing device classification table 106,
represented in a recognizable human-readable format. The memory 220, 225 of WAP 101
further comprises the computing device classification table 106 that includes multiple computing
device classification records 305A-N. Each computing device classification record 305A-N
stores a respective computing device identifier 310A-N of a respective computing device 120A-
N. The respective computing device identifier 310A-N is a media access control (MAC) address
of the respective computing device 120A-N. Each computing device classification record 305A-
N further stores a respective temporary SSID 315A-N associated with a respective temporary
wireless LAN 125A-N of the respective computing device 120A-N. Each computing device
classification record 305A-N further stores a respective computing device classification 320A-N
for the respective computing device 120A-N indicating whether the respective computing device
120A-N is the human user or the machine user. Each computing device classification record
305A-N further stores a respective temporary wireless LAN elapsed time 325A-N to track how
many seconds the respective temporary wireless LAN 125A-N has been open and awaiting
connection by the respective computing device 120A-N. When the respective temporary
wireless LAN elapsed time 325A-N exceeds the timeout period 240 (e.g., 60 seconds), the
respective temporary wireless LAN 125A-N will be decommissioned. This is because the
respective computing device 120A-N has failed the respective CAPTCHA challenge-response
test and is therefore classified as the machine user.

[0047] Execution of the CAPTCHA-based programming module 230 by the processor
215 further configures the WAP 101 to perform the following functions. First, WAP 101
receives, via the wireless LAN communication interface 105, a respective primary wireless LAN
connection request 111A-N to communicate over the primary wireless LAN 110 from a
respective computing device 120A-N. In response to receiving the respective primary wireless
LAN connection request 111A-N, WAP 101 establishes the respective temporary wireless LAN
125A-N associated with the respective temporary SSID 315A-N for connection with the
respective computing device 120A-N. WAP 101 stores, in the memory 220, 225, the respective
computing device identifier 310A-N and the respective temporary SSID 315A-N associated with
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the respective temporary wireless LAN 125A-N in the computing device classification table 106
as a respective computing device record 305A-N.

[0048] Execution of the CAPTCHA-based programming module 230 by the processor
215 further configures the WAP 101 to perform the following functions. WAP 101 awaits, for
the timeout period (element 240 of FIG. 2), a respective temporary wireless LAN connection
request 126A-N by the respective computing device 120A-N to communicate over the respective
temporary wireless LAN 125A-N. In response to receiving or failing to receive the respective
temporary wireless LAN connection request 126A-N from the respective computing device
120A-N within the timeout period (element 240 of FIG. 2), WAP 101 performs the following
functions. First, WAP 101 classifies the respective computing device 120A-N as the human user
or the machine user. Second, WAP 101 stores, in the memory 220, 225, the human user or the
machine user classification of the respective computing device 120A-N in the computing device
classification table 106 as the respective computing device classification 320A-N for the
respective computing device 120A-N. Third, WAP 101 decommissions the respective temporary
wireless LAN 125A-N. As used herein, “decommission” means to withdraw the temporary
wireless LAN 125A-N, such that the temporary wireless LAN 125A-N is no longer accessible or
visible to computing devices 120A-N for Wi-Fi connection.

[0049] Execution of the CAPTCHA-based programming module 230 by the processor
215 further configures the WAP 101 to perform the following functions. During
communications of the respective computing device 120A-N over the primary wireless LAN
110, WAP 101 applies network policies (elements 405A-H of FIG. 4) to the respective
computing device 120A-N based on the respective computing device classification 320A-N in
the computing device classification table 106.

[0050] FIG. 4 shows an example of a network policy table 107 that includes eight
network policies arranged as eight respective network policy records 405A-H represented in a
recognizable human-readable format. As shown, each respective network policy record 405A-H
stores a respective computing device classification 410A-H (e.g., human user or machine user) to
which the respective network policy applies. Second, each respective network policy record
405A-H stores a respective network policy parameter 415A-H to control, such as network

Quality of Service (QoS) or network access controls. Finally, each respective network policy
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record 405A-H stores a respective network policy parameter setting 425A-H for the respective
network policy parameter 415A-H.

[0051] Network policies, such as QoS parameters (e.g., bandwidth), can be applied to
restrict machine network sessions, such as for the printer computing device 120B or camera
computing device 120D of FIG. 1. On the other hand, human network sessions are more
permissive and provide higher quality QoS and network access. For example, network policies
are rules and, if a human network session is identified by the WAP 101, then the WAP 101
segregates to provide different sets of QoS network policies.

[0052] One network policy is: for a human user session: 150 megabits per second (Mbps)
maximum download is the maximum enabled speed; and for a machine: 64 kilobits per second
(Kbps). Hence, as shown, network policy record 405A, shows for a computing device
classification 410A that is a human user, a 150 Mbps network policy parameter setting 425A
setting for the download speed network policy parameter 415A. As shown, network policy
record 405B, shows for a computing device classification 410B that is a machine user, a 64 Kbps
maximum network policy parameter setting 425B setting for the download speed network policy
parameter 415B.

[0053] Another network policy is for a human user network session: multi-level
authentication, such as dual or three-factor authentication is required. But for a machine user
network session: multi-level authentication is not required. Hence, as shown, network policy
record 405C, shows for a computing device classification 410C that is a human user, a dual
authentication network policy parameter setting 425C setting for the multi-level authentication
network policy parameter 415C. As shown, network policy record 405D, shows for a computing
device classification 410D that is a machine user, a none setting for the multi-level
authentication network policy parameter setting 425D for the multi-level network policy
parameter 415D.

[0054] Yet another network policy is for a human user network session: extract human
browsing data for advertising targeting purposes to do analytics because for a human user, access
is provided to the Internet. For a machine user: no browsing data is extracted because for a
machine user, no Internet is provided. Hence, as shown, network policy record 405E, shows for
a computing device classification 410E that is a human user, a yes network policy parameter

setting 425E setting. As shown, network policy record 405F, shows for a computing device
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classification 410F that is a machine user, a no setting for the extract web browsing data network
policy parameter setting 425F for the extract web browsing data network policy parameter 415F.
[0055] FIG. 5 is a flowchart of the operation of the WAP 101 in FIG. 1, when classifying
computing devices 120A-N as the human or machine user. Because the WAP 101 can easily
spawn a new Wi-Fi network, the WAP 101 opens a temporary wireless LAN 125A-N with a
temporary SSID 315A-N and tracks the computing device 120A-N by a computing device
identifier 305A-N, such as MAC address. If the MAC address of the computing device 120A-N
being tracked hits the temporary wireless network 125A-N associated with the temporary SSID
315A-N, then when the computing device 120A-N reverts back to the primary wireless LAN
110, network policies for a human user are applied. This is done to distinguish between humans
and machines or bot users. Because the Internet Protocol (IP) address (OSI model layer 3) of the
computing device 120A-N will change, network session marking can be done on layer two
(Ethernet). Hence the user of the computing device 120A-N is tracked based on OSI model layer
2 information (MAC address).

[0056] Beginning in block 500, WAP 101 receives, via a wireless LAN communication
interface 105 of the WAP 101, a first primary wireless LAN connection request 111A to
communicate over a primary wireless LAN 110 from a first computing device 120A. In
response to receiving the first primary wireless LAN connection request 111A at the WAP 101,
the WAP 101 proceeds to execute blocks 510-570.

[0057] Proceeding to block 510, WAP 101 establishes a first temporary wireless LAN
125A associated with a first temporary service set identifier (SSID) for connection with the first
computing device 120A. Moving to block 520, WAP 101 stores, in a memory 220, 225 of the
WAP 101, a first computing device identifier (element 310A of FIG. 3) of the first computing
device 120A in association with the first temporary SSID (element 315A of FIG. 3). Continuing
to block 530, WAP 101 communicates, via the wireless LAN communication interface 105, to
the first computing device 120A, a first completely automated public Turing test to tell
computers and humans apart (CAPTCHA) challenge-response test requesting connection to the
first temporary wireless LAN 125A associated with the first temporary SSID (element 315A of
FIG. 3).

[0058] In block 540, WAP 101 awaits, for a timeout period (element 240 of FIG. 2), a
first temporary wireless LAN connection request 126 A by the first computing device 120A to
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communicate over the first temporary wireless LAN 125A. Proceeding to block 550, in response
to receiving the first temporary wireless LAN connection request 126A from the first computing
device 120A within the timeout period (element 240 of FIG. 2), WAP 101 classifies the first
computing device 120A as a human user.

[0059] Moving to block 560, based on the human user classification (element 320A of
FIG. 3) of the first computing device 120A, WAP 101 grants the primary wireless LAN
connection request 111A to the first computing device 120A to communicate over the primary
wireless LAN 110. Finishing now in block 570, WAP 101 applies network policies (elements
405A-H of FIG. 4) to communications of the first computing device 120A over the primary
wireless LAN 110 based on the human user classification (element 320A of FIG. 3).

[0060] In one example, in response to granting the first primary wireless LAN
connection request 111A to the first computing device 120A to communicate over the primary
wireless LAN 110, WAP 101 decommissions the first temporary wireless LAN 125A. WAP 101
also transmits, via a network communication interface 104 of the WAP 101, the human user
classification (element 320A of FIG. 3) to a third-party application over a wide area network
(WAN) 135. Transmitting the human user classification (element 320A of FIG. 3) to the third-
party application over the WAN 135 includes embedding a hypertext transfer protocol (HTTP)
header in an HTTP request from the first computing device 120A to the third-party application.
[0061] In an implementation, WAP 101 receives, via the wireless LAN communication
interface 105 of the WAP 101, a second primary wireless LAN connection request 111B to
communicate over the primary wireless LAN 110 from a second computing device 120B. In
response to receiving the second primary wireless LAN connection request 111B at the WAP
101, WAP 101 implements the following. First, WAP 101 establishes a second temporary
wireless LAN 125B associated with a second temporary service set identifier (SSID) for
connection with the second computing device 120B. Second, WAP 101 stores, in the memory
220, 225 of the WAP 101, a second computing device identifier (element 310B of FIG. 3) of the
second computing device 120B in association with the second temporary SSID (element 315B of
FIG. 3). Third, WAP 101 communicates, via the wireless LAN communication interface 103, to
the second computing device 120B, a second CAPTCHA challenge-response test requesting
connection to the second temporary wireless LAN 125B associated with the second temporary

SSID (element 315B of FIG. 3).
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[0062] Fourth, WAP 101 awaits, for the timeout period (element 240 of FIG. 2), a second
temporary wireless LAN connection request 126B by the second computing device 120B to
communicate over the second temporary wireless LAN 125B. Fifth, in response to failing to
receive the second temporary wireless LAN connection request 126B from the second computing
device 120B within the timeout period (element 240 of FIG. 2), WAP 101 classifies the second
computing device 120B as a machine user (element 320B of FIG. 3). Sixth, based on the
machine user classification (element 320B of FIG. 3) of the second computing device 120B,
WAP 101 grants the second primary wireless LAN connection request 111B to the second
computing device 120B to communicate over the primary wireless LAN 110. Seventh, in
response to granting the second primary wireless LAN connection request 111B to the second
computing device 120B to communicate over the primary wireless LAN 110, WAP 101
decommissions the second temporary wireless LAN 125B. Eighth, WAP 101 applies network
policies (elements 405A-H of FIG. 4) to communications of the second computing device 120B
over the primary wireless LAN 110 based on the machine user classification.

[0063] In one implementation, the memory 220, 225 of the WAP 101 includes a
computing device classification table 106 that includes multiple computing device classification
records 305A-N. Each computing device classification record 305A-N stores a respective
computing device identifier 310A-N of a respective computing device 120A-N. The respective
computing device identifier 310A-N is a media access control (MAC) address of the respective
computing device 120A-N. Each computing device classification record 305A-N further stores a
respective temporary SSID 315A-N associated with a respective temporary wireless LAN 125A-
N of the respective computing device 120A-N. Computing device classification record 305A-N
further stores a respective computing device classification 320A-N for the respective computing
device 120A-N indicating whether the respective computing device 120A-N is the human user or
the machine user.

[0064] WAP 101 receives, via the wireless LAN communication interface 105 of the
WAP 101, a respective primary wireless LAN connection request 111A-N to communicate over
the primary wireless LAN 110 from a respective computing device 120A-N. In response to
receiving the respective primary wireless LAN connection request 111A-N, WAP 101
implements the following steps. First, WAP 101 establishes the respective temporary wireless

LAN 125A-N associated with the respective temporary SSID 315A-N for connection with the
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respective computing device 120A-N. Second, WAP 101 stores, in the memory 220, 225 of the
WAP 101, the respective computing device identifier 310A-N and the respective temporary
SSID 315A-N associated with the respective temporary wireless LAN 125A-N in the computing
device classification table 106 as a respective computing device record 305A-N.

[0065] WAP 101 awaits, for the timeout period (element 240 of FIG. 2), a respective
temporary wireless LAN connection request 126A-N by the respective computing device 120A-
N to communicate over the respective temporary wireless LAN 125A-N. In response to
receiving or failing to receive the respective temporary wireless LAN connection request 126A-
N from the respective computing device 120A-N within the timeout period (element 240 of FIG.
2), WAP 101 implements the following steps. First, WAP 101 classifies the respective
computing device 120A-N as the human user or the machine user. Second, WAP 101 stores, in
the memory 220, 225 of the WAP 101, the human user or the machine user classification of the
respective computing device 120A-N in the computing device classification table 106 as the
respective computing device classification 320A-N for the respective computing device 120A-N.
Third, WAP 101 decommissions the respective temporary wireless LAN 125A-N. During
communications of the respective computing device 120A-N over the primary wireless LAN
110, WAP 101 applies network policies (elements 405A-H of FIG. 4) to the respective
computing device 120A-N based on the respective computing device classification 320A-N in
the computing device classification table 106.

[0066] Any of the WAP CAPTCHA functionality described herein for the WAP 101,
network gateway 130, computing devices 120A-N, MSO server 145, or other components of the
WAP CAPTCHA system 100 can be embodied in programming, such as one more applications,
as described previously. According to some embodiments, “function,” “functions,”

99 <l 99 <l

applications,” “instruction,” “instructions,” or “programming’” are program(s)

EEINT3

“application,
that execute functions defined in the programs. Various programming languages can be
employed to create one or more of the applications, structured in a variety of manners, such as
object-oriented programming languages (e.g., Objective-C, Java, or C++) or procedural
programming languages (e.g., C or assembly language). In a specific example, a third party
application (e.g., an application developed using the ANDROID™ or IOS™ software
development kit (SDK) by an entity other than the vendor of the particular platform) may be

mobile software running on a mobile operating system such as IOS™, ANDROID™,
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WINDOWS® Phone, or another mobile operating systems. In this example, the third party
application can invoke API calls provided by the operating system to facilitate functionality
described herein.

[0067] In general, the term “programming,” or * application” as used herein (e.g.,
CAPTCHA-based programming module 230), refers to logic embodied in hardware or software
instructions, which can be written in a programming language, such as Java™, C, C++, C#, or
firmware for example. Programing or a software application can be compiled into executable
programs or written in interpreted programming languages, such as Perl, Visual Basic script,
HTML, or JavaScript. Software applications may be callable from other applications.
Generally, applications described herein refer to logical modules that may be merged with other
modules or divided into sub-module despite their physical organization. The applications can be
stored in any type of computer readable medium or computer storage device and be executed by
one or more general purpose computers. In addition, the methods and processes disclosed herein
can alternatively be embodied in specialized computer hardware or an application specific
integrated circuit (ASIC), field programmable gate array (FPGA) or a complex programmable
logic device (CPLD).

[0068] A server platform, such as MSO server 145 typically includes an internal
communication bus, program storage and data storage for various data files to be processed
and/or communicated by the server, although the server often receives programming and data via
network communications. The hardware elements, operating systems and programming
languages of such servers are conventional in nature. Of course, the server functions may be
implemented in a distributed fashion on a number of similar platforms, to distribute the
processing load.

[0069] Of course, other storage devices or configurations may be added to or substituted
for those in the example. Such other storage devices may be implemented using any type of
storage medium having computer or processor readable instructions or programming stored
therein and may include, for example, any or all of the tangible memory of the computers,
processors or the like, or associated modules.

[0070] The computing devices 120A-N of FIG. 1, such as a human user classified
computing device 120A-N such as a PC, workstation, smartphone, laptop computer, or tablet

computer includes one or more data communication interfaces (represented by COM ports),
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circuits forming one or more processors to implement a central processing unit (CPU)
functionality, main memory and one or more mass storage devices for storing user data and the
various executable programs for CAPTCHA challenge-response testing controls. A machine
user classified computing device 120A-N may include similar elements, but may typically use
smaller components that also require less power, to facilitate implementation in a portable form
factor. The various types of computing devices 120A-N will also include various user input and
output elements. A computer, for example, may include a keyboard and a cursor
control/selection device such as a mouse, trackball, joystick or touchpad; and a display for visual
outputs. A microphone and speaker enable audio input and output. Some smartphones include
similar but smaller input and output elements. Tablets and other types of smartphones utilize
touch sensitive display screens, instead of separate keyboard and cursor control elements. The
hardware elements, operating systems and programming languages of such computing devices
120A-N also are conventional in nature. Program aspects of the technology may be thought of
as “products” or “articles of manufacture” typically in the form of executable code and/or
associated data that is carried on or embodied in a type of machine readable medium. For
example, programming code could include code for the server or the sending device for
generating meta-data files and programming for the receiving device for reproducing content
based on the meta-data files.

[0071] “Storage” type media include any or all of the tangible memory of the computers,
processors or the like, or associated modules thereof, such as various semiconductor memories,
tape drives, disk drives and the like, which may provide non-transitory storage at any time for the
software programming. All or portions of the software may at times be communicated through
the Internet or various other telecommunication networks. Such communications, for example,
may enable loading of the software from one computer or processor into another, for example,
from a management server or host computer of the service provider into the computer platforms
of the media gateway and client device. Thus, another type of media that may bear the
programming, media content or meta-data files includes optical, electrical and electromagnetic
waves, such as used across physical interfaces between local devices, through wired and optical
landline networks and over various air-links. The physical elements that carry such waves, such
as wired or wireless links, optical links or the like, also may be considered as media bearing the

LEINNTS

software. As used herein, unless restricted to “non-transitory”, “tangible”, or “storage” media,
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terms such as computer or machine “readable medium” refer to any medium that participates in
providing instructions or data to a processor for execution.

[0072] Hence, a machine readable medium may take many forms of tangible storage
medium. Non-volatile storage media include, for example, optical or magnetic disks, such as
any of the storage devices in any computer(s) or the like, such as may be used to implement the
client device, media gateway, transcoder, etc. shown in the drawings. Volatile storage media
include dynamic memory, such as main memory of such a computer platform. Tangible
transmission media include coaxial cables; copper wire and fiber optics, including the wires that
comprise a bus within a computer system. Carrier-wave transmission media may take the form
of electric or electromagnetic signals, or acoustic or light waves such as those generated during
radio frequency (RF) and infrared (IR) data communications. Common forms of computer-
readable media therefore include for example: a floppy disk, a flexible disk, hard disk, magnetic
tape, any other magnetic medium, a CD-ROM, DVD or DVD-ROM, any other optical medium,
punch cards paper tape, any other physical storage medium with patterns of holes, a RAM, a
PROM and EPROM, a FLASH-EPROM, any other memory chip or cartridge, a carrier wave
transporting data or instructions, cables or links transporting such a carrier wave, or any other
medium from which a computer may read programming code and/or data. Many of these forms
of computer readable media may be involved in carrying one or more sequences of one or more
instructions to a processor for execution.

[0073] While the foregoing has described what are considered to be the best mode and/or
other examples, it is understood that various modifications may be made therein and that the
subject matter disclosed herein may be implemented in various forms and examples, and that the
teachings may be applied in numerous applications, only some of which have been described
herein. It is intended by the following claims to claim any and all applications, modifications
and variations that fall within the true scope of the present teachings.

[0074] Unless otherwise stated, all measurements, values, ratings, positions, magnitudes,
sizes, and other specifications that are set forth in this specification, including in the claims that
follow, are approximate, not exact. They are intended to have a reasonable range that is
consistent with the functions to which they relate and with what is customary in the art to which

they pertain.

24



WO 2020/139773 PCT/US2019/067971

[0075] The scope of protection is limited solely by the claims that now follow. That
scope is intended and should be interpreted to be as broad as is consistent with the ordinary
meaning of the language that is used in the claims when interpreted in light of this specification
and the prosecution history that follows and to encompass all structural and functional
equivalents. Notwithstanding, none of the claims are intended to embrace subject matter that
fails to satisfy the requirement of Sections 101, 102, or 103 of the Patent Act, nor should they be
interpreted in such a way. Any unintended embracement of such subject matter is hereby
disclaimed.

[0076] Except as stated immediately above, nothing that has been stated or illustrated is
intended or should be interpreted to cause a dedication of any component, step, feature, object,
benefit, advantage, or equivalent to the public, regardless of whether it is or is not recited in the
claims.

[0077] It will be understood that the terms and expressions used herein have the ordinary
meaning as is accorded to such terms and expressions with respect to their corresponding
respective areas of inquiry and study except where specific meanings have otherwise been set
forth herein. Relational terms such as first and second and the like may be used solely to
distinguish one entity or action from another without necessarily requiring or implying any
actual such relationship or order between such entities or actions. The terms “comprises,”
“comprising,” or any other variation thereof, are intended to cover a non-exclusive inclusion,
such that a process, method, article, or apparatus that comprises a list of elements does not
include only those elements but may include other elements not expressly listed or inherent to
such process, method, article, or apparatus. An element preceded by “a” or “an” does not,
without further constraints, preclude the existence of additional identical elements in the process,
method, article, or apparatus that comprises the element.

[0078] The Abstract of the Disclosure is provided to allow the reader to quickly ascertain
the nature of the technical disclosure. It is submitted with the understanding that it will not be
used to interpret or limit the scope or meaning of the claims. In addition, in the foregoing
Detailed Description, it may be seen that various features are grouped together in various
embodiments for the purpose of streamlining the disclosure. This method of disclosure is not to
be interpreted as reflecting an intention that the claimed embodiments require more features than

are expressly recited in each claim. Rather, as the following claims reflect, inventive subject
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matter lies in less than all features of a single disclosed embodiment. Thus the following claims
are hereby incorporated into the Detailed Description, with each claim standing on its own as a

separately claimed subject matter.
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CLAIMS

What is claimed is:

1. A wireless access point (WAP) comprising:
a network communication interface, for communication over a wide area network (WAN)
via a network gateway;
a wireless local area network (LAN) communication interface, for communication over a
primary wireless local area network (LAN) with a plurality of computing devices;
a processor, coupled to the network communication interface and the wireless LAN
communication interface;
a memory, accessible to the processor; and
a completely automated public Turing test to tell computers and humans apart
(CAPTCHA)-based programming module, stored in the memory, wherein execution of the
CAPTCHA-based programming module by the processor configures the WAP to:
receive, via the wireless LAN communication interface, a first primary wireless
LAN connection request to communicate over the primary wireless LAN from a first
computing device;
in response to receiving the first primary wireless LAN connection request:
establish a first temporary wireless LAN associated with a first temporary
service set identifier (SSID) for connection with the first computing device;
store, in the memory, a first computing device identifier of the first
computing device in association with the first temporary SSID;
communicate, via the wireless LAN communication interface, to the first

computing device, a first CAPTCHA challenge-response test requesting
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connection to the first temporary wireless LAN associated with the first
temporary SSID;

await, for a timeout period, a first temporary wireless LAN connection
request by the first computing device to communicate over the first temporary
wireless LAN;

in response to receiving the first temporary wireless LAN connection
request from the first computing device within the timeout period, generate a
classification of the first computing device as having a human user;

based on the classification of the first computing device as having a
human user, grant the first primary wireless LAN connection request to the first
computing device to communicate over the primary wireless LAN; and

apply network policies to communications of the first computing device
over the primary wireless LAN based on the classification of the first computing

device as having a human user.

The WAP of claim 1,wherein execution of the CAPTCHA-based programming module

by the processor further configures the WAP to:

in response to granting the primary wireless LAN connection request to the first

computing device to communicate over the primary wireless LAN, decommission the

first temporary wireless LAN; and

transmit, via the wired network communication interface, to a third-party

application over the WAN, the classification of the first computing device as having a

human user.
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3. The WAP of claim 2, wherein:

to transmit, to a third-party application over the WAN, the classification of the first
computing device as having a human user, further comprises embedding a hypertext transfer
protocol (HTTP) header in an HTTP request from the first computing device to the third-party

application.

4. The WAP of claim 1, wherein execution of the CAPTCHA-based programming module
by the processor further configures the WAP to:
receive, via the wireless LAN communication interface, a second primary wireless LAN
connection request to communicate over the primary wireless LAN from a second computing
device; and
in response to receiving the second primary wireless LAN connection request:
establish a second temporary wireless LAN associated with a second temporary
service set identifier (SSID) for connection with the second computing
device;
store, in the memory, a second computing device identifier of the second
computing device in association with the second temporary SSID;
communicate, via the wireless LAN communication interface, to the second
computing device, a second CAPTCHA challenge-response test requesting
connection to the second temporary wireless LAN associated with the

second temporary SSID;
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await, for the timeout period, a second temporary wireless LAN connection
request by the second computing device to communicate over the second
temporary wireless LAN;

in response to failing to receive the second temporary wireless LAN connection
request from the second computing device within the timeout period,
generate a classification of the second computing device as having a
machine user;

based on the classification of the second computing device as having a machine
user, grant the second primary wireless LAN connection request to the
second computing device to communicate over the primary wireless LAN;

in response to granting the second primary wireless LAN connection request to
the second computing device to communicate over the primary wireless
LAN, decommission the second temporary wireless LAN; and

apply network policies to communications of the second computing device over

the primary wireless LAN based on the machine user classification.

5. The WAP of claim 1, wherein the memory further stores:
a computing device classification table that includes multiple computing device
classification records, each computing device classification record comprising:
a respective computing device identifier of a respective computing device;
a respective temporary SSID associated with a respective temporary wireless

LAN of the respective computing device; and
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a respective computing device classification for the respective computing device
indicating whether the respective computing device is classified as having the human user

or the machine user.

6. The WAP of claim 5, wherein execution of the CAPTCHA-based programming module
by the processor further configures the WAP to:
receive, via the wireless LAN communication interface, a respective primary wireless
LAN connection request to communicate over the primary wireless LAN from a respective
computing device; and
in response to receiving the respective primary wireless LAN connection request:
establish the respective temporary wireless LAN associated with the respective
temporary SSID for connection with the respective computing device; and
store, in the memory, the respective computing device identifier and the
respective temporary SSID associated with the respective temporary
wireless LAN in the computing device classification table as a respective

computing device record.

7. The WAP of claim 6, wherein execution of the CAPTCHA-based programming module
by the processor further configures the WAP to:

await, for the timeout period, a respective temporary wireless LAN connection request by
the respective computing device to communicate over the respective temporary wireless LAN;

and
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in response to receiving or failing to receive the respective temporary wireless LAN
connection request from the respective computing device within the timeout period:
generate the classification of the respective computing device as having one of the
human user or the machine user;
store, in the memory, the classification of the respective computing device in the
computing device classification table as the respective computing device
classification for the respective computing device; and

decommission the respective temporary wireless LAN.

8. The WAP of claim 7, wherein execution of the CAPTCHA-based programming module
by the processor further configures the WAP to:

apply network policies, during communications of the respective computing device over
the primary wireless LAN, to the respective computing device based on the respective computing

device classification in the computing device classification table.

9. The WAP of claim 5, wherein the respective computing device identifier is a media

access control (MAC) address of the respective computing device.

10. The WAP of claim 1, wherein the wireless primary LAN and the first temporary wireless

LAN is Wi-Fi; and wherein the WAN includes: internet, a telecommunication network, or a

combination thereof.

11. The WAP of claim 1, wherein the network policies include:
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at least one network quality of service (QoS) parameter, or

a network access control.

12. A method comprising:
receiving, via a wireless LAN communication interface of a wireless access point (WAP),
a first primary wireless LAN connection request to communicate over a primary wireless LAN
from a first computing device; and
in response to receiving the first primary wireless LAN connection request at the WAP:
establishing a first temporary wireless LAN associated with a first temporary
service set identifier (SSID) for connection with the first computing
device;
storing, in a memory of the WAP, a first computing device identifier of the first
computing device in association with the first temporary SSID;
communicating, via the wireless LAN communication interface, to the first
computing device, a first completely automated public Turing test to tell
computers and humans apart (CAPTCHA) challenge-response test
requesting connection to the first temporary wireless LAN associated with
the first temporary SSID;
awaiting, for a timeout period, a first temporary wireless LAN connection request
by the first computing device to communicate over the first temporary

wireless LAN;
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in response to receiving the first temporary wireless LAN connection request
from the first computing device within the timeout period, classifying the
first computing device as a human user;

based on the human user classification of the first computing device, granting the
first primary wireless LAN connection request to the first computing
device to communicate over the primary wireless LAN; and

applying network policies to communications of the first computing device over

the primary wireless LAN based on the human user classification.

13. The method of claim 12, further comprising:

in response to granting the first primary wireless LAN connection request to the first
computing device to communicate over the primary wireless LAN, decommissioning the first
temporary wireless LAN; and

transmitting, via a network communication interface of the WAP, the human user

classification to a third-party application over a wide area network (WAN).

14. The method of claim 13, wherein:
transmitting the human user classification to the third-party application over the WAN
includes embedding a hypertext transfer protocol (HTTP) header in an HTTP request from the

first computing device to the third-party application.
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15. The method of claim 14, further comprising:
receiving, via the wireless LAN communication interface of the WAP, a second primary
wireless LAN connection request to communicate over the primary wireless LAN from a second
computing device; and
in response to receiving the second primary wireless LAN connection request at the
WAP:
establishing a second temporary wireless LAN associated with a second
temporary service set identifier (SSID) for connection with the second
computing device;
storing, in the memory of the WAP, a second computing device identifier of the
second computing device in association with the second temporary SSID;
communicating, via the wireless LAN communication interface, to the second
computing device, a second CAPTCHA challenge-response test requesting
connection to the second temporary wireless LAN associated with the
second temporary SSID;
awaiting, for the timeout period, a second temporary wireless LAN connection
request by the second computing device to communicate over the second
temporary wireless LAN;
in response to failing to receive the second temporary wireless LAN connection
request from the second computing device within the timeout period,
generating a classification of the second computing device as having a

machine user;
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based on the classification of the second computing device as having a machine
user, granting the second primary wireless LAN connection request to the
second computing device to communicate over the primary wireless LAN;

in response to granting the second primary wireless LAN connection request to
the second computing device to communicate over the primary wireless
LAN, decommissioning the second temporary wireless LAN; and

applying network policies to communications of the second computing device

over the primary wireless LAN based on the machine user classification.

16. The method of claim 12, wherein the memory of the WAP further stores:
a computing device classification table that includes multiple computing device
classification records, each computing device classification record comprising:

a respective computing device identifier of a respective computing device;

a respective temporary SSID associated with a respective temporary
wireless LAN of the respective computing device; and

a respective computing device classification for the respective computing
device indicating whether the respective computing device is

classified as having the human user or the machine user.

17. The method of claim 16, further comprising
receiving, via the wireless LAN communication interface of the WAP, a respective
primary wireless LAN connection request to communicate over the primary wireless LAN from

a respective computing device; and
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in response to receiving the respective primary wireless LAN connection request:
establishing the respective temporary wireless LAN associated with the respective
temporary SSID for connection with the respective computing device; and
storing, in the memory of the WAP, the respective computing device identifier
and the respective temporary SSID associated with the respective
temporary wireless LAN in the computing device classification table as a

respective computing device record.

18. The method of claim 17, further comprising:
awaiting, for the timeout period, a respective temporary wireless LAN connection request
by the respective computing device to communicate over the respective temporary wireless
LAN; and
in response to receiving or failing to receive the respective temporary wireless LAN
connection request from the respective computing device within the timeout period:
generating the classification of the respective computing device as having one of
the human user or the machine user;
storing, in the memory of the WAP, the classification of the respective computing
device in the computing device classification table as the respective
computing device classification for the respective computing device; and

decommissioning the respective temporary wireless LAN.
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19. The method of claim 18, further comprising:
during communications of the respective computing device over the primary wireless
LAN, applying network policies to the respective computing device based on the respective

computing device classification in the computing device classification table.

20. The method of claim 16, wherein the respective computing device identifier is a media

access control (MAC) address of the respective computing device.
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