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(57) Abstract: A capability for providing access control for a geo-fenced service (GFS) is presented herein. In general, a GFS is a
network-hosted service having associated therewith a spatial region within which the network- hosted service may be accessed. The
spatial region of the GFS may be defined based on one or more witnesses co-located at a location of the spatial region within which
the GFS may be accessed, which are associated with the GFS in order to support access control for the GFS. The capability for
providing access control for the GFS, based on a request by a user device to access the GFS, uses one or more co-located witnesses
associated with the GFS to verify the presence of the user device within the spatial region within which the GFS may be accessed be -
fore granting access by the user device to the GFS.
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ACCESS CONTROL OF GEO-FENCED SERVICES USING CO-LOCATED
WITNESSES

TECHNICAL FIELD
The disclosure relates generally to network-hosted services and, more

specifically but not exclusively, to security for network-hosted services.

BACKGROUND
As the use of smart objects continues to grow, the various ways in

which users may access and interact with smart objects also continues to
grow. With the advent of cloud computing, many services that support access
to and control of smart objects have been moved to the cloud, such that
access to and control of smart objects is no longer constrained to physical
places as it was in the past. This is especially true given the advances in the
capabilities of mobile devices, such as smart phones and tablet computers,
which may be used to access services that support access to and control of
smart objects. For example, a user may use his or her smartphone to access
a service, running in the cloud, that supports access to and control of a home
security system, even when the user is not at home. As a result, the implicit
protection of a local network that limits access to the environment in which the
smart object is located (e.g., a home network) is no longer valid, as users may
now access the smart object from virtually anywhere. Additionally, this
situation is exacerbated by the rollout of simpler smart objects, removal of
tangible interaction properties, and so forth. Indeed, rather than depending on
physical controls, many smart objects are nowadays being accessed and
used via applications running on mobile devices. While this ubiquitous access
to smart objects is highly convenient, it also is making smart objects, and their
associated data, more vulnerable. Accordingly, there is a need for improved
security associated with access to and control of smart objects and network-
hosted services which may be used to control smart objects.
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SUMMARY OF EMBODIMENTS
Various deficiencies in the prior art are addressed by embodiments for

supporting access control for a geo-fenced service.

In at least some embodiments, an apparatus includes a processor and
a memory communicatively connected to the processor. The processor is
configured to receive a request by a user device to access a network-hosted
service, where the network-hosted service has associated therewith a witness
device and a spatial region to which access to the network-hosted service is
confined. The processor is configured to propagate, toward the user device, a
message configured to trigger the user device to initiate a local wireless
broadcast. The processor is configured to determine, based on location
verification information received from the witness device, whether the user
device is authorized to access the network-hosted service. In at least some
embodiments, these functions may be provided as a method by using a
processor and a memory to provide the described functions. In at least some
embodiments, a computer-readable storage medium stores instructions
which, when executed by a computer, cause the computer to perform a
method configured to provide the described functions.

In at least some embodiments, an apparatus includes a processor and
a memory communicatively connected to the processor. The processor is
configured to propagate a request to access a network-hosted service, where
the network-hosted service has associated therewith a witness device and a
spatial region to which access to the network-hosted service is confined. The
processor is configured to perform a local wireless broadcast based on receipt
of a message associated with the request to access the network-hosted
service. The processor is configured to receive an indication as to whether
the apparatus is authorized to access the network-hosted service. In at least
some embodiments, these functions may be provided as a method by using a
processor and a memory to provide the described functions. In at least some
embodiments, a computer-readable storage medium stores instructions
which, when executed by a computer, cause the computer to perform a
method configured to provide the described functions.
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In at least some embodiments, an apparatus includes a processor and
a memory communicatively connected to the processor. The processor is
configured to receive a local wireless broadcast from a user device requesting
to access a network-hosted service, where the network-hosted service has
associated therewith a spatial region to which access to the network-hosted
service is confined. The processor is configured to determine location
verification information based on the local wireless broadcast from the user
device, where the location verification information is indicative of a location of
the user device relative to the spatial region of the network-hosted service.
The processor is configured to propagate the location verification information
toward the network-hosted service or a device associated with the network-
hosted service. In at least some embodiments, these functions may be
provided as a method by using a processor and a memory to provide the
described functions. In at least some embodiments, a computer-readable
storage medium stores instructions which, when executed by a computer,
cause the computer to perform a method configured to provide the described

functions.

BRIEF DESCRIPTION OF THE DRAWINGS
The teachings herein can be readily understood by considering the

detailed description in conjunction with the accompanying drawings, in which:

FIG. 1 depicts an exemplary system configured to provide access
control for a GFS;

FIG. 2 depicts an exemplary embodiment of a method for controlling
access by a user device to a GFS using a witness device; and

FIG. 3 depicts a high-level block diagram of a computer suitable for use
in performing functions presented herein.

To facilitate understanding, identical reference numerals have been
used, where possible, to designate identical elements common to the figures.

DETAILED DESCRIPTION OF EMBODIMENTS
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A capability for providing access control for a geo-fenced service (GFS)
is presented herein. In general, a GFS is a network-hosted service having
associated therewith a spatial region within which the network-hosted service
may be accessed (e.g., within which a user device requesting access to the
GFS must be located in order to be granted access to the GFS). The spatial
region of the GFS is associated with a location (e.g., a room, a building, a
group of buildings, an outdoor area, or the like) may be defined based on one
or more witness devices deployed at the location associated with the spatial
region of the GFS (referred to herein as co-located witnesses). The capability
for providing access control for the GFS uses the one or more witness
devices associated with the GFS to provide access control for the GFS. The
capability for providing access control for the GFS, responsive to a request by
a user device to access the GFS, uses one or more witness devices
associated with the GFS to verify the presence of the user device within the
spatial region of the GFS before granting access by the user device to the
GFS. In at least some embodiments, use of a witness device associated with
a GFS to provide access control for the GFS may include receiving a request
by a user device to access the GFS, propagating toward the user device a
message configured to trigger the user device to initiate a local wireless
broadcast (and, optionally, propagating a message toward the witness device
associated with the GFS), and determining authorization of the user device to
access the GFS based on location verification information (e.g., an indication
of a unique identifier broadcast by the user device in the local wireless
broadcast, information indicative of or which may be processed to triangulate
a location of the user device relative to the spatial region defined for the GFS,
or the like, as well as various combinations thereof) received from the witness
device associated with the GFS. These and various other embodiments of
the capability for providing access control for a GFS may be better understood
by way of reference to an exemplary system supporting access control for a
GFS, as depicted in FIG. 1.

FIG. 1 depicts an exemplary system configured to provide access
control for a GFS. The system 100 includes a location 110, a communication
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network 120, and a service-hosting network 130. As depicted in FIG. 1, an
object 111 at location 110 has associated therewith a GFS 131 that is hosted
on service-hosting network 130, where the GFS 131 may be used to access
and control the object 111. As further depicted in FIG. 1, a user at location
110 would like to access the GFS 131, using a user device 101, in order to
access and control the object 111 via the GFS 131. The GFS 131 is secured
by verifying the location of the user device 101 based on a set of witness
devices 1151 — 1154 (collectively, withess devices 115) deployed at location
110. The witness devices 115 are used to limit access to GFS 131 to a
spatial region 116 within which GFS 131 may be accessed by user device
101. The GFS 131 uses the witness devices 115 to verify the presence of the
user device 101 within the spatial region 116 of the GFS 131 before granting
the user device 101 access to the GFS 131. The GFS 131 is configured to
perform location verification of the user device 101 using the witness devices
115 as discussed in additional detail below. In this manner, GFS 131 may be
secured against various scenarios in which the security of GFS 131 and, thus,
the security of object 111, might otherwise be compromised. For example,
various embodiments depicted and described herein may protect against an
attack in which a malicious user of a user device learns of the presence of the
object 111 at the location 110 and attempts to access and control the object
111 remotely via the GFS 131 when the user should not be authorized to
access and control the object 111 (e.g., the malicious user device provides
GPS coordinates that correspond to the location 110 of the object 111 when
the user device is not actually at the location 110 of the object 111). Similarly,
for example, various embodiments depicted and described herein may protect
against an attack in which a malicious user of a user device learns of the
presence of the object 111 at the location 110, proceeds to a position near the
location 110 (but outside of the spatial region 116), and attempts to access
and control the object 111 via the GFS 131 when the user should not be
authorized to access and control the object 111. |t will be appreciated that
various embodiments depicted and described herein may protect against
other potential types of attacks or other forms of unauthorized access to the
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GFS even where such unauthorized access may not be malicious. These and
various other embodiments may be better understood by further considering
various elements of system 100 that have been introduced above.
The user device 101 may be any type of user device which may be

5 used to access and control a network-hosted service such as GFS 131. The
user device 101 may include one or more processors, one or more memories,
one or more storage modules, one or more communications modules, one or
more interaction interfaces, or the like, as well as various combinations
thereof. The user device 101 includes a processor configured to perform

10 various functions depicted and described herein as being performed by user
device 101. The user device 101 includes at least one communication
module configured for communication beyond location 110 (e.g., via cellular
wireless access, WiFi access, or the like), such that user device 101 may
communicate with GFS 131 on service-hosting network 130 (illustratively,

15 using a communication path 102 between user device 101 and
communication network 120). The user device 101 also includes at least one
communication module configured for performing local wireless broadcasts by
user device 101 at location 110 (e.g., using Bluetooth, ZigBee, wireless
Universal Serial Bus (USB), or any other suitable capability for local wireless

20 broadcasts by user device 101 at location 110), such that user device 101
may wirelessly broadcast to witness devices 115 at location 110 at which the
spatial region 116 for GFS 131 is defined (illustratively, local wireless
broadcasts 103 between user device 101 and the witness devices 115,
respectively) and, optionally, also may communicate with object 111 for

25 accessing and controlling object 111 (illustratively, local wireless
communication path 104). The user device 101 may include an interaction
interface via which the user may request access to GFS 131, interact with
GFS 131 after access to GFS 131 is granted, interact with object 111 (e.g., for
controlling object 111) via use of GFS 131, or the like, as well as various

30 combinations thereof (e.g., one or more display screens, one or more sets of
buttons or touch screen capabilities, or the like, as well as various
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combinations thereof). For example, user device 101 may be a laptop
computer, a tablet computer, a smartphone, or the like.

The location 110 may include any suitable location with which GFS 131
may be associated, which may be of any suitable size. For example, location
110 may be a portion of a building (e.g., a portion of a room, a room, a subset
of rooms of a floor, a floor, a group of floors, or the like), a building, a group of
buildings, an outdoor location (e.g., a portion of a street, a park, a portion of a
park, or the like), or the like, as well as various combinations thereof. For
example, location 110 may be a home, a portion of a home, a building
housing one or more businesses or organizations, a portion of a building
housing one or more businesses or organizations, a restaurant, a portion of a
restaurant, a stadium, a portion of a stadium, a museum, a portion of a
museum, an airport, a portion of an airport, or any other suitable type of
location or locations with which GFS 131 may be associated.

The object 111 may include any suitable type of object with which GFS
131 may be associated. For example, object 111 may be a smart object
which may be controlled via GFS 131 which is running in service-hosting
network 130. The object 111 may include a processor, a memory, one or
more communication modules, or the like, as well as various combinations
thereof. The object 111 may be configured to interact with GFS 131 running
in service-hosting network 130 via a communication path 112 between object
111 and communication network 120, where the communication path 112
may include any suitable type of network access connection for a connected
object (e.g., WiFi-based, cable-based, cellular-based, or the like, as well as
various combinations thereof). The object 111 also may be configured to
support local interactions with object 111 via a local communication path (e.g.,
interactions by user device 101 with object 111 via the local wireless
communication path 104, or any other local interactions which may be
supported using any other local communication paths (which have been
omitted for purposes of clarity)). For example, object 111 may be a security
camera, a smart lock, a WiFi access point, an entertainment device (e.g., set-
top box, television, surround sound system, computer, or the like), a
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connected appliance (e.g., refrigerator, curtains, or the like), or any other type
of object for which access and control to the object may be supported using a
network-hosted service such as GFS 131. It will be appreciated that, although
primarily depicted and described herein within with respect to embodiments in
5 which GFS 131 is associated with a physical object (illustratively, object 111),
in at least some embodiments, discussed in additional detail below, the GFS
131 may not be associated with any physical object.
The witness devices 115 may include any suitable devices which may
be used to verify the presence of the user device 101 within the spatial region
10 116 of the GFS 131 before the user device 101 is granted access to the GFS
131. In general, a witness device 115 may include one or more processors,
one or more memories, one or more storage modules, one or more
communications modules, or the like, as well as various combinations thereof.
A witness device 115 may include a processor configured to perform various
15  functions depicted and described herein as being performed by witness
devices 115. A witness device 115 includes a communication module
configured for communication beyond location 110 (e.g., via cellular wireless
access, WiFi access, wireline access, or the like), such that the witness
device 115 may communicate with GFS 131 on service-hosting network 130
20  (illustratively, communication paths 117y — 1174 between witness devices
1151 - 1154 and communication network 120, respectively) for enabling GFS
131 to determine authorization of user device 101 to access GFS 131 based
on location verification information received from witness devices 115. A
witness device 115 also includes a communication module configured for
25  receiving local wireless broadcasts by user device 101 at location 110 (e.g.,
broadcasts using Bluetooth, ZigBee, wireless USB, or any other suitable
capability for local wireless broadcasts by user device 101 at location 110),
such that the witness device 115 may obtain information for use in verifying
the presence of the user device 101 within spatial region 116 of GFS 131
30 before access by the user device 101 to GFS 131 is granted. For example,
the witness devices 115 may include smart objects (e.g., which may or may
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not have associated GFSs associated therewith), sensors, or the like, as well
as various combinations thereof.

The spatial region 116 defines an area within which user device 101 (or
a delegate of user device 101, as discussed further below) must be located in
order for user device 101 to be granted access to GFS 131. The spatial
region 116 may be defined based on the witness devices 115. The spatial
region 116 may be defined based on witness devices 115 in any suitable
manner. For example, the spatial region 116 may be defined such that user
device 101 is required to be within wireless range of a threshold number of
the witness devices 115 (e.g., anywhere from one to all of the witness devices
115). For example, the spatial region 116 may be defined such that user
device 101 is required to be within a particular distance or distances from one
or more of the witness device 115 (which also may be a requirement that the
user device is required to be at a particular location that is within the spatial
region of the GFS) in order to be granted access to GFS 131. Here, the
distances may be defined in various ways so as to give the spatial region 116
a particular shape or set of shapes (e.g., one or more circles where one or
more witness devices 115 are located at the center(s) of the circle(s), an
ellipse where two witness devices 115 are located at the focal points of the
ellipse, a triangle where three witness devices 115 are located at the three
corners of the triangle or at points inside the defined triangle, a quadrilateral
where four witness devices 115 are located at the four corners of the
quadrilateral or at points inside the defined quadrilateral, or the like). In at
least some embodiments, the various distances associated with the
boundaries of a shape or shapes of the spatial region 116 defined by the
witness devices 115 may be determined based on one or more of signal
strength information (e.g., where witness devices 115 measure the signal
strength of signals received from user device 101 for use in triangulating the
position of the user device 115 relative to the witness devices 115 defining the
spatial region 116), time-of-flight measurement information from one or more
time-of-flight cameras, or the like, as well as various combinations thereof. It
will be appreciated that, although primarily depicted in FIG. 1 with respect to
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spatial region 116 which has a particular shape defined based on a particular
number of witness devices 115 (illustratively, a quadrilateral shape defined by
four witness devices 115 where the four witness devices 115 are internal to
the quadrilateral shape), spatial region 116 may be defined to cover any other
suitable type of area using any suitable number of witness devices.

The communication network 120 may include any communication
networks configured to facilitate communications between GFS 131 of
service-hosting network 130 and devices located at location 110 (e.g., user
device 101, object 101, witness devices 115, or the like). For example,
communication network 120 may include one or more wireless access
networks (e.g., cellular or WiFi access for user device 101, cellular or WiFi
access for object 101, cellular or WiFi access for witness devices 115, or the
like), one or more wireline access networks (e.g., where the user device 101
may be connected to a wireline network at location 110, where object 111
may be connected to a wireline network at location 110, where at least some
of the witness devices 115 may be connected to a wireline network at location
110), one or more core wireless networks, one or more core wireline
networks, one or more public data networks, or the like, as well as various
combinations thereof.

The service-hosting network 130 may be any network configured to
host a service. For example, the service-hosting network 130 may be a
datacenter network comprising servers running virtual machines (VMs) which
may be used to provide GFS 131. For example, the service-hosting network
130 may be communication service provider network having a dedicated
server running GFS 131 or using a virtualization solution to run GFS 131. The
service-hosting network 130 may include any other type of network suitable
for hosting GFS 131.

The GFS 131 is a network-hosted service, the use of which is confined
to a particular spatial region (illustratively, spatial region 116 at location 110).
The GFS 131 is associated with object 111 at the location 110. The types of
network-hosted services that may be used within various environments (e.g.,

home, business, public, or the like) will be understood by one skilled in the art.
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For example, where location 110 is a home, GFS 131 may be a service for
access to security cameras at the home, a service for controlling smart locks
at the home (e.qg., for locking or unlocking doors), a service for controlling a
home entertainment system at the home (e.g., for changing television
channels, increasing or decreasing volume, or the like), a service for energy
monitoring at the home, a service for WiFi access point (AP) configuration for
a WiFi AP at the home, a service for controlling one or more connected
appliances (e.g., lights, refrigerator, curtains, or the like) at the home, or the
like, as well as various combinations thereof. For example, where location
110 is a business location, GFS 131 may be a service for a service for access
to security cameras at the business location, a service for controlling smart
locks at the business location, a service for one or more connected
appliances (e.g., lights, copy machine, or the like) at the business location, or
the like, as well as various combinations thereof. It will be appreciated that,
while the foregoing examples describe services that are associated with
physical objects at the location 110 at which the service may be used (e.qg.,
cameras, lights, and so forth), GFS 131 also may be a service that is not
necessarily associated with any physical objects at the location 110 at which
GFS 131 may be used. In at least some embodiment, for example, GFS 131
may be independent of any physical objects at the location 110, and access to
GFS 131 still may be confined to the spatial region 116 defined for GFS 131.
For example, GFS 131 may be services such as Internet access (e.g., for
limiting Internet access for a child to an area where the child will be monitored
by an adult), a social media application, online gaming, or the like. The GFS
131 may be implemented in any suitable manner (e.g., as an application,
where the application server is hosted in service-hosting network 130 and the
user device 101 has an associated application client configured to enable
access to and use of GFS 131).

The GFS 131 is configured to control access to GFS 131 by user
device 101 based on the use of witness devices 115 to verify the presence of
user device 101 within the spatial region 116 defined for GFS 131 before
granting the user device 101 access to GFS 131. As depicted in FIG. 1, GFS
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131 maintains a mapping 132 between the user device 101 (e.g., an identifier
of user device 101) and a list of the witness devices 115 which may be used
by GFS 131 to verify the presence of user device 101 within the spatial region
116 defined for access by the user device 101 to GFS 131. The GFS 131
also maintains (e.g., as part of mapping 132 or associated with mapping 132)
or otherwise has access to address information (for each of the witness
devices 115 associated with the spatial region 116 for use by GFS 131 to
communicate with the witness devices 115 associated with the spatial region
116) and a definition of the spatial region 116 within which user device 101
must be located in order to access GFS 131. The definition of the spatial
region 116 of the mapping 132 may include information which may be used by
GFS 131 to determine whether user device 101 is located within the spatial
region 116 responsive to a request by the user device 101 to access GFS 131
(e.g., various rules according to which the area covered by spatial region 116
is defined, such as in terms of presence or absence of signals, distance-
indicative or position-indicative information (e.g., based on signal strength
measurements, time-of-flight measurements, or the like), or the like, as well
as various combinations thereof). Here, it will be appreciated that the
definition of the spatial region 116 is mapped to user device 101 since,
although primarily depicted and described herein for purposes of clarity with
respect to GFS 131 being intended for use by a single user device (namely,
user device 101), the GFS 131 may be a network-hosted service which may
be accessible to any suitable number of user devices (e.g., different user
devices may access different instances of GFS 131 which may be
personalized for those different user devices), in which case each user device
may have associated therewith one or more spatial regions within which the
respective user device may access GFS 131. However, it will be appreciated
that, where GFS 131 is only accessible to user device 101 or where GFS 131
represents an particular instance of a network-hosted service that is only
accessible to user device 101, GFS 131 may only need to maintain the
definition of the spatial region 116 without mapping the definition of the spatial
region 116 to the user device 101.
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The GFS 131 is configured to control access to GFS 131 by user
device 101 based on the use of witness devices 115 to verify the presence of
user device 101 within the spatial region 116 defined for GFS 131 before
granting the user device 101 access to GFS 131. The GFS 131, responsive

5 to arequest by the user device 101 to access GFS 131, may propagate
toward the user device 101 a message configured to trigger user device 101
to perform a local wireless broadcast at location 110 (and, optionally, also
may propagate a message toward the witness devices 115 associated with
the spatial region 116 for GFS 131), receive location verification information

10  from the witness devices 115 based on the local wireless broadcast by user
device 101 at location 110, determine authorization of the user device 101 to
access GFS 101 based on the location verification information from the
witness devices 115, and propagate toward the user device 101 an indication
as to whether or not the user device 101 is being granted access to the GFS

15 131. These and various other embodiments by which GFS 131 may control
access by user device 101 to GFS 131 based on the use of witness devices
115 to verify the presence of user device 101 within the spatial region 116
defined for GFS 131 may be better understood by way of reference to the
exemplary process depicted in FIG. 2.

20 FIG. 2 depicts an exemplary embodiment of a method for controlling
access by a user device to a GFS using a witness device. As depicted in FIG.
2, method 200 involves communication exchanges between the user device,
the GFS, and the witness device. The communication between the GFS and
the user device may be via any suitable communication path via which a user

25  device may communicate with a network-hosted service in a service-hosting
network. The communication between the GFS and the user device may be
via any suitable communication path via which a witness device may
communicate with a network-hosted service in a service-hosting network.
The communication from the user device to the witness device may be via

30 any suitable local wireless broadcast capability. It will be appreciated that,
while primarily depicted and described as being performed serial, at least a
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portion of the steps of method 200 may be performed contemporaneously or
in a different order than depicted in FIG. 2.

At step 205, the user device propagates a GFS access request
message to the GFS. The GFS is a network-hosted service that is hosted
within a service-hosting network. The GFS access request message
indicates a request by the user device to access the GFS. The GFS access
request message may include an indication of the GFS to which access is
requested, an identifier of the user device or user using the user device, or the
like, as well as various combinations thereof. The GFS access request
message may be sent by the user device automatically (e.g., responsive to
detecting the presence of an object with which the GFS is associated),
responsive to detection of a request by a user of the user device, or the like.
The GFS is a network-hosted service and, thus, the GFS access request
message sent by the user device may be sent via any suitable communication
path (e.g., via a cellular access network, via a WiFi access network, or the
like).

At step 210, the GFS sends an authentication request message to the
user device. The authentication request message requests that the user
device provide authentication information which may be used by the GFS to
verify the identity of the user device.

At step 215, the user device sends an authentication response
message to the GFS. The authentication response message includes
authentication information which may be used by the GFS to verify the identity
of the user device. Here, for purposes of clarity, it is assumed that the GFS
successfully authenticates the user device based on the authentication
response message received from the user device. It will be appreciated that,
where the GFS is unable to successfully authenticate the user device, the
user device may be denied access to the GFS before location verification is
initiated.

At step 220, the GFS identifies the witness device associated with the
GFS. Inthe case in which the GFS is dedicated for use by the user device,
the witness device may simply be associated with the GFS. In the case in
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which the GFS is an instance of a GFS, where the GFS instance to which the
user device is requesting access is associated with the user device, the
witness device may be associated with the user device (e.g., a user device
identifier may be used to access a mapping identifying the witness device that

5 is associated with the GFS instance to which the user device is requesting
access.

At step 225, the GFS propagates a message toward the user device
and, optionally, also propagates a message toward the witness device. The
message propagated toward the user device is configured to trigger the user

10  device to initiate a local wireless broadcast. The message propagated toward
the user device may or may not include information to be broadcast by the
user device. The message propagated toward the witness device may be
configured to inform the witness device to expect or to listen for a local
wireless broadcast (or, more specifically, to expect or to listen for the local

15  wireless broadcast by the user device). The message propagated toward the
witness device may or may not include an indication of information to be
broadcast by the user device.

At step 230, the user device initiates the local wireless broadcast. The
local wireless broadcast, as discussed further below, may include information

20 received from the GFS in the message propagated from the GFS to the user
device, information selected by the user device for broadcasting, or the like.
Here, for purposes of clarity, it is assumed that the witness device receives
the local wireless broadcast by the user device, because the user device is
located within local wireless range of the witness device. It will be

25 appreciated that, where the user device is not within local wireless range of
the witness device, the witness device will not receive the local wireless
broadcast of the user device and, thus, the presence of the user device within
the spatial region of the GFS will not be verified and the user device will be
denied access to the GFS.

30 At step 235, the witness device determines location verification
information. The location verification information, as discussed in additional

detail below, may depend on one or more of the manner in which the GFS is
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configured to determine authorization of the user device to access the GFS
(e.g., whether verification of the location of the user device is performed by
the witness device and provided to the GFS or whether verification of the
location of the user device is performed by the GFS), the manner in which the
5 spatial region of the GFS is defined (e.g., based on being within wireless
range, based on triangulation of a position of the user device, or the like), or
the like, as well as various combinations thereof. For example, as discussed
in additional detail below, the location verification information may include an
explicit indication that the location of the user device has been verified as

10 being within the spatial region defined for the GFS, information which may be
processed to determine whether the location of the user device is verified as
being within the spatial region defined for the GFS, or the like. At step 240,
the witness device propagates the location verification information toward the
GFS.

15 At step 245, the GFS determines authorization of the user device to
access the GFS based on the location verification information from the
witness device. The GFS may determine, based on the location verification
information, whether the location of the user device is verified as being at a
location that is within the spatial region defined for the GFS. The location

20 verification information may include an explicit indication that the location of
the user device is verified as being at a location that is within the spatial
region defined for the GFS, information which may be processed by the GFS
for determining whether the location of the user device is verified as being at a
location that is within the spatial region defined for the GFS, or the like. Here,

25  for purposes of clarity, it is assumed that the location of the user device within
the spatial region of the GFS is verified and, thus, that authorization of the
user device to access the GFS also is verified.

As discussed herein, various embodiments for implementation of steps
225 — 245 of method 200 may depend on various factors.

30 In at least some embodiments, the message propagated from the GFS
to the user device includes a unique identifier to be broadcast by the user
device, the user device broadcasts the unique identifier via the local wireless
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broadcast, the witness device receives the unique identifier in the local
wireless broadcast of the user device, the witness device propagates the
unique identifier received from the user device in the local wireless broadcast
to the GFS as (part of) the location verification information, and the GFS
determines whether the location of the user device is verified based on a
comparison of the unique identifier propagated to the user device to the
unique identifier received from the witness device (e.g., if the unique
identifiers match then the location of the user device is verified; otherwise, the
location of the user device is not verified). The unique identifier may be any
suitable value or information which may be used to support verification that
the user device is located within the spatial region defined for the GFS. The
unique identifier may be generated or otherwise obtained by the GFS. The
unique identifier may be a random value (e.g., number, string, or the like) that
is only expected to be used once within the context of verifying the location of
the user device for this particular request to access the GFS. The unique
identifier may be a value that does not include or encode any information
associated with the user, so as to protect the privacy of the user. The witness
device may or may not provide additional information (e.g., signal strength
measurements, time-of-flight measurements, or the like) as part of the
location verification information that is provided to the GFS. The GFS may or
may not propagate a message to the witness device in order to inform the
witness device to expect or to listen for the local wireless broadcast by the
user device (e.g., such that, if the witness device does not receive a local
wireless broadcast from the user device after a threshold length of time, the
witness device may propagate to GFS location verification information
indicative that the witness device did not receive a local wireless broadcast
from the user device, which may be interpreted by the GFS as an indication
that the user device is not within local wireless range of the witness device
and, thus, that the user device is located outside of the spatial region of the
GFS).

In at least some embodiments, the message propagated from the GFS
to the user device includes a unique identifier to be broadcast by the user
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device and the GFS also propagates to the witness device a message that
includes the same unique identifier, the user device broadcasts the unique
identifier via the local wireless broadcast, the witness device receives the
unique identifier in the local wireless broadcast of the user device, and the
witness device determines whether the unique identifier received from the
user device and the unique identifier received from the GFS match. In at least
some embodiments, in which verification of the location of the user device is
based on the unique identifier (but not on additional information associated
with the local wireless broadcast by the user device), the determination as to
whether the unique identifier received from the user device and the unique
identifier received from the GFS match may be considered to be a
determination by the witness device as to whether the location of the user
device is verified (e.g., if the unique identifiers match then the location of the
user device is verified; otherwise, the location of the user device is not
verified), and the witness device propagates toward the GFS location
verification information including an explicit indication as to whether the
location of the user device has been verified. Here, the GFS may simply
determine whether the location of the user device is verified based on the
indication provided by the witness device in the location verification
information. In at least some embodiments, in which verification of the
location of the user device is based on the unique identifier as well as
additional information associated with the local wireless broadcast by the user
device (e.g., distance-indicative information which may be used to triangulate
the position of the user device relative to the spatial region of the GFS, or the
like), the determination as to whether the unique identifier received from the
user device and the unique identifier received from the GFS match may be
considered to be only part of the determination as to whether the location of
the user device is verified, in which case either (1) witness device may
process the additional information to determine whether the location of the
user device is verified and then propagate, toward the GFS, location
verification information including an explicit indication as to whether the

location of the user device has been verified (such that the GFS may simply
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determine whether the location of the user device is verified based on the
explicit indication provided by the witness device in the location verification
information) or (2) witness device may propagate the result of the comparison
of the unique identifiers as well as the additional information to the GFS as
5 (part of) the location verification information and the GFS may process the

location verification information to determine whether the location of the user
device is verified. As discussed above, the unique identifier may be any
suitable value (e.g., a random value that is only expected to be used once
within the context of verifying the location of the user device for this particular

10 request to access the GFS, a value that does not include or encode any
information associated with the user, so as to protect the privacy of the user,
or the like, as well as various combinations thereof). As discussed above, the
additional information may include distance-indicative information (e.g., signal
strength measurements, time-of-flight measurements, or the like) or other

15  suitable types of information which may be processed to triangulate the
position of the user device relative to the spatial region of the GFS, or the like.
The various ways in which the witness device or the GFS may process
distance-indicative information, or other wireless signal characteristic
information, in order to triangulate the location of the user device during the

20 local wireless broadcast will be understood by one skilled in the art.

In at least some embodiments, the message propagated from the GFS
to the user device does not include information to be broadcast by the user
device, the user device broadcasts information (e.g., a particular type of
message or message portion, a particular value generated or otherwise

25 determined by the user device, or the like, as well as various combinations
thereof) using the local wireless broadcast, the witness device receives the
local wireless broadcast of the user device, the witness device determines
wireless signal characteristic information associated with the local wireless
broadcast by the user device (e.g., signal strength information or the like), the

30 witness device provides the wireless signal characteristic information to the
GFS as (part of) the location verification information, and the GFS determines
whether the location of the user device is verified based on processing of the
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location verification information. The various ways in which GFS may process
distance-indicative information, or other wireless signal characteristic
information, in order to triangulate the location of the user device during the
local wireless broadcast will be understood by one skilled in the art.

It will be appreciated that various combinations of the embodiments
discussed above for steps 225 — 245 of method 200 may be used together to
support witness-based verification of the location of the user device before
granting the user device access to the GFS.

At step 250, the GFS propagates a GFS access response message to
the user device. The GFS access response message provides an indication
as to whether or not the user device is authorized to access the GFS. If the
user device is authorized to access the GFS, the access response message
may include authentication information for use by the user device to access or
use the GFS, authentication information for use by the user device to access
or use an object controllable via the GFS, or the like. If the user device is not
authorized to access the GFS, the access response message may include
any suitable information (e.g., a reason that access is denied or any other
suitable information).

It will be appreciated that, although omitted from FIG. 2 for purposes
of clarity, where the GFS is associated with an object, method 200 also may
include interaction by the user device with the object. This interaction may
include interaction with the object prior to propagation of the request to access
the GFS (e.g., such as where the user device detects the presence of the
object and makes the user of the user device aware of the presence of the
object and the possibility of access and controlling the object using the GFS
associated with the object). This interaction may include interaction with the
object after access to the GFS is granted (e.g., for access to and control of
the object via the GFS). If the user device is authorized to access the GFS,
the access response message may include an authentication token which
may be provided by the user device to the object in order to enable the user
device to access the object.
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As discussed herein, various embodiments of method 200 of FIG. 2
may protect against various types of malicious attempts to access the GFS.
For example, if the user device was not located within wireless range of the
witness device (e.g., at a different location, or at least outside of the spatial
5 region of the GFS), the witness device would not receive the local wireless
broadcast from the user device and, thus, the user device would not be
granted authorization to access the GFS. For example, if the user device is
able to gain access to the location in which the spatial region for the GFS is
defined but is not authenticated as being allowed to access the GFS (e.g., in

10  steps 210 and 215), the user device will not receive the message from the
GFS (e.g., including the unique identifier) and, thus, even where the user
device maliciously attempts to broadcast a spoofed identifier, it is expected to
be highly unlikely that the spoofed identifier broadcast by the user device will
match the identifier expected by the GFS (e.g., as determined by the witness

15  device or the GFS) and, therefore, quite likely that the user device would
properly be denied access to the GFS. It will be appreciated that the
embodiment of method 200, as well as various embodiments implemented as
variations thereof, may prevent various other types of malicious attempts to
access the GFS.

20 It will be appreciated that, although method 200 of FIG. 2 is primarily
depicted and described with respect to an embodiment in which a two-stage
authentication of the user device is performed before the user device is
granted access to the GFS (namely, a first stage in which the identity of the
user device is verified using steps 210 and 215, and a second stage in which

25 the location of the user device is verified using steps 225 — 245), in at least
some embodiments the first stage of authentication (namely, in which the
identity of the user device is verified using steps 210 and 215) may be
omitted. In such embodiments, steps 210 and 215 of method 200 may be
omitted from method 200.

30 It will be appreciated that, although method 200 of FIG. 2 is primarily
depicted and described with respect to an embodiment in which a single
witness device is used to define the spatial region of the GFS and, thus, to
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verify the presence of user device within the spatial region of the GFS, any
other suitable number of witness devices may be used to define the spatial
region of the GFS and, thus, to verify the presence of user device within the
spatial region of the GFS. As described above, the spatial region of the GFS
5 may be defined such that the user device is required to be within wireless

range of a threshold number of the witness devices, such that the user device
is required to be within a particular distance or distances from one or more of
the witness devices, such that the user device is required to be within a
spatial region defined to have a particular shape, or the like). In at least some

10 embodiments, method 200 will be understood to include interaction between
the GFS and at least some of the multiple witness devices. For example,
within the context of certain embodiments of method 200 of FIG. 2, each of
the witness devices may receive the local wireless broadcast of the user
device send associated location verification messages to the GFS. For

15  example, within the context of certain embodiments of method 200 of FIG. 2,
the GFS may propagate messages to each of the witness devices and,
similarly, each of the witness devices may send associated location
verification messages to the GFS. In at least some such embodiments, given
the distributed nature of verification of the location of the user device (e.g.,

20 distributed in terms of requiring verification of the location of the user device
by multiple witness devices), the witness devices may provide location
verification messages to the GFS and the GFS may determine whether the
location of the user device is verified as being at a location that is within the
spatial region for the GFS. Here, for example, the location verification

25 messages may include unique identifiers received by the witness devices
from the user device (e.g., for comparison by the GFS with the unique
identifier propagated to the user device), indications of results of unique
identifier comparisons performed by the witness devices (e.g., such that the
GFS may analyze the results of the unique identifier comparisons performed

30 by the witness devices in order to determine whether the user device is at a
location that is within the spatial region for the GFS), distance-indicative or
position-indicative information from the witness devices based on the local
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wireless broadcast by the user device, or the like, as well as various
combinations thereof. For example, where the spatial region for the GFS has
five withess devices associated therewith and the spatial region is defined
such that the user device only needs to be within local wireless range of at
5 least two of the five witness devices, the GFS may process location

verification information received from two or more of the witness devices in
order to determine whether or not the user device satisfies the requirement of
being within local wireless range of at least two of the five witness devices.
For example, where the spatial region for the GFS is a triangular region

10 defined by three witness devices, the GFS may process signal strength
measurements received as part of the location verification information from
the three witness devices in order to triangulate the location of the user device
during the local wireless broadcast and, thus, determine whether or not the
user device was located within the triangular spatial region for the GFS. For

15  example, where the spatial region for the GFS is a quadrilateral region
defined by four witness devices, the GFS may process signal strength
measurements received as part of the location verification information from
the four witness devices in order to triangulate the location of the user device
during the local wireless broadcast and, thus, determine whether or not the

20 user device was located within the quadrilateral spatial region for the GFS. It
will be appreciated that the foregoing examples are merely a few of the
various ways in which the GFS may process location verification information
from multiple witness devices in order to determine whether to grant or deny
the user device access to the GFS.

25 It will be appreciated that, although primarily depicted and described
herein with respect to embodiments in which access by the user device to the
GFS is limited to a single spatial region at a single location, access by the
user device to the GFS may be controlled in a manner for enabling the user
device to access the GFS within multiple spatial regions which may be

30 defined at one or more locations.

It will be appreciated that, although primarily depicted and described

with respect to embodiments in which the user device that is requesting
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access to the GFS must be physically located within the spatial region defined
for the GFS (as illustrated in FIGs. 1 and 2), situations may arise in which a
user that is remote from the location at which the spatial region for the GFS is
defined may want or need to access the GFS. Here, while the user device of
the user is not physically located within the spatial region defined for the GFS,
this attempt by the user to access the GFS may still represent a valid access
scenario that is to be supported. In this situation, restriction of the GFS as
depicted and described with respect to FIGs. 1 and 2 may be too restrictive.
Accordingly, in at least some embodiments, a user device that is requesting
access to the GFS may still be granted access to the GFS even where the
user device is not physically located within the spatial region defined for the
GFS, as long as the GFS is able to verify that a user device of a trusted
location delegate is physically located within the spatial region defined for the
GFS. In at least some embodiments, a remote user device associated with
the GFS may request access to the GFS from a location that is remote from
the spatial region defined for the GFS, and a location delegate user device
that is associated with the GFS may be identified as being the user device
that must be present within the spatial region of the GFS in order for access to
the GFS to be granted. Here, the GFS may interact with the location delegate
user device and one or more witness devices associated with the GFS, as
depicted and described herein with respect to embodiments of FIGs. 1 and 2
and various modifications of embodiments of FIGs. 1 and 2, to verify presence
of the location delegate user device within the spatial region associated with
granting of access to the GFS. It will be appreciated that the location
delegate user device for the GFS may be pre-associated with the GFS,
associated with the GFS dynamically (e.g., in conjunction with the request by
the remote user device to access the GFS, such as where a user of the
remote user device selects the location delegate user device such that the
location delegate user device is provided to the GFS as part of orin
conjunction with the request to access the GFS), or the like, as well as various
combinations thereof. The GFS may then report, to the remote user device,
the result of the determination as to whether the remote user device has been
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granted or denied access to the GFS. These embodiments may be better
understood by way of reference to a simple example in which a husband and
wife reside in a house and the husband would like to access a GFS from his
work location even though the GFS has a spatial region that is defined as
being within the living room of their home. In this example, the husband may
request access to the GFS via his smartphone while at his work location by
specifying the smartphone of his wife to be a location delegate user device for
the GFS. In this example, if the wife accepts this request from the husband
and the GFS successfully verifies that the smartphone of the wife is located
within the living room of their home, the GFS will grant the husband remote
access to the GFS. It will be appreciated that, although primarily depicted and
described with respect to embodiments in which the location delegate user
device is automatically associated with the GFS (e.g., either in advance or
dynamically based on specification of the location delegate user device by a
user of the remote user device), in at least some embodiments a user of the
location delegate user device must explicitly accept that the location delegate
user device may be used as a location delegate for the remote user device
before the GFS attempts to verify the location of the location delegate user
device in conjunction with determining authorization of the remote user device
to access the GFS. It will be appreciated that, although primarily described
with respect to embodiments in which a single location delegate user device is
associated with the GFS, in at least some embodiments multiple location
delegate user devices may be associated with the GFS (e.g., any of the
multiple location delegate user devices may be used by the remote user
device to obtain access to the GFS). It will be appreciated that at least some
such embodiments may be considered to represent a compromise between
global access and local security.

It will be appreciated that, although primarily depicted and described
herein with respect to embodiments in which access to the GFS is limited to a
single user device, access to the GFS may be controlled in a manner for
enabling multiple user devices to access the GFS (e.g., requiring each of the
multiple user devices to access the GFS from within a single spatial region
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defined for the GFS, defining for the multiple user devices separate spatial
regions from within which the respective multiple user devices may access the
GFS, defining multiple spatial regions for the GFS such that any of the
multiple user devices may access the GFS from within any of the multiple
spatial regions, or the like, as well as various combinations thereof).

It will be appreciated that, although primarily depicted and described
with respect to embodiments in which the user device that is requesting
access to the GFS is the only user device requesting access to the GFS,
situations may arise in which multiple user devices request access to the GFS
in a manner that produces or at least could potentially produce some conflict.
This may be especially problematic where the GFS is used for short-lived
interaction with objects at the location, in which actions through the GFS are
likely to change the state of one or more objects associated with the GFS
(e.g., changing a channel on a television, configuring the intensity of a light or
lights, muting audio playback, and so forth). From these examples, it may be
seen that concurrent use of a GFS by multiple users via multiple user devices
can lead to conflicts which, even where unintentional, may still be problematic.
For example, two users may attempt to (de)activate a home alarm system via
their respective smartphones without being aware of each other taking such
actions, two users may attempt to control the television via their respective
smartphones without being aware of each other taking such actions, and so
forth. Accordingly, in at least some embodiments, in which multiple user
devices request access to the GFS, the GFS may be configured to use one or
more witness devices to mediate access by the user devices to the GFS. The
GFS may be configured to mediate access by the multiple user devices to the
GFS by ensuring that only one of the user devices may interact with the GFS
at any given time. In at least some embodiments, responsive to receiving
multiple requests for the GFS from multiple user devices, the GFS may use
information from one or more witness devices associated with the spatial
region to determine which of the multiple user devices is closest to an object
associated with the GFS, and to grant access to the GFS only to the closest
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user device while denying access to the GFS for any other of the multiple user
devices.

It will be appreciated that, although primarily depicted and described
herein with respect to embodiments in which the location is relatively small
such that the local wireless broadcast by the user device may be performed
using a short-range wireless communication capability such as a wireless
personal area network (WPAN) capability (e.g., Bluetooth, ZigBee, wireless
USB, or the like), it will be appreciated that, in at least some embodiments,
the location at which the spatial region of the GFS is defined (and, similarly,
the area of the spatial region defined for the GFS) may be relatively large,
such that the wireless broadcast by the user device may need to be over a
larger geographic range than may be accommodated by the short-range
wireless communication capabilities discussed herein. Thus, in at least some
embodiments, the wireless broadcast by the user device for enabling the
witness device(s) to support location verification for the user device may be
performed using other suitable types of wide-area wireless transmission
capabilities (e.g., WiFi, cellular, or the like). Therefore, in at least some
embodiments, references herein to the local wireless broadcast by the user
device may be read more generally as being a wireless broadcast by the user
device (which may be understood to be over a geographic area that is
commensurate with the size of the area covered by the spatial region to which
access to the GFS is confined).

It will be appreciated that, although primarily depicted and described
herein with respect to embodiments in which the GFS performs functions for
determining whether a user device requesting access to the GFS is granted or
denied access to the GFS, in at least some embodiments at least a portion of
the functions depicted and described herein as being performed by the GFS
may be performed by one or more other services or devices on behalf of the
GFS.

FIG. 3 depicts a high-level block diagram of a computer suitable for use
in performing functions described herein.
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The computer 300 includes a processor 302 (e.g., a central processing
unit (CPU) and/or other suitable processor(s)) and a memory 304 (e.g.,
random access memory (RAM), read only memory (ROM), and the like).

The computer 300 also may include a cooperating module/process

5 305. The cooperating process 305 can be loaded into memory 304 and
executed by the processor 302 to implement functions as discussed herein
and, thus, cooperating process 305 (including associated data structures) can
be stored on a computer readable storage medium, e.g., RAM memory,
magnetic or optical drive or diskette, and the like.

10 The computer 300 also may include one or more input/output devices
306 (e.g., a user input device (such as a keyboard, a keypad, a mouse, and
the like), a user output device (such as a display, a speaker, and the like), an
input port, an output port, a receiver, a transmitter, one or more storage
devices (e.g., a tape drive, a floppy drive, a hard disk drive, a compact disk

15  drive, and the like), or the like, as well as various combinations thereof).

It will be appreciated that computer 300 depicted in FIG. 3 provides a
general architecture and functionality suitable for implementing functional
elements described herein and/or portions of functional elements described
herein. For example, computer 300 provides a general architecture and

20 functionality suitable for implementing one or more of user device 101, a
portion of user device 101, object 111, a portion of an object 111, a witness
device 115, a portion of a witness device 115, an element or portion of an
element of communication network 120, an element or portion of an element
hosting GFS 131, or the like.

25 It will be appreciated that the functions depicted and described herein
may be implemented in software (e.g., via implementation of software on one
or more processors, for executing on a general purpose computer (e.g., via
execution by one or more processors) so as to implement a special purpose
computer, and the like) and/or may be implemented in hardware (e.g., using a

30 general purpose computer, one or more application specific integrated circuits
(ASIC), and/or any other hardware equivalents).
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It will be appreciated that some of the steps discussed herein as
software methods may be implemented within hardware, for example, as
circuitry that cooperates with the processor to perform various method steps.
Portions of the functions/elements described herein may be implemented as a
computer program product wherein computer instructions, when processed by
a computer, adapt the operation of the computer such that the methods
and/or techniques described herein are invoked or otherwise provided.
Instructions for invoking methods described herein may be stored in fixed or
removable media, transmitted via a data stream in a broadcast or other signal
bearing medium, and/or stored within a memory within a computing device
operating according to the instructions.

It will be appreciated that the term "or" as used herein refers to a non-
exclusive “or,” unless otherwise indicated (e.g., use of “or else” or “or in the
alternative”).

Aspects of various embodiments are specified in the claims. Those
and other aspects of various embodiments are specified in the following
numbered clauses:

1. An apparatus, comprising:

a processor and a memory communicatively connected to the
processor, the processor configured to:

receive a request by a user device to access a network-hosted
service, the network-hosted service having associated therewith a
witness device and a spatial region to which access to the network-
hosted service is confined;
propagate, toward the user device, a message configured to
trigger the user device to initiate a local wireless broadcast; and
determine, based on location verification information received
from the witness device, whether the user device is authorized to
access the network-hosted service.

2. The apparatus of clause 1, wherein, to determine whether the
user device is authorized to access the network-hosted service, the processor
is configured to:
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determine, based on the location verification information received from
the witness device, whether the user device is located within the spatial region
for the network-hosted service.

3. The apparatus of clause 1, wherein the location verification

5 information received from the witness device comprises an indication as to
whether the witness device detected the local wireless broadcast by the user
device.

4. The apparatus of clause 1, wherein the location verification
information received from the witness device comprises at least one of

10  information indicative of a distance of the user device from the witness device
during the local wireless broadcast or a position of the user device relative to
the witness device during the local wireless broadcast.

5. The apparatus of clause 4, wherein the location verification
information received from the witness device comprises at least one of a

15  signal strength measurement or a time-of-flight measurement.

6. The apparatus of clause 4, wherein, to determine whether the
user device is authorized to access the network-hosted service, the processor
is configured to:

determine, based on the location verification information received from

20 the witness device, whether the user device is located within the spatial region
for the network-hosted service.

7. The apparatus of clause 1, wherein the location verification
information received from the witness device comprises an indication as to
whether the witness device verified the user device as being at a location that

25 is within the spatial region for the network-hosted service.

8. The apparatus of clause 1, wherein the processor is configured
to:

propagate, toward the witness device, a message indicative of the
request by the user device to access the network-hosted service.

30 9. The apparatus of clause 8, wherein the location verification

information received from the witness device comprises an indication that the
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witness device did not receive the local wireless broadcast from the user
device within a threshold length of time.

10.  The apparatus of clause 1, wherein the message comprises an
identifier, wherein the message is configured to trigger the user device to

5 broadcast the identifier in the local wireless broadcast.

11.  The apparatus of clause 10, wherein the location verification
information received from the witness device comprises an identifier received
by the witness device from the user device in the local wireless broadcast
from the witness device, wherein, to determine whether the user device is

10 authorized to access the network-hosted service, the processor is configured
to:

compare the identifier propagated toward the user device with the
identifier received from the witness device.

12.  The apparatus of clause 10, wherein the processor is configured

15  to:

propagate the identifier toward the witness device.

13.  The apparatus of clause 12, wherein the location verification
information received from the witness device comprises an indication as to a
result of a determination by the witness device as to whether the identifier

20 propagated toward the witness device matches the identifier received by the
witness device from the user device in the local wireless broadcast from the
user device.

14.  The apparatus of clause 1, wherein the network-hosted service
has multiple witness devices associated therewith, wherein the spatial region

25  of the network-hosted service is defined based on the multiple witness
devices.

15.  The apparatus of clause 14, wherein the spatial region of the
network-hosted service comprises at least one of:

an area defined based on being within wireless range of at least a

30 threshold number of the multiple witness devices; or
an area within a shape defined based on the multiple witness devices.
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16.  The apparatus of clause 14, wherein, to determine whether the
user device is authorized to access the network-hosted service, the processor
is configured to:

receive, from at least a portion of the multiple witness devices,

5 respective signal strength measures associated with receipt by the multiple
witness devices of the local wireless broadcast by the user device; and
determine, based on the respective signal strength measures
associated with the multiple witness devices, whether the user device is
authorized to access the network-hosted service.

10 17.  The apparatus of clause 1, wherein the network-hosted service
is associated with a physical object, wherein the network-hosted service is
configured to support interaction with the physical object.

18.  The apparatus of clause 1, wherein the witness device
comprises at least one of a smart device or a sensor.

15 19.  An apparatus, comprising:

a processor and a memory communicatively connected to the
processor, the processor configured to:

propagate a request to access a network-hosted service, the
network-hosted service having associated therewith a witness device

20 and a spatial region to which access to the network-hosted service is

confined;

perform a local wireless broadcast based on receipt of a
message associated with the request to access the network-hosted
service; and

25 receive an indication as to whether the apparatus is authorized

to access the network-hosted service.

20.  An apparatus, comprising:

a processor and a memory communicatively connected to the
processor, the processor configured to:

30 receive a local wireless broadcast from a user device requesting

to access a network-hosted service, the network-hosted service having
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associated therewith a spatial region to which access to the network-
hosted service is confined;

determine location verification information based on the local
wireless broadcast from the user device, the location verification

5 information indicative of a location of the user device relative to the

spatial region of the network-hosted service; and

propagate the location verification information toward the
network-hosted service or a device associated with the network-hosted
service.

10 It will be appreciated that, although various embodiments which
incorporate the teachings presented herein have been shown and described
in detail herein, those skilled in the art can readily devise many other varied
embodiments that still incorporate these teachings.
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What is claimed is:

1. An apparatus, comprising:
a processor and a memory communicatively connected to the
processor, the processor configured to:
receive a request by a user device to access a network-hosted
service, the network-hosted service having associated therewith a
witness device and a spatial region to which access to the network-
hosted service is confined;
propagate, toward the user device, a message configured to
trigger the user device to initiate a local wireless broadcast; and
determine, based on location verification information received
from the witness device, whether the user device is authorized to
access the network-hosted service.

2. The apparatus of claim 1, wherein, to determine whether the user
device is authorized to access the network-hosted service, the processor is
configured to:

determine, based on the location verification information received from
the witness device, whether the user device is located within the spatial region

for the network-hosted service.

3. The apparatus of claim 1, wherein the location verification information
received from the witness device comprises at least one of:

an indication as to whether the witness device detected the local
wireless broadcast by the user device; and

at least one of information indicative of a distance of the user device
from the witness device during the local wireless broadcast or a position of the
user device relative to the withess device during the local wireless broadcast.



WO 2015/136362 PCT/IB2015/000344

35

4. The apparatus of claim 3, wherein, to determine whether the user
device is authorized to access the network-hosted service, the processor is
configured to:
determine, based on the location verification information received from
5 the witness device, whether the user device is located within the spatial region
for the network-hosted service.

5. The apparatus of claim 1, wherein the processor is configured to:
propagate, toward the witness device, a message indicative of the
10  request by the user device to access the network-hosted service;
wherein the location verification information received from the witness
device comprises an indication that the witness device did not receive the
local wireless broadcast from the user device within a threshold length of time.

15 6. The apparatus of claim 1, wherein the message comprises an
identifier, wherein the message is configured to trigger the user device to
broadcast the identifier in the local wireless broadcast.

7. The apparatus of claim 6, wherein the location verification information
20 received from the witness device comprises an identifier received by the
witness device from the user device in the local wireless broadcast from the
witness device, wherein, to determine whether the user device is authorized
to access the network-hosted service, the processor is configured to:
compare the identifier propagated toward the user device with the
25 identifier received from the witness device.

8. The apparatus of claim 6, wherein the processor is configured to
propagate the identifier toward the witness device, wherein the location
verification information received from the witness device comprises an

30 indication as to a result of a determination by the witness device as to whether
the identifier propagated toward the witness device matches the identifier
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received by the witness device from the user device in the local wireless

broadcast from the user device.

9.

An apparatus, comprising:

a processor and a memory communicatively connected to the

processor, the processor configured to:

10.

propagate a request to access a network-hosted service, the
network-hosted service having associated therewith a witness device
and a spatial region to which access to the network-hosted service is
confined;

perform a local wireless broadcast based on receipt of a
message associated with the request to access the network-hosted
service; and

receive an indication as to whether the apparatus is authorized
to access the network-hosted service.

An apparatus, comprising:

a processor and a memory communicatively connected to the

processor, the processor configured to:

receive a local wireless broadcast from a user device requesting
to access a network-hosted service, the network-hosted service having
associated therewith a spatial region to which access to the network-
hosted service is confined;

determine location verification information based on the local
wireless broadcast from the user device, the location verification
information indicative of a location of the user device relative to the
spatial region of the network-hosted service; and

propagate the location verification information toward the
network-hosted service or a device associated with the network-hosted

service.
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