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(7) ABSTRACT

A data brokering system for semiconductor wafer data is
presented that comprises: a FAB having at least one auto-
mated semiconductor wafer manufacturing tool; a plurality
of OEMs, coupled to the FAB via a secure service net;
means for providing data about a semiconductor wafer
manufactured by the tool to one of the OEMs without
revealing information about the tool; and means for collect-
ing fees based on characteristics of the provided data.

408 -~ 416
F ~ F j F
0 DMZ ! DMz |
R R R
E E E
w w w
A A A .
L L L | ~A22
L L L D
|~ 408 eCentre Application Server '
414 o 420
40 Client
: — I S
Tool A, - PG N Y
Console = 7 franet \«,\?
Server i ? Service Net j
e = Intemet
Tool Gateway / wf/

/ Server(s)

Tool

Console
Server Tool Gateway
Server(s)

Customer

st Chat server”




Patent Application Publication  Nov. 6, 2003 Sheet 1 of 15 US 2003/0208448 A1

L
FABHQ

3
] Z 3 -
®» < £ .
E Ogm Q
Re] @ =
O cEE
w
|
b
i
I — =




US 2003/0208448 A1

Nov. 6,2003 Sheet 2 of 15

Patent Application Publication

€ old

[coL 1001 [00L [coL 0oL ool |00L

- = 58 B 8 ©

ple~&= = = = = E
|

_mamw Ae Qmw 100 j YSELS >m>r9mo 1001
e
[emal) az S ezie~~’
U\.\*\\ —
01 uonastiung -m Jaasag asldiejug 70¢ 18AI8G f

nusne
aInoss N N ey
( Wialg 3ua0e i
oo 90¢g 0LE~ m
avd
01
¢ 94
(lemaly W3o -
3 02
%\\, Y
poL uondsliued , JEINETS mTLEme
aIndss JUBI0 U80S ol
o 00 a1 i)
— 807 ~{ =
90z~ =




US 2003/0208448 A1

Nov. 6,2003 Sheet 3 of 15

Patent Application Publication

Janias jeyn

i
L

t ]

B

A

ENTCN
JaN 201nag
Jeuequ

|~/

L ey

193G dL1H

18l
oSNy

i) 4

L —rwZs <€ Lo

o
~t

(shaniss
Remsjed) |00]

(s)ianteg
Aemejeo) |00

4

1aniag uoneolddy anusns

ZWa

iy

viF

w—w=E <

80v

ZWd

L—rw €

LIV
8|0sU0)
0oL




Patent Application Publication Nov. 6, 2003 Sheet 4 of 15 US 2003/0208448 A1

E

- & Y
: s Ul £ 1
S

3 - D =] gg
2 — 1! o 0
g — = 5
w ; ke

F\JSOS

FIG. 5

f\’502




Nov. 6, 2003 Sheet 5 of 15 US 2003/0208448 A1

Patent Application Publication

19 ™

991
Jamala e3eQq
mo@L Jua|l|D 9AlBIOQE|10D) “
H ejep
Jandwod |00 | X ,
4 == 5130}
a8 ; 09
19sn :
jooy! L g L D 1980
v/ Saey
oindwos _ooIs_x 2100} 2100} R E sl
|00} j00] ¥09
v 3oIAI9S MO]4 Emo\/wrw ||_ 509
/ )
.......... 0oL
wa\ 09" m
uoissag
lomiau Kiojoe
oM e laA19g uoes)ddy anuana Z09 L
vmm\L
229~ ULND BANEASIUILIPY




Nov. 6, 2003 Sheet 6 of 15 US 2003/0208448 A1

Patent Application Publication

JADIE]

¥0L

04



Nov. 6, 2003 Sheet 7 of 15 US 2003/0208448 A1

Patent Application Publication

8'0ld

g,

,ﬁéiﬁmﬂii

P08 — W[FEN] Sy DUSELLODZELAP  OOSZILL LDOZ L NP 0543 WSS un
ai3 33 aussEd  OO'SKSL WOOT'0LIDT DOETGL 100T " MBI BT 81Y
F1EMN ety | OLHEE L LO07 G0 0 UBISEDS 5905 0U D23 KT0j0I¥3 A kst I
T1¥34d318  sieddag Augssed QINC OHO0EL LODT B0 0P 1581 Sansoufende Judeiboun ﬁa
08— 2o |l aalayy  OOE0L LOOZ ST Ut QC0D.B0 LDGE ST P w35 DEIG8 jutiluh | ﬁ,m
FWERTOOL [ HnoiZ 001 SN U0 EaS[TEIT CUE UOISE8E [ “o Il LIEIS. : WEsEs ]




Nov. 6, 2003 Sheet 8 of 15 US 2003/0208448 A1

Patent Application Publication

906

6 'Old

LE9SIEL 00T LEnr

LEYSIEL Rz "Lainr
LE'GCIE | 00T LT Inf

LEBgE L ooz " zinre
LEIGTE ) 00T LTI

VETGEIE ) Ha0e LTy

i
20-39°871
1021

00%

BEIS E5TI0.450med )

RIS Sal0id

aIinsEal 8Bl

SHAlRIN
Asaug
LaLInoUEW e

JualunRJieue] {GY m
HIUNGMIWE 1M =
afeByopLBWE|IJME g
ahejloAluall2) Ja0e o
WMDY g
UBfLENOY B

SYCRINOY B
JUELNIUEWE( 48 @
UyafiLegmy «
SHOALNMY &

ANEHOAIUALIE|[43T] 5
UBLIN DM
HBUNI IS -
MBUNDUY o

AYBBUB KAl ~p
S}OAYH]
Walnguawe|Jany o
IAIUR UM o
SHOAUNM <
{LUBLINTIUBWE | I4VE <5
SREYOAMBWE] 424 <5
SIS E UETETIE T

206

!
Joelauzgual




Nov. 6, 2003 Sheet 9 of 15 US 2003/0208448 A1

Patent Application Publication

g G20 ouneg (]

oLaues ]
DoIGd &

TED S

0t "old

8012572615 14010U3EE m
0y




US 2003/0208448 A1

Nov. 6, 2003 Sheet 10 of 15

Patent Application Publication

pagEalapoday
paddols A=owtal daiueduw|

DEUEA U2 perdde BANELEIS 3114

InjssanIns usha
jhjssalansun uabon
p3Re3I ANYSS39INS UDISS3Z

npssaaIns uekbo

BEESSE LOOT gL INT
BLiZLpL WIAT'gL e
LUZLZL 00T el nge
553701 0BT gL PP
£CP08D LODT 'O L INT
{12080 00T gL Inp
LO'2P:20 LOOT 'S L INP
ETky.L0 LODT'GLIND

Lol

SUDUBLJUBAB O] AHUISCNS - E1EQ

g uonEzHOuymy 'doys - uote adQ Ajoway
5 2G7# LI TRISURLL 3414

IO - UD|8Sag
ucho -1asn
LIOHIE (DA, $S820%
oI eI U0|S598

uobaT -4380

BETLI
seyIl
Aaseayl
aseyal]

SUIEUD
SUHELD




US 2003/0208448 A1

Nov. 6, 2003 Sheet 11 of 15

Patent Application Publication

AR

Aaual

neslsdwiayy

14

coe)




US 2003/0208448 A1

Nov. 6, 2003 Sheet 12 of 15

Patent Application Publication

¢l old




Patent Application Publication  Nov. 6, 2003 Sheet 13 of 15 US 2003/0208448 A1

FIG. 14

o chan he

1. Logic Composer: DensaNewSession | 2
wew Format Rawe

Ele.. Dt




US 2003/0208448 A1

Nov. 6, 2003 Sheet 14 of 15

Patent Application Publication

Jansg asudisiug 1aniag asudigiug

aua0s ZWa % QU0 ZWA

Sl 'Old

JaAJeg
anuena ZWa

19M188
81Us08 ZWQ

rAL

J8Sdh. _0l51
\ '

N 20180 NdA 801A8Q NdA
RTINS

asi~ |

A NdA
=

Jenieg asudigiug
aus39 ZWQ

$0S1



US 2003/0208448 A1

Nov. 6, 2003 Sheet 15 of 15

Patent Application Publication

91 "9l

100} ABojoliap

8191

¥191

100} 4013

| ——7
Bunoel] Juswifed 1&

wg_\r\

Eled [00L TWX

aseqelep

9091

wayshg Buuayoig ereq

¢09l




US 2003/0208448 Al

DATA BROKERING SYSTEM FOR INTEGRATED
REMOTE TOOL ACCESS, DATA COLLECTION,
AND CONTROL

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims the benefit of U.S.
Provisional Patent Application No. 60/363,251, Confirma-
tion No. 3918, filed Mar. 12, 2002 entitled “Diagnostic
System and Method for Integrated Remote Tool Access,
Data Collection, and Control,” to Stuart Perry et al, the
contents of which are incorporated herein by reference in
their entirety.

[0002] The present application is related to U.S. patent
application filed Mar. 12, 2003, Attorney Docket number
40005-187899, entitled “Diagnostic System and Method for
Integrated Remote Tool Access, Data Collection, and Con-
trol,” of common assignee; and to U.S. patent application
filed Mar. 12, 2003, Attorney Docket number 40005-
187900, entitled “Data Sharing and Networking System for
Integrated Remote Tool Access, Data Collection, and Con-
trol,” of common assignee, both of which are incorporated
by reference in their entirety.

BACKGROUND OF THE INVENTION
[0003] 1. Field of the Invention

[0004] The present invention is related generally to
e-Manufacturing systems and methods that represent the
foundation for inter-tool, manufacturer-to-manufacturer or
manufacturer-to-supplier cooperation. More particularly, it
is directed to an integrated system (hereinafter “eCentre”)
that allows collecting, propagating, distributing, storing and
transforming data or information generated by the tools to
different parties.

[0005] 2. Related Art

[0006] High-technology manufacturing, such as integrated
circuit (IC) manufacturing, often combines computerized
manufacturing tools, tool operators, computer networks and
other components to achieve an efficient, profitable manu-
facturing environment. The IC manufacturer often collects
data from the manufacturing tools to keep watch on potential
manufacturing problems and inefficiencies. The data col-
lected are usually proprietary and often sensitive.

[0007] The IC manufacturers may need to provide the
collected data to third party sources, especially, for example,
the manufacturers of the tools. The original equipment
manufacturer (OEM), also known as a toolmaker, usually
provides maintenance of the tools, either directly or through
a third-party contractor. The OEM must be able to access
data from the tool as well, to service the machines, and also
for internal purposes.

[0008] Many IC manufacturing sites use different tools
that are made by more than one OEM, often by competing
OEMs. Each OEM therefore wants to keep the data from its
tools confidential.

[0009] Small IC manufacturing sites may not be readily
accessible to the OEMs for service. It is usually not eco-
nomical to maintain an on-site OEM representative for
service, and such small IC manufacturing sites must often
transport their service personnel to the site when service is
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needed. This is also costly, and can delay manufacturing,
which reduces production and profits.

[0010] What is needed then is an improved method of
sharing data remotely between OEMs and IC manufacturers,
and other third-parties, that maintains data security for both
the OEM and the IC manufacturer and that allows remote
servicing of the tools.

SUMMARY OF THE INVENTION

[0011] In an exemplary embodiment of the present inven-
tion a diagnostic system and method for integrated remote
tool access, data collection, and control is disclosed.

[0012] Inanexemplary embodiment, the present invention
can be a data brokering system for semiconductor wafer data
is presented that comprises: a FAB having at least one
automated semiconductor wafer manufacturing tool; a plu-
rality of OEMs, coupled to the FAB via a secure service net;
means for providing data about a semiconductor wafer
manufactured by the tool to one of the OEMs without
revealing information about the tool; and means for collect-
ing fees based on characteristics of the provided data.

[0013] Further features and advantages of the invention, as
well as the structure and operation of various embodiments
of the invention, are described in detail below with reference
to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The foregoing and other features and advantages of
the invention will be apparent from the following, more
particular description of a preferred embodiment of the
invention, as illustrated in the accompanying drawings
wherein like reference numbers generally indicate identical,
functionally similar, and/or structurally similar elements.
The left most digits in the corresponding reference number
indicate the drawing in which an element first appears.

[0015] FIG. 1 depicts a block diagram of an exemplary
embodiment of the system of the present invention;

[0016] FIG. 2 depicts a block diagram of an exemplary
embodiment of an OEM installation according to the present
invention;

[0017] FIG. 3 depicts an exemplary embodiment of an
FAB installation according to the present invention;

[0018] FIG. 4 depicts an exemplary embodiment of an
detailed eCentre FAB installation according to the present
invention;

[0019] FIG. 5 depicts an exemplary embodiment of a
session according to the present invention;

[0020] FIG. 6 depicts an exemplary embodiment of a data
flow service according to the present invention;

[0021] FIG. 7 depicts an exemplary embodiment of a
desktop GUI according to the present invention;

[0022] FIG. 8 illustrates an exemplary embodiment of an
active sessions list according to the present invention;

[0023] FIG. 9 illustrates an exemplary embodiment of a
session navigator according to the present invention;



US 2003/0208448 Al

[0024] FIG. 10 illustrates an exemplary embodiment of a
file transfer and versioning panel according to the present
invention;

[0025] FIG. 11 illustrates an exemplary embodiment of an
audit trail GUI according to the present invention;

[0026] FIG. 12 illustrates an exemplary embodiment of a
data GUI according to the present invention;

[0027] FIG. 13 illustrates an exemplary embodiment of a
tool gateway server status interface GUI according to the
present invention;

[0028] FIG. 14 illustrates an exemplary embodiment of an
eCentre business rules interface GUI according to the
present invention;

[0029] FIG. 15 shows a block diagram of an exemplary
embodiment of a Service Net of the present invention; and

[0030] FIG. 16 depicts the data brokering service of the
present invention.

DEFINITIONS

[0031] As used herein, the following terms shall have the
following meanings:

[0032] Fabricator (FAB): A FAB is a specific manufactur-
ing facility. Confidential tool data is stored locally at the
FAB for security.

[0033] Original equipment manufacturer (OEM): the
manufacturer of integrated circuit manufacturing tools.

[0034] Integrated circuit manufacturer (ICM): an organi-
zation that manufactures integrated circuits (IC). ICMs have
one or more FABs where the ICs are made. The IC-
manufacturing tools are housed at ICM FABs.

[0035] Active session: A session that enables people to
interact with services provided by the session, such as a
remote tool operation and file transferring. A session is
designated as “active” by the senior administrator when the
session is created.

[0036] Authentication: The process that identifies a per-
son—a common method is user ID and password.

[0037] Authorization: The process that determines what a
person is allowed to do, such as transfer files.

[0038] Data Flow: A service that allows access to real-time
equipment data.

[0039] Currently, the data is transferred to a user topic
(similar to a queue).

[0040] Data Storage: A service that collects equipment
data and then stores the data in a database.

[0041] Delegated Administrator: A person to whom the
senior administrator has given administration duties. People
in this role can be either ICM facility or supplier employees.

[0042] eCentre Application Server (eCentre Application or
eCentre Server or eCentre): provides the basic eCentre
capabilities and a plurality of sessions and services for users
and tools.

[0043] eCentre Enterprise Server: provides the ability to
aggregate tool production data from multiple sites for cross-
comparison.
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[0044] File Transfer: A service that allows transferring of
files from a tool computer to a person and from a person to
a tool computer.

[0045] ICM facility senior administrator: A special type of
person who is an employee of the ICM facility. The ICM
facility senior administrator (or simply senior administrator)
is responsible for setting up and managing sessions, users,
filters, services, and tools. The senior administrator also
assigns user passwords and access privileges, and delegates
administrative duties where appropriate.

[0046] Passive session: A session that enables users to
interact with services provided by the session, but does not
permit interaction with the tool. Users have view-only
privileges. For example, a user can go to a remote tool
computer’s desktop but only be able to view the activity. The
senior administrator designates a session as “passive” when
the session is created.

[0047] Privileges: Permissions that are set by the senior
administrator to allow or deny users access to services such
as a remote tool operation. By setting access privileges, the
senior administrator controls user access to restricted data.

[0048] Session: A means by which data is shared between
the tool and users. Since there is no direct access to a tool,
a remote user’s request for tool data is routed through a
session. A session provides specific services related to the
tool, such as file transferring, remote tool operation, or
online chatting between session participants.

[0049] Session Participant: A person who participates col-
laboratively or interactively with a session. The person can
be an employee of the ICM facility or the manufacturer of
the tool.

[0050] Service: File transfer, remote tool operation, chat,
data flow, and data storage run as services in the eCentre
environment.

[0051] Staging Area: A secure server located within the
ICM facility. When transferring a file from a tool computer
to the user and from the user to the tool computer, there is
no direct access to the tool computer; instead, the file is
transferred from the tool or to the tool via a staging area.

[0052] Remote Tool Operation (RTO): A service that
allows users to remotely operate a tool computer or view the
operations being performed at the remote computer—all in
real time. Using the Collaborative Client program, the user
sees the tool computer’s desktop (or control screen) and can
operate the tool as if physically present. eCentre supports
remote connections to Windows, AIX, UNIX derivatives,
Linux, and Solaris operating environments.

[0053] Tool: A device for manufacturing some component
of a semiconductor product. Tools typically reside in a
highly secure and restricted area of the ICM facility. Each
tool has a computer embedded within it.

[0054] Tool Computer: The computer that is embedded in
the tool. Access to the tool computer is controlled through
user access privileges. A tool computer can be a Windows,
AIX, 0S/2, UNIX derivatives, Linux, or Solaris system.

[0055] Tool Console Operator: A person who is typically
physically present at the tool computer and to whom the
senior administrator has assigned control privileges to the
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Tool Console Server. The tool console operator has the duty
to give final approval for a person to remotely operate the
tool computer.

[0056] Tool Console Server (TCS): A portion of eCentre
that runs at the tool computer and controls access to and
provides information about the RTO. Enables emergency
override connection to Safety Server, and provides tool
status updates.

[0057] Tool Gateway Server: A tool gateway server pro-
vides support for one or more conventional 200 and 300 mm
tools. A tool gateway server provides tool access, secures
tool data, and management of the tool state.

[0058] Safety Server: System that interacts with the tool
hardware to provide greater measure of safety in operation.

[0059] User: Typically, a remote OEM production engi-
neer, ICM tool expert, tool console operator, or senior
administrator. The senior administrator selects a person who
will participate in a session and also determines the tools and
services that each person might access.

DETAILED DESCRIPTION OF AN
EXEMPLARY EMBODIMENT OF THE
PRESENT INVENTION

[0060] A preferred embodiment of the invention is dis-
cussed in detail below. While specific exemplary embodi-
ments are discussed, it should be understood that this is done
for illustration purposes only. A person skilled in the relevant
art will recognize that other components and configurations
can be used without parting from the spirit and scope of the
invention.

[0061] Referring now to the drawings, FIG. 1 shows a
diagnostic system for integrated remote tool access, data
collection, and control according to the present invention.
The system generally comprises one or more fabricators
(FABs) 102a, 102b (collectively 102), each of which is
coupled through a respective secure shared connection 1044,
104b, and the Internet 106 to one or more original equipment
manufacturers (OEMs) 108a, 108b, 108¢ (collectively 108)
of the tools. The secure shared connection 104 can be, for
example, a virtual private network (VPN), or a Service Net
connection that allows a single connection to access multiple
customers which would otherwise require a plurality of VPN
connections. The tools are used at the FABs 102. Addition-
ally, a fabricator headquarters 110 may also be connected
through its own secure shared connection 104¢ to the OEMs
108 and the other FABs 102. The OEMs are also connected
through their own secure shared connections 104d, 104e,
104f to the Internet 106.

[0062] FIG. 2 depicts an exemplary embodiment of an
OEM 108 according to the present invention. An OEM may
be connected to its secure shared connection 104 through an
internal firewall 202. An internal network 204, such as, for
example a local area network, can be connected to the
firewall 202. Additionally, one or more eCentre clients 206
and one or more eCentre enterprise servers 208 can be
connected to the internal network 204. The enterprise server
208 can also be an eCentre server.

[0063] FIG. 3 depicts an exemplary embodiment of a
fabricator (FAB) 102 according to the present invention. A
FAB 102 can also connect to its secure shared connection
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104 through an internal firewall 302. An internal network
304, such as, for example, a local area network, can be
connected to the firewall 302. A FAB 102 can have an
eCentre enterprise server 306, one or more eCentre clients
308, an eCentre server 310 and one or more Tool Gateway
Servers 312a, 312b (collectively 312).

[0064] Each tool gateway server 312 provides support for
conventional 200 and 300 mm tools 314, and a plurality of
such tools 314 may be connected to a single tool gateway
server. A tool gateway server 312 provides tool access, for
example, for: SECS/HSMS, E98 OBEM, file transfer, cus-
tom data collection capabilities, remote operation, and sen-
sor data, and co-exists with existing FAB infrastructure (e.g.
station controller, MES, etc.). A tool gateway server 312 is
hot-swappable. Each tool gateway server 312 also secures
the data, by providing, for example, data certification, data
encryption, and guaranteed data delivery. A tool gateway
server 312 also provides for management of tool state,
session configuration, MES interface, security gateway, and
user-configurable business rules.

[0065] A secure service network provides secure commu-
nications for all constituents. One secured shared connection
104 connection from each OEM 108 can connect to multiple
FABs 102. Similarly, one secured shared connection 104
connection from each FAB 102 can connect to multiple
OEMs 108. Each OEM and FAB secured shared connection
can terminate in its own dedicated isolation LAN. The
service net is fault tolerant, does not contain any applica-
tions/logic or databases outside the firewalls, and prevents
unauthorized cross-connects between OEM’s and/or cus-
tomers. Each constituent (OEM or FAB) controls its own
data.

[0066] Software and Network Model

[0067] FIG. 4 depicts an exemplary embodiment of the
eCentre framework installed at a FAB site 102 housing one
or more automated semiconductor manufacturing tools 402,
which are each coupled to a tool console server 404. The tool
402 and the tool console server 404 are behind a first firewall
406 separated from a demilitarized zone (DMZ) 408. A
DMZ is a special network segment within the ICM facility
protected by firewalls. Within DMZ 408, one or more tool
gateway servers 410 are coupled to the tool console servers
404 and provide access to an application server 412 across
asecond firewall 414. The eCentre server 412 preferably can
reside in a second DMZ 416, although DMZ 408 and DMZ
416 can be, in an exemplary embodiment, a single DMZ.
The application server 412 is coupled to an HTTP server
418, which can provide access to an external network such
as the Internet, through a third firewall 420. A client 422
located, for example, at an original equipment manufacturer
(OEM) connects through the HTTP server 418 to access the
tool and services provided by the application server 412. For
example, the eCentre server 412 can provide timestamping
424, business logic 426, messaging 428, database storage
430 and security 432. The client 422 also has access to a
customer list 434, which indicates the FABs the client can
connect to, and a chat server 436, which allows the user of
the client to communicate with other users in the system.

[0068] The firewalls of the present invention can be con-
figured to allow only authorized connections to their net-
works based on security policies set by the ICM.

[0069] The software enables interaction with local or
enterprise databases and transaction systems using, for
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example, Java technology-based application servers such as
JBoss or IBM’s WebSphere. The application servers provide
a deployment environment for other eCentre components
within the DMZ including support for the eCentre Server
and the Tool Gateway Server. The Tool Gateway Server
performs data and tool normalization across the complex set
of tools within the ICM and acts as the communications
interface between the tool and the eCentre application.

[0070] The main purpose of the Tool Gateway Server is to
collect data from a tool so that the data can be propagated to
the system. The data being collected and processed through
the Tool Gateway Server is converted to XML and then sent
to the eCentre application. The Tool Gateway Server regis-
ters information about the tool using a directory server such
as the iPlanet LDAP product. A messaging system such as
IBM’s WebSphere MQ provides the mechanism to transport
the data as encrypted XML. The Tool Gateway Server
software can support, for example, SECS, HSMS (E4 and
E5 legacy interfaces), and the current Semi E98 standard.
The software also provides connectors to the ICM’s MES so
that true E10 states can be recorded.

[0071] Aservice processing application (hereinafter eCen-
tre Application) is the main processor for sessions and
services. The session is used to associate users, services and
tools with each other. Session services include authentica-
tion and authorization, file transfer capabilities, remote
equipment operations, decision logic, real-time collabora-
tion (chat), data flow and data storage.

[0072] eCentre Application provides the remote user with
the ability to access, upload, download, execute, and analyze
results from tool diagnostics, calibrations, recipes, and user
programs. In addition, the remote user can gain access to the
tool computer’s desktop as if standing at the tool. To secure
this remote tool accessibility, the eCentre Application pro-
vides HTTP and application-level proxy services from the
OEM to the ICM and from the ICM to the OEM. Access to
tools by remote users is enabled through proxy servers in the
DMZ. The proxy servers are created and started by the
eCentre Application only when the outside request is vali-
dated. All Internet and intranet-based transmissions are
encrypted.

[0073] eCentre Application provides file transfer capabili-
ties to copy directories and files, as will be described in
further detail below. eCentre enables transferring of a file
from the tool to the user and from the user to the tool. There
is no direct access to the tool. Instead, a file is transferred
from the tool or to the tool via a staging area in the DMZ.
It is a two-step process. When a download request is
received by the Tool Gateway Server, the file is transferred
from the tool and sent to a staging area, and then processed
through the eCentre Application. To ensure security, direc-
tory and file handling privileges are mapped to a user’s need
to know. Only those files determined eligible are available to
be downloaded or uploaded. Each transfer can be recorded,
for example, by date, time, and by the user who initiated the
transfer. The file is also given a version number if a tool file
is replaced. This version number allows for rollback to
previous operating levels if required.

[0074] As data are collected from the tool, the Tool
Gateway Server in an XML format sends the data to the
eCentre Application. Because there is no direct access to a
tool, the remote user’s request for data is routed through a
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session. A session is the primary collaborative device in the
eCentre framework. It is the means by which data is propa-
gated from the tools to the users. Data flowing from the tool
is-returned to the user via the session.

[0075] The data flow service transforms the XML into a
specified message format based on one or more filters. A
filter is a predefined variable whose value determines the
format and content of the message. Filtered data is released
to the session participants based on their privileges defined
when the session was created. Optionally, the session can be
configured to store the data in a repository such as IBM’s
DB2 for future analysis and reporting.

[0076] Control access through authentication and autho-
rization enforces access to confidential tool data inside the
ICM facility by providing authentication and authorization
engines. Authentication is the process that identifies a user,
for example, requiring a usemame and valid password; and
authorization is the process that determines what a user is
allowed to do—for example, transfer a file. Based on X.509
standards and biometric technology, eCentre provides
authentication and authorization services by combining a
policy administrator tool (such as Baltimore SelectAccess)
with an LDAP-based user repository directory (such as the
iPlanet server).

[0077] The policy administrator is a rule and role-based
security tool that manages the content that users can see and
the privileges users can have to access tool services such as
remote tool operation, file transfer and data flow. Users are
paired to activities and resources. An eCentre administrator
can create a user and then assign the individual permission
only for those activities or resources needed in a particular
session. The LDAP-compatible directory server stores
objects that represent user profiles, policies, sessions, and
tools. Whenever the eCentre application receives a request
from a user, it forwards the request to the policy adminis-
trator to ensure that the user has a valid username and
password or that the individual has permission for the
activity requested. The user’s credentials are stored in the
LDAP directory repository.

[0078] Because participants in a session must be able to
communicate in real-time, eCentre provides support for chat
software such as, for example, Lotus Sametime. This service
is started whenever a session is started. All session partici-
pants are immediately able to communicate with one
another.

[0079] Because every tooling environment has different
and often complex business requirements, the eCentre
Application has the ability to apply decision logic to service
requests in order to determine their validity. The service is
either provided or denied. For example, suppose a partici-
pant in a session tries to perform a remote operation but does
not have the required level of security clearance. A message
would inform the user that he or she is unauthorized to
access that particular tool. The software also logs every
action that occurs.

[0080] eCentre provides the means to create custom busi-
ness rules or decision logic that can be used to request
additional in-situ monitoring of the wafer production pro-
cess based on the ICM’s business rules and procedures. In
addition, if necessary, the data can be persisted using a
repository such as DB2.
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[0081] The Administrative Client is an HTML-based pro-
gram that can be available from multiple locations inside
and outside the ICM facility. Typically, the eCentre admin-
istrator uses the Administrative Client. The Administrative
Client works in conjunction with a policy setting adminis-
trator tool that is linked to an LDAP server. The adminis-
trator can find a session, start and stop a session, request
details about a session, and view the properties of a session.

[0082] The Administrative Client can also create a session.
Each session is configured to recognize one or more users
and one or more tools. Each user has a specific set of rules
applied that allow or deny access to certain tools.

[0083] The Administrative Client can also apply filters.
The Administrative Client lets the administrator limit the
type of tool data that the OEM user can see. By using
predefined values as search criteria, XML data can be
published showing only messages with that type of data and
value. The data filters are created by the administrator who
configures them with conditions and values for the condi-
tion.

[0084] The Administrative Client can also audit a session.
eCentre provides a log viewer for tracking system-wide
events (such as users logging on). The administrator can
view the history and order of events for session activity for
one or more participants and one or more sessions. Activity
is logged by date, time, activity, and user information.

[0085] OEMs may wish to participate in e-diagnostic
sessions at various FAB sites. The administrative client
provides a utility program called the customers page to make
discovery of and connection to the appropriate tool easier to
do. The customers page lets remote authorized users connect
to the correct eCentre Application Server within the FAB.

[0086] Authorized remote users can start the eCentre
collaborative client from the customers page. However,
before users can log onto the collaborative client, they must
select a customer name from this page. The customer names
must be set up before users can access remote tools. A file
called customers.xml resides in the root directory on the
eCentre Application Server. The senior administrator must
set up this file with appropriate customer names. These are
the customer names whose tool and tool computers are
accessible to authorized users for diagnostics and repair.

[0087] The Collaborative Client allows a user outside an
ICM facility to enter the controlled environment within the
ICM facility for a specific purpose. A user might be an OEM
production engineer or ICM tool expert. A validated user can
join a session in order to access real-time tool data inside the
ICM. From an active session, the user can, depending on
access rules, participate in a real-time remote equipment
operation; upload and download files; and chat with other
users who have joined the current session.

[0088]

[0089] With conventional ICM/OEM infrastructure, when
a semiconductor tool is not working properly, a technical
support person from the tool manufacturer is usually called
in to diagnose and fix it. This process can be expensive and
lengthy, especially when the support person is not local to
the tool site. Ideally, the support person should check the
tool immediately after the malfunction. In order to allow
this, the FAB can allow the support person to diagnose the

I. Session Management Methodology
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system remotely. In order to protect the tool and its data from
being exposed to everyone on the FAB or ICM network, the
accessibility of the tool can be controlled through sessions.
When sessions are set, the users (the OEM clients) can be
given access to certain tools. This methodology allows the
FAB to control who has access, when they have access and
why they have access to the tool. A session is like a virtual
meeting place for the tool support person and the tool users.

[0090] As scen in FIG. 5, an exemplary embodiment of a
session 502 can have one or more users 504 associated with
one or more tool representations 506 and 508. Each tool
representation can have a number of services 510 available
from it to the users. Such services include, for example,
remote tool operation and file transferring. Tool representa-
tions 506 and 508 are eCentre representations of physical
tools 512 and 514, respectively. For the purposes of this
discussion, physical tools and tool representations are inter-
changeable, unless otherwise noted.

[0091] A session represents a unit of work that transforms
and processes data or information from the tool to the
end-user. The eCentre session can have producers as sources
and users or outputs as end-points. A session transforms data
generated by the producers and delivers them to the users. A
producer is a component that generates data. Another ses-
sion, tool data or device data can be a producer. A user is a
consumer of the data transformed by the session. For
example, a different session or a receiver can be a user. A
group of producers is logical association between different
producers and users in a session, e.g. data from producer 1
goes to user 1 and user 2.

[0092] The system of the present invention allows the
mixing of data, sending the data to different users in different
states depending on security access rules. The system con-
nects groups of data producers to different users, routing the
information as XML based on associations of users and
producers.

[0093] TII. Session Services Methodology

[0094] Sessions also include the correlation of users to a
set of available services. These services include: Remote
Tool Operation, File Transfer Capability, Chat, Data Filter-
ing, Data Persistence and Data Proxy.

[0095] A session controls a user’s access to a tool. The
system of the present invention can control the services that
belong to a session. A service is a component of a session
that relates to the ability of a user to access a tool (e.g. FTP,
Remote Tool Operation). Sessions can also be categorized,
for example, based on security levels such as “Top Secret”,
“Secret”, “Unclassified”, and affinities can be created to
users and tools.

[0096] A. Data Flow Service

[0097] In an eCentre environment, the data flow service
provides the means for obtaining real-time equipment data
as it comes off the tool. When the data flow service is
running, the eCentre Application Server receives the XML
in a special destination object called a tool topic. Since there
is no direct access to a tool, the remote user’s request for
data is routed through the session. As data is collected off the
tool, it is sent to the eCentre Application Server by the Tool
Gateway Server in an XML format. Tool topics (similar to
queues) are used to receive the XML data from the tool and
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then transfer the XML to the appropriate user topic. User
topics represent users who are associated with the currently
running session. Data flowing off the tool is returned to the
user via the session.

[0098] FIG. 6 shows an exemplary embodiment of a
session 602 having a user 604 and a tool 608, where one of
the services provided by the tool 608 is the data flow service
610. The data flow service 610 collects data from tools 612
and 614 after the data has been transformed to XML and
received by tool topics 616 and 618, respectively. The data
flow service 610 can then apply user filters 620 to further
transform the tool data. Filtering is discussed in greater
detail below. The filtered data is then received by a user topic
626, where is it available to the user 604. The administrative
client 622 has started session 602 on the application server
624. After the data has been received from the tool 608 and
transformed and filtered, it can be made available to users
outside of the FAB network via the collaborative client 606.

[0099] In addition, the collaborative client 606 lets users
view graphs that show trends lines that represent the equip-
ment data. Optionally, the session could be configured to
store tool data in a repository (such as DB2) thereby
reducing the risk of sensitive data being released.

[0100] B. Data Filtering Service

[0101] The session provides data to all the users connected
to the same session, with filters defined per user and/or tool.
If a user needs different data, a separate filter will be used to
present that data to that user.

[0102] A session also includes filter based services. These
types of filter services regulate which users have access to
which tool data and the format in which the user can see the
data. For example, a particular tool may report an operating
temperature. One filter for one user may allow the user to see
the temperature reading, but only when the temperature
exceeds a specific number, such as 50 degrees. Another filter
for a second user may only show the second user that the
temperature is “high” when the temperature is above a
threshold, and “low” when the temperature is below a
second threshold. In the second case, the OEM may not want
the ICM users to know the exact temperature of the tool, but
may want to alert the user that the temperature is running
high or low. Filters can also prevent an OEM from aggre-
gating data from multiple tools, if the ICM does not want to
allow such aggregation. Filters can be implemented, for
example, in XSL. Filters can be designed to address specific
users, user types, data types and many other parameters of
data and access.

[0103] 1. XSL Data Filtering Methodology

[0104] An XSL filter can be used to protect data by
modifying, filtering and/or transforming sensitive FAB data
before release to an OEM. The FAB data can be transformed
to end-user data through XSL. This allows the OEM client
to diagnose the tool remotely by analyzing real-time data (in
FAB terms called “reports”) generated by the tool. The
filtering process includes interfacing with a tool, capturing
the raw format data, and translating the data into a human
readable (XML based) format. In order to prevent undesir-
able data aggregation or to protect sensitive data, the tool
data can be transformed prior to delivery to the OEM client.

[0105] The data filtering methodology is based on a com-
bination of XML and XSL. For example, tool data is XML
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based, data transformations, such as session rules or poli-
cies, are XSL based, and the output of the transformations is
XML based. By using this methodology, every piece of
information a tool generates can be controlled, and each
user, each tool, and each session can have its own rules/
policies.

[0106] C. Remote Tool Operations (RTO) Service

[0107] In diagnosing a tool, a preferred method is to be
able to perform a diagnostic operation as if the support
person or OEM client were in front of the tool’s screen. An
exemplary embodiment of the present invention allows the
OEM client to be virtually in front of the tool. The present
invention uses screen capturing and encrypted information
streaming to send the information to a client application. The
OEM client then runs the client application locally to the
client, regardless of where the tool is. To increase the
security of the information transfer, industry strength cryp-
tographic packages can be used to encrypt the information,
and proxy technologies can be used to overcome firewalls.

[0108] The system of the present invention allows a real-
time view of the tool screen regardless of the operating
system of the client. A RTO server is installed on the tool to
allow the client to retrieve information from the tool. The
RTO infrastructure proxies the screen information to the
remote client across the secure shared connection. It is used
to operate a tool on the plant floor remotely, including
remote control and video observation. Unique proxy design
using secure sockets and flexible connectivity types. The
Remote Tool Operations can be controlled from an eCentre
session, with control of the tool being allowed for only one
user at a time.

[0109] In addition to being able to operate and diagnose a
tool remotely, an exemplary embodiment of the present
invention can also remotely manage the maintenance of
software applications on semiconductor process tools. This
allows the OEM clients to maintain remotely any software
that is deployed on the tool without being present at the tool.

[0110] D. Managed/Shared File Transfer Service

[0111] The managed/shared file transfer capability of the
present invention enables the system administrator to control
what, where, and when a file can be transferred to the tool.
First, no file can be transferred directly to or from a tool. All
files must go first to a staging area, which is unique per
eCentre session and tool. Only after going to the staging area
can the file then be transferred to or from the tool. Second,
the system administrator controls, using session policies,
what types of files can be sent to the tool and where they will
be placed in the tool file system. The session policies can
also control, for example, which users can access the staging
area. Third, the system administrator controls when the file
can be uploaded to the tool by allowing access based on time
intervals, preventing files from being transferred when the
tool is not in the proper state. The system administrator can
filter the files that an OEM client can see on a tool in many
ways, for example, based on the file name and location, in
addition to time restrictions.

[0112] E. Managed/Shared TELNET Sessions Service

[0113] The OEM clients can use TELNET to access a tool
based on policies, as defined in a session. These policies are
controlled by the system administrator and are specific to the
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session, users and tools involved. The policies allow the
administrator to restrict the access to TELNET features
based on rules associated to users, tools and sessions. The
system administrator can also see and record any TELNET
activities of an OEM client with minimal invasion. The
eCentre session provides the capability of centralized con-
trol of the TELNET sessions.

[0114] F. XML Data Persistence Service

[0115] The system of the present invention can store
semiconductor device data in a database, preferably in a
keyed relational database. Tool data, in the form of XML
documents, are flattened by converting XML tags into lists
and items to be stored in the database. This allows the tool
data to be stored in the database in a format for fast retrieval.
Tool data are stored in groups of tables belonging to a
session or a tool. The tool data may be transformed prior to
storage. For example, minimum, maximum or average val-
ues could be stored instead of the raw data.

[0116] The database schema and settings are tuned for
high performance commits and retrievals. The intervals for
the storage can be adjusted in ways that are pertinent to the
unique settings of the eCentre installation.

[0117] The data storage feature provides support that
allows information received from the tool to be sent to
storage database. The software has the ability to assign
classification levels to all tool parameters. Classified data
will be stored in the database where it can be selectively
retrieved. Optionally, the data could be stored as one of the
following formats: compressed XML data, average data, and
exact data.

[0118] Compressed data stores the event XML paragraph
compressed with the event header normalized. This allows
the data to be stored in the XML format recommended by
SEMATECH without requiring large amounts of storage
space. In order to be retrieved, the data must first be
uncompressed and then parsed so that a reporting tool can
take full advantage of the data.

[0119] Averaged data represents an optimized method to
store data for fast retrieval within reasonable storage space.
In order to achieve this, average intervals and holding
periods are predefined. An average interval is a time-slice in
which all tool parameter values are accumulated. The expi-
ration of the interval stores only the average value, minimum
value, maximum value, and the number of times the value
occurred.

[0120] Data will not be held for more than the predefined
holding period. Both averaged intervals and holding periods
can be specified in milliseconds. If the average mode is
chosen, the exact XML data will continue to be stored
compressed. All intervals are time stamped, and if no data
arrives within that interval, then no entry is written to the
database.

[0121] Exact data is for parameters that do not have a high
frequency rate but where the exact value and time stamp are
very important and the data needs to be quickly retrieved.
Similar to averaged data, the full XML paragraphs are stored
compressed.

[0122] In an exemplary embodiment, a data storage con-
figuration can cause compressed data to be held for 15 days;
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average data for 5-second intervals for one day, and average
data for one-hour intervals for 15 days.

[0123] III. Session Activity Version Control and Rollback
Methodology

[0124] While version control and rollback mechanisms are
common in software and database applications, such mecha-
nisms have not previously been applied to the area of
e-Diagnostics for real-time tool diagnosis and repair.
Changes can be made to tool settings and control files; if the
new operation is not better, everything can be “rolled-back”
to previous settings with one operation. For example, the
OEM client can perform an FTP file upload on the tool. Prior
to the physical upload, the system of the present invention
can retrieve the current file from the tool, assign a version to
the file and secure-store the file. Only after this operation is
done will the system upload the new file. If the new file
causes the tool to perform undesirably, the previous version
of the file can be reinstated by an administrator to return the
tool to a well-behaved state. To prevent the tool from being
left in an unstable state in a rollback, the tool can be
protected, for example, from being accessed and controlled
by two or more OEM clients at the same time.

[0125]

[0126] In order for the eCentre session to perform its
duties, several interactions are required. The eCentre session
has a graphical user interface (GUI) that can allow the user
to perform activities. The activities are divided into two
major categories: Administrative and User. The Administra-
tor GUI allows for the maintenance of sessions and the
related users access. The User GUI allows for interaction
with the services and access to the data provided.

[0127] For example, FIG. 7 shows the Desktop GUI 700.
From the desktop 700, a user is able to navigate through the
available sessions 702, operate a tool remotely 704, receive
video streams from a camera attached to the tool 706,
receive still pictures (for high definition analysis) of the tool
or other data files 708, audit user interactions in a session
710, perform data analysis with historical data 712, and
check on the tool gateway server activity 714.

[0128] FIG. 8 illustrates an active sessions list 800 that
shows the place where all running sessions are displayed.
From here a user has the ability to join a particular session,
such as, for example session 802 and 804, in order to receive
needed data. In addition, the user can also create a session
from button 806, if the currently active sessions do not meet
the user’s needs.

[0129] FIG. 9 illustrates a GUI of the session navigator
702 that uses one method to configure event and trace data.
It shows the place where a user can see the details of data
received from a tool in form of an XML message. For
example, for a tool 902, the data from a specific tool element
904 can be displayed in data window 906.

[0130] FIG. 10 illustrates a file transfer and versioning
panel 708 that shows the staging area 1004 where a user can
transfer tool files 1002. For example, new tool data updates
can be transferred to the tool from the user’s location, via the
staging area 1004. The file transfer and versioning panel 708
can also be used as a staging area controlling the versioning
of the files that are uploaded into the tool. The file transfer
and versioning feature allows the users to perform different

IV. eCentre Session Interactions
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tool updates without the risk of destroying the current set of
parameters that governs the tool.

[0131] FIG. 11 shows an audit trail GUI 710 that shows
part of the administration of a user, in particular the audit
trails seen in window 1102. The activity of all the users
connected to the system can be captured, for example, when
the user logged onto the system, when the user created or
joined a session, and when an access violation occurs.

[0132] FIG. 12 shows an exemplary embodiment of a data
viewer GUI 712 according to the present invention. A user
can access live tool data or stored historical data about a tool
or a collection of tools. The data can be presented in a
variety of graphical methods. For example, a user can view
a combined graph of the temperature 1202 and the pressure
1204 of a tool.

[0133] FIG. 13 shows a tool gateway server status inter-
face GUI 714 that shows the screen where the user can check
the status of a tool gateway server. For example, the user
could check general information 1302 about the tool gate-
way server, or more specific information such as, for
example, a fan speed 1304, a planar temperature 1306, a
CPU temperature 1308, or a CPU utilization 1310.

[0134] FIG. 14 shows an eCentre business rules GUI 1400
that provides the ability to update business logic graphically.
This can be used to create business rules that can be
incorporated into the operation of the session. Session
activities will be limited or allowed based on business rules.
Session activities can also trigger external events such as
sending an e-mail or writing to a database as defined by the
business process.

[0135] V. Connectivity Methodology

[0136] In the creation of the e-diagnostic system between
the OEM and the FAB there is a requirement to establish a
direct or shared connection between the parties. In general,
this can be accomplished through Internet access or Virtual
Private Network (VPN) connections. There is another com-
ponent of the eCentre system that allows for the connection
of the FAB to OEMs.

[0137] A. Service Net

[0138] Service Net is a network connection that allows the
many OEMs and many FABs to connect with each other
without requiring a dedicated link for each combination. For
example, unlike with service net, with a VPN, there would
be a separate VPN connection from a first FAB to each OEM
in the system. With Service Net, there is a single outbound
connection which manages access to the OEMs. For
example, one VPN connection from each OEM can connect
to multiple FABs, and one VPN connection from each FAB
can connect to multiple OEMs.

[0139] The Service Net provides secure communications
for all OEM and FAB constituents by preventing unautho-
rized cross-connects between OEM’s and/or customers.
Each constituent controls its own data. This brokered net-
work maintains separation of accounts.

[0140] FIG. 15 shows an exemplary embodiment of the
service net according to the present invention. One or more
OEMs 108 each comprising a DMZ eCentre Enterprise
Server 1502 is each coupled through a router 1504 to the
Internet 106. The router 1504 can be a combination router/
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firewall/VPN or can be comprised of separate components
providing router, firewall and VPN functions. One or more
FABs 102, each comprising a DMZ eCentre Server 1506, is
also coupled to the Internet 106 through a router 1504. The
router 1504 for each OEM and FAD connects to a separate
VPN device 1508 via a secure connection 1510. Each OEM
and FAB VPN device 1508 terminates in its own dedicated
isolation LAN 1512. The dedicated isolation LANs are in
turn coupled to the e-diagnostic LAN 1514. The e-diagnostic
LAN 1514 is a combination of network hardware and
software that makes logical point-to-point connections
between the OEMs and the FABs. Although each OEM 108
could connect to each FAB 102, the e-diagnostic LAN 1514
controls which OEMs can actually connect to a particular
FAB according to access rules. In this way, the FABs and
OEMs need only manage one connection: to the e-diagnostic
LAN 1514. The e-diagnostic LAN controls subsequent
connections to the other entities on the network. The service
net 1516 is made up of the e-diagnostic LAN 1514, the
dedicated isolation LANs 1512, and the VPN devices 1508.
The service net 1516 does not comprise any applications/
logic or databases outside the firewalls.

[0141] VI. Data Brokering System

[0142] In the tuning and diagnosis of semiconductor
equipment, it is necessary to have additional data about the
wafers produced by the tool to understand yield as it relates
to tool settings. This data is often collected in downstream
processes by additional tools, often from other vendors.
Since OEM equipment makers do not share this data with
each other, the optimal tool settings are not always achieved.
OEM equipment makers are often reluctant to expose data
from their tools, which could be examined and used by
competitors to denigrate the OEM tools or to used to
improve the competitors’ tools. These same OEM suppliers
could be willing to share this data, if the data was limited to
wafer data, and not how the wafer data was collected.

[0143] Therefore, as seen in FIG. 16, an exemplary
embodiment of the present invention includes a data bro-
kering system 1602 for semiconductor wafer data within a
FAB that allows for the request for data on a particular wafer
to be satisfied by a system that responds to that request
without providing an OEM any specific information. Data
from tools 1610, 1612, 1614 and 1616 can be filtered by
respective filters 16082, 1608, 1608c, and 16084 and
collected by the data brokering system 1602 as XML tool
data 1606. The XML tool data 1606 and be stored in a
database 1604. Wafer data from each tool 1610-1616 is then
available to the other tools without providing any specific
tool information.

[0144] Given that the data has value to the different tool
makers, the system also includes a fee payment mechanism
1618 based on a variety of algorithms including payment by
the size of data (e.g. Mb), type of data (e.g. metrology), or
type of wafer produced (e.g. 300 mm). OEMs can consult
this brokering system with a request for wafer data. The
system shows a list of data available and the related charge
for that data. If acceptable, the OEM requester can download
the data for analysis. Data can be stored in a standard XML
format, or can contain a list of data that would be reviewed
by the buyer.

[0145] The data exchanges can also be done in an auto-
mated fashion to improve the overall productivity of the
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plant floor. For example, data from downstream operations
can be automatically fed into the upstream tools for analysis
of their production operation. Tool settings can be modified
to improve performance. This data is fed through the broker
system, maintaining autonomy of the various data suppliers
and providing financial rewards for their help in improving
the productivity of upstream tools.

[0146] While various embodiments of the present inven-
tion have been described above, it should be understood that
they have been presented by way of example only, and not
limitation. Thus, the breadth and scope of the present
invention should not be limited by any of the above-
described exemplary embodiments, but should instead be
defined only in accordance with the following claims and
their equivalents.

What is claimed is:
1. A data brokering system for semiconductor wafer data,
comprising:

a FAB having at least one automated semiconductor wafer
manufacturing tool;
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a plurality of OEMS, coupled to said FAB via a secure
service net;

means for providing data about a semiconductor wafer
manufactured by said tool to one of said OEMs without
revealing information about said tool; and

means for collecting fees based on characteristics of said

provided data.

2. The system of claim 1, wherein said characteristics of
provided data include a size of data, a type of data and a type
of wafer.

3. The system of claim 1, wherein said means for pro-
viding data is automated by automatically feeding wafer
data from a tool at a later part of the manufacturing process
to a tool earlier in the manufacturing process.

4. The system of claim 1, wherein said means for col-
lecting fees includes providing a list of available data with
a charge for that data.

5. The system of claim 1, wherein said wafer data is stored
in XML format.



