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UPDATING A VIRTUAL NETWORK TOPOLOGY BASED
ON MONITORED APPLICATION DATA

BACKGROUND

[0001] Computer networks can be used 1o allow networked devices, such as personal

10002]

10003]

10004]

10005]

10006]

computars, servers, data storage devices, etc., to communicate and share resources,
Network virtualization is often used in application development and testing to mimic
hardware and scftware of a network. indeed, many aspects of network hardware,
such as network interface cards {NICs), network switches, host devices, cabling; etc,,
can be virtualized. Network virtualization can also be used to combine or subdivide
one or more hardware-based networks into one or more virtual networks in order to
improve efficiency, reliability, manageability, scalability, or other aspects of the

network,
BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 depicts a system interfaced with an example network having an initial

topology, according to an example.

FIG. 2 depicts the system of FIG. 1 interfaced with an example network having an

updated topology, according to an example.
FIG. 3 is a flow diagram depicting steps taken to implement an example.

FIG. 4 is a block diagram depicting a processing resource and a computer-readable

medium, according to an example.
DETAILED DESCRIPTION

As provided above, computer networks can be used to allow networked devices to
communicate and share resources. Some computer networks are designed 1o host
and manage software applications that are availahle to remote users with access to
the network. For example, under the Software-as-a-Service {Saas) model, a user can
be provided access to software applications and databases hosted on the network
and maintained by the provider of the service. For example, the service provider can
install and operate software applications in the networi as well as manage the

infrastructure and platforms that run the appiications. A user can, for example, use

-1-
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10008]

10009]

the software via a client device connected to the network {e.g., via a web browser or
a dedicated client application). Such network-hosted applications can, for example,

be implemented to simplify maintenance, support, scalability, and security.

Network virtualization can further be used to improve operation of the network-
hosted applications. As but one example, application tasks can be cloned onto
mutltiple virtual machines at run-time to meet changing work demand and load
balancers can be used to distribute work over the set of virtual machines. As
described further in the following disclosure, it is further possible to scale the
infrastructure of a virtual network {e.g., by adding or removing data routing devices
and/or data paths between devices} to better accommodate a load from the

application.

Although network-hosted applications provide numerous advantages, itis also
important to meet any defined guality of service {Qo5) metrics for use of the
application. For example, some applications {e.g., certain streaming video
applications) may reguire high reliability on data transfer and low packet loss.
Indeed, many sarvice providers are contractually obligated to ensure a certain QoS
via a Service Level Agreement {SLA) or other agreement with the user. However,
unlike tocally hosted applications, network-hosted applications are often designed to
communicate with devices located on different networks {e.g., via cloud computing
over the internet} and are passed through numerous intermediary routing devices
between the client and server. As such, the QoS for such network-hosted

applications can be significantly more variable than locally hosted applications.

The present disclosure is directed to solutions for improving the above technologies.
For example, in some implementations, a system is designed to configure g virtual
network infrastructure hosting a software application in order to intelligently route
traffic over the network based on historical trends of the application. This process
can involve creating and/or updating the existing network topelogy based on the
historical data available for the application. Using this information, the network can
make better use of its resources and can, for example, achieve a hetter return on

investment. With continued use of the network, performance parameters can
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10010]

[0011]

10012]

continue o improve. Other advantages of the soiutions presented herein will be

apparent upon review of the description and figures.

The following description is broken into sections. The first, labeled “Environment,”
describes an example of a network environment in which various embodiments may
be implemented. The second, labeled “Components,” describes examples of
physical and logical componeants for implementing various embodiments. The third
section, labeled “Operation,” describas steps taken to implement various

embodiments.

ENVIRONMERNT: FIGs. 1 and 2 illustrate an example system 10 and virtual network
12 according to the present disclosure. As described in further detail herein, system
10 can, for example, be interfaced with virtual network 12 and use historical data
trends of a network-hosted application in order to improve performance of the
application over network 12. In particular, FIG. 1 fllustrates virtual network 12,
which has an initial network topology, before being updated by system 10, and FIG. 2
iHustrates virtual network 12, which has an updated network topology, after being

updated by system 10.

The term “virtual network” as used herein can, for example, refer to a computer
network that includes, at least in part, virtual network links and virtual devices
implemented using methods of network virtualization. As but one example, a virtual
switch can be implemented to a virtual network, which can allow virtual machines to
comimiunicate using the same protocols as physical switches., The virtual switch can,
for example, emulate a traditional physical Ethernet network switch by forwarding
frames at the data-link layers. Similarly, virtuai routers can be implemented that are
designed to route packets from one network to ancther hased on decisions taken
from routing tables. The functionality of such a virtual router may be similar to that
of a physical router but packets can be sent between virtual machines in different
networks. Virtual machines can, for example, have virtual Ethernet cards, which can
be treated similarly to a physical {i.e., non-virtual} Network interface Card {NIC} for

use in a physical {i.e., non-virtual) network.
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10013]

(0014}

F0015]

10016]

Virtualization can, for example, be used to combine hardware and software network
resources and network functionality into a single, software-based administrative
entity. For example, just like non-virtual devices in a non-virtual network, various
virtual devices in a virtual network can define the network connectivity for
applications hosted in the network. For example, a virtual network link between a
first and second hardware component of the network may not include a direct
physical connection {either wired or wireless}) between the two components but may

be treated as g direct connection for purposes of administration,

Yirtual network 12 can, for example, be overlaid or otherwise integrated into a cloud
network, with the virtualized routing infrastructure and the application being hosted
in the cloud network. The term “dloud network” as used herein can, for example,
refer to computer networks in which large groups of remote servers are networked
to allow centralized data storage and online access to computer services or

resources.

The term “topology” as used herein can, for example, refer to the arrangement of
the varicus infrastructure elements {links, nodes, etc.} of a virtual network {e.g.,
virtual network 12}, The topology of virtual network 12 can refer to the logical
topology of the network and can, for example, indicate how data flows within the
virtual network rather than any sort of physical relationship between the virtual

links, nodes, atc.

in the diagram of FIG. 1, a client 14 is connected to a server 16 through a topology
that includes virtual network nodes 18, 20, 22, and 24. it is appreciated that the
solutions described herein can be used or adapted for networks including more or
fewer devices, different types of devices, and different network arrangements,
According to this example, traffic between client 14 and server 16 can flow via a first
data routing path that includes virtual network nodes 18, 20, and 22, and can flow
via a second data routing path that includes virtual network nodes 18, 24, and 22.
These paths can, for example, be selected by a network contreller, administrator, or
ancther entity, and can, for example, be based on network conditions, network

equipment capabilities, or other factors.
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[0017] Client 14 and server 16 can, for example, be in the form of network hosts or other

suitable types of network nodes. For example, client 14 and server 16 can be in the
form of suitable servers, desktop computers, laptops, printers, etc. As but one
axample, client 14 can be in the form of a desktop computer including a monitor for
presenting information to an operator and a kevboard and mouse for receiving input
from an operator, and server 16 can be in the form of a standalone storage server
appliance. in some implementations, client 14 and server 16 can nodes in a VM
running on a server. itis appreciated that client 14 and server 16 can be endpoint
nodes on virtual network 12, intermediate nodes between endpoint nodes, or other
types of network nodes. it is further appreciated that the use of “client” and
“server” is for convenience regarding aspects of the network nodes and is not
intended to limit client 14 to only clisnt-related functionality or to limit server 16 to
only server-related functionality. Indeed, in some circumstances {e.g., at certain
times), client 14 may function as a server to server 16 and server 16 may function as

a client to client 14.

{0018] Virtual nodes 18, 20, 22, and 24 can, for example, be in the form of virtual switches

10019]

or other multi-port network bridges to process and forward data at the data link
layer. in some implementations, one or more of the virtual nodes can be in the form
of virtual multilayver switches that operate at multiple layers of the 051 model {e.g.,
the data link and network layers). Although the term “switch” is used throughout
this description, it is appreciated that this term can refer broadly to other suitable
network data forwarding devices. For example, a virtualized general purpose
computer can include suitable hardware and maching-readable instructions that
allow the computer to function as a virtual switch. Htis appreciated that the term
“switch” can include other network data path elements in the form of suitable
routers, gateways and other devices that provide switch-like functionality for virtual

network 12,

Flow paths can be installed on virtual nodes 18, 20, 22, and 24 to flow trafficalong a
selected virtual routing path defined by the nodes. The nodes can, for example, be
designed to forward traffic along a datapath based on metadata within the traffic,

For exampie, traffic received at a node can be in the form of a packet that inciudes

-5-
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route-related metadata. The term “packet” is used herein for convenience,
however, it is appreciated that the term “packet” is intended to refer to any suitable
protocol data unit {(PDU). Such a packet can, for example, include payload data as
well as metadata in the form of control data. Control data can, for example, include
data to assist the node with reliably delivering the pavioad data. For example,
control data can include network addresses for client 14 and server 16, error
detection codes, sequencing information, and packet size of the packet. In contrast,
pavyload data can include data carried on behalf of an application for use by client 14

and server 16.

Each node within virtual network 12 can, for exarmnple, be designed to help manage
the flow of data across the network by only transmitting a received message to a
destination node for which the message was intended (or to an intermediary device
en route to the destination device}. In some implementations, the virtual nodes can
rely on flow entries in flow tables stored on a machine-readable medium within each
switch {or otherwise accessible by each switch}. Each flow entry in a flow table can,
for example, contain information such as: {1} match fields to match against packets
{e.g., an ingress port and specific packet header fields}), {2} a priority value for the
flow entry to allow prioritization over other flow entries, (3) counters that are
updated when packets are matched, (4} instructions to modify the action set or
pipeline processing, and (5} timeouts indicating a maximum amount of time or idle
time before a flow is expired, and (6) a cookie value which can be used to filter flow

statistics, flow modification, and flow deletion.

COMPONENTS: In this implementation, system 10 includes: {1} a traffic trending
engine 26 to determine historical data trends for application data traffic monitored
over a virtualized routing infrastructure in the network, (2} a topclogy determination
angine 28 1o determine an updated virtual network topology for the virtualized
routing infrastructure based on the historical data trends, {3} and a network scaling
engine 30 to automatically scale the virtualized routing infrastructure to achieve the
updated virtual network topology. Each engine of system 10 is described in further

detail below.
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[0022] system 10 is connacted to the various nodes of virtual network 12 via various
virtualized wired or wireless data links. For illustration, FiGs. 1 and 2 depicts system
10 as being connected to virtual nodes via broken lines, which are intended to
rapresent control channels rather than actual physical {or virtual) data links. Itis
appreciated that system 10 may be directly connected to only one or a few virtual
nodes, while being indirectly connected to other virtual nodes of virtual network 12.
As but one example, system 10 can be directly connected to virtual node 18 via 3
direct virtual link, while being indirectly connected to virtual node 20 {(e.g., by relying

on virtual node 18 as an intermediary for communication with virtual node 20).

[0023] System 10 is described in further detail below using functional engines. Such
functional engines can, for example, be operative to execute one or more steps of
methods or other operations described herein. As used herein, the term “engine”
refers to a combination of hardware {e.g., a processing resource such as an
integrated circuit or other circuitry) and software {e.g., machine- or processing
resgurce-exacutable instructions, commands, or code such as firmware,
programming, or obiect code}. A combination of hardware and software can include
hardware only {i.e., a hardware element with no software elements), software
hosted at hardware {e.g., software that is stored at a memaory resource and executed
or interpreted at a processing resource), or at hardware and software hosted at
hardware. Additionally, as used herein, the singular forms “a,” “an,” and "the”
include plural referents unless the context clearly dictates otherwise. Thus, for
axample, the term “engine” is intended to mean one or more engines or a
combination of engines. Fach engins of system 10 can include one or more
machine-readable storage mediums and one or more computer processing
resources. As but one example, software that provides the functionality of engines
on system 10 can be stored on a memory resource of a computer 1o be executed by

a processing resource of the computer,
10024} The functionality of system 10 can, for example, be implemented in part using a
software program on a standalone machine, such as a server. insome

implementations, system 10 can be implemented on multi-purpose machines, such

as a suitable desktop computer, iaptop, tablet, or the like. In some implementations,
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{0025}

[0026]

system 10 can be implemented on a suitable non-host network node, such as certain
types of network switches. It is appreciated that the functionality of system 10 may
be split among multiple machines. For example, virtual network 12 is described and
iHustrated as including only one system 10. However, it is appreciated that the
disclosure herein can be implementad in networks with multiple systems working
together. For example, in some networks, network devices are in communication
with redundant systems 10 such that management of the network can be smoothly
handed over from a first system 10 to a second systermn 10 if first system 10 fails or is
otherwise out of operation. As another example, multiple systems can work
together to concurrently manage virtual network 12, In such systems, a first system
10 can, for example, manage certain network devices {e.g., nodes 18 and 20} while a
second system can manage other network devices {nodes 22 and 24}, In view of the
above, referance in this application to a single system 10 that manages virtual
network 12 is intended to include such multiple system configurations {and other

suitable multiple system configurations).

As described above, the implementation of traffic trending engine 20 in FiGs. 1 and 2
includes a combination of hardware and software to determine historical data trends
for application data traffic monitored over a virtualized routing infrastructure in
virtual network 12, it is appreciated that the monitored applicationcanbe a
network-hosted application provided under the Software-as-a-Service {8aa8) mode}

or another suitable cloud computing platform {or other delivery platform).

Description herein relating to network or traffic monitoring is intended to refer to
overseeing the operation of the computer networl using some specialized network
management software. Such network monitoring can, for example, be capable of
detecting and reporting failures of devices or connections. Network monitoring can
further be used to measure processing resource utilization of hosts within the
network {e.g., server 16}, network bandwidth utilization of the links and other

aspects of network operations.

{0027] Traffic flow in virtual network 12 can be extensive over a period of time, especialiy if

many applications are hosted in the network. Indeed, network demands made by

one application hosted in virtual network 12 may significantly affect the

-8-
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performance of other applications hosted in the network, Moreover, network usage
of network-hosted applications may not be consistent over a period of time. Traffic
trending engine 26 is therefore designed in some implementations to determine
historical data trends for application data traffic based on monitored network usage
of the network-hosted application. In some impiementations, traffic trending engine
26 is used to determine historical data trends based on network throughput over the
virtuatized routing infrastructure for application data traffic. in some
implementations, traffic trending engine 26 is used to determine historical data
trends based on network resiliency over the virtualized routing infrastructure for
application data traffic. itis appreciated that traffic trending engine 26 can be
designed to determine historical data trends for application data traffic based on
othar network aspects, such as: time, transit delay, priority, protection, residual
arror rate, etc. Traffic trending engine 26 can, for example, use such historical data
trends to identify a probable surge in data usage by the monitored application. For
example, in one implementation, traffic data can indicate that the monitored
application exhibits a surge in data usage ten minutes past the hour {e.g.,
corresponding to an hourly syncing operation) and identify this trend as a historical
data trend for this application. It is appreciated that the above example is relatively
simple and used primarily for illustration and that more advanced historical data
trending can be incorporated. For example, statistical analysis of traffic based on
factors beyond time, such as routing path, priority, etc., can be usad by traffic

trending engine 20 to determine a historical data trend.

[0028] Traffic trending engine 26 can, for example, interface with the varicus nodes of
virtual network 12 via a suitable Application Program Interface (AP}, or another
suitable protocol. insome implementations, traffic trending engine 26 may interface
with network nodes via an interface channel that connects a given node to system
10 to configure and manage the node and receive events from the node. For
example, in some implementations, traffic trending engine 26 is to receive data via
Simple Network Management Protocol {SNMP) for use in determining historical data
trends for application data traffic. In such an implementation, SNMP traps can, for

axample, be used in order to enable an agent installed on a network node to notify
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[0031]

traffic trending engine 26 of significant events by the way of an unsclicited SNMP
message. Although a monitoring application can be installed on a network node, in
some implementations, a monitoring application can be external to any single node,
but interfaced with the node or to another component of virtual network 12 in order

to receive monitoring data.

As described above, the implementation of topology determination engine 28 in
FiGs. 1 and 2 includes a combination of hardware and software to determine an
updated virtual network topology for the virtualized routing infrastructure based on
the historical data trends determined by traffic trending engine 26. For example, in
situations where congestion on the network is inconsistent, topology determination
engine 28 can determine an updated topology that can adapt to the requirements of
the application over a period of time. The updated topology can lead to efficient

usage of the network resources.

in some implementations, topology determination engine 28 can determine the
updated virtual network topology to adapt to the needs of the application in the
network at a given time. For example, topology determination engine 28 can be
operative to determing an updated network topology for the virtualized routing
infrastructure to achieve a predetermined Quality of Service (QoS) for application

data traffic over the network.

in some implementations, topology determination engine 28 can, for example,
determine whether the topology should be “scaled up” or “scaled down.” As used
herein, the term “scaling” can refer, for example, to updating an infrastructure of a
virtual network in order to better accommodate a predicted or current load from an
application using the network. In some implementations, topology determination
engine 28 can determine based on historical data trends that the infrastructure
should be scaled up and adding a new virtual network rescurce to the network
infrastructure and/or configuring the routing parameters to provide better a better
(oS for the application. In some implementations, topology determination engine
28 can determine based on historical data trends that the infrastructure shouid be
scaled down in the event of an expected decrease in network resources usage

and/or consumption.

-10-
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[0032] In some implementations, topology determination engine 28 is to determine an
updated virtual network topology for the virtualized routing infrastructure based on
the determined historical data trends by identifying that virtual routing paths should
be added to the virtualized routing infrastructure 1o accommodate a predicted
incraase in traffic load over the virtualized routing infrastructure above a
predetermined threshold. For example, topology determination engine 28 is to
determine an updated virtual network topolegy that includes additional virtual
routing paths by indicating that a virtual network switch shouid be added to the
virtualized routing infrastructure. As another example, topology determination
engine 28 is to determine an updated virtual network topology that includes
additional virtual routing paths by indicating that an additional network connection

should be added betwsan previcusly connsacted network nodes.

[0033] it is appreciated that topology determination engine 28 can determine a topology
based on the needs across an entire data path {e.g., a path defined by nodes 18, 20,
and 22 link client 14 1o server 16} or based on the needs of a single node {e2.g., node
18} or subset of nodes. As but one example, in situations where the parametersof a
single node along a datapath are determinative of an overail QoS for a datapath,
topology determination engine 28 can take this information into account when

updating the topology of virtual network 12.

[0034] As described above, topology determination engine 28 can update a topology of
virtual network 12 by adding or removing virtual nodes, such as virtual switches. In
some implementations, topology determination engine 28 can additionally or
alternatively update or otherwise scale the topology of the virtual network by
including additional virtual links between existing nodes. As but one example,
topology determination engine 28 can implement Link Aggregation {LAG) between
ctherwise connected devices in order to increase throughput, provide redundancy,
balance data traffic, and/for provide other properties to achieve desired
parformance. LAG can, for example, be implemented by allowing a node with LAG
functionality (i.e., a “LAG node”) itself to determine which link to route traffic to the
adjacent downstream node. This determination can, for example, be based on

packet metadata and port selection logic for forwarding the packet. insuch an

13-
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implementation, the port selection logic for forwarding a packet within a LAG may
reside within the LAG node itself and can, for example, be in the form of a hash of a
set of parameters for a given packet, such as Media Access Control (MAC) address,
Internet Protocol {iP) address, Transmission Control Protocol {TCP) port, User
Datagram Protocol (UDP) port, etc. 1tis appreciated that topology determination
engine 28 can employ other strategies for updating the topology of virtual network
12 in order to account for historical data trends of a network-hosted software

application.

{0035] As described above, the implementation of network scaling engine 30 in FiGs. 1 and

10036]

2 includes a combination of hardware and software 1o sutomatically scale the
virtualized routing infrastructure o achieve the updated virtual network topology.
With reference to the implementation of virtual network 12 and system 10 of the
figures, FIG. 2 illustrates that in some situations, virtual routing paths are added to
the virtualized routing infrastructure of virtual network 12 to accommodate a
predicted increase in traffic load over the virtualized routing infrastructure above a
predetermined threshold. For illustration, FIG. 2 depicts several ways in which
additional virtual routing paths can be added to virtual network 12. For example,
one way that virtual routing paths are created is by the addition of virtual node 32
{e.g., inthe form of a virtual switch). As another example, a LAG connection 34 is
created between node 24 and node 22, As another example, a new virtual routing
path 35 is created between previously existing virtual nodes 18 and 22. As described
above with respect to topology determination engine 28, it is appreciated that other
forms of new routing paths {or other changes to the topology of virtual network 12}
can be implemented in order to achieve appropriate topology scaling to

accommodate predicted application usage.

it is appreciated that other engines can be added to system 10 for additional or
alternative functionality. For example, in some implementations, system 10 can
include a communication engine which is a combination of software and hardware
to allow network communication with elements of virtual network 12, in some
implementations, such a communication engine includes one or more physical data

ports to connect to elements of virtual network 12, For example, in some

-12-
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[0037]

F0038]

implementations, the communication engine can include a network interface
controller having an Ethernet port. In some implementations, the communication
engine can include wired or wireless communication interface. The communication
angine can, in some implemantations, provide for virtual network ports. In some
implementations, the communication engine includes hardware in the form of a
hard drive, related firmware, and other software for allowing the hard drive to
operatively communicate with other hardware of system 10. The communication
engine can include machine-readable instructions for use with the communication
engine, such as firmware for implementing physical or virtual network ports. As
another example, in some implementations, system 10 can include an /O engine
that is a combination of hardware and software to allow an operator to view and/or
interact with system 10. Example of suitable 1/0 engines can include engines for
monitors, printers, keyboards, mouses, styluses, touchscreens, speakers, ete. /0
devices for such engines can be connected to elements of system 10 via wired or

wireless links.

it is appreciated that certain engines described herein or otherwise can, in some
implementations, share hardware, software, or data with other engines. As but one
example, in some implementations, tepology determination engine 28 and network
scaling engine 30 can share a computer-readable medium and/or processing
resource, whereas in some implementations, topology determination engine 28 and
network scaling engine 30 use separate mediums and processing resources, itis
appreciated that any engines of system 10 can share hardwars, software, or data

with any other engine of system 10 in order to achisve their respective objectives.

OPERATION: FIG. 3 is a flowchart for a method 36 of operating a system in
accordance with the disclosure herein. The description of method 36 and its
component steps make reference to elements of system 10 and other network
elements for illustration, however, it is appreciated that this method can be used or
otherwise applicable for any suitable system or units. Moreover, references to
system 10 and elements thereof are not intended 1o suggest specific requirements
or functionality of system 10, For example, method 36 can he applied to computer

networks with different network topologies than that iHlustrated in FiGs. 1 and 2.
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Method 36 includes g step 38 of monitoring data traffic for a predetermined
software application routed through a virtual network infrastructure. In some
implementations, step 38 is performed by a virtual network node {e.g., a virtual
switch} within virtual network 12, In some implementations, step 38 is performed by
a hardware network switch underlying virtual network 12, in some
implementations, step 38 is performed by system 10 receiving raw data from one or
more virtual nodes of virtual network 12 or hardware nodes of the underlying
network. 1t is appreciated that the term “monitor” or "monitoring” can refer to the
act of sensing traffic data as well as the acts of analyzing the dats for trends or other
patterns, as well as other related activities. As a result, system 10 can be said o
monitor traffic data of virtual network 12 even if it receives monitored traffic data
originally sensed from another device. As described above with respect to traffic
trending engine 26, step 38 can include interfacing with one or mors nodes of via a
suitable Application Program interface {("API"), or another suitable protocol, such as
Simple Network Management Protocol (SNMP), for use in determining traffic data,
such as network throughput, resiliency, transit delay, priority, protection, residual
error rate, etc. itis appreciated that any suitahle aspects of traffic trending engine
26 of systemn 10 described above with respect to FiGs. 1 and 2 can be applied to step

38 of method 36 and vice versa,

Method 36 includes a step 40 of determining, based on the monitored data traffic,
an updated virtual network topology that is predicted to better handle data traffic
for the predetermined software application. As described above with respect to
topology determination engine 28, step 40 can take data monitored in step 38 and
determine an updated virtual network topology that can adapt to the requirements
of the monitored network-hosted application over a period of time, it is appreciated
that any suitable aspects of topology determination engine 28 of system 10
described ahove with respect to FiGs. 1 and 2 can be applied to step 40 of method
36 and vice versa. As but one example, one or more aspects relating to the
determination of historical data trends used by traffic trending engine 26 can be

incorporated into step 40 of method 36.
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Method 36 includes a step 42 of updating the topology of the virtual network
infrastructure to achieve the determined updated virtual network topology. As
described above with respect to network scaling engine 30, step 42 can include
adding virtual routing paths to the virtualized routing infrastructure of virtual
network 12 to accommodate a predicted increase in traffic load over the virtualized
routing infrastructure above a predetermined threshold. For example, with
reference to network scaling engine 30 described above, step 42 can add virtual
routing paths by having system 10 create additional virtual nodes by: {1} adding
virtual nodes between existing nodes, (2} creating LAG connections between nodes,
{3} creating additional routing paths between existing nodes, and/or (4} other
changes to the topology of virtual network 12 to achieve appropriate topology
scaling to accommuodate predicted application usage. ltis appreciated that any
suitable aspects of network scaling engine 30 of system 10 daescribed above with

respect to FiGs. 1 and 2 can be applied to step 42 of method 36 and vice versa,

It is appreciated that steps of method 36 can be rearranged, supplemented, or
approximated using greater or fewer steps. As but one example, in some
implementations, aspects reiating to step 38 of monitoring data traffic can occur

during step 40 of updating the virtual network’s topology.

FIG. 4 illustrates a system 44 according to ancther exampie. it is appreciated that
one or more aspects of the system 10 and/or method 36 can be implemented in
another system or method described herein {(and vice-versa). For example, certain
aspects of system 10 can be implemented in system 44, Likewise, certain aspects of
system 44 can be implemented in system 10, For example, one or more aspects
relating to a processing resource or a computer-readable medium described below

with respect to system 44 can be incorporated in one or more anginas of system 10.

System 44 can, for example, be used to provide network management functionality
for a virtual network by executing one or more staps of method 36 or other methaods
described herein. For convenience, the description of computing system 44 refers to
elements of virtual network 12. However, it is appreciated that system 44 can be
used with any suitable network or system. System 44 includes a processing resource

46 and computer-readable storage medium 48 as described further below, itis
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00471

appreciated that system 44 can include additional elements, such as input/output
{i/0) devices, a communication interface, etc. In some implementations, software
that provides the functionality of system 10 can be stored on computer-readable

medium 48 of system 44 o be executed by processing resource 46 of system 44,

Computer-readable medium 48 is a non-transitory medium encoded with
instructions exacutable by a processing resource 46, As illustrated in FiG. 4, the
instructions include: {1} a data traffic monitoring module 50 that, when executed,
causes processing resource 46 to monitor data traffic over virtual network 12 fora
software application; {2} a historical trend module 52 that, when executed, causes
processing resource 46 to determine historical trends in the monitored data traffic;
{3) a network topology determination module 54 that, when executed, causes
processing resource 46 1o determine, based on the determined historical trends, an
updated virtual network topology for virtual network 12 to improve network
performance of the software application; and {4} a network topology update module
56 that, when executed, causes processing rescource 46 1o update the topology of

virtual network 12 to achieve the determined updated virtuai network topology.

Fach set of instructions are described above with respect to their respective engines
of system 10 and/or steps of method 36. For example, data traffic monitoring
module 50 and historical trend module 52 can incorporate one or more aspects of
traffic trending engine 26 of system 10 as well as step 38 of method 26 {and vice
versa). Likewise, network topology determination module 54 can, for example,
incorporate one or more aspects of topology determination engine 28 of system 10
as well as step 40 of method 36 {and vice versa). Moreover, network topology
update module 56 can, for example, incorporate one or more aspects of network

scaling engine 30 of system 10 as well as step 42 of method 36 {and vice versa).

Suitable computer processing resources for use with system 44 can, for example, be
in the form of a central processing unit {CPU}, a semiconductor-based
microprocessing resource, a digital signal processing rescurce {DSP) such as a digital
image processing unit, other hardware devices or processing elements suitable to
retrieve and execute instructions stored in a computer-readable medium, or suitable

combinations thereof, Suitable processing resources can, for example, include single
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or multiple cores on a chip, multiple cores across multipie chips, multiple cores
across multiple devices, or suitable combinations thereof. Suitable processing
resources can be functional to fetch, decode, and exscute instructions as described
herein. As an alternative or in addition to retrieving and executing instructions,
suitable processing resources can, for example, include at least one integrated circuit
{iC}, other control logic, other electronic circuits, or suitable combination thereof
that include a number of electronic compoenents for performing the functionality of
instructions stored on a computer-readable medium. Suitable processing rescurces
can, for example, hbe implemented across multiple processing units and instructions
may be implemented by different processing units in different areas of computing

system,

Embodiments ¢an be realized in any computer-readable medium for use by orin
connection with an instruction execution system such as a computer/processor
based system or an ASIC {Application Specific Integrated Circuit) or other system that
can fetch or obtain the logic from computer-readable medium and exacute the
instructions contained therein. Suitable machine-readable storage mediums can, for
example, be in the form of non-transitory storage mediums. The term “non-
transitory” as used herein can, for example, refer to mediums that do not
encompass a transitory signal but instead is made up of one or more memory
resource components configurad to store relevant machine-readable instructions.
Such mediums can, for example, be in the form of electronic, magnetic, optical, or
cther physical storage mediums to store information, such as computer instructions.
Suitable computer instructions can, for example, be machine-readabls instructions
axecutable by a processing resource of system 44 and can be operative to perform
one or more functions described herein, such as those described above with respect

1o method 36 of FIG. 3.

Storage mediums can, for example, be housed within the same housing as
processing resources, such as for example within a common tower case, laptop
housing, rack system, etc. In some implementations, the mediums and processing
resources can be housed in different housings. As used herein, the term “machine-

readable storage medium” can, for example, include Random Access Memory
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resource (RAM), flash memory resource, a storage drive {e.g., a hard disk}, any type
of storage disc {e.g., a Compact Disc Read Only Memory resource {CD-ROM]), any
other type of compact disc, a DVD, etc.}, and the like, or a combination thereof. In
some implementations, mediums can correspond 1o a memory resource including a
main memaory resource, such as a Random Access Memory rescurce (RAM), where
software may reside during runtime, and a secondary memory resource. The
secondary memory resource can, for example, include a nonvolatile memory
rasource where a copy of machine-readable instructions are stored, It is appreciated
that instructions and data can be stored on separate machine-readable storage
mediums. For purposes of clarity, muitiple storage mediums can be identified as a
single medium and multiple processing resources can be identified as a single

processing resource.

In one example, program instructions can be part of an installation package that
when installed can be executed by processor resource 46 to implemeant system 44,
in this case, madium 48 may be a portable medium such as a €D, DVD, or flash drive
or a memory maintained by a server from which the instaliation package can be
downlcaded and installed. In another example, the program instructions may be
part of an application or applications already installed. Here, medium 48 can include

integrated memory such as a hard drive, solid state drive, or the like,

CONCLUSION: While certain implementations have been shown and described
above, various changes in form and details may be made. For example, some
features that have been described in relation to one implementation and/or process
can be related to other implementations. in other words, processes, features,
components, and/or properties described in relation to one implementation can be
useful in other implementations. As ancther example, functionalities discussed
above in relation 1o specific engines or elements can be included at different engines

or elements in other implementations.

As used herein, the term “provide” includes push mechanisms {e.g., sending data
independent of a request for that data}, pull mechanisms {e.g., delivering data in
response to a request for that data), and store meachanisms {e.g., storing data at an

intermediary at which the data can be accessed). Furthermore, as used herein, the
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term “based on” means “based at least in part on.” Thus, a feature that is described
based on some cause, can be based only on the cause, or based on that cause and on

one or more other causes.

[0053] Furthermore, it should be understood that the systems, networks, and methods
described herein can include various combinations and/or sub-combinations of the
components and/or features of the different implementations described. Thus,
features described with reference to one or more implementations can be combinead

with other implementations described herein.
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CLAIMS

What is claimed is:

1. A system comprising:

a traffic trending engine to determine historical dats trends for application data

traffic monitored over a virtualized routing infrastructure in a network;

a topology determination engine to determine an updated virtual network topology
for the virtualized routing infrastructure based on the determined historical data trends;

and

a network scaling engine to automatically scale the virtualized routing infrastructure

to achieve the updated virtual network topology.

2. The system of claim 1, wherein the topology determination engine is 1o determine
an updated virtual network topology for the virtualized routing infrastructure based on the
determined historical data trends by identifying that virtual routing paths should be added
1o the virtualized routing infrastructure to accommodate g predicted increase in traffic load

over the virtualized routing infrastructure above a predetermined threshold.

3. The system of claim 2, wherein the topology determination engine is 1o determine
an updated virtual network topology that includes additional virtual reuting paths by
indicating that g virtual network switch should he added 1o the virtualized routing

infrastructure,

4, The system of claim 2, wherein the topology determination engine is to determineg
an updated virtual network topology that includes additional virtual routing paths by
indicating that an additional network connection should be added between previously

connected network nodes.
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5, The systemn of claim 1, wherein the topology determination engine is to determine
that virtual routing paths should be removed from the virtualized routing infrastructure to
accommodate a predicted decrease in traffic load over the virtualized routing infrastructure

above a pradetermined thrashold.

6. The system of claim 1, wherein the traffic trending engine is to determine historical
data trends based on network throughput over the virtualized routing infrastructure for

application data traffic.

7. The system of claim 1, wherein the traffic trending engine is to determine historical
data trends hased on network resiliency over the virtualized routing infrastructure for

application data traffic.

8. The system of claim 1, wherein the topology determination engine is 1o determine
an updated network topology for the virtualized routing infrastructure to achieve a

predetermined Quality of Service (QoS) for application data traffic over the network.

. The system of claim 1, wherein the traffic trending engine is to receive data from a
monitoring application installed on a network device within the virtualized routing

infrastructure to determine historicai data trends for application data traffic.

10, The system of claim 1, wherein the traffic trending engine is to receive data via
Simple Network Management Protocol {(SNMP) 1o determine historical data trends for

application data traffic.

11. The system of claim 1, wherein the network is a cloud network and the virtualized

routing infrastructure and the application are hosted in the cloud network.

-2~



WO 2016/089435 PCT/US2015/020645

12. A method comprising:

monitoring data traffic for a predetermined software application routed through a

virtual network infrastructure;

determining, based on the monitored data traffic, an updated virtual network
topology that is to better handie predicted data traffic for the predetermined software

application; and

updating the topology of the virtual network infrastructure to achieve the

determined updated virtual network topology.

13, The method of claim 12, wherein the data traffic monitoring is performed by a

virtual network switch within the network.

14, The method of claim 12, wherein the data traffic monitoring is performad by a

hardware network switch within the network,

15. A memory resource storing instructions that when executed causes a processing
resource to impiement a virtual network topology updating system, the instructions

comprising:

a data traffic monitoring module that, when executed, causes the processing

resource to monitor data traffic over a virtual network for a software application;

a historical trend module that, when executed, causes the processing resource to

determine historical trends in the monitored dats traffic;

a network topelogy determination module that, when executed, causes the
processing resource to determine, based on the determined historical trends, an updated
virtual network topology for the virtual network to improve network performance of the

software application; and

-22-
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a network topology update module that, when executed, causes the processing
resource to update the topology of the virtual network to achieve the determined updated

virtual network topology.
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Monitor data traffic for a predetermined
software application routed through a virtual
network infrastructure.

!

Determine, based on the monitored data
fraffic, an updated virtual natwork fopology
that is fo better handle predicted data traffic
for the predetermined software application,

!

Update the topology of the virtual network
infrastructure to achisve the determined
updated virtual network topology.
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