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Figure 7, Asymmetric Array using Ring Oscillators as Characteristic Elements 

and binary Counters as measurement devices. 
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Figure 13, AUF Element incorporating PCB traces 

and multiple integrated circuits. 
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ELECTRONIC PHYSICAL UNCLONABLE 
FUNCTIONS 

CROSS REFERENCE TO RELATED 
APPLICATION 

This application claims the benefit of U.S. Provisional 
Application Ser. No. 61/624,023, entitled “ELECTRONIC 
PHYSICAL UNCLONABLE FUNCTIONS filed Apr. 13, 
2012. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to technologies for authentication of 

electronic devices and systems. Specifically, this invention 
deals with electronic Physical Unclonable Function (PUF) 
technology. 

2. Description of the Related Art 
A Physical Unclonable Function (PUF) is a device or struc 

ture (physical, electronic, chemical, etc) that is easily imple 
mented but difficult to counterfeit. A PUF could be an ink 
smear that is well documented and difficult to replicate. Some 
PUFs are implemented as drops of clear lacquer with multi 
color glitter embedded (see Tuyls, Schrijenm, Geloven, Ver 
haegn, Wolters. “Read-Proof Hardware from Protective Coat 
ings. Cryptographic Hardware and Embedded Systems— 
CHES 2006, volume 4249 of Lecture Notes in Computer 
Science, pages 369-383. Springer, Oct. 10-13, 2006.). The 
glittered lacquer is easy to apply but it is obviously difficult to 
replicate any specific glitter pattern that is created. 

In electronic systems a Physical Unclonable Function pro 
vides a secure method of deriving a unique code from elec 
tronic devices without embedding any memory cells or reg 
isters that can be counterfeited. PUF systems also provide a 
large number of challenge/response sets to make 'guessing 
the appropriate response difficult and impractical. 
As shown in FIG. 1, the PUF system accepts a challenge 

variable of n-bits length and provides a response of m-bits 
length. The ideal Challenge/Response system uses large n 
and m and every response is a unique function of the chal 
lenge and the unique manufacturing variation of the inte 
grated circuit. In classic symmetrical PUF systems (such as 
the example illustrated in FIG. 2), each bit of the response is 
produced from a separate test from all the other bits. The 
arbiter PUF elements shown in FIG. 2 produce a single bit 
result from the comparison of delay between the two arbi 
trated paths (the paths are arbitrated based on the challenge 
bits). In order to produce more output or response bits, more 
identical elements are composed. Based on the challenge, 
each test produces only one bit. 

Those skilled in the art will appreciate that there are a few 
important terms that should be understood and defined when 
discussing PUF technology. These are Entropy, Stability, and 
Variance. These terms will be capitalized when used in this 
document to indicate that we are referring to the PUF char 
acteristics. 

Stability 
First, the same challenge, applied to the same integrated 

circuit does not always result in the same response. In Sym 
metrical PUFs, a typical 128-bit challenge will produce a 
128-bit response with 5-10 bits of difference resulting from 
each inquiry (not always the same bits changing, either). 
These 5-10 bits of uncertainty can be referred to as noise. 
Stability refers to the number of bits that remain constant 
when the same challenge is applied to the same PUF structure 
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2 
within the same integrated circuit. The inverse of the noise is 
the relative “Stability” of the PUF system. 

Entropy 
The second problem is “stuck bits. Entropy describes the 

number of bits that change between differing challenges or 
between the same challenge on different integrated circuits. 
Bits that do not change are referred to as Stuck bits. In many 
PUF systems, there are response bits that never change. These 
bits are really useless in determining the uniqueness or 
authenticity of a device. The percentage of bits that can be 
relied on (that change from challenge to challenge and from 
device to device) is referred to as Entropy. In other words, a 
100-bit PUF response with 5 stuck bits has 95% Entropy. 

Further, some bits may tend toward one value. That is, a bit 
may be a logical “1” 80% of the time. Although that bit is not 
“stuck” it does not exhibit perfect entropy (which would be a 
logical “1”50% of the time and a logical “0”50% of the time). 
A bit that exhibits one output 50% of the time has 100% 
bit-wise entropy. The bit described as having one value 20% 
of the time has a bit wise entropy of 40%. 

Variation 
Variation describes the difference in response between dif 

ferent integrated circuits when the same challenge is used. 
Cryptographically, 50% Variation is ideal. That is, when the 
same PUF system is implemented in two identical integrated 
circuits and the same challenge response is issued to each 
integrated circuit, half of the bits should be different between 
the two responses. For large digit numbers (say 128-bit or 
256-bit numbers) there are a large number of terms that are 
50% different from any given term. For example, there are 
3.4x10 possible numeric values for 128-bit binary numbers. 
For any given 128-bit binary number, v, there are 2.4x107 
other 128-bit binary numbers that exhibit a 50% variation 
from any given 128-bit value. 

Challenge and Response 
PUFs may be created to have multiple challenge-response 

pairs, whereby a challenge that sets a particular configuration 
controls the PUF's general behavior and the response is a 
quantifiable result of the PUF's specific behavior. An 
example analogy to this challenge-response pair may be giv 
ing someone a map with a marked path that they are to take 
from point A to point B, and the response would be the set of 
information describing the actual trip they took, Such as how 
long they traveled, which side of the street they walked on, 
whether or not they stopped into a store along the way, etc. 
Two people given the same map (challenge) will inevitably 
have at least minor differences in their specific responses due 
to their own unique differences. 

Programmable Logic Devices 
Programmable Logic Devices (PLD) are integrated cir 

cuits that include memory, logic, and specialized functions 
that can be configured based on a specific configuration file. 
In this way, one designer may use a PLD to implement a 
microprocessor while another designer uses the same PLD 
component to implement a control system based on a com 
plex State machine and yet another designer may implement 
an arithmetic unit, an image processing engine, a motor con 
troller, or practically an infinite number of unique designs. 
Field Programmable Gate Arrays (FPGA) and Complex Pro 
grammable Logic Devices (CPLD) are the most common 
types of PLD currently in use. This application will refer to all 
of these types of devices as PLDs since the structures 
described may be implemented in any PLD with sufficient 
available resources. 

In electronic systems, Physical Unclonable Functions have 
been developed based on the idea of creating circuits that are 
practically identical and comparing the output of these iden 
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tical functions. Such functions are designed to be highly 
symmetrical, or equivalent. Theoretically, the only difference 
between the functions will be due to small differences caused 
by manufacturing tolerances. Since these minute differences 
are unique to every piece of silicon manufactured, the result 
ing system of nearly identical circuits will produce different 
results in every implementation. Symmetric PUF systems 
compare a large number of the identical structures. Each 
comparison results in a single bit binary response based on 
which structure or which electrical path was the fastest; that 
is, the response merely determines that a difference does in 
fact exist. Multiple instantiations are implemented in a design 
or configuration. The configuration is then applied to multiple 
integrated circuits so that a response difference from inte 
grated circuit to integrated circuit is solely due to manufac 
turing differences, and the fact of such difference may be 
identified. By implementing a large number of Supposedly 
identical instantiations, the resulting system allows any spe 
cific set or combinations of structures to be compared. 

There are at least three problems associated with this 
approach. First, experimental data shows that some imple 
mentations do not yield a random response for each compari 
son of identical structures as would be expected. This is the 
Entropy problem. Comparing some of the instantiations 
(implemented in multiple integrated circuits) always yields 
the same response. As discussed above, these non-random 
responses may be referred to as “stuck bits’. If a 100 bit 
response contains 10 stuck bits, the response is said to have an 
Entropy (or a useful Entropy) of 90% (or 90 bits, in this case). 
For the purposes of authentication and cryptography, the 
strength of the PUF is only as good as the Entropy. The 
presence of stuck bits implies that the Supposed identical 
structures are not all identical. For a PUF to be effective and 
useful in cryptographic and authentication applications, the 
Entropy must be high. A large number of significant bits are 
required. 

Second, the single bit responses are not stable within a 
single integrated circuit. That is, when a number of structures 
are tested with multiple comparisons (that is the same test 
performed over and over on a single integrated circuit) Some 
of the result bits change. These results are sometimes referred 
to as “noisy bits’. The effect may be referred to as response 
noise or as instability. The applicability of a PUF system for 
authentication and cryptographic uses is limited by this insta 
bility. For a PUF to be effective and useful, it must exhibit 
high Stability and highly stable responses. 

Third, a single bit response provides only very limited 
information. There are no clues in the stuck bits detailing how 
badly the structures are mismatched; only that one structure is 
consistently slower than the other. There is also no informa 
tion about the noisy bits that could be used to implement a 
correction. 

Classical (Symmetrical) PUF Structures 
The basic concept of PUF has been implemented in elec 

tronic devices (primarily Programmable Logic Devices, 
PLD) by comparing two seemingly identical circuits. Typi 
cally, the result of this comparison is generated by determin 
ing which (of the two identical circuits or paths) is faster. FIG. 
2 shows a simplified version of the “Arbiter” PUF. In the 
arbiter PUF, each set of multiplexers creates a cell. The mul 
tiplexers are assumed to be identical and each cell is assumed 
to be identical to all other cells. A number of cells (typically 
64 or 128) are combined to create a PUF Structure (the entire 
system illustrated in FIG. 2 represents a PUF Structure. In a 
typical PUF implementation, a number of supposedly identi 
cal PUF structures are implemented. 
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4 
The PUF element shown in FIG. 2 measures the delay 

between the two paths specified by the challenge. The result 
only indicates that one path is longer than the other. This type 
of output is typical of many PUF designs and presents a 
number of challenges. 

Identical Circuits 
In the classic electronic PUFs, the first challenge is to make 

all test circuits as identical as possible so the test results are a 
function of the challenge and the manufacturing tolerance. As 
shown in FIG. 2, the arbiter PUF relies on differences in the 
routing paths through the multiplexers to determine the result. 
In order to create circuits that are as closely identical as 
possible a great deal of manual processes are required 
because the automated design tools are intended to optimize 
the circuits for speed and resource utilization, not for accu 
racy in producing identical cells or identical routing paths. 

Additionally, modern PLDs are designed for optimized 
synchronous operation. That is, processes that utilize flip 
flops and registers clocked (or latched) by a common clock 
signal. PUFs are typically asynchronous circuits and the PLD 
structure is not designed to implement accurately identical 
asynchronous circuits. In fact, because of the layout of the 
PLD, routing resources in some areas of the chip are different 
from routing resources in other areas. These differences make 
it impossible to use these resources to implement structures 
identical to those implemented in other parts of the chip. 
(Reference: A. Maiti and P. Schaumont, “Improved RO PUF: 
An FPGA Friendly Secure Primitive'. Journal of Cryptogra 
phy, 14 Oct. 2010). 
A number of examples exist in previous art for using ring 

oscillators to detect Trojans, for authentication, and to pro 
duce unique integrated circuit fingerprints including: Deva 
das (U.S. Pat. No. 7,757,083), Trimberger (U.S. Pat. No. 
7,941,673), and Jyothi (U.S. Patent Application Publication 
No. 2012/0278893). All of these are limited in areas that 
provide for effective correction of environmental effects. 
Ring oscillators are affected by the temperature of the silicon, 
the power Supply Voltage (Vcc), and the relative aging of the 
silicon. Systems that use a single bit result have no math 
ematical basis or tool for correcting the operation of the ring 
oscillator based on these environmental effects. Other patents 
completely ignore the fact that the ring oscillator frequency is 
affected by temperature, Voltage, silicon age, and possibly 
other influences. 
The Asymmetric Unclonable Function (AUF) of the 

present invention described herein addresses all of these 
problems. 

SUMMARY OF THE INVENTION 

It is, therefore, an object of the present invention to provide 
an electronic asymmetric unclonable function applied to an 
electronic system being evaluated including an electronic 
system and an AUF array electronically associated with the 
electronic system. The AUF array includes a plurality of 
non-identical cells. Each of the non-identical cells includes a 
test element representing a characteristic of the electronic 
system being evaluated and a measurement device evaluating 
the test element. A comparison unit processes an output of the 
measurement device to provide a multi-bit output value rep 
resenting a magnitude of differences. 

It is also an object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the measurement 
device is a binary counter. 

It is another object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
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tronic system being evaluated wherein the test elements of the 
non-identical cells are oscillators. 

It is a further object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein each of the non-iden 
tical cells includes a measurement device including a binary 
counter, and the binary counters of the non-identical cells 
share an enable signal allowing the binary counters to evalu 
ate the operation of the respective oscillators over a specific 
period of time. 

It is also an object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the oscillators are ring 
oscillators. 

It is another object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein a time interval over 
which the measurement device evaluates operation of the test 
element is adjusted based on temperature, Voltage, age or 
other influences. 

It is a further object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the time interval over 
which the measurement device evaluates operation of the test 
element is adjusted based on environmental compensation. 

It is also an object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the non-identical cells 
include at least one reference cell and a plurality of evaluation 
cells. 

It is another object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the at least one refer 
ence cell determines the time interval. 

It is a further object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the reference cell 
includes a comparator and a signal generating device. 

It is also an object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the time interval over 
which the measurement device evaluates operation of the test 
element is adjusted based on Scaling Such that one evaluation 
output values is Subtracted from another evaluation output 
value to scale data. 

It is another object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the test element of the 
non-identical cells includes an arithmetic function. 

It is a further object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the test element of the 
non-identical cells includes a memory device. 

It is also an object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the test element of the 
non-identical cells includes a diode. 

It is another object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the test element of the 
non-identical cells includes a separate integrated circuit. 

It is a further object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the test element of the 
non-identical cells includes an amplifier. 

It is also an object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
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6 
tronic system being evaluated wherein the test element of the 
non-identical cells includes optical or physical devices. 

It is another object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the measurement 
device includes a volt meter or Voltage measuring device. 

It is a further object of the present invention to provide an 
electronic asymmetric unclonable function applied to an elec 
tronic system being evaluated wherein the measurement 
device includes a current measuring meter or device. 

Other objects and advantages of the present invention will 
become apparent from the following detailed description 
when viewed in conjunction with the accompanying draw 
ings, which set forth certain embodiments of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic showing the PUF challenge/response 
concept. 

FIG. 2 is a circuit diagram of conventional PUF elements or 
cells, specifically, an arbiter PUF. 

FIG. 3 is a comparison of arbitrary rectangles. 
FIG. 4 illustrates a general case AUF composed of similar 

cells each containing arbitrary characteristic elements (such 
as the rectangles from FIG. 3) and measurement devices. 

FIG. 5 shows a basic oscillator. 
FIG. 6 illustrates an array composed of basic oscillators as 

the characteristic element and binary counters as the mea 
Surement devices. 

FIG. 7 is a circuit diagram of an asymmetric array that 
employs non-identical ring oscillators as the characteristic 
elements and binary counters as the measurement device in 
accordance with the present invention. 

FIG. 8 illustrates an asymmetric array composed of similar 
cells in which one cell is designated as a Reference cell and 
other cells are designated for evaluation purposes. 

FIG. 9 illustrates the functionality of an AUF Reference 
Cell 

FIG. 10 is a circuit diagram of asymmetric ring oscillators 
with multiplexed rout lengths in accordance with the present 
invention. 

FIG. 11 is a circuit diagram of an AUF in accordance with 
the present invention. 

FIG. 12 provides a comparison of symmetric ring oscillator 
PUF elements and ring oscillator AUF elements in accor 
dance with the present invention. 

FIG. 13 discloses an AUF element incorporating printed 
circuit board traces and multiple integrated circuits. 

FIG. 14 discloses an AUF composed of AUF cells incor 
porating diodes. 

FIG. 15 discloses an AUF cell based on a binary multiplier. 
FIG. 16 discloses an AUF composed of multiplier based 

AUF cells. 
FIG. 17 discloses an AUF cell based on a memory array. 
FIG. 18 discloses an AUF composed of memory based 

AUF cells. 
FIG. 19 shows the compensated result of an identical AUF 

implementation and identical challenge performed on 2 dif 
ferent integrated circuits. 

FIG. 20 shows the scaled results from FIG. 19. 
FIG. 21 shows a comparison of family characteristics. 
FIG.22 shows cryptographic keys derived from the scaled 

data from FIG. 20. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The detailed embodiments of the present invention are 
disclosed herein. It should be understood, however, that the 
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disclosed embodiments are merely exemplary of the inven 
tion, which may be embodied in various forms. Therefore, the 
details disclosed herein are not to be interpreted as limiting, 
but merely as a basis for teaching one skilled in the art how to 
make and/or use the invention. 
The present invention relates to technologies for authenti 

cation of electronic devices and systems. More particularly, 
the invention relates to an electronic asymmetric unclonable 
function (AUF) applied to an electronic system, for example, 
an integrated circuit, being evaluated. It includes a program 
mable logic device having a plurality of non-identical cells. 
Each of the non-identical cells includes a test element repre 
senting a characteristic of the electronic system being evalu 
ated and a measurement device evaluating the test element. A 
comparison unit processes an output of the measurement 
device to provide a multi-bit output value representing a 
magnitude of differences. 
As will be appreciated based upon the following disclo 

Sure, all measurements, whether Voltage, current, mass, fre 
quency, and/or delay, are produced by multi-bit devices Such 
as 12-bit or 16-bit Analog to Digital converters or the binary 
counters described in this application. The binary counters 
described herein are typically 12-bit to 16 bit counters (al 
though the use of other bit widths is appreciated). The primary 
point is that a measurement is made with multi-bit accuracy 
and the measurements are compared with some mathematical 
function (typically subtraction, but other functions may be 
employed) that produces a multi-bit result. The multi-bit 
result is important for determining the magnitude of differ 
ences between devices employing the electronic systems and 
for determining similarities between devices employing the 
electronic systems. The power of the present invention lies in 
the ability to demonstrate similarities between devices as well 
as differences between the devices. 

Specifically, the present invention deals with electronic 
Physical Unclonable Function (PUF) technology. Consider 
ing the shortcomings associated with prior attempts to apply 
PUF technology, the present invention applies the inventive 
PUFs, for which we have coined the term Asymmetric 
Unclonable Function (AUF), to provide a multi-bit vector (or 
Scalar value) for every comparison (wherein each comparison 
results in a multi-bit result); that is, detailed information on 
how much difference exists between the compared structures 
(or elements) of the AUF is achieved. As such, the coined term 
AUF is used to reference the inventive PUF throughout the 
body of the present application. (In contrast to the provisional 
application upon which this application claims priority, the 
word “Physical” has been dropped because devices employ 
ing the present AUF in firmware and are not a physical entity 
but a result of a specific configuration of the PLD.) As will be 
described later, this detailed information is useful for elimi 
nation of noise, temperature and environmental correction, 
and perfection of the entropy characteristics of the test. 
The two key components of an AUF in accordance with the 

present invention are (1) the element and (2) the measurement 
technique. The test element is defined as the component, that 
through some process of design, represents a specific charac 
teristic or phenomenon of physics and can be measured to 
provide a scalar or vector reference value related to the spe 
cific phenomenon. The phenomenon may be color, size (di 
mension), mass, dynamic delay, Voltage, current, chemical 
composition, or any other phenomenon or characteristic that 
can be effectively measured. The measurement technique 
should be accurate and consistent enough to reliably detect 
the differences between implementations of the AUF array. 

For example, FIG. 3 shows two sample rectangles. You 
may say that “A is longer than B” or that “B is wider than A.” 
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8 
You could similarly document that one of the rectangles is 
oriented further in one direction than the other, or has a 
specific color or hue or any number of characteristic differ 
ences. But if you really desired to present some accuracy in 
your comparison, you could measure, to Some level of accu 
racy, how much longer one item is than the other (either as an 
absolute length oras fraction of the length of the other shape). 
This measurement provides a multi-bit scalar value having a 
relative digital accuracy, such as 8-bit or 16-bit accuracy, 
depending upon the specifics of the measurement circuitry 
employed. 

If the two rectangles were actual physical entities that had 
been designed to be identical, the difference between the 
measurements of the two items would be based on the manu 
facturing tolerances used to produce these devices. Based on 
the accuracy of the measuring equipment used, and employ 
ing techniques as discussed below in accordance with the 
present invention, one could even correct the measurement 
differences for environmental effects such as temperature, 
barometric pressure, even gravitational differences. 

FIG. 4 shows an AUF array 50 composed of similar AUF 
cells 52. The term “similar as used herein is intended to mean 
that the same type of test element 54 representing the same 
physical phenomenon or characteristic is used in each AUF 
cell 52 with the same measurement technique 56. The test 
elements 54 in each AUF cell 52 may vary by some value of 
the characteristic (such as by size, shape, color delay, Voltage, 
current). 
The resulting measurements are compared to each other (as 

described further later in this document) to determine the 
identity or pedigree of the electronic system containing the 
AUF array 50; that is, the electronic system into which the 
AUF array 50 is integrated. 

In actual usage PUFs are not designed for accuracy of 
measurement but to provide unique verification codes. The 
present invention provides a mechanism whereby the mea 
surement of arbitrary structures provides better identification 
and quantifies the difference (between two structures). 

In accordance with the present invention, AUFs are used to 
identify subtle differences between seemingly identical inte 
grated circuits. AUFs in accordance with the present inven 
tion are designed so that the unique operation of each particu 
lar implementation is a result of the manufacturing tolerances 
built into the integrated circuit. AUF technology as disclosed 
herein may be used in a variety of electronic devices, for 
example, for security systems and to authenticate hardware in 
military and commercial systems. 
As discussed above in the Background of the Invention, 

Physical Unclonable Functions provide a secure method of 
deriving a unique code from electronic devices without 
embedding any memory cells or registers that can be coun 
terfeited. However, each test associated with a conventional 
symmetric PUF produces only one bit. In the AUF in accor 
dance with the present invention, each test produces a multi 
bit vector response (based on the challenge) that is processed 
to produce the result. 
The AUF of the present invention does not share the prob 

lems associated with symmetric PUFs as discussed above in 
the Background section because all of the circuits (that is, 
AUF cells) are designed to be intentionally different so that 
the differences can be measured. An AUF utilizes structures 
that may be specifically designed to be different or structures 
that are known to be different due to design constraints such 
as the use of pre-existing routing resources that are unequal or 
uneven. The AUF process measures the difference between 
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the various structures and produces a multi-bit vector value 
that represents the magnitude of the difference between the 
Structures. 

As shown in FIG.4, and as briefly discussed above, an AUF 
array 50 is composed of numerous AUF cells 52. Within each 
AUF cell 52 are test elements 54 (that represent some char 
acteristic or phenomenon of physics) and measurement 
devices 56. It is appreciated, this basic structure may be 
employed for a variety of test element forms and a variety of 
Suitable measurement techniques. It is further appreciated, 
every implementation of the AUF structures will be different 
due the limitations of manufacturing tolerances. Such an AUF 
array 50 would ultimately be associated with a system 51 
which is desired for evaluation in accordance with the present 
invention. For example, the system 51 might take the form of 
an integrated circuit (as discussed below) employed in an 
electronic device. It is also appreciated, the system might take 
the form of a mechanical or physical system. 

In order to understand the method of measuring and com 
paring AUF element outputs in accordance with a preferred 
embodiment of the present invention, a review of simple 
oscillator dynamics is useful. As shown in FIG. 5, an oscilla 
tor 10 may be constructed of an ideal inverter 12 and some 
time delay 14. An ideal inverter 12 is a virtual device that 
produces a logical inversion with no related timing delay. A 
functional (real world) inverter includes both the inversion 
function and some time delay. In understanding the method of 
constructing and analyzing existing binary AUF implemen 
tations it is helpful to understand the combination of all delay 
effects separate from the inversion function. 

In ring oscillators, the time delay is composed of a number 
of functional inverters (an odd number of typically 3 or more 
inverters). The inversion function of one of the inverts can be 
modeled as the ideal inverter and the total delay of all of the 
inverters and routing between inverters may be combined into 
the delay element. By modeling the oscillator in this manner 
it becomes obvious that any Suitable delay element (physical, 
electrical, chemical) may be used to create an oscillator (as is 
shown in U.S. Pat. No. 8,384,415, entitled “METHOD AND 
SYSTEM FOR IDENTIFYING COUNTERFEIT PRO 
GRAMMABLE LOGIC DEVICE.” which is incorporated 
herein by reference, as well as other applications). 
As shown in FIG. 6, an AUF may be composed of numer 

ous oscillators 90 as a ring oscillator array. In accordance with 
the various embodiments disclosed herein where the AUF is 
electronically based and intended for use in conjunction with 
an electronic system, the AUF is constructed from a program 
mable logic device. It is appreciated that programmable logic 
device is used throughout the present application to broadly 
reference programmable electronic systems as understood by 
those skilled in the art. It is, however, also appreciated AUFs 
in accordance with the present invention may be constructed 
in “hard' (that is, non-programmable) devices as well. For 
example, it is appreciated, AUFs in accordance with the 
present invention may be implemented, by way of example, in 
an ASIC (Application-Specific Integrated Circuit), HDMI 
(High Definition Multimedia Interface) video processors, and 
NAND Flash controllers, just pick just a few random 
examples. 

Each oscillator 90 (functioning as a test element) has a 
related binary counter 91 (for use as the measurement device) 
such that all of the binary counters 91 share an enable signal 
92. The output 93 of the binary counters 91 is used to create 
the AUF response and employed in the evaluation and analy 
sis of the integrated circuit, or other electronic systems, with 
which the AUF 89 is associated. As discussed with reference 
to FIG. 5, each oscillator 90 employs an inverter function and 
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10 
a delay element. The various oscillators in the AUF may be 
designed identically but will have variations based on manu 
facturing variation and will perform slightly differently due to 
those manufacturing variations. The oscillator 90 may also be 
different by design by having different delays. An array made 
up of non-identical oscillators 90 may be referred to as asym 
metric because the construction of the array is not uniform. 
The asymmetric array may be constructed of any combina 
tion of inversion and delay functions as will be described 
herein below. 
As such, a simple AUF is constructed of numerous ring 

oscillators 105, 106, 107, 108, each with a different routing 
structure 122 and a different number of delay elements 110 as 
shown in FIG. 7. In FIG. 7 the ring oscillators 105,106, 107, 
108 constitute the test element and the binary counters 130, 
132, 134, 136 serve as the measurement devices. The differ 
ence between these ring oscillators 105,106, 10, 108 is mea 
sured by allowing operation thereof over a specific period of 
time. It is appreciated, additional challenge variables can be 
developed by adding multiplexers and delay variations as 
well as by altering the time increment that the ring oscillators 
105, 106, 107, 108 are tested. The binary counters 130, 132, 
134, 136 in FIG. 7 share an enable signal 124 that allows the 
binary counters 130, 132, 134, 136 to evaluate the operation 
of the respective oscillators 105,106, 107,108 over a specific 
period of time. 

Since an oscillator 10 (as illustrated in FIG. 5) converts a 
time delay to a frequency measurable by a binary counter, any 
phenomenon that creates a delay can be employed to create an 
oscillator and the oscillator may be constructed in an elec 
tronic, electromechanical, mechanical, or physical system. 
Therefore, it is appreciated constructing an AUF in accor 
dance with the present invention from oscillators is not lim 
ited to an oscillator composed of a ring of inverters as is the 
case with a ring oscillator. The arbitration paths that make up 
the arbiter PUF illustrated in FIG.2 may be connected to an 
inverter and allowed to oscillate and then employed in an 
AUF. A mechanical delay may be employed or an optical 
delay. The oscillator based AUF is not limited to ring oscil 
lators and is not limited to identical oscillators. 

In accordance with the present disclosure, the process of 
correcting the variation in the operation of the ring oscillator 
is referred to as “compensation'. The AUF is constructed of a 
plurality of oscillators (typically much more than 3 oscilla 
tors) and the oscillators are allowed to operate for some 
predetermined period of time while the oscillations are 
counted. The count of oscillations is not converted to a fre 
quency value, although it is appreciated to represent a fre 
quency. The count value is maintained as an unprocessed 
measurement value based on the time interval of the test. The 
goal of compensation is to ensure that whenever a specific 
time interval is chosen, the result is the same regardless of the 
temperature, the operating Voltage, or the transistor aging 
effects. This is achieved in accordance with the present inven 
tion by actually adjusting the time interval based on tempera 
ture, Voltage, and other influences as is discussed below. 

It can be shown that the difference in frequency can be 
much greater due to temperature than due to Subtle changes 
between each integrated circuit. Because of this fact (that 
changes due to temperature are greater than changes due to 
differences between integrated circuits), temperature com 
pensation must be applied in order to produce a reliable 
discrimination between integrated circuits or between an 
integrated circuit without malicious content and one with 
malicious content. Similarly, the frequency difference due to 
operating Voltage can be greater than the frequency difference 
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due to manufacturing tolerances. The frequency difference 
due to transistoraging is more Subtle, but still adds error to the 
system result. 

Jyothi (U.S. Patent Application Publication No. 2012/ 
0278893) discusses establishing a goldenfrequency for a ring 
oscillator implemented in each integrated circuit. In order to 
utilize this golden frequency, the effects oftemperature, volt 
age, and aging must be corrected or compensated. Trimberger 
(U.S. Pat. No. 7,941,673) discusses using a ratio of the fre 
quencies of two ring oscillators. While this technique may be 
useful, the present invention provides a greatly improved 
method for establishing the identity of, and trust in, the inte 
grated circuit. 

Devadas (U.S. Pat. No. 7,757,083) uses a single bit output. 
As discussed later in more detail, the single bit result does not 
provide the same opportunity for compensation as the multi 
bit result. 

In order to produce a consistent result, the output values 
produced by the AUF cells in accordance with the present 
invention are modified by two processes: environmental com 
pensation and Scaling. 
Environmental Compensation 
The Asymmetric Unclonable Function in accordance with 

the present invention provides compensation for environmen 
tal effects by use of reference cells similar to the evaluation 
cells. The reference cells determine the time interval (test 
period) used to evaluate the evaluation cells. Environmental 
changes affect the reference cell in the same manner that they 
affect the evaluation cells. By way of example, and as shown 
in FIG. 8, an integrated circuit 154 (that is, the electronic 
system under evaluation) contains an AUF 152 composed of 
an array of AUF cells 150. Each AUF cell 150 is built of the 
same type of structure but the AUF cells 150 do not have to be 
identical. There may be differences in the number of logic 
elements, difference in the routing paths and routing 
resources, or differences in the placement (location) of the 
cells within the integrated circuit. The cells may have differ 
ences (asymmetrical) but must be of the same type of cell (i.e. 
the same type of test element and the same type of measure 
ment device). One of the cells is selected for use as the 
reference cell 156 and the other cells are designated as evalu 
ation cells. 

In the case of a ring oscillator based AUF, one cell is used 
as a reference cell while the other cells are used for evaluation 
(as an example, any of the cells in FIG.8 may be selected as 
the reference cell). The reference cell is used to determine the 
time period over which the evaluation ring oscillator are 
operated (the test period). In the case of a different type of 
measurement device, a different compensation process would 
be employed based on the operation of the reference cell. 

FIG. 9 shows a preferred embodiment of a reference cell 
156 that may be employed in an array of AUF cells 150 as 
discussed above with regard to FIG.8. The reference cell 156 
includes components similar to the standard AUF cells 150 as 
described above (that is, the reference cell 156 contains an 
oscillator 162 for the characteristic element and a binary 
counter 164 as the measurement device). The reference cell 
156 also includes a comparator 166 and a signal generating 
device 168, which are integrated with the AUF cell 150 to 
implement the reference function. The comparator 166 
receives the output value of the oscillator binary counter 164 
and a terminal count value 174. It is appreciated the signal 
generating device 168 may be composed from a flip flop or 
other Suitable circuitry. The purpose of the signal generating 
device 168 is to output an enable signal 170 controlling opera 
tion of the remaining evaluation cells 150. When the appro 
priate start signal 172 is received by the signal generating 
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device 168, the enable signal 170 becomes active. When the 
result 176 of the comparator 166 indicates that the AUF cell 
result 178 matches the Terminal Count value 174, the signal 
generating device 168 deactivates the enable signal 170. The 
enable signal 170 controls an enable element 172 in the oscil 
lator 162 of the AUF cells 150 within the AUF 152 Such that 
the oscillator 162 only operates when the enable signal 170 is 
active. The time during which the enable signal 170 is active 
is referred to as the test period or test interval. The enable 
signal 170 is used to enable all of the AUF cells 150 (see FIG. 
8) of the AUF152 so that all of the cells operate over the same 
time period. The enable signal 170 may also be used to control 
the binary counters 164 in all of the AUF cells 150. Not shown 
in this example are the methods for accessing the result data 
178 and clearing the binary counters 164 before the next AUF 
operation. Such methods are well known to those skilled in 
the art and are not the subject of the present disclosure. 
By using one AUF cell as the timing reference cell, the 

environmental effects on all the AUF cells are greatly 
reduced, if not entirely eliminated. The AUF cell selected as 
the reference cell will operate at the same silicontemperature, 
use the same input Voltage, and experience the same transistor 
aging effects as the evaluation cells. The reference cell serves 
as the primary compensation device by determining the time 
interval (test period) over which to operate the evaluation 
cells. If variation in temperature causes the evaluation cell to 
operate at higher or lower frequencies, the reference cell 
similarly operates at a higher or lower frequency producing a 
similarly lengthened or shortened test period and thereby 
eliminating the temperature effect. If variation in Voltage 
causes the evaluation cells to operate at a higher or lower 
frequency, the reference ring also operates based on the 
changes to the power Voltage and eliminates the Voltage 
effect. The AUF cells are all operated identically (i.e. all 
enabled at the same time and all disabled, or turned off, at the 
same time) in order to ensure that all the transistors age as 
identically as possible. Operating the cells identically does 
not eliminate the effects of silicon aging. This technique only 
ensures that all of the transistors and, by extension, all of the 
cells age at the same rate so that effect of aging is compen 
sated by the reference cell in the same manner as the other 
environmental effects. 
The division process referenced in other patents serves to 

perform some compensation function but it can be shown that 
this process is not as accurate as the reference cell based 
compensation process described here. 

In AUF arrays based on different characteristic elements 
and different measurement techniques, it is appreciated the 
compensation may be employed differently such as using the 
reference value to electronically compensate an amplifier, a 
Voltage meter, or other measurement device. 
Scaling 

Second, Scaling is applied to the evaluation outputs values 
of the measurement devices (for example, see binary counters 
130, 132, 134, 136 of FIG. 7) by subtraction. After the AUF 
cells 150 have been operated over a specified time interval 
(and that time interval has been adjusted for compensation to 
environmental effects based on the operation of the reference 
cell 156), one of the evaluation output values is subtracted 
from another evaluation output value to Scale the data. 

For the purposes of this application, Subtraction is defined 
as the mathematical process where a subtrahend value is 
subtracted from a minuend value to produce a difference 
result (minuend-subtrahend=difference). It should also be 
noted, that in binary systems, addition and Subtraction are 
basically the same operation. With Subtraction, a negative 
form of the subtrahend (typically 2's complement format in 
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binary systems) is added to the minuend. Multiplication and 
division are much more involved and require more resources 
and time to perform. For multiplication, multiple adders are 
required to combine the partial products and for division 
multiple Subtractions are required, one for each digit of the 
operation (or for each digit of result). In the case of division 
there is also the problem of remainders and repeated decimals 
based on numbers that do not divide evenly (are not products 
of each other). 
A specific AUF cell may be selected as subtrahend, or the 

outputs may be evaluated and the lowest (least) evaluation 
output selected as the subtrahend. After the selection of the 
subtrahend and the subtraction process, N-1 results remain 
from the N number of evaluation cells. These N-1 values 
represent the DIFFERENCE between the structures being 
evaluated and are unique for each silicon implementation. 

Specifically, an AUF may be composed of 130 AUF cells, 
each AUF cell composed of an oscillator as the characteristic 
or test element and a binary counter as the measurement 
technique. One of the AUF cells is designated to be the ref 
erence element and one AUF cell is used as the subtrahend 
element. Each time a test is performed on the array of AUF 
cells, the result is 128 compensated and scaled values that 
may be used to identify the specific integrated circuit, to 
provide information about the integrated circuit family, or to 
produce a cryptographic key. 
Oscillator Based AUF 

FIG. 7 shows oscillators 105,106, 107, 108, for example, 
ring oscillators in accordance with a preferred embodiment, 
that differ in both the number of delay elements 110 (for 
example, various circuit elements causing a time delay 
between an input and an output) and in routing structure. Each 
oscillator 105, 106, 107, 108 includes multiple delay ele 
ments 110, an inverter 120, and routing elements indicated by 
thin black arrows such as item 122. Binary counters 130, 132, 
134,136 are also provided with each oscillator 105,106,107, 
108. The binary counters 130, 132, 134, 136 share an enable 
signal 124 and produce evaluation output values in the form 
of count output values indicated by thick black arrows 140, 
142,144, 146. It should be noted that the count output values 
140, 142, 144, 146 are multi-bit vectors, not single bit out 
puts. Each of these oscillator/counter combinations repre 
sents an AUF cell 100, 101, 102, 103 and will operate at 
different frequencies. The difference in the operating fre 
quency of each oscillator 105,106, 107, 108 is a function of 
(1) its design, which includes the number of delay elements 
110 and the routing paths 122, (2) the temperature of the 
silicon, (3) the Supply Voltage, (4) transistoraging effects, and 
(5) the manufacturing tolerances of the device in which the 
oscillators are implemented. When these four AUF cells 100, 
101, 102, 103 are implemented identically in numerous 
devices, the relative operation of the each oscillator 105,106, 
107, 108 will be slightly different in each device. Addition 
ally, the relative differences between each oscillator 105,106, 
107, 108 will be unique in each device. Using the relative 
differences is important for compensation to cancel variation 
due to temperature, power Supply Voltage, and aging as pre 
viously discussed. 
The count output value 140, 142, 144, 146 of the binary 

counter (count value) 130, 132, 134, 136 of each AUF cell 
100, 101, 102,103 is compared to the count output value 140, 
142,144, 146 of the binary counters 130, 132,134,136 of the 
other AUF cells 100, 101,102, 103. The AUF response is the 
comparison of the count value outputs, not the count values 
themselves. Each time these four ring oscillators 105, 106, 
107.108 are implemented identically (that is, as a ring oscil 
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14 
lator structure) in a different integrated circuit, the difference 
between the count output values (after compensation) will be 
unique. 

FIG. 10 illustrates a method of combining numerous ring 
oscillator options using multiplexers. Two ring oscillator 
structures 200,210 are each constructed of a multiplexer 220, 
222, an inverter 231, 233, delay elements 110, routing 
resources 122, and binary counters 230, 232 with multi-bit 
vector outputs 236,238. Each of the ring oscillator structures 
200, 210 includes sub-rings that are enabled by the selection 
of the multiplexers 220, 222. The left hand ring oscillator 
structure 200 can operate as a ring with 2, 3, 4, or 5 delay 
elements 110 while the right hand ring oscillator structure 
210 can operate as a ring with 5, 6, 7, or 8 delay elements 110. 
It is appreciated that because these delay elements 110 may or 
may not be inverters, an even number of delay elements is 
feasible. As discussed earlier, the ring oscillators are used to 
converta delay to measureable oscillation. The ring oscillator 
structures 200,210 are designed to operate simultaneously so 
that each binary counter 230, 232 will simultaneously pro 
duce an output value based on the multiplexer selection and 
previously mentioned dependencies (ring design, tempera 
ture, Supply Voltage, and manufacturing tolerances). It is 
appreciated, the ring oscillator structures may contain any 
practical number of rings depending on the size of the multi 
plexer and each ring may contain any number of delay ele 
ments. We have implemented rings with minimal delay ele 
ments and rings with hundreds of delay elements. 
As discussed above, the ring oscillator structures 200, 210 

may be used simultaneously to produce count output values 
236, 238 for comparison in accordance with the present 
invention. It is further appreciated, the multiplexer 220, 222 
of one of the ring oscillator structures 200,210 may be cycled 
through the various delay element 110 options to produce 
count output values 236, 238 that may be compared for the 
identification of integrated circuits in accordance with the 
present invention. 
The ring oscillator presents a number of opportunities and 

challenges as an AUF. First, the ring oscillator and all AUFs 
are sensitive to environmental effects such as temperature and 
changes in Supply Voltage. Actually, all semiconductor cir 
cuits and all PUF circuits are sensitive to these same environ 
mental effects. 
The principal difference between the traditional electronic 

PUF circuits and AUF circuits in accordance with the present 
invention is single-bit response (in the traditional PUF sys 
tems) compared to a vector response provided by the AUF of 
the present invention. The basic cells of classic PUF struc 
tures produce single bit responses. As such, in order to pro 
duce a 256-bit response using classic PUF structures, 256 
PUF structures are constructed or multiple measurements are 
made from each PUF structure. The basic structure of an AUF 
in accordance with the present invention produces a multi-bit 
(or vector) result. A 256-bit response may be produced by 
combining 32 AUF structures, each with an 8-bit output. 
Further, because the multi-bit vectors are scalar and linear, the 
results from multiple AUF structures may be combined to 
improve Stability, Entropy, and Variation. For instance, volt 
age and temperature variation may be corrected by comparing 
the results from a number of structures. 

Example System 

Referring to FIG. 11, an example AUF system 400 in 
accordance with the present invention is disclosed. The AUF 
system 400 is constructed of a large number of ring oscillator 
structures 402,404, 406 (as shown in FIG. 11), each structure 
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with a large number of ring options. Each ring oscillator 
structure may have a different number of delay elements, or 
each ring oscillator structure may have different routing 
paths, or a combination of both of these conditions may exist. 
As shown in FIG. 11 an AUF 400 is constructed of a 5 

plurality of AUF cells (or ring oscillator structures) 402,404, 
406. Each ring oscillator structure 402,404, 406 is composed 
of a multiplexer 410, an inverter 421 (which may be incorpo 
rated into the multiplexer), groups of delay elements 420, a 
binary counter 430, and routing resources 440. It is antici- 10 
pated that one of the ring oscillator structures is designated as 
a reference cell for compensation purposes and that one ring 
oscillator structure (either statically or dynamically selected) 
will be used to produce the subtrahend value for scaling and 
to produce the cell differences. 15 
As shown in FIG. 11, the frequency of each ring oscillator 

structure 402,404, 406 is measured by a binary counter 430. 
The output 435 of each binary counter 430 is routed to at least 
two comparison units 450, 452, 454 for the performance of a 
mathematical function as explained below. A number of 20 
important points must be explained about the comparison 
units 450, 452, 454. First, the output 460, 462, 464 of the 
comparison units 450, 452, 454 are also multi-bit vectors or 
multi-bit values that are used to compose the AUF response. 
Unlike traditional PUFs, a single bit value is not produced. 25 
Second, the comparison units 450, 452, 454 may utilize divi 
Sion, Subtraction, integral differentiation, or other mathemati 
cal functions. The comparison units 450, 452, 454 are not 
comparators designed to indicate which value is greatest but 
are mathematical operators designed to indicate the magni- 30 
tude of the difference based on some mathematical operation 
such as subtraction, division, or integration. It is appreciated, 
there may be any number of comparison units. 
A single comparison unit may implement all of the com 

parison functions for a group of structures, however, the num- 35 
ber of result values produced always reduces to the number of 
ring oscillator structures 402,404, 406 minus two (in particu 
lar, the result value reduces by the value being subtracted out 
and the reference value that always will have the same termi 
nal count). That is, as the results of each ring oscillator struc- 40 
ture operation are evaluated, there will be some counter out 
put value that is a common point of the mathematical 
operation that is eliminated by its commonality. For instance, 
if the operation is subtraction, the result of all subtractions 
will eventually be that the least value is subtracted from all 45 
other values. When the least value is subtracted from itself, 
the result is zero and that term is eliminated. Similarly, for 
division or normalization, the least value becomes one and for 
integration or differentiation, the constant value is eliminated. 

It is important to note that the comparison that is made by 50 
comparison units 450, 452, 454, is not a comparator that 
returns a single bit result such as AB. The comparison units 
450, 452, 454 provide a multi-bit result of a subtract, a divi 
Sion, or a differentiation (calculus differentiation being an 
indication of change such as the change in Voltage over time, 55 
dv/dt). As discussed above, all measurements, whether volt 
age, current, mass, frequency, delay, are produced by multi 
bit devices such as 12-bit or 16-bit Analog to Digital converter 
or the counters described in this application which are typi 
cally 12-bit to 16 bit counters (we anticipate the use of other 60 
bit widths). The primary point is that a measurement is made 
with multi-bit accuracy and the measurements are compared 
with Some mathematical function (typically Subtraction, but 
other functions may be employed) that produces a multi-bit 
result. 65 
The multi-bit result is important for determining the mag 

nitude of differences between devices and for determining 
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similarities between devices. The power of the AUF is the 
ability to demonstrate similarities between devices as well as 
differences. 

FIG. 12 shows a comparison of an AUF element 470 com 
posed of ring oscillator structures and a traditional symmetric 
PUF element 480 composed of ring oscillators. The AUF 
element 470 is basically one ring oscillator with optional 
delay paths. The PUF element 480 is composed of multiple 
independent ring oscillators 483 multiplexed together using 
multiplexer 481. The PUFring oscillators are independent of 
each other, each including their own inverters 482 and each 
having independent routing resources 483 that are not shared 
in any manner. The AUF element 470 uses a single inverter 
472 shared by all of the ring options and the multiplexer 471 
is internal to the ring. The multiplexer 471 itself adds asym 
metry to the AUF element 470 and would not be tolerated in 
a traditional PUF design. The AUF element 470 includes 
delay elements 476, 477, 478, 479 that are each of unique 
magnitude (as also illustrated in FIG. 10) and may be com 
posed from any Suitable delay device Such as a non-inverting 
buffer of a mathematical function as will be discussed later. 
Additionally, the delay paths provided by the delay elements 
476, 477, 478,479 share routing resources 474. As will be 
understood by one skilled in the technology of unclonable 
functions, PUFS require careful placement and routing (in 
other words careful selection and utilization of logic and 
routing resources) to insure symmetry; the AUF element 470 
does not require this additional design effort since the AUF 
elements 470 are not intended to be equal. In short, the ring 
oscillator based AUF element 470 and PUF element 480 
differ in at least the following ways: (1) uniformity of number 
and form of delay elements, (2) isolation, selection, and rout 
ing of signal routing resources, (3) sharing of resources, and 
(4) use of the multiplexer internal or external to the oscillating 
ring. In traditional or symmetric PUFs that utilize ring oscil 
lators, the inverter must be intrinsic to each Sub group and the 
ring must not include the multiplexer. This is because the 
multiplexer and its related components (logic cells and rout 
ing resources) may be asymmetrical in and of themselves. 
Since the AUF system of the present invention benefits from 
the asymmetry, each cell of delay elements may be interre 
lated sharing the multiplexer, inverter, feedback path, and 
even delay elements. This technique of sharing elements is 
very different from the ring oscillator PUF developed by 
Devadas, as disclosed in U.S. Pat. No. 7,757,083, and dis 
cussed in other patents and publications. In the symmetric 
ring oscillator PUF each ring must be independent and iden 
tical and do not share delay elements, inverters, routing 
resources, or multiplexer internal to the ring routing. It is 
explicitly anticipated AUF systems will be constructed using 
ring oscillators that each includes their own inverter and 
feedback path. Further, the comparison function may take 
place in a processor or central processing system and need not 
be performed in the logic device (FPGA or ASIC). The 
present AUF system may provide the counter outputs to a 
processor or communication system for processing at Some 
other location. 

Otherforms of AUF are also anticipated wherein a plurality 
of non-identical functions are compared to determine the 
difference in the functions and thereby provide the identity or 
authenticity of the electronic device or electronic system 
tested. 

In the case of AUF constructed of ring oscillators, the 
routing resources may include PCB (printed circuit board) 
traces, cabling components, and even communication inter 
faces Such as optical transmitters, fiber optic transceivers and 
fiber optic cable, RF, and mechanical elements. These possi 
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bilities are quite impossible with traditional electronic PUFs 
because each of these signal routing paths would introduce 
such a large amount or asymmetry that the PUF elements or 
cells could not be considered reasonably identical and the 
traditional PUF structure would always give the same result 
regardless of manufacturing tolerances (some paths would 
always belonger regardless of manufacturing tolerances). In 
AUFs, long routing paths that create elements of greatly 
different size and delay are acceptable. The manufacturing 
tolerances will still be measureable and will still provide a 
unique identity for each unit. 

FIG. 13 illustrates an AUF 500 that includes elements 
external to the integrated circuit that serve as the base for the 
PUF. In FIG. 13, an AUF 500 is composed of an enclosure510 
and a plurality of printed circuit boards 520,522, each printed 
circuit board 520, 522 including a plurality of integrated 
circuits 530, 532, and 534, and other components not shown 
Such as capacitors, inductors, resistors, transistors, diodes, 
and other integrated circuits. The AUF 500 also includes 
signal interconnection devices between the printed circuit 
boards 520, 522 such as cables, connectors, and/or back 
planes and other elements. The enclosure 510 may be a metal 
or non-metal enclosure, box, housing, or chassis. 

In the FIG. 13 example, integrated circuit 530 includes 
inverters 540, 542 and binary counters 544, 546, which are 
necessary to implement an AUF in accordance with the 
present invention. The first AUF element, in the form of a first 
ring oscillator. 521 is implemented by routing the output of 
inverter 542 via signal 560 to delay element 550 which is 
contained in integrated circuit 532 on printed circuit board 
520. Signal 560 may rout through a cable, discrete wire, or 
across a backplane. Signal 562 then routes from delay ele 
ment 550 to delay element 552 in integrated circuit 534. 
Signal 562 is routed completely through printed circuit board 
520. The output of delay element 552 routes (internally to 
integrated circuit 534) to delay element 554. The output of 
delay element 554 routes through printed circuit board 520 to 
transmitter 571 which transmits via media 564 to receiver 
572. The output of receiver 572 then routes through printed 
circuit board 522 to integrated circuit 530 and to inverter 542 
and counter 546. 
A number of points should be emphasized about this first 

ring oscillator 521. First, the routing passes through a number 
of types of media including conductor implemented in the 
silicon, integrated circuit bond wires, printed circuit board 
traces, interconnection media such as cables, backplanes, and 
connectors. Next, the first ring oscillator 521 incorporates 
multiple integrated circuits. These integrated circuits 530, 
532,534 may be digital, analog, power electronics, or optical 
in nature or identified by some other technology. The delay 
elements 550, 552, 55.4 may be digital such as a buffer or 
inverter implemented in a number of ways; analog such as an 
operational amplifier or analog delay line; optical; or some 
other element that represents eitheran active or passive delay. 
The routing paths may include passive components. The 
transmitter 571 and receiver 572 may be electrical (such as 
RS485 or some other electrical format), optical, acoustic, RF, 
or other technology. The resulting ring oscillator frequency is 
a result of all of the elements and incorporates manufacturing 
tolerances of each element into the resulting frequency and 
the AUF result. An ideal AUF in accordance with the present 
invention would compare a number of ring oscillators com 
posed of these same elements. Additionally, comparing the 
results of these ring oscillators that extend external to the 
integrated circuits to the results of asymmetric ring oscillators 
constructed internally to each integrated circuit provides 
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additional authentication strength and helps eliminate varia 
tions due to temperature and power fluctuations. 
The second AUF element, in the form of a ring oscillator, 

523 is much simpler but provides useful capabilities. The 
output of inverter 540 routes to delay system 570. The output 
of delay system 570 routes out of integrated circuit 530, 
through printed circuit board 522 to conductor 543. Conduc 
tor 543 routes around the perimeter of the chassis or packag 
ing and returns to the input of inverter 540 and counter 544. 
Delay system 570 may be a multiplexed system of delay 
elements as illustrated earlier in reference to the basic ring 
oscillators. Some delay element is necessary for reliable 
operation and a variable delay element is useful in character 
izing an enclosure and/or electronic system. The careful rout 
ing of conductor 543 provides the ability to detect changes in 
the chassis/packaging 510 as well as detecting the placement 
of printed circuit boards 520, 522. This ring oscillator 523 
operates partially as a metal detector incorporating the metal 
in the packaging 510 and the printed circuit boards 520, 522 
and other printed circuit board components into the AUF 
analysis. 
As with the previous ring oscillator, this simple packaging 

sensing ring provides the best results when the output of the 
binary counter 544 is compared to the output of binary 
counters connected to similar rings and also compared to the 
results from ring oscillator implemented completely internal 
to the integrated circuit. 

Asymmetric Unclonable Functions may be composed of 
other structures besides ring oscillators. Following are 
examples of using arithmetic functions and memory for AUF 
implementation. 
Diode Incorporating AUF 

FIG. 14 shows an oscillator based AUF 600 which has 
diodes 604, 606, 608 incorporated into the ring oscillators 
605, 607, 609. The diodes 604,606,608 add asymmetry to the 
ring oscillators 605, 607, 609 and allow characterization of 
electrical characteristics of the diodes 604,606, 608. The ring 
oscillators 605, 607, 609 are composed of suitable inverters 
610, 612, 614 and delay elements 620, 622,624. The diodes 
604, 606, 608 are connected to the ring oscillators 605, 607, 
609 and to ground and an appropriate Voltage in a series 
connection as is used for ESD protection. The diodes may be 
external to the integrated circuit in which the AUF ring oscil 
lators and counters are implemented. The impedance of the 
diodes 604, 606, 608 influences the operation of each ring 
oscillator 605, 607, 609 so that differences in the diodes 604, 
606, 608 becomes part of the AUF response measured by 
counters 630, 632, 634. This AUF 600 is useful in detecting 
differences in discrete components and differences in inte 
grated circuits that include ESD diodes at each pin. By mea 
Suring and comparing the response of the AUF based on the 
affects of the diodes determinations can be made concerning 
the quality or identity of the related diodes or the integrated 
circuit containing the diodes. Since many integrated circuits 
include ESD diodes, this is a useful method for identifying 
counterfeit integrated circuits and stressed or damaged inte 
grated circuits. 

Instead of diodes, transistors in various connection con 
figurations may be used and even analog amplifiers may be 
incorporated in the AUF cell. 
Arithmetic Based AUF 
As disclosed in U.S. Pat. No. 8,384,415, an oscillating 

system may be constructed from a binary arithmetic function 
such as a multiplier. FIG. 15 shows an example AUF cell 1000 
constructed using a binary multiplier 1010 with associated 
input registers 1001 and 1002, a feedback multiplexer 1020, 
an output multiplexer 1022, and a binary counter 1030. Initial 
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multiplicands are stored in the input registers 1001 and 1002. 
The select input 1020 to multiplexer 1021 is switched to allow 
feedback of the lesser significant bits of the multiplication 
result back into the multiplier. When this switch of inputs 
occurs, the multiplier 1010 begins a process of oscillating 5 
outputs as described in U.S. Pat. No. 8,384,415. 

In the multiplier based AUF cell 1000 the multiplier 1010 
is the test element and is quite asymmetric. The counter 1030 
serves as the measuring device. Inversion is created by the 
multiplication terms selected or loading into registers 1001 10 
and 1002. 

Since modern FPGAs may contain hundreds and even 
thousands of multipliers, a large AUF array may be con 
structed using these Multiplier cells. FIG. 16 illustrates an 
AUF array 2000 composed of multiplier based AUF cells 15 
2100. An AUF thus constructed would use the same tech 
niques as previously discussed to designate one or more cells 
for compensation 2200 and one or more cells 2300 as minu 
end for result scaling. As described in U.S. Pat. No. 8,384,415 
this technique is also applicable to binary division, addition, 20 
and Subtraction, and to complete Arithmetic Logic Units 
(ALU). 
Memory Based AUF 
As discussed in U.S. Patent Application Publication No. 

2011/0234241, entitled “METHOD AND SYSTEM FOR 25 
PROTECTING PRODUCTS AND TECHNOLOGY FROM 
INTEGRATED CIRCUITS WHICH HAVE BEEN SUB 
JECT TO TAMPERING, STRESSING AND REPLACE 
MENT AS WELL AS DETECTING INTEGRATED CIR 
CUITS THAT HAVE BEEN SUBJECT TO TAMPERING”, 30 
which is incorporated herein, an oscillating system may be 
formed using digital memory devices and in combination 
with logic elements to produce an oscillating system. As 
discussed in that application and shown in FIG. 17, suitable 
data is stored in memory 1102 such that a specific address bit 35 
(Ax) 1104 and a specific data bit (DX) 1106 have are the 
inverse of each other based on some condition of the remain 
ing address bits (Address-Ax) 1108. Basically, a suitable 
AUF cell 1100 is produced based on a memory device. 
Many modern FPGAs contain numerous internal memory 40 

arrays so that an AUF array 3000 could be composed of 
memory based AUF cells 3100, each with its own dedicated 
memory. As shown in FIG. 18, the memory based AUF array 
3000 constructed of numerous memory based AUF cells 3100 
would then be operated as described for the ring oscillator 45 
based and Arithmetic based AUF cells such that one or more 
cell 3200 would be dedicated as a reference cell for compen 
sation purposes and one or more cells 3300 could be selected 
a minuend for result Scaling. 

These examples are not meant to limit the construction of 50 
an Asymmetric Unclonable Function, but to demonstrate that 
an AUF could be constructed from a wide variety of circuits 
including analog and digital circuitry. Any circuit that pro 
duces some type of delay may be used to construct an AUF 
cell. 55 
Other AUF Possibilities 

Intraditional terms an electronic PUF has been constructed 
with multiple elements where the passage of a specific 
amount of time was a critical factor in the operation of the 
PUF. In an Arbiter PUF for example, the amount of time it 60 
takes for an electrical signal to propagate through each 
selected path gives the Arbiter PUF its variability. In an 
Asymmetric Unclonable Function (AUF), the amount of time 
allowed to pass is varied so that a specific element within the 
overall AUF structure reaches a predetermined set-point, such 65 
as a counter reaching a specific count value. In this example, 
time is a controlled variable, and the results of all other similar 
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structures within the AUF are similarly affected by the single 
control variable (time), and their final results become the 
measured data. There are other implementations however 
where the control variable is not time but some other mecha 
nism. Because AUFs are measuring differences in inherently 
similar things (such as counters counting overtime, where the 
time variable is controlled by a reference counter), there are a 
wide variety of ways to implement an AUF. This section 
details just a few different kinds of implementation options to 
show the applicability of AUFs to a wide variety of applica 
tions. 

Current Through a Resistor 
Given an array of resistors and a common electrical current 

being applied to all of them, an AUF could be constructed 
whereby the measured Voltage across one resistor becomes 
the reference Voltage, and the measured Voltage against every 
other resistor becomes the measurement data. In this 
example, the control variable is not time through a counter, 
but current through a resistor. In Such an AUF structure, one 
resistor is chosen to be the reference by which the control 
variable is adjusted. The control variable in this example is the 
current applied to each of the resistors in the array. The 
reference is one of the resistors in the array. Which resistor 
becomes the reference is not important, and in fact which 
resistoris used as a reference can become a part of a challenge 
in a challenge/response style implementation. The natural 
minute manufacturing variances measured in this example 
are the very slight Voltage fluctuations that occur in the trans 
mission of current from the Source to the input of each resis 
tor, as well as the minute variations in the resistors themselves 
that cause a difference in the Voltage generated across the 
resistor when a controlled current is applied to them. In this 
example the intentional similarities between each like struc 
ture is resistance to current. The individual resistors of the 
array may be of the same nominal resistance or may be 
different from one another. 

Voltage Dividers 
The example above may be adjusted slightly to a more 

common Voltage source instead of a current Source. Instead of 
adjusting current through an array of resistors until the Volt 
age across a control, or reference, resistor reaches a set value, 
a common Voltage can be applied to an array of Voltage 
dividers (two resistors in series where the measurement point 
is the Voltage at the connection point between the two resis 
tors). The voltage applied to all voltage dividers can be 
adjusted until the Voltage measured across one Voltage 
divider, selected as the reference structure, reaches a specific 
value. The voltage across all other voltage dividers in the AUF 
is then measured and becomes the collected data. 

Voltage Generated by Applying Light to Photo-Diodes 
In an example of a photo-diode, the controlled variable is 

the amount of light applied to an array of photo-diodes, and 
the elements are photo diodes. The reference is the voltage 
generated by a particular photo-diode. The light is adjusted so 
that the voltage generated by the reference diode reaches a 
specific set-point. The Voltage generated by all other diodes in 
the array becomes the measurement data. 

Heat Transfer Through Metal Plates 
In an example of thermal conductivity through metal 

plates, the elements being tested is heat conductivity through 
metal plates. In Such an example, an array of metal plates may 
be suspended in a single plane perpendicular to a Sufficiently 
large, constant, and uniform heat Source. Any single plate 
may be selected as the reference, and the array of plates may 
be positioned closer to or farther from the heat source until the 
amount of heat conducted through the reference plate reaches 
a specific set-point. The amount of heat conducted through 
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every other plate at that same position becomes the measure 
ment data. This example requires a Sufficiently long passage 
of time so that the thermal transfer measured at each element 
(including the reference) stabilizes. 

Typical AUF Characteristics 
Any system of elements may be used as an AUF imple 

mentation if the following conditions are met: 
The system of elements are all like-kind, in that they 

respond to a stimulus in a known and repeatable fashion; 
Any one element may be selected as a reference element; 
Because the reference element is like-kind to all other 

elements in the array, any other natural and uncontrolled 
secondary stimulus applied to the elements are auto 
matically and naturally compensated out of the measure 
ment data when the controlled Stimulus is adjusted to 
produce the desired set-point in the reference element; 

The stimulus applied to the reference element is likewise 
applied to all other elements: 

The response generated by the reference element can be 
adjusted by varying the stimulus; 

The response generated by each element in the stimulus in 
reaction to the stimulus can be measured reliably and 
repeatedly. In other words, that the measurement tech 
nique does not introduce undesired variance; 

The response of each element can be measured when the 
response by the reference element reaches a predeter 
mined set-point when the applied stimulus is at a specific 
value; 

The values collected from all of the elements in the array 
may then be gathered, compared, etc. 

AUF Result Analysis 
In keeping with the present invention an AUF array is 

implemented in two identical ICs. The compensated results 
are shown in FIG. 19 where the x axis represents the cell 
number and the y axis represents the cell output (the value 
output by the binary counter at the end of the test period). FIG. 
20 shows the results after scaling by subtracting the lowest 
value from all other values. (Normally the minuend is elimi 
nated from the results since its value is always reduced to 
Zero.) In this case, cell 82 had the lowest output value and 
remains in the scaled data for this example. 

It is important that the results of the responses from the two 
ICs are similar. This similarity between the results is known 
as the family characteristic. The family characteristic con 
firms that the two ICs tested are actually of the same design. 
A device that is a clone will have design differences in inter 
nal resources such as multipliers, memory, logic elements, 
and routing resources that are detected by analysis of the 
family characteristics. 

FIG. 21 shows the comparison of AUF results from a 
memory based AUF using memory devices from different 
manufacturers. These family characteristics are the combined 
results of data from numerous devices. Comparing family's 
characteristics provides a powerful tool for differentiating 
ICs whether the families are defined by manufacturer, die 
revision, or some other attribute. Family characteristics iden 
tified by AUF circuits and techniques are useful for identifi 
cation of counterfeit and modified electronics. 
One of the most important advantages of AUF is that simi 

larities between integrated circuit and systems may be iden 
tified. A traditional PUF with single bit outputs per cell can 
show that two integrated circuits are different but it cannot 
show what similarities exist between the devices. These simi 
larity observations are a powerful tool for security and 
authentication purposes. 

There are a number of methods available for deriving a 
unique key from AUF results data. The scaled data is useful 
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for authentication, that is, to determine the unique identity of 
an integrated circuit. The integrated circuit may be tested and 
the scaled data stored in a database with similar values from 
other integrated circuits. When the integrated circuit is tested 
later for authentication purposes a process of comparing the 
scaled output values to those stored in the database yields an 
accurate assessment of the identity of the integrated circuit. 
The scaled output of each AUF cell is compared to the scaled 
output values for each cell in the database and the total error 
summed (the sum of the difference between the test integrated 
circuit cell values and the database cell values). The total error 
for an integrated circuit identity match is typically an order of 
magnitude lower than the error for the closest mismatch. 
A cryptographic key may also be derived from the result 

data. The least significant bits are used to derive a crypto 
graphic key. FIG. 21 shows keys derived from each integrated 
circuit by using only the 3 least significant bits of each scaled 
result value. This reduced result which only utilizes least 
significant bits provides dramatic improvements over tradi 
tional PUFs in Entropy, Variation, and Stability. 

SUMMARY 

In Summary, the present invention provides an electronic 
AUF implemented with non-identical and non-symmetric 
(asymmetric) elements. The electronic AUF is composed of 
numerous non-identical asymmetric elements in order to con 
struct structures that are not identical to each other. The 
present AUF produces compensated outputs of non-identical 
structures (as described above) that correct for the affects of 
temperature, Voltage, and aging that may be are compared by 
subtraction, division, integration, or differentiation. The 
result of each comparison is a multi-bit value, or vector, 
instead of a single bit. 
The AUF embodied by the present invention extend outside 

of (or beyond) the boundaries of the integrated circuit and the 
PUF structures may include analog components such as 
operational amplifiers. The present AUF system may include 
PUF structures composed of PCB traces, cable, and/or back 
planes and/or other electrical interconnection systems; PUF 
structures composed of optical transmitters and receivers; 
PUF structures composed of fiber optic transmitters, receiv 
ers and fiber optic cables; PUF structures composed of acous 
tic transmitters and receivers; and PUF structures composed 
of RF transmitters and Receivers and other RF elements. 

While the preferred embodiments have been shown and 
described, it will be understood that there is no intent to limit 
the invention by such disclosure, but rather, is intended to 
cover all modifications and alternate constructions falling 
within the spirit and scope of the invention. 

The invention claimed is: 
1. An electronic system including an unclonable function 

for authentication of electronic devices and systems, com 
prising: 

the electronic system implemented in integrated circuits; 
a plurality of ring oscillator structures associated with the 

electronic system, each ring oscillator structure includ 
ing a multiplexer, an inverter, groups of delay elements, 
a binary counter, and routing structures, each of the 
plurality of ring oscillator structures is of different con 
struction comprising different delay elements, routing 
structures having different routing paths, or a combina 
tion of the different delay elements and routing struc 
tures, wherein the binary counter evaluates the multi 
plexer, inverter, delays elements and routing structures 
of the plurality of ring oscillator structures to provide an 
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output Such that variations based upon temperature or 
Voltage are canceled and eliminated from the output; and 

a comparison unit to which output of each binary counter of 
the plurality of ring oscillator structures is routed 
wherein output of the comparison unit is a multi-bit 5 
value for each test that represents a magnitude of differ 
ence between the plurality of ring oscillator structures 
Such that the multi-bit output value is applied in com 
paring integrated circuits to identify differences in the 
integrated circuits for authentication of electronics. 10 
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