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[Fag]F 1]

Algorithm 1: Conversion of the Fourier basis polyno-
mial

Input: Fourier basis polynomial FI(X) =Y, F; X' €
{C4(X), $¢(X) ]| € [N]}, QFT scaling
parameter K, Fourier quantization parameter ().

Output: Quantized Fourier basis polynomial

Fr(X) € Zy[X] with (Q + 1) bits of
resolution
1 For each F; € R, set F; as the closest multiple of 2%
to Fz
2 Compute Fyc; = ;- 2K where each Fy; € [—25, 2K]
3 return F(X) = Z; = ' Fr i X

o
N
o
2
=
Ac)
2
rE
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o
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o
[«0
o
s
an)
vl
rr
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Ac)
alx
Do
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[«0
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2
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o
-
o
[«0
o
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Algorithm 2: Quantized Fourier Transform on TLWE
ciphertext
Input: TLWE ciphertext
C = (a,b) € TLWEx(p1(X)), a set of
quantized Fourier basis polynomials
{Cr.s(X), 8 4(X) | f € [N}
Output: 2N LWE ciphertexts (cy; )fe[N 1i€{0,1}
encrypting Xc[f]’s and Xs[f]’s under the
key K
1 for f € [N],ie€ {0,1} do
2 if i = 0 then
3 I_ FK X) CK f( )
4 else
|_ Fr(X) = Sk (X)
6 Ci—( FK(X),b'FK(X))
7 cy,; = SampleExtracty_, (C;)

8 return (Cy.i) rc v ic(o.1}

yige] Hy

53 & (Homomorphic Encryption)& o]&3lo] A4 AAIE HolHE dxslsta, dostd AAL
o]k Fgo] W3l(Discrete Fourier Transform, DFT)S A -83le] 53lw o= A|AE dolg

Z <, Amazon Alexa, Microsoft Cortana, Apple Siri, % Google Assistant®} 7S Ho]A(voice) TEE A4 F
(speech) 7Rk QIE|H o]~ (interface)7} @& 2/lEI AT, o] s 2ux] 7]¥ke] QIEHo|xE AvE &
28] Abgol F7hghel wet ®Buk ZuA &8 a ol FAloltk. Alvkrh, Microsoft Azureo]Ao] 23X AH]
2~ (Speech Service)®} Google cloud Speech API®} Zo], A3 X dHlo|gld &3l 9= 77+ *131)\501
AFEar k. olelgh £23x] 7|gke] MujAa5e AREARS] HolHE A sty $late] AR&Ae] 234 HolH
= AHE dAEstes S 2o 7 3. AE AEE dHoleE 4 212 (speech recognition)¥ ko]
?](natural language processing)E Ysto] Agxa BA~ERZ WHIlHrh "UAE HIS ALl A ATHE
sES AAs] 8 ol&H. ey, 2~3A dojEd g @3 (recordings)y HAERO] w3
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(translations)?] A3 MHUIAE AFsts Ao AZE S F22 4 U,

= Wzet AA dlo]E (sensitive biometric data)e]”] wWjiEol, o] AlZFsk ZzlolwA] A9
g 4~ vk, 234 Hlo|HE A (speaker) 2] A (gender), Wol(age), 77 (emotion)el dist 7
xo] =FH AA o= Holx~ WE (voice commands), WA A (messages), TH3H(conversations)

ettt TAE sEs] 9 W F sty 53 9% (Homomorphic Encryption, HE)ell 71WkeE Htwolt)h, &
PUsE Tl AHE AFEE BE dolde dsskd ¢ vk, 49 (input) x, &<+ (function) f, H ¢33}
8k4=(encryption function) E7} Fol% S uwf, HEE E(X)Oﬂ EH?‘} H353} glo] Ex)EHH E(f(x)E AT +
ATk, AREAS] 7S o83t | HebSs fAAE F da, w8 At
(homomorphic operations)< A{H]7 AEE 3}, ol= A7} AFEA}9
delg (e, £=3x 7|F)7F fFE5X
2 dyoA=, (¢d) 589%E 7I'H((fully) homomorphic encryption scheme)& ©]-83

(end-to-end) 3% A&} oot A|AE dolHel g §&5 Akettt. kg AAE vy AHE 9
&, W2 %3 QFT(fast homomorphic Quantized Fourier Transform)< <3},

HY7] e E

] 5527
(R E38]&4& 0001) Bianchi, T., Piva, A., & Barni, M. (3009). On the implementation of the discrete
Fourier transform in the encrypted domain. IEEE Transactions on Information Forensics and Security,
4(1), 86-97.

(HE& &3 0002) Costache, A., Smart, N. P., & Vivek, S. (2017, April). Faster homomorphic
evaluation of discrete fourier transforms. In International Conference on Financial Cryptography and
Data Security (pp. 517-529). Springer, Cham.

B ool o] Fux s 71449 HAlt BResel A A delee] Es % ot Felo] Wy 4
& e Agas Aol

w oy o AAlde] we, BI3gEel NE AAD dolee] ghmsl L o4k Felo Wa Py wE} A
ME EPshe Asu oA FAEE dEeh L Felol WME wposs, 4] wwe] &4 Hold WE o
SRS AYSE B, ) we] Y] JERS AME $AsE A, 47 Ak 47 dEiel hE ol
A Felo] MBS FAsHE WA, L 37 ARk 3] olak Felol wEtel AsE YY) wuE $AsE W
g gad

gl Aol mE e 7Inke] AAE HolH e ¢hmst Bl oojrt ol wek el o A, 7]
=] =% ¢ A8 Ag-sel vE & dEE dldl vFe HolHE dasigems

ot, A AMNFS 2 stk a1 g, A9l
of AAYE delHE a&¥oz dusste ALEA7L AEstojobdt dlolE &3S Fola, s dlo]Eld o]t
Feo WMES FH2 A Ulof] H58 §lo] Alitste] AREAE] il HlolE ¥ FHE BRI FAlo AAE
dolge] EAS 52T 4 At
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® oA E, A 0.0¢ B ven, A% ma wEe 1 ade A3 389 oY 2o~ (real
Torus) R/Zgz T=m Yepdt (S, T:IR/Z =R (mod 1)) wa w77 (half open interval)
Fral=0slvl=ole g geae nnag. mEe 1 A2 o Tob $2ap] ot o, A
ool e, Wk, ATz, 9 AT B9 Eejast 44 SE Aok,

(VB
W=

RIX]/(XY +1) o) ZN[XI/(XV+D) =2 717 gehyy] 98te], RulXlg ZnlXl o)gsity, ma, TalXle

. Bx(X] .
ZnX]o] gk REY 1 Ao A%E YER AL, o "= olA A4E(binary coefficients)e ZtE Zn[X]
o) e s ehic
[n,m] for n,m € Z .. R A3} {azEZ|n<L<m}o reh) 3z f0r7L€Z+‘_ {:LEZ\D<T<7L—1}E
heple
A% Seol &, =< S= x7b A% S2RE #5 AZYH(uifornly sampled) S oW, fAEAl, BT
(distribution) Dol tia], =« P x7} PR BZYHISS o dc}.

B. TFHE

O

TFHE:= LWE(Learning With Errors)¥ LWES] Ring ®¥e](Ring LWE)2] oj=i%(hardness)ol 7]¥et SAF5I s
71% (fully homomorphic encryption scheme)o]th. oleo] st FAAA W& 1. Chillotti 59 =I(I.
Chillotti, N. Gama, M. Georgieva, and M. Izabachene. Faster fully homomorphic encryption:

Bootstrapping in less than 0.1 seconds. In International Conference on the Theory and Application of
Cryptology and Information Security, pages 3-33. Springer, 2016.), I[. Chillotti %9 +=%(I.
Chillotti, N. Gama, M. Georgieva, and M. Izabachene. Faster packed homomorphic operations and
efficient circuit bootstrapping for TFHE. In International Conference on the Theory and Application of
Cryptology and Information Security, pages 377-408. Springer, 2017.) % 1. Chillotti 59 +=%(I.
Chillotti, N. Gama, M. Georgieva, and M. Izabachene. TFHE: fast fully homomorphic encryption over the
torus. Journal of Cryptology, 33(1):34?791, 2020.) &°] #FxE 4 v}, ojyl, X wbgo] [, Chillotti &
o] Agkk Qtsst 7ot A8d 4 e AL ol (¢h) FIUE 7ol AHEE oE st 7l
AHEE g e A sttt

e 29 Eex T gy aad. Te acingol ofuz dze, T gane Fae goux
. Al T ojete) o) 10efinition])§ w2 zmodne o5, Zep T apole] =2l e (product)

& Aged. og Fgate, T™E] e gaxe ZnvXlmodieon  w wgeye olzd 54

[l e

o
rr

¥

o

R
2

(property)< ©]-8-3}az} o,

Definition 1 : Bt xl= 7}8k3k(commutative ring)o]gf 3FxF. AAF T o gk BiAl ol A (additive

abelian group) A : RxA—>AEx R-module if Vr,s € Rand a,b € A r-(a+b)=r-atr-b

(r+s)-a=r-at+s-a (rxs)-a=r-(s-a) lp-a=a

- . . . . T —] QE L= M
Sub-Gaussian distribution. @Y ¥ (random variable) <X over R = wlglmjg] 0°& 2= sub-Gaussian©|Th
<} EX]=0x= o ZFHRFxHola, o] 9] EHE A4 Sl<=(moment  generating  function):

e

Rz m=gr},

= u pul

E [exp(tX)] < exp(c?t?/2) Vt

14® To] thate], ¥FMA(standard deviation) T Z ZH= Fhoxloh WY W i [FV39.VBolge)a o)
#% A5 W2 (uniform random variable)= W% mepu]E 002 zb= A BH-7o-AQto|th, e, olojo] =3

29l (independent) AHB-7}$AJek die] WMz sebu)g] o o} 3= 20 xo} yeo| thale], aX + by: 919]e]
@b ER o) gato] sapulg (@01 +6°03) 2 gz u-skgAetol Tt
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LWE(Learning with errors). E.¢F A<4=(security parameter) Ao tske], LWES] 249 (dimension) ™ € N} R
oo elle] EE(error distribution) ¥7F AW, LVE W Wzk(secret) K € Bl g 3 (key
distribution) &2 HE AMEZHYHArt, WA|R] £ o]at WAIA] F7H(discrete message space) M C T g

(element )&} 3FA}, ol off 3k LWE ots sl SZ(tuple)

(a,b)eT”xT(af;']I‘"’,andb=a-ﬁ+u+eeT, WitheeX)o]E}. olste M=, €7} 7 (key)

Kol rol tg LIE dsFold, © € WE=(1) 2 grjay.

T" x T g2xg Te] M8 4 (linear function)?l € o] A(phase)e Px(€) = b —R-aoa gojgr
2353512 98, A(phase)> M 71d 717be Y (nearest element)® 2 =¥ H(rounded). ¢3FH €O
g B35kl ARyt vig 52 GEE A He S, 45 © & Ao oid fagh dsFolzta 2% &
ath. A 3 (phase function)®) AEA(linearity)2 Aste], LWE <3 tlAld st T3 (additively
homomorphic)eltt. ol LIE ¢5# © € WWE«(W o] gigt g4 r € Zo) Fa1g olefet 2ol 7Hs7l Ank(r
> 091 H$).

T 2 G = Gl 5= G & 2R 5= IO

r times

A5, WAl (o 8 F vk, de reert e ghs fAgnE, roes ToH g &

rlo

ro] 0 wrh %
o]

TLWE. 7. Brakerski ¢ +=i(Z. Brakerski, C. Gentry, and V. Vaikuntanathan. (leveled) fully
homomorphic encryption without bootstrapping. ACM Transactions on Computation Theory (TOCT), 6(3):1-
36, 2014.)¥} V. Lyubashevsky 59 =% (V. Lyubashevsky, C. Peikert, and 0. Regev. On ideal lattices
and learning with errors over rings. In Annual International Conference on the Theory and Applications
of Cryptographic Techniques, pages 1-23. Springer, 2010.)ol w&}, E&l2 Aol LWES Ring LWES] o3k

r“

o

a3 4w

TLVEZ ] dwsts meahth, Bk A5 A stoA, Hepngs kN € Ng Ty [X] Aol o] ofz] Bx X7}
AAEC}. N& 29 ASAH(power) o2 Melg s oNHA & t}a2 (cyclotomic polynomial) XN"’]’] -
S RAA=

k
gssts 98, T wRatsecret) © € BNIXITo) o) myzneg dewg. 5 K omm tha}a]

e

mX) € TnlXlo) ga e dssis =3 5
B =K-A+uX)+ewith e o ojatoniz, F=1g ageigia, Adshes IWIE dsEe
NIXT g ope) gt ER TR

LVESH 2Fo], TLWE ¢t& Al Bl4lel tidk Fdelar, ol Zo| &3z A5 o 27w we 7 g

ofo
ro

Az, X g Zy[X]-module 4L ol&skd, 5 th@4(integer polynomial) r(z) € ZN[X]%
TLVE Zol w3 + Arh.
r(X)-C=(r(X) A, r(X)-B) mod (X" +1) mod 1

€ Ty[X] x Ty[X].

a2, 7]t gk(expectation) E[r(X)-¢] =0 r(X) - C—E r(X) - U(Xé o} 5 3}3h},

o AE, o= r(X) g o o]FEste] AP o Frstal, wol= ZF7HE LIE 5] M3 I ).

e sz © € TIWEC(H) o) ms5e C. 9x(C) = B — K - Ao sy(phase)ow Ao, 253}
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Aspe e e e «— X2 2= Mo Xz (approximation)o]th. . Chillotti 5 *=¥( I. Chillotti,
N. Gama, M. Georgieva, and M. Izabachene. TFHE: fast fully homomorphic encryption over the torus.
Journal of Cryptology, 33(1):34-91, 2020.)] we}, El¥] = 0= z2te) wal 4 (phase)e] 71tgte
(Plaintext) M7} s, M8(O g ¢x(C) € Tn[X] o) sygroz, Em(Clk ¢x(C)—msg(Clg ga

o
rit

oy, wEd Var(Err(C)) = Err(C) g Al (variance) & | ||Err(C)||oo_§_ Err(Cr] At} =27] (maximum

pud T

amplitude) 2 A3},

BlindRotate. F-E~E | (bootstrapping)< BlindRotate7} HHetE g o] e 53 H3E L33},
n € Ng z= g gsg © = (@n---.anb) €
]

7] (Bootstrapping key)E ©]&3le] € o AvtE F¥ZHoT HAE tha](test

cz A
BlindRotater= H-E=E 3
polynomial) & BAAAT, HaE gy ¥ = Yo X 4t a XV e T[] ggg.
ggaola, HAE gias 3AA7]7] 984 = A (phase) S L[2NZ 5 o] Ak&} (discretization)dtE A o]

278, o)t € 9 RE AFES LI2NLe onsgozy grwn,

= |2N-a;] € Z/2NZ for i€ {1,--- ,n} and
— |[2N-b] € Z/2NZ.

fi=b—>" fia; (mod2N)
oleld TALBIR Qlste] & i=1

=

BlindRotate= TLWE 7] K 3ol X # v o] TLHE 952 Zeat}, Zeo] o= <l oaRyl= 2y
33, 9 A (external product) O ZEE LAsE 1AE EAH(fixed variance)E ZH=th. o]+ SampleExtract
2 =S o] g3lo] A3 (constant term)d] LWE G FS A FE3he A 4“]?‘}3}

_ . N—-1 _
SampleBxtract. 7] K sola] H = Ho + -+ UN1 X770 o g argm © = (AB)z 59314, 7)
b, 5
To) Ly gtzme olefe 7o)

o

K eBnXlz 2ag Nasg A5ES 2= UE 7| K € BV 2 25 gu, 0 9=
1=

A EAM(specific position) P € [N]7P Foz A

o
N-8F7]4 el ~E (N-antiperiodic indices)S ZIEE FE5F 4 AT},
SampleExtract, (C) =
(AvaP—l’ e ’AP—N+17BLD) S LWE]C’(MP)
SampleExtract,= F7F4Ql ol&]E gaitol H71slx 2ar, A gaie Cof FUZ wmo]z H7] T
ware g

KeySwitch. LVE #tg N& zt= C€ LWE’C(“)% AARskAr. e, LVE 7] REBY gig, 712994 7%
(Keyswitch keys)2 olafe} o] A ojwt),

Ki
KSijk & LWEﬁ( : k)
1 B]
KS

o7]x, L <1< N, 1 <j</lks,and 0 <k < Besz nza), T 79 sepuegs DBrsgp lksi=

27y tF¥EAA o] (decomposition base)9t TIFF¥EXA @ X(decomposition length)E Aol3t},
Keyswitching ¢a2]5e LIE ¢t C& 7] & slold 5U3 WAAS 43533 LIE g3z Mesi),
Bootstrapping. TFHE WA AA FEAEgE 4G <y LIE e 3 dEEE dugEs5S A

s e T,



[0052]

[0053]

[0054]

[0055]

[0056]

[0057]

[0058]

[0059]

[0060]

[0061]

[0062]

[0063]

[0064]

SIME3 10-2022-0169930
Bootstrap = Keyswitch o SampleExtract o BlindRotate

FEX~EYE 7] (Bootstrapping key)9t 7129 7](Keyswitch key)e EF %
BlindRotate &i18]=3} Keyswitch &)< oA 2z AFgHTt. &8 LIE 43589 xo]=
gt E S 9 AFL folshA =AHE 5 ).

C. Quantized Fourier Transform

Zol7} Nl 1¢]9o] o]xk A7t Al& (discrete time signal) x[nl]oll ™3}led, DFT(Discrete Fourier Transform)-<
f= 0, -, N-1° tjste] tha-3 Zo] Hojd,

-2 n

i 2
x[n] - cos ( fn) — Z - sin (Fﬂfn)

g, xie 2l | € BN Ay gae fs SN (fse gme Zs4(sapling
frequency)) HzolA ~FEZ YW (spectral density)ES LeITE.

X[fl1=

QFT(Quantized Fourier Transform)< DFTe] wWo|a|(variant)o|t}. J. Mason 59 =%¥(J. Mason. Power
spectra from approximate transforms. IEE Proceedings A-Physical Science, Measurement and
Instrumentation, Management and Education-Reviews, 127(4):250-251, 1980.)c] wt=ZW , QFTolA RE E A

A4 A4E (complex exponential coefficients) © (Qﬁﬂf")gr e (%fn)—‘:— =4 ga(aay, F1.05z
dApslEITh, AlE Ay HofoA, o]y HEHS <AL A% A& (approximate signal processing) & LA
9lar, Nawab ol 93] A70=ATH(S. H. Nawab, A. V. Oppenheim, A. P. Chandrakasan, J. M. Winograd, and
J. T. Ludwig. Approximate signal processing. Journal of VLSI signal processing systems for signal,
image and video technology, 15(1-2):177-300, 1997.). TA}3}+= A& (precision)d @A (resources) I+
o] EYlo]=Q X (tradeoff)E X3},

“33011*1“ s dopb] el TnlX] Ge. Zy[X]-module) o yrnel 222 olgaid gzl

#sstEl dHolHAAE HelHE e ¢ i, drHeR ~29% HeolHd
QFT(homomorphic QFT) ¢ird]5g A7Ngt). TFHES] 7]x3te], 23]x] dlo]ge] o
o2l FAl(polynomial multiplications)S ©]83% &8 QFTE A}, S, QFT94 &9 io]-z— output
noise) S A Eldtal QFT Al¢E Eds U2 2438 Al7)= 2

olE]9] 84t Roj &a) gl&S 7Hg3e. Akl 7yl tig Akl F—EIET_T T 1o ZA]E] QY.

A. 4353 (Encryption)

ARSAF(AFERFe] @R olsld 4 AF)v AFEAFY] HE 7] (secret key)E o]&3ste] = 7] (cloud
key)S AAsch. o|w], A}8A+= TFHE(TFHE: LWE, TLWE, 2 TGSW(TLWES} TGSW+=

T4 71E ) 7S
ol g3yl A% F Ao AR, K)Z AT 5 vk, A" F N9 A1E olgsled, AHEAE REAET

7] (Bootstrapping key) <t 712914 7] (Keyswitch key) & A3ttt FEXEZY 7]9F 71294 7]& o]% 49
o Al FoA AWE FA1E 4 Q).

e o g AMEAE dHolH (A AW, 293 HolH)E o5 3tste] TLWE 3 (ciphertext)S AAgch. LWE <
& Al TLVE & AFSSE 9 olf+, N HlolHE ddo] TLIE d&wol 317 (packing)gro 2 g4
(resources)E& Ak 4= Q7] witoltt. A == dolg e A4 NS DFTE 918 9%=% Ale]=(window size)

P
2 A" 4 93, 9% I (window functions)e E st AN A" & 9ok, TLIE 7we TwIX]
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[0065]

[0066]

[0067]
[0068]

[0069]

[0070]

[0071]

[0072]

[0073]

[0074]
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o] thaA (polynomial) S 3.3ket7] wiol, ~m% dolg: v ~A A sy LEZ'S gt 71
. 25,277 o g -

(interval) W=z Aqt3slE]ojoF dth(normalized).

ol DA - ]ET:“ Zo](length)7F No1 Al ZHEE (segments)® £ (ET, == Bd)Ha 7z AZHEEY Hof
(mean)©o] F=3dle] Z+ A|ZHEEZHE DC HFo]o] 2 (DC bias)7} AAE 4 Uk, =, ZF AIHEY gholA] &
< 2} 3sh= AnoR DC Hfojoj ~ &= AAE = ATH. g MIHE= o}k

wX) = 5 Xt € TNIXD o gam 4 g co14, dole) A-mES] 7 A2 (elenents) s o1
t}3}2] (torus polynomial)e] A5 (coefficients)o|th. &4 o]|Zo ZF Eg|x )32 (X = o] TLWE <
ZHo= oz3Ect. N B} Ze Zolo HolEd did 953 AR WY (zero padding)S =3 7Fssit).
=, NEt 22 Zole] Hlolglo = A 05 F71go =24 Zol7t Nel doJe|2 Wdkd 4= v,

AR A= TLWE 385 F07] (public key) St 4 AW = $A418 4= 9t 23532 Fags=
o] Z(Gaussian noise)7} H-7FE 7] wiiEel], 45 3E A5 SNR(signal-to-noise ratio)
o] BAka} Lo ¢Este] 74T F 9l

B. %A}3k(Fourier Basis Quantization)

Zlo]7} Nel o]l A7t A& (discrete time signal) x[nlol thdk DFTE th& £3H2] 13 o] A=},

Py 2 .~ 2t
X[f]l= z[n] - cos (—fn) — ¢ x[n] - sin (—fn)
v N
B FHANA, 1 0, -, V19 ke e ojgeld, ONUmg SN(fink gy cos (5/my
sin (/1) 0 2 epan
A, FEA 19 2+ "HE(terms)S T e TEbde FEowr AxE &£ Ut
N-—1 ] N-1 N-1 N-1
( x[ﬂXJ) Y Gl )5 f) i(Z 21X ) (Z Sn(f, HXN1- f)
H T o VT ’ o XNl gk st 19

AL R A2 BAL FoldA FHE 4 v, ggag o OVEDXT T SN DX o g

z} (X)J,]_ Sf(X)OE_ _LA]t;]_Tjr

4

aree e asn C= (A B) € TWWEC(u(X) g5 aue Cr(X)y 1 (Xl ga =

ERIE

e 8 5 oglg oje Tl Ry[X]-modules) oy Zy[X]-modules)y) ggojt, e,

Cr(X) g SiX) 2 RyIX] yo gagqgolt. mepd, A%5e 2ALL8 F Fx4skquantization) 0

24 of g sg BvXay ZviXle maga & gu.

upepA], FElel 7|uk vhEkAe digk WEs 98, 7 ole IEvEHER R Q, K& QE BT %o] old HAF)<

=98}, QFTe] ~A19% FebulE (scaling parameter) K= W3 5 Falo] A5Se] W [-2 212 A4

o}, vkl FEglo] A8} 2l E (Fourier quantization parameter) Q& FA3}e] 3H*‘E(resolut10n)e 1}
£ wEatofof . daEFE 12 (D) HES s ke FAFE o] &ste] FEld 7k v

Fae ZnlXl 2 washs wa gnese depag,

guA
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[0075]

[0076]
[0077]

[0078]

[0079]

[0080]
[0081]

[0082]

[0083]

[0084]

[0085]
[0086]
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[Fag]F 1]

Algorithm 1: Conversion of the Fourier basis polyno-
mial
Input: Fourier basis polynomial F(X) =Y, ;X' €
{C4(X), $¢(X) | f € [N]}, QFT scaling
parameter K, Fourier quantization parameter ().
Output: Quantized Fourier basis polynomial
Fr(X) € Zy[X] with (Q + 1) bits of
resolution
1 For each F; € R, set F; as the closest multiple of 2%
to F; i
2 Compute F; = F; - 2K where each Fy; € [—25, 2K]
3 return F(X) = Z; = ' Fr X

a7 ¥ K(K=5) gkell diskel, QQ=0, 1, 2)°] gtell o]Edh= AFEe FAshe = 20 =A15o] k. olstelA
=, ¥A3tE WS (quantized variables) i $AEE WMEEC] AMEEHE dagFe S Yehyr) )
A] ¥}(upper bar)E A&},

G = 194, £ 2= golstA =HE F Yt

[48H24] 2]

|25 - F; — Fg | < 257971 Vie [N]

dArHoz 753k Hhe siAFE (maximal resolution)S 7] $18te] Ko} & e zt:= QS AM&siT).
C. ¥At3lel 2o WZH(QFT in Encrypted Domain)

Falo] 7wt ASS FAsE A5 gy OxrX). Ser(X) € ZalXl g maigt 5 A

e

rr

AHgALe] s
shel dlog] #o) Y3t (T FHE 4 Yo, XU = XelI—iXsl1 ~ 2 XMl o) mze gad g #4)
5¢ ¥ga. AWAR, Aue OO0 Cand Sk/(0-C 2 a4, gedse gakel ve
taal dAhE(every polynomial elements)ol 3l ok, od o, AWes dx & z

= T -1
Semplebxtracty 1 2 g3k, olghgre] FEW LIE YERES 247t 7] KeB oy Yelfly Xslflo) ga

otz foltt, daEF 28 BE FT #4S vehig.

Algorithm 2: Quantized Fourier Transform on TLWE
ciphertext
Input: TLWE ciphertext
C = (a,b) € TLWEx(p1(X)), a set of
quantized Fourier basis polynomials
{Ck 1(X), 8k s(X) | f € [N]}
Output: 2N LWE ciphertexts (cy; )fe[N 1i€{0,1}
encrypting Xc[f]’s and Xs[f]’s under the
key K
for f € [N], i€ {0,1} do
2 if i = 0 then
3 I_ FK X) C}( f( )

-

4 else

5 L FK SK f(X)
Ci=(a FK(X) b Fr(X))

7 cy,; = SampleExtracty_, (C;)

8 return (Cy.i) rcnico.1}

=32 2 e o AAldel mE, sdUds 7Rt (A5 AAIE dlolEe] st 9 ojql Fjol] WEk A
H& =AshaL, &= 4 = 30 ZAlE Al&EOAM s sEAGD VN (A) AAE HolEe 43st 2
ol5k ol Wk WS HdWsr] 9% sE=olt
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[0087]

[0088]

[0089]

[0090]

[0091]

[0092]

[0093]

[0094]

[0095]

[0096]

[0097]

[0098]

[0099]

[0100]

[0101]

[0102]
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T 15 FzEed, A2E(10) (10007 A (300)E EFHET. ThE(100) R/EE A1H(300) = A

Z A A (processor) H/%E W2 (memory) S X33 AFH %Pi]i TdE F Jdvt. wepA, FHES 7
(A=) AAE dlolE el k53t B o4k FElel] WME S @ (100) 9] ZRAA B/EE AW (300)] ZEA
A & FaEE Hoz oFE £ 9 AFH AXE= PC(Personal Computer), HE AFEH, =E PC,
2uld #(mobile phone), 27E E(smart phone), T3 A3 =] (Head Mounted Device, HMD), XmIE &

(smart glasses), 2=P}E 9% (smart watch) 5= X33t 4= Q).

ol

rE: (e

G (100) dHolH (AAd, &4 dole)E s, F=HE HoHE dadste] dzES AT ¢ du
(S110). E3F, T(100)2 AAdE FTES AW (300) 2 £2138 4 9(S130), YT et 27 A (A
o), oAk Flo] W A= HH%(SOO)ETH T 4 rH(S170).

2]
, SE(100)2 dHolE R, AAE, dEat, SN, 2 AT T Aok shuE 2F}E

deld FRRE AHEAY 34 delHE FPW Atk olF 98, dR00)dE At $4 AEE 5
T k. AAjdel mE, doly 4= =]

4 dolgel i dAe TAE #3T 5 Aok AAY w2 54
Ess B¥she 3y, 7 AawmE] DC blelojaEs AAstE A,
gl dlolE gro] W Ao WAE RS AP Aatstele Y

SFARE Y GTES AW (300)2 $8tar, old g $@ow T o) thF o)Ak Fd W3 Az}

Z2 FAE Q).

AR E T (100)9] B2 9t 7tE 2w AMEo] AAIE So] HFE Y8 4 Yl EsH,

AR dTES YASE 44 Foll drHez £ vdrH oz AAE = dolert AFE 4 vt

A8 (300)+= S (100) 2HY d5ES FAsta, a9 dFFo] 3k o]xk Falo] WS =3 (S150) 3
&) AF(o)ar FElo] W3 A E T (100) 2 A 5 9UTH(S170)

dolE AL BHI00)ZRE GEET ERe] B ol Felol MBS FAsHE PNA AgHE o
JHES AT F .

Felol WHTE G100 ZRE FAR el tste] ol4k Felol WS FAW F k. olw, Felol
MRS G FE 2% ol gkl o Felol wE AL £AY Atk
FAE o4 Felo) wae] AuE G100 $4F & v,

Kl

7 +
Aol AW (3009 FAE 917 Zeaw, aZeqel, AamE Sol A% & dvh EE, gyl
= ool

o4t Felo] M WA Fol AHom wE wANHow GYHE dolEr} A & ek,

FA = stedo] 74 84, AXEd 4 84, 9/ B s=do] 7 84 E AXES)
of 74 84 JFer FHE F Uvk. dE 5o, AAdE W AE X 9 8 sae, dE =
IR2AMA, ZEEZD, ALU(Arithmetic Logic Unit), ©AE A& Z2AA(Digital Signal Processor), w}o]=
Z7E, FPA(Field Programmable array), PLU(Programmable Logic Unit), ®"}IO|IRZIZZAA, T HH
(instruction)& A3t STHE F Y& thE owg x|} o], sfut o)t W& FAFH E= 5 5F
AFHE ol&ste] 782 + Avk. Al A= 9 AA(Operation System, 0S) B 7] & AA ol A
FE = L o] AZE 0] ofEFYAelAS FAT S k. ES, HE FAE LZEoe H &

m
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[0103]

[0104]

[0105]

[0106]
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gate], HolHE A2, A%, 24, Az 2 AT F= At olse] HoE ke, AHE FX|= st A}
S Aoz Adgd AfE AT, M Ve EoklA T AAES 7H A=, A" AT 55 Y A
gl 84 (Processing Element) 2/%EE B §39 A7 845 238 F IS & F Avh. A& =01, A
FAe= By Y ZEAA e sfue] ZEAAN Z o] FEEHE ETE ¢ k. E3, WY ZEAA
(Parallel Processor)® 22, t& A& 54 (Processing Configuration)

k1
N
olr
Q‘L
)

AT EYOE #AFE ZE 13 (Computer Program), FE=(Code), B ® (Instruction), T o5 F 3y o]Ae
23S 23 4 gon, d3te dE2 FASEE AHEy AXE FAHSNAY SHHeR e AFHoe=

(Collectively) A AXE WHd 4= ot} AZEYS /T dolHE, A A 93t A=A A
g AA e ¥y Ee= diolHE AFstr] flstel, oW 439 1A, 74 84 (Component), EEH AX|, 7H
}2] (Virtual Equipment), TFEH AF wjA] == Fx), == d$9E= 235 3(Signal Wave)d] 2o =,

t AAHos FASHEbody)E F Uth AZEGlE VENAZ AFW AR ALY Aol oA,
A Pgow AgHAY AgE FE vk, 2ZEde] 2 delEE sht ol AFE wE b5 /1% )
Aol A48 4 olv.

L e R o

2 A

ZESg o] ARl ix] 101 AR s e Ad R Q)

WA o] o= = A, ZEI 1’%’\5’. 2 2] gHolxel e 27 UHZﬂ(Magnetlc Media), CD-
ROM, DVDe} #& 37|15 wiA|(Optical Media), ZEEE tX=A(Floptical Disk)et #& X7]-3 wijA
(Magneto-optical Media), &(ROM), (RAM), ZA W= T3 22 T2 HHS A%

588 4% st=do] X7 £FET. 2o W] doe Hudele] o5 wrEolAE A FE 7
of Rk ofyg} QIFZEY & AREEA HFEl ofsiA ddE 3l tE X

Je 3 Qe wEE EY
19 sEslel gAL AAde] B4 £Ys] As) st olge] AZEe} RESA FFHES T4
oM, 1 g% vk ol

woage mye] mAH AAdE FuE Agugont ol dAHel o Bishe, B 71& Roje] B
AN A ARk ol2RE e WY 2 #EG At Assths 4L oldd ol dg B,
AgE V&0 AWE WE BE #AR FaHAY, 2/ AgE AsY, px, 44, 2 5o 74
adsel A Wi Ge dee AR e 2gEAY dE T fe me FEel Slste] WA
AR 44T D T A g, ¢ el YR 16 0E BAE BL STY

Feol Hd
10 }\])\Eﬂ
100 : ©H+
300 @ AH
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=g
R=220
oK
_______ - e Tsee e
| Quantized Fourier QFT Magnitude ML/DL | Encrypted
| Basis Polynomials (TLWE —LWE) Evaluation Classifiers I Prediction
e ST SRR S R - - - o
Server 1 )
User  --------
I Encrypted !
| Speechdata | Public key
L T 4
2 Encryptor Decryptor i o
Speech data —»| (TLWE) [«———— Secret key ————> (LWE) —> Prediction
R=gu
a0 1600
Q — O 1400
20
1200
14 1000
o 800
Z10 \ 600
400
=20 I I
200
-30 o W
l‘) Ql‘ﬁﬂ J\F‘lﬂ (r[‘)ﬂ 800 H;Uﬂ 0 200 400 600 800 1000
1600
o 1 1400
20 Q - 1200
10 1000
o 800
-10 600
400
-20 i
0 N EETTY | PSSO | YT I
0 200 400 600 800 1000 0 200 400 GO0 800 1000
1600
30 2 1400
20 Q = 1200
10 1000
a 800
600
-10
400
-0 200
= 0] el PP S PP L—.—I-
0 200 400 600 BOO 1000 0 200 400 GO0 B00 1000

Quantization of Fourier basis for fixed K = 5 (left,
Q = 0,1,2), and corresponding (absolute) results of QFT on
a single sinusoidal wave (right)
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