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token from the executing means and to assign the access token to the launch-
ing means, for launching the application without manual intervention.
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A SYSTEM AND METHOD FOR AN APPLICATION EXECUTION

TECHNICAL FIELD OF THE INVENTION
This invention is related to a system and method for an application
execution, and more particularly for a system and method that executes

applications without manual intervention.

BACKGROUND OF THE INVENTION

Generally, a high-privileged software application is a type of application that
requires privilege or permission from a user in order to execute or run the
software application. In order for the user to run the software application, the
user is usually provided with a User Access Control (UAC) prompt or a
Credential Login Prompt (CLP) so that the user provides a manual

permission to run the software application.

Software applications that are running in the operating system also toggle
UAC and CLP prompts. If a user needs to run the software application in the
operating system, the user will have to provide, during each usage of the
software application, manual permission in order to run the software
application. This cannot be considered practical if the user needs to run the

software application frequently.

Moreover, some of the high-privileged software application requires the
Administrator's permission to run the application. Upon toggling of the UAC
and CLP dialogs, the user will have to input the Administrator’s login name
and password in order to run the application. This would not be practical if
there is a huge number of workstation where the Administrator has to serve

a huge number of users.

Also, users are presented with UAC and CLP dialogs when they attempt to
install new software applications, to access high-privileged software
applications, or make changes to the operating system. For skilled

addressees, prompting of the dialogs requesting manual interventions

PCT/MY2014/000002
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creates unproductive inconveniences, since they are familiar with the type of
actions required therein and whether the actions are safe to perform. On the
other hand, prompting of the dialogs requesting manual interventions is
rather confusing for first time users, since they do not know what actions are

safe to perform and they do not know what effects the action would be.

It should also be noted that the process to automatically load software
without UAC or CLP prompts via the use of task scheduler, is believed that
during this time period, malware may possibly intercept and disable security
software applications in the operating system, especially when the high-

privileged software application is a security software application.

Prior art EP 1 426 846 B1 discloses a computer system that automatically
signs or logs a user to access secured features within a software application
without prompting manual intervention. However, the prior art requires the
user to continue using the software application without exiting from it, or else
the user will be prompted to enter a credential to enable the signed-in
session. The prior art also requires the fulfilment of security criteria in order

to sign the user in automatically.

Prior art US 7,350,204 B2 discloses a system and method that automatically,
transparently and securely controls software execution. The system and
method disclosed herein require fulfilment of security levels in order to allow
the execution of a software application. If the security levels are not fulfilled,

the access to the software application will be restricted and probably denied.

These prior arts require the fulfilment of security criteria in order to execute
the software applications. Without the fulfilment of the of security levels, the
software applications will not be executed and more particularly, the
automated signed-in session would be terminated. It should be noted that it
is difficult for the user to sign-in or log in to the software application if
credentials or manual permissions are always required to be inputted and

security levels are always required to be fulfilled.
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Therefore, it is an aim of this present invention to address the aforesaid
technical disadvantages by introducing a system and method for an
application execution, where software applications are executed without the
need of prompting UAC or CLP to the users. The present invention also
utilizes a shorter execution time and ensures the secure loading of the
executed application. More particularly, the present invention provides a
secured and user-friendly system and method to execute high-privileged

software applications in the operating system without manual intervention.

SUMMARY OF THE PRESENT INVENTION

The present invention relates to a system for an application execution
comprising a management module with at least an executing means for
executing applications, at least a session manager for saving and restoring
applications, at least a shell manager for interpreting and executing
commands, and at least a launching means for launching applications,
characterized in that the management module further comprises a
monitoring means for monitoring the executing means, the session manager
and the shell manager, so as to obtain an access token from the executing
means and to assign the access token to the launching means, for launching

the application without manual intervention.

Also disclosed in the present invention is a method for an application
execution, in accordance with the system as disclosed in the present
invention, comprises starting up the management module, loading the
monitoring means and a driver of the application in the management module,
monitoring the executing means with the monitoring means to determine
whether the executing means is running in the management module,
monitoring the session manager with the monitoring means to determine
whether the session manager is running in the management module,
monitoring the shell manager with the monitoring means to determine
whether the shell manager is running in the management module, obtaining

the access token from the executing means, assigning the access token to
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the launching means, and launching the application using the launching

means through the driver.

It is an object of the present invention to provide a system and method for an
application execution that is capable of executing applications without

manual intervention from users.

It is another object of the present invention to provide a system and method
for an application execution that is capable of executing applications without
prompting the users with User Access Control (UAC) or Credential Login
Prompt (CLP).

It is further an object of the present invention to provide a system and
method for an application execution that utilizes a shorter execution time

period.

It is still further an object of the present invention to provide a system and
method for an application execution that ensures the continuation of the

executed application.

BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 illustrates the operational flow diagram of the method for an

application execution, as described in the present invention.

DETAILED DESCRIPTION OF THE PRESENT INVENTION

The above mentioned and other features and objects of this invention will
become more apparent and better understood by reference to the following
detailed description. It should be understood that the detailed description
made known below is not intended to be exhaustive or limit the invention to
the precise form disclosed as the invention may assume various alternative
forms. On the contrary, the detailed description covers all the relevant
modifications and alterations made to the present invention, unless the

claims expressly state otherwise.
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The present invention disclosed herein is a system for an application
execution. The system comprises a management module with at least an
executing means for running applications in the management module, at
least a session manager for saving and restoring applications, at least a shell
manager for interpreting and executing commands, and at least a launching
means for launching applications, characterized in that the management
module further comprises a monitoring means for monitoring the executing
means, the session manager and the shell manager, so as to obtain an
access token from the executing means and to assign the access token to
the launching means, for launching the application without manual

intervention.

Unlike the prior arts, the present invention introduces a monitoring means
into the management module to monitor the executing means, the session
manager and the shell manager in the management module, obtaining an
access token from the executing means, and assigning the access token to
the launching means for launching the application, without manual

intervention.

It should be appreciated that the management module is preferably but not
limited to an operating system, and that the executing means in the
management module is preferably but not limited to a system program.

Further, the monitoring means is preferably but not limited to a service program.

The present invention begins with the start-up of the management module,
where the management module then loads the monitoring means and a
driver in the management module. The monitoring means then monitors the
executing means and determines whether the executing means is running in
the management module. The session manager is then loaded by the
executing means when the executing means is determined to be running in
the management module. If the executing means is not running in the
management module, the step of monitoring is repeated until the executing

means runs in the management module.
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It should be appreciated that the running of the executing means, the
session manager and the shell manager herein refer to the existence of the
executing means, the session manager and the shell manager in the

memory of the management module.

Thereafter, the monitoring means monitors the session manager and
determines whether the session manager is running in the management
module. If the session manager is determined to be running in the
management module, the shell manager is loaded by the management
module. However, if the session manager is not running in the management
module, the step of monitoring the session manager is repeated until the

session manager runs in the management module.

Subsequently, the monitoring means monitors the shell manager and
determines whether the shell manager is running in the management
module. If the shell manager is running in the management module, the
monitoring means gains access token from the executing means and
assigns the access token to the launching means. Nevertheless, if the shell
manager is not running in the management module, the step of monitoring
the shell manager is repeated until the shell manager runs in the
management module. Upon receiving the access token, the launching

means launches the application.

The present invention also discloses a method for an application execution
(100) in accordance with the system as disclosed above, which is illustrated
in the operational flow diagram in figure 1. Firstly, the present invention starts
up the management module (step 101), where the management module
loads the monitoring module and the driver of the application in the
management module (step 102). Thereafter, the monitoring means monitors
the executing means (step 103) to determine whether the executing means

IS running in the management module. If the executing means is not running
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in the management module, the step of monitoring the executing means (step

103) is repeated until the executing means runs in the management module.

Next, the monitoring means monitors the session manager (step 104) to
determine whether the session manager is running in the management
module. If the session manager is not running in the management module,
the monitoring means repeats the step of monitoring the session manager
(step 104) until the session manager runs in the management module before

proceeding to the subsequent stage.

In the following step, the monitoring means monitors the shell manager (step
105) to determine whether the shell manager is running in the management
module. If the shell manager is running in the management module, the
monitoring means then obtains the access token from the executing means
(step 106) and assigns the access token to the launching means (step 107).
However, in the case that the shell manager is not running in the
management module, the monitoring means repeats the step of monitoring
the shell manager (step 105) until the shell manager runs in the
management module before obtaining the access token from the executing
means (step 106) and assigning the access token to the launching means
(step 107). Upon receiving the access token, the launching means executes

the application (step 108) by delegating the access token to the application.

With the use of the present invention, no manual intervention is required in
order to execute applications from the users since the monitoring means
obtains and assigns the permission to execute the applications based on
whether the executing means, session manager and shell manager are
running in the management module. By using the present invention, the
execution time of the application would be shorten since the monitoring
means is only required to determine the existence of the executing means,
session manager and shell manager in the management module. The
shorten time would ensure that the application is executed under a secured

condition.
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CLAIM
1. A system for an application execution comprising:

a management module with at least an executing means for executing
applications in the management module, at least a session manager for
saving and restoring applications, at least a shell manager for interpreting
and executing commands, and at least a launching means for launching
applications,

characterized in that the management module further comprises a
monitoring means for monitoring the executing means, the session manager
and the shell manager, so as to obtain an access token from the executing
means and to assign the access token to the launching means, for launching

the application without manual intervention.

2. The system according to claim 1, wherein the monitoring means
monitors the executing means, the session manager and the shell manager
to determine whether the executing means, the session manager and the
shell manager are running in the management module, prior to the

obtainment of the access token from the executing means.

3. The system according to claim 2, wherein the monitoring means
obtains the access token from the executing means and assigns the access
token to the launching means in the event that the executing means, the
session manager and the shell manager are determined to be running in the

management module.

4. The system according to claim 2, wherein the monitoring means
continues to monitor the executing means when the executing means is not

running in the management module.

. The system according to claim 2, wherein the monitoring means
continues to monitor the session manager when the session manager is not

running in the management module.
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6. The system according to claim 2, wherein the monitoring means
continues to monitor the shell manager when the shell manager is not

running in the management module.

7. A method (100) for an application execution, in accordance with the
system as claimed in claim 1, comprises:

starting up the management module (step 101);

loading the monitoring means and a driver of the application in the
management module (step 102);

monitoring the executing means with the monitoring means to
determine whether the executing means is running in the management
module (step 103);

monitoring the session manager with the monitoring means to
determine whether the session manager is running in the management
module (step 104);

monitoring the shell manager with the monitoring means to determine
whether the shell manager is running in the management module (step 105);

obtaining the access token from the executing means (step 106);

assigning the access token to the launching means (step 107); and

launching the application using the launching means through the
driver (step 108).

8. The method according to claim 7, wherein the access token is
obtained when the executing means, session manager and shell manager

are determined to be running in the management module.

9. The method according to claim 7, wherein the step of monitoring
either the executing means (step 103), the session manager (step 104), the
shell manager (step 105) or in any combination, is repeated when the

executing means is not running in the management module.
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