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(57) Abstract: Digital signature authentication systems and methods are disclosed. An example method of authenticating a digital
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ity of different authentication protocols.
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DIGITAL SIGNATURE AUTHENTICATION

BACKGROUND

[0001] QOptical codes such as the barcode, are machine-readable codes
which can be tied to a databasge 1o associate just about any type of information
with an item {or person) associated with the optical code. VWhile oplical codes
were originally Bnear represeniations (.e., the traditional barcode), with the
evolution of regding devices {ag., the proliferation of cell phones and other
mobile devices capable of reading optical codes), modern optical codes have
svolved to include a vartiety of different types of images.

[0002] Most people are familiar with barcodes used at grocery stores and
retail outlets. A barcode is affixed {o a product, and the product is scanned at
checkout. The barcode is associated with product information {s.g., Hem
description and price} maintained in a database. Hence, when the barcode is
scanned and g match 8 found, product information can be displayed for the
clerk.

[0003] Today, optical codes are used in a wide varisty of applications. For
example, optical codes are used fo track inventory {e.g., amount and location of
products), frack fuggage in airports, and fracking rentals (e.g., ski rentals, car
rentals). Optical codes can also be used for identification {e.g., airline ticketing
and even patient identification at health care facilities). Optical codes may also
be used for qualty control, and are continuing 1o find use i new applications.
For example, a user may scan an optical code (e.g., a QR code) using their
mobile phone while standing in a museum to receive instant information about a

display the user is looking at.

BRIEF DESCRIPTION OF THE DRAWINGS

[00084] Figure 1 is a high-level! flustration of an sxample compuding system

which may be implemented for digital signalure authentication.
[0008] Figure 2 shows an example architecture of machine readable
instructions, which may be executed for digital signature authentication.
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[00068] Figure 3 lustrates an example of image processing which may be
implemented for digital sighature authentication.

[0007] Figure 4 is an ilustration of an example of digital signature
authentication.

[0008] Figures 5-6 are flowcharts illustrating example operations which may
implement digital signature authentication.

[0008] With the widespread adoption of oplical codes, and more accurate
optical scanners and associated interpretive soffware, more sophisticated
oplical codes can be deployed. Digilal signature authentication is disclosed,
wherein a signature may be extracted from a iarget image (&g, & high
resolution image extracted with g low-cost microscope) and suthenticated
against a reference signature. The authenticated signature can be implemented
o provide information andior access o information in any of a wide variety of
applications.

[0010] The tfarget image may be of an engineered printed mark (e,
specifically developed for the purpose of extracting a signature for use with
dightal signature authendication}. The signature is based on ihnate stochastic
properties of the print and its interaction with the substrate. The signature may
he extracted from any printed item {eg., character, glyph, barcode). The
signature can be extracted from g linesr outline, a8 2D areg, 8 halfione {or
stegatone) image, or a 3D image. It is noted that most printed images can be
considered “halftones.” The term “stegatone” refers 10 a spedial type of halftone,
where the individual dols of the halfione are intentionally perturbed {o embed
additional information. The extracted signature may be compared o a reference
signature {(previously stored), e.g., fo prove authenticily of the item {(or labei for
the item) associated with the high resolution image.

[0011] In an example, digital signature authentication includes a recruitment
stage. During the recruitment stage, signatures are added to a database for
future reference. Digital signature authentication may also include an

authentication stage. During the authentication stage, signatures are extracted
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from g target image, and compared with the previcusly stored signatures. Digitsl
signature authentication may operate according to any of a variety of profocols.
[0012] According to an example hierarchical signatures protocol, digital
signature authentication includes extracting and comparing a hierarchy of
signatures. For example, a first order {or “level”} signature in the hierarchy may
be used to authenticate the tem, if the first order signature does not provide
sufficient confidence in the authenlicity, then a second order signature is
compared, and so forth. Typicatlly, the first order signature will be mare readily
extracted/compared {e.g., using less processing power) than a higher order
signature, thereby enabling faster authentication when possible, and more
confidence in the authentication when needed. In an example, different
signatures may be caplured with different image caplure settings, such as
differences in ilumination {e.g., direction, wavelength, efc.), resolution, focal
distance, and/or image capturs techriques (&.4., using strobing).

[0013] The image may include multiple signatures and the suthentication
process determines which one of these to use. For example, if a first signature
is unreadable {e.g., has worn off), then ancther area may be analyzed to obtain
the second signature, and so forth, until a readable signature is found that can
be authenticated. These signatures may be discrete areas of the image, or may
include portions of multiple areas. For example, an image having areas A, B, C,
and D (each covering a quarter of the area) may include signatures A, B, C, and
. But additional signatures may be £ incorporaling aspects of signature A,
along with aspects of signature B, and so forth. Also mulliple sighatures can be
exiracted from the same physical area, using separate signature exiraction
techniques.

[0014] According to an example revisable selection of signatures protocol,
the signatures evolve over time. By “revisable signafures,” i is meant that over
time a beller signature may be discovered {or identified), and from that time on,
the new signature protocol is used. In the revisable method the signature to use
is determined according to the prevailing wisdom at the time when the signature
was recruited. The signatures may “svolve” over time, and thus the

authentication needs 10 know which signature 1o use. This technigue may also
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he used 0 expire signatures over lime for security purpcses — as flaw in their
design or robustness comes {o light.

[0018] In an example, information is provided to correclly identify the
corresponding signature being used {e.¢g., as registered in the database) so that
the correct comparison can be made. In an example, the image capture device
sefects which signature to use based on information stored in the image or
elsewhere {g.g., a barcade or stegatone in the image and/or information stored
in a database).

[0016] It is noted that one of the mulliple signatures {(e.g., as described
according 1o the hierarchical protocol) survives damage or aging betier than
another signature. For example, a signature may degrade faster than another,
or a signature may survive longer with slighter environmental/physical damage.
This can also be dictated by the capabilities of the imaging device. Accordingly,
the signature may “evolve” over fime 1o where il is really considered different
signatures.

[0017] According fo an example multiple agents protocol, digital signature
authentication may use different signatures to authenticate different users {e.g.,
a doctor versus & nurse) and provide access based on the authenticated
signature. Agents may also be a physical device and is not limited to “users.” in
an example, these signatures are considered to provide differential access
rights for various users.

[0018] According to an example multiple modaliies protocal, digital signature
authentication may do a low-level authentication of signatures locally (g.g., on a
mobile device), but may also be considered a less secure authentication, and
for cerlain operafions {when more security is required)} may further be required
o contact a remote server {8.g.. a database or “library™} for & higher-level
authentication.

{0019] Before continuing, it is noted that as used herein, the terms “includes”
and “including” mean, but are not limited to, “includes” or “including” and
“includes at least” or “including at least” The term "based on” means “hased on”

and "based at least in parton”
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[0020] Figure 1 is a high-level biock diagram of an example computing
system which may be implemented for digital signature authentication. Although
system 100 is shown as it may be implemented by a user 101 in a networked
gnvironment, it is noted that system 100 may also be implemented in a stand-
alone environment or a hybrid thersof {e.g., standalone when a network
connection is not gvailable or needed, and network environment when desired),
as will become apparent from the following discussion.

{00211 System 100 may be implamentsd with any of a8 wide varlely of
computing devices, such as, but nol limiled to, stand-aglone scanning
appliances, mobile device (&.g., phones, tablets, or other handheld device)
computers, servers, and other electronic devices, 1o name only a few examples.
Each of the computing devices may include memary, storage, and a degree of
data processing capability at least sufficient {0 manage & communications
connection sither directly with one ancther or indirectly {e.g., via a network). Al
least one of the computing devices {8 also configured with sufficient processing
capability to execute the program code described herein.

[0022] In an example, the system 100 may include a user domain 110 with a
user device 112 {e.g., 8 mobile handheld device}, and a remote domain 120
hosting an authentication server 122, Authentication server 122 may he
accessed by the user domain 110 {e.g., via the user device 112) to facilitate
digital signature authentication. It is noled that although the server 122 is
referred o herein as an “authentication server” a single server or separate
servers may be implemented to perform both the recruitment stage and the
authentication stage.

[0023] In an example, the user device 112 may be provided on a network
130 via a communication connection, such a3 via an Internet service provider
{ISP). In this regard, the user device 112 is able {o access the remote domain
120 direcily via the network 130, or via an agent, such as another network.
Communication network 130 may be any suitable communications channel,
such as but not limited to a local area network (LAN) and/or wide area network
{(WAN). In one example, the network 130 includes the Internet or other mobile

communications network {e.g., a 3G or 4G mobile device network).
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[0024] Network 130 may provide greater accessibility o the remotle domain
for use in distribuled environments, for example, in a cloud computing
environment. Although, it is noted that the operations described herein may be
execuied by program code 140 residing on the user device 112, in some
instances executing the program code 140 {or at least a portion thereof) may be
performed on a separate computer system having more processing capability.
[0028] For purposes of illustration, the authentication server 122 may provide
remote processing, such as but not imited {0, executing the program code 140
to process andior store reference signatures and processing an extracted
signature for authentication (at least in part, as processing may alsoc occur at the
user device 112). Other processing provided by the authentication server 122
may include, but is not limited to data handling, such as providing information or
access o information or other services corresponding 1o an suthenticaled
signature. The authentication server 122 is not limited in funclion, and may also
provide general purpose compuling senvices.

[0028] Al least one of the computing devices in the user domain 110 {e.g.,
user device 112) includes a capture device such as an electronic imaging device
(2.g.. a8 camera o low-cost microscope) capable of electronically receaiving data
for for “capturing”) an image. Image processing program code 140 may alse be
provided in conjunction with the imaging device to process the captured image
data. The programm code 140 may be executed by any suitable computing
device, and may include interfaces {0 application programming interfaces (APls)
and related support infrastructure {0 execute the operations described herein. it
is noted that the program code 140 may serve more than one cliend.

[0O271 In an example, the imaging device is configured to extract a signature
from the image. A processor is provided {locally and/or remdte from the imaging
device;} to execute the program code 140 which compares the extracted
signature t¢ a reference signature and authenticates the extracted signature
against the reference signature. In an example, the program code may operate
according to any of a plurality of different authentication protocols. Example
protocols include at least a hierarchical signatures protocol, a revisable
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selection of signatures prolocal, g multiple agents protocol, and a multiple
modalities protocol, each of which are described in more detail below.

[0028] The system 100 may ailso include at least one source of content or
information. In an example, the source may include but is notl limited {o
databases for providing information, applications for providing application data,
andfor storage resources for providing online storage facilittes. The source may
he physically distributed in the network and operatively associaied with the user
domain 110 andior remote domain 120. iy an sxample, the scurce may be
provided at least in part locally to the user device 112 andfor authentication
server 122,

[0029] The source may include any type and amount of information. For
example, information may include data corresponding 1o a reference signature,
wherein the data is available upon authenticating a captured image against the
reference signature. Information may also include permissions (8.g., a pass
code) that (s available 10 access additional information and/or services (e.g., an
application or other aspects of the program code} upon authentication of the
captured signature. There is no limit {o the type or amount of information that
may be provided by the source. in addifion, the information may include
unprocessed or “raw’ data, or the information may undergo at least some level
of processing prior to being madse available.

[0030] It should be noled that the program code 140 may perform
recruitment of reference signstures andior authentication of capiured
signatures, and is not limited o performing both aspects, or individual aspects
thereof. Program code used 1o implement features of the system can be betler
understood with refergnce 10 Figure 2 and the following discussion of various
axample functions. However, the operations described herein are not imited to
any specific implementation with any particular type of program code.

{0031] Figure 2 shows an example architecture of machine readable
instructions 200, which may be executed for digital signature authentication. In
an example, the program code 140 discussed above with reference to Figure 1
may be implemented in machine-readable instructions 200 (such as but not

imited fo, software or firmware}. The machine-readable instructions 200 may be
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stored on & non-transient computer readable medium and are execuiable by
ong or more processar to perform the operations described herein. 1t is noted,
however, that the components shown in Figure 2 are provided only for purposes
of iHlusiration of an example operating environment, and are not intended {o limit
implementation to any particular system.

[0032] The program code 140 executes the function of the machine readable
instructions 200 as self-contained modules. These modules can be integrated
within a self-standing 100!, or may be implemented as agents that run on top of
an existing application. In an example, the architecture of machine readable
instructions 200 may include a signature retrieval module 210, a signature
analyzer module 220, and an authentication module 230,

{0033] In an example, the signature retrieval maodule 210 is operatively
associated with an imaging device 240 for the user device 112 Imaging device
240 may caplure a target or a part of the target {e.g., the printed mark 255 of a
target 250). # is noted that the imaging device 240 mav be used o capiure one
or both of a reference image and an image for sighature authentication.

[0034] The signature retrieval module 210 may be implemented to import
one or both of a reference signature and a signature for signature
authentication; or a separate program code maodule may be provided o handle
the different signature types.

[0036] U is noted that the reference signalures(s) 265a-c may be stored in a
library 260 in the user domain 110 {&.4.. on user device 112}, in the remote
domain 120, in another domain {e.g., a thivd party domain, not shown), andior a
combingtion thereof {&.g., partly on the user device 112, and partly elsewhere).
[0038] The signature analyzer module 220 may be executed t© analyze the
signature {e.g.. during a recruitment siage, an authentication stage, or both).
The authentication module 230 may be execuied 10 authenticate the signature,
e.g., by comparing the captured signature with a reference signalure {e.9., one
of the reference signatures 285a-¢ slored in library 285). The authentication
module 230 may apply an applicable algorithm {o determine whether there is a
match {e.g., identical or at lsast within a predetermined statistical confidence).
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Examples of analyzing and authenticating an image are discussad below with
reference to Figures 3 and 4.

[0037] Figure 3 illustrates an example of image processing which may be
implemented for digital signature authentication. it is possible to recover multiple
forensic signatures from the same printed item. Consider for exampie, a printed
4mm x 4mm Data Matrix {DM) 300. The DM 300 may be captured by a high-
resolution, low-cost contact microscope developed for forensic imaging such as
the Dyson Relay Contact Imaging Device (DrliD). A sighature can be extracted
from the DM 300 by accurately locating the position of the DM in the image
using instructions {or a modeal 310 of the image). In an example, the mode! 310
includes a grid overlaid on a reference image indicaing whereg in the image the
signature resides.

[003B] Forensic print signatures 320 may be exiracted from the DM 300, For
example, the prnt signatures 320 were exiracted from the left and bottom sides
af the outline of the DM 300 using a border/outiine technique. A pair of long
{a.g., 2000 samples) floating signatures {e.g., one for the feft edge and one for
the bottom edge of the DM), #lustrated by signals 330, can be reduced to a total
of about 200 bits e.q., using variance coding or random projection.

[00381 In another example, an area code signature can be recovered from
the central region of the same DM 300 using phase coding. After dewarping the
DM using model fit parameters, the dewarped image may be fillered with
guadrature pairs of Gabor filters (90 degrees out of phase) {0 recover real and
imaginary components of the local frequency content; the corresponding
amplitude image which recombined both paris is shown in 340. The resulting
phase code 350 is g coarse sampling {e.g., 32 x 32} of the quantized phase {2
bits per sampie} of the Gabor filtered image.

[0040] Outlline signatures tend o be easier {0 process {(needing less
processing power), and are generally shorter in length {taking less siorage
space), relative to area-codes. However, area-codes tend to be more robust to
damage and may also offer a greater level of securily relative to outline
signatures. However, as illustrated in Figure 3, both of these techniques {(and/or

other techniques) may be applied to extract different signatires from the same
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image 300. Authentication is the same according 1o either technigue. That is,
the image is scanned close to the printing of the forensic mark {e.g.. the DM
300) and a signature extracted. The signature can be stored during a
recruitment stage, and then used as a reference signature at some point later in
time during an authentication stage 1o prove guthenticity of the printed image (or
ifem or person associated with that image).

[0044] As discussed above, any of g plurality of protocols may be
implemented for digital signature authentication, as explained in more detail
below with reference to the illustration in Figure 4.

[0042] Figure 4 is an illustration of an example of digital signature
authentication. In this example, the captured or “targel” image 400 8 an
engineered printed mark {(Le., specifically developed for the purpose of
exiracting a signature for use with digial signatwre authentication). The
signature(s} may be extracted from within the targel image 400 in any suilable
manner {&.4., associated with a character, giyph, barcade, elc). The signature(s)
can be extracted from a linear cutling, a 2D area, a halftone {or stegatone)
image, or a 3D image or combination thereof. The exitracted signature may be
compared {0 a reference signature {previously stored), .g., 1o prove authenticity
of the Hem {(or label for the itemn) associaled with the high resolution image.
[0043] Exampie protocols include at least a hisrarchical signatures protocol,
a revisable selection of signatures protecol, a multiple agents protocol, and a
rmiultiple modalities profocol. it is noted, however, that other protocols will also be
readily apparent fo those having ordinary skill in the art after becoming familiar
with the teachings herein.

[0044] It is noted that each of the protocols below operate on the premise of
an image 400 having mulliple signalures 410, 420 (more than two may be
specified). Thus, in order to identify which signature is {o be extracted during
authentication, instructions have to be provided. Instructions may be
coordinates for each level of authentication (e.g., as shown it box 435 in Figure
4. Altematively they may refer to different signature exiraction technigues
applied to the same image region as shown in Figure 3. However, other
instructions may also be implemented.
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[060458] in an example, instructions 435 may be included as part 430 of the
forensic mark itself. Using a DM makes this an easy task, as part of the pavioad
of the DM can be used fo directly specify which type signature was o be
extracted from i, However, instructions are not limited to being encoded in a
DM. In another example, as the contents of the DM can be used fo specify an
ndex into the database the type of signature 1o be used can be stored indirectly
in the database. For example, a unique 98 bit SGTIN may be encoded in a 2D
barcode (DM} and read io index g database {either on the user device, or
remote server). In yet another example, part of the SGTIN may be used to
directly indicate the type of signature to extract. Stll other examples of providing
instructions 435 will be readily undersiood by those having ordinary skill in the
art after becoming familiar with the teachings herein.

[0048] According to an example hierarchical signatures protocol, digital
signature autheptication includes exiracting and comparing a hierarchy of
signatures. For example, a first order signature 410 in the hierarchy may be
used for authentication. If the first order signature does not provide sufficient
confidence in the authenticity, then a second order signature 420 is compared,
and so forth. Any number of signatures may be provided according o the
hierarchy.

[0047] Typically, lower order signatures are more readily extracted/icompared
{e.g., using less progessing power) than higher order signatures, thersby
enabling faster authentication when possible. But higher order signatures may
provide more confidence in the authentication, and may be used when needed,
gither in addition to authenticating a lower order signature or instead of
authenticating a lower order signature.

{00481 In an example, the signatires are evaluated in sirict order {e.g., using
the least processing power first, and working up o increasingly more
"axpensive” and robust signatures. For example, when using the outline and
area signatures described above with reference to Figure 3, the area signature
is onty computed and communicated to a database on a server when the outline
signatre fails to provide sufficient degree of stalistical confidence of

authentication. As many #ems {(or people) will be authendic, & can be
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advaniagenus 1o have a quick test of authenticity that most of the time proves o
be sufficient. But in the svent that an item {or person) cannat be authenticated
{typically only a small fraction of the time), & more computationally intensive
authentication that is more robust {0 potential damage or fraud can be used.
[0049] The image may include multiple signatures and the authentication
process defermines which one of these to use, For example, if a first signature
is unreadable (if an area of the image conlaining all or part of the signature has
wom off, bacome damaged. or otherwise urreadabie), then another area may
be analyzed to obtain the second signature, and so forth, until a readable
signature is found that can be authenticated.

[0050] These signatures may be discrete areas of the image, or may include
partions of mudtiple areas. For example, an image having areas A B, C, and D
{each covering a quarter of the area) may include signatures A, B, C, and D. But
additional signatures may be E incorporating aspects of signature A, along with
aspects of signature 8, and so forth.

[0051] The revisable selection of signatures protocol provides a
heterogeneous system, with the possibility of multiple signature types that have
the potential to evolve over ime. This technique may aiso be used to expire
signatures over time for securnity purposes. For example, signature A may he
valid to a date, and then signature B may become valid to another date, and so
forth.

{00821 In another example, new signatures can be introduced with updates
to the program code 140, Thus, the type of signature previously recruited needs
to be identified in order 10 be authenticated properly. That is, an older printed
mark associated with an expired signature in the reference datgbase iz still
authenticated, and then the new signatures can be authenticated. I is noted
that the signature can be updated if authentication is successiul by replacing the
expired signature with cumrent one.

[0053] According to an example muiltiple agents protocol, digital signature
authentication may use different signatures 1o authenticate different users (e.g.,
a doctor versus a nurse) and provide access based on the authenticated

signatugre. Agents may aisc be a physical device and is not limited o “users.” in
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addition, users do not need o have lower/higher authorily, but can simply be
agents with different purposes.

[0054] The muiltiplicity of signature types may be used by different agenis in
the ldecycle or “workflow” of an tem to which {he signatures are attached. By
way of llustration, low-security agents may use one of the signatures {e.g,,
signature 410}, but are not allowed to validate the other signature{s} (8.q.,
signature 420). This prevents low security or other “low trust” agenis to check
gne or more of the signatures.

[0058] According to an example mulliple modalities protocol, digital signature
authentication may handle authentication via different processing paradigms.
For example, a local processing paradigm (e.q., all on the users device} may he
used for low-level authentication of signature 410, This is useful for quick
authentication as the user device uses less processing power and does not
need to be connected to a computer network. While approprialte in some cases,
this iow-level authenfication may also be considered a less secure
authentication as the reference signatures must be made available to the user’'s
device. Some operations (e.g.. when more securily i1s required) may further be
required to contact a remotle server (8.9, a database or “library™} to obiain a
higher-level authentication {e.g., of signature 420). In an example, the higher-
level signature 420 may be more complex (thus requiring the additional
processing power of a server computer). In ancther example, the higher-level
reference signature may simply not be provided on the locat device.

[00B6] In an example, the signature type is used on-device {e.¢., no ImMage or
extraction signature is transmitted to a backend server). in addition, another
signature type can only be authenticated when the signature is sent to the
backend service. The latler molif means that the image and/or axtraction
signature is sent o the backend service, but the actual reference signature is
never shared with the user’s device (e.g., only a binary pass/fail is provided}. In
an example, on-device authentication may be performed by caching active
signatures on the device itself. In another example, the signature may be
encoded on the image itself. In another example, the signature may be provided
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via another document, of a separale slectronic medium (e.g., an RFID iag,
associated with the item).

[0057] In another example of multiple database workflow, ong set of
signatures (&.g.. same “fype” amongst two of more signalures across many
objects) is stored in one database, and the other set of signatures is stored in
an independent database. The system can then apply completely different rules
to these fwo databases. For example, one signature can bhe generally
accessible and is used © find the closes! seguence 1o the signature that is
recovered, which can then be used as a loockup (entry field) to the second
database iff'when access rights are granted. The first database can also be
associated with g visible printed mark (e.g., the first signature is read during
prinfing/packaging and the signsture added as a final printed
valuefrepresentation) and the second is not visible {e.q., only accessed through
an onfine connsction, securg connection, on-location connection, etc.). This
allows a combination of off-line (e.g., one database stored on the reading
device) and onine connection {&.g., remote, more secure database).

[0088] Before continuing, it should be noted that the examples described
above are provided for purposes of ilustration, and are not intended to be
fimiting. Other devices and/or device configurations may be ulllized {o carry oul
the operations described herein.

[0083] Figures 5-6 are flowcharts illustrating example operations which may
implement digital signature authenticalion. Operations may be embodied as
logic instructions on one or more computer-readable medium. When executed
on a processor, the logic instructions cause a general purpose computing
device {o be programmed as a special-purpose machine that implements the
daescribed operations. in an example, the compenents and conneactions depicted
in the figures may be used.

[0060] Figure § dlustrates digital signature authentication operations 500
which may be implemented in a recruitment stage. During the recruitment stage,
signatures are added to a database for future referencs.

[00681] Operation 510 includes beginning Level 1 recruitment. i is noted that

Level 1 and Level 2 refer {o distinct signatures, and that other levels may also
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he used. In g hierarchical signatures protocol example, Level 1 may be a8
hierarchicaily different signature relative to Level 2. In a revisable sslection of
signatures protocol example, Level 1 may be an initial signature relative to a
revised or “Level 2" signature. In a multiple agents profocol example, Level 1
may be a signature for a different agent than Level 2. In a multiple modalities
protocol example, Level 1 may be a lower security signature than Level 2.
[0062] in an example, recruitment may proceed for any of a plurality of
differant protocols. Example protocols include bt are not limited o 3
hierarchical signatures protocol, a8 revisable selection of signatures protocol, a
multiple agents protocol, a multiple modalities protocol, andior variations
thereof.

{00831 Operation 520 includes generating authentication or recruitment
instructions. These instructions may bhe coordinates or other information for
identifying a location of a signature within an image. in an example, the
authentication instructions may be embeddead in the image.

[0064] Operation 530 includes choosing regions of an image that form a
signature. In addition, operation 530 includes choosing the type of signature to
extract from each region.

[0065] Operation 540 includes storing g reference signature. In an example,
the reference signature may be stored in a remote database {e.q.. stored
separate from the device generaling andfor reading the signature. In an
example, the reference signature may be stored lpcally (or ransmitied o &8
mobile device for use on the mobile device without having to contact a remote
database). It is noted that typically less secure signatures andfor signatures
needing less processing power to authenticale may be stored on the device
itself, and more secure signatures andior signafures needing more processing
power {0 authenticale may be siored in a remote database {e.g., handled by a
server with more security and/or computing power).

[0066] OCperation 550 includes delermining whether t© enter Level 2
Recruitment. If ancther level signature is 1o be recruited, then operations may
return {o operation 520. Otherwise, if recruitment is compiete, then operations
may end at 560.
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[0067] it is noted that more than Level 1 and Lewel 2 recruitment may be
implemented by following similar operations. That is, recruitiment is not imited 1o
Level 1 and Level 2, and may include any number of signature levels. In
addition, the recruitment phase may be re-enfered al any time. For example,
new signature fevels may be recruited in the revisable selection of signatures
protocol which are removed in ime from the initial recruitment (e.g., 8 better -
mare robust ~ type of signature is discovered for use from this point in ime; and
the old signature will no bonger be used).

[0068] Figure 6 Hlustrates digital signature authentication operations 600
which may be implemented in an authentication stage. During the authentication
stage, signatures are extracted from a farget imnage, and compared with the
previously stored signatures {e.g., those stored during the recruitment stage).
Digital signature authentication may operate according {o any of a varisty of
protocols.

[0069] Operation 610 includes beginning Level 1 authentication.
Authentication starts by some way of selecting which signature the system is
authentication against, e.g., hierarchical, revisable, agent or modality based
selection. As during the recruitment stage, it is noted that Level 1 and Level 2
refer to distinct signatiwes, and that other levels may alse be used. In an
example, authentication may proceed according {o any of a plurality of different
protocols. Example protocols include big are not limited to a hierarchical
signatures protocol, a revisable selection of signatures protocol, a2 multiple
agents protocol, a muitiple modalities protocol, andfor variations thereof.

{00701 Qperation 620 includes receiving authentication instructions.
Authentication instruclions may be coordinates of other information for
identifying a location of a signature within an image. I an sxample, the
authentication instructions may be embedded in the image and are refrieved or
extracted from the image, e.g., using an image processor. That is, the
instructions may referenced by a code within the image, and upon fooking up
the reference for the code, information in the form of coordinates or other
information are provided (e.g.. from a local andior remote database) for

identifying a location of a signature within the image. Other technigues may also
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he deploved for providing instructions. The instructions do nol need o be
provided in the image. For example, instructions may be provided based on a
GPS coordinate of the mobile device.

[0071] Operation 630 includes extracling a signature from the image. in an
example the signature is exiracted from the image based on the instructions
received in operation 820. The signature may be exiracted using an image
processing device {e.g., a microscape or other optical device and associated
interpretative program code).

[0072] Operation 840 includes comparing the extracted signature {e.g., from
operation 630} {o a reference signature {(e.g., the reference signature stored in
the recruitment stage of Figure 5). In an example, the reference signature may
be stored andfor retrieved from a remote database {e.g., stored separate from
the device generating and/or reading the signalure). In an example, the
reference signature may be retrieved locally. As noted above, less secure
signatures and/or sighatures nesding less processing power © authenticate
may be stored on the device ilself, and more secure signatures andfor
signatures needing more processing power to authentlicate may be stored in a
remote database {e.g., handied by a server with more security and/or computing
power).

[0073] Operation 650 includes authenticating the signature. Authentication
may be based on any number of considerations, including but not limited 1o an
exact match or a maich satisfying at least some level of statistival confidence.
[0074] Operation 660 includes determining whether to enter Level 2
authentication. if another level signature is to be authenticated, then operations
may retum to operation 520. if authentication is complete at operation 680, then
operations may end at 870.

[0075] By way of illustration, operations may repeat according o the
hierarchical signatures proiocol, For example, a first order {e.g., Level 1)
signature is compared duning an authentication stage, and if the first order
signature does not provide sufficient confidencs in authenticity, then a higher
order {e.g., Level 2) signature is compared.
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[0076] In another example of the hisrarchical signatures protocol, the first
order {g.g., Level 1) signature may provide faster authentication than the higher
order {e.g., Level 2) signature. Hence the first order signature may bhe
authenticated on the mobile device. But when greater confidence is needed in
authenticating the signature, the higher order signature is authenticated
remotely because # provides greater confidence in authentication than the first
order signature.

{00771 By way of Hlustration, operations may repeat according to a revisable
selection of signatures protocol, wherein the signatures evolve over fime.
Hence, the first (e g., Level 1) signature may be used for authentication until
stich time that a second {(e.g., Level 2) signature is used for guthentication. s
noted that in this example, the image may give rise o a plurality of signatures
and the extracted signature may be selecled from the plurality of signatures, as
described above with reference o Figure 3. It is also noted that signatures may
be expired over ime and new sighatures created.

[0078] By way of illustration, operations may repeat according to muiltiple
agents protocol, wherein different signatures authenticate different agents. For
example, a hospital administrator may need an administrative {e.g., Level 1)
signature authentication, and g doctor may need g medical {e.g., Level 2)
signature authentication, thereby providing the respective users with the
appropriate level of information about a patient.

{00791 By way of dlustration, operations may repeat according to the mulliple
modalities authentication protocel. For example, a low-level {e.g., Level 1)
authenticstion of sighatures may be performed locally (e.g.. on a mobile device},
which uses less processing power (&.g., authentication at a binary or passifail
granularty). But the Level 1 authentication may aise be considered a less
secure authentication. For cerfain operations (e.g., when more security is
required), a higher-level {e.g., Level 2} authentication may be provided by a
remote server {e.¢., a database or “ibrary“}.

[0080] The operations shown and described herein are provided 1o iflustrate
example implementations. It is noted that the operations are not limited to the

ordering shown. Still other operations may also be implemented.
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[0081]  Still further operations may include for example, but are not limited to
determining which one of the plurality of protocols andfor signatures fo use
during authenticating.

[0082] The cperations may be implemented af least in part using an end-
user interface {(e.g., web-based interface). In an example, the end-user is able fo
make predetermined selections, and the operations described above are
implemented on a back-end device {0 present resulls {0 a user. The user can
then make further selections. it is also noted that various of the operations
described herein may be automated or partially automated.

[0083] 1t iz noted that the examples shown and described are provided for
purposes of ilustration and are not intended 1o be limiting. Still other examples
are aiso contemplated.
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CLAIMS

1. A method of digital signature authentication, comprising:

comparing an extracted signature from an image {0 a reference
signature; and

authenticating the extracted signature against the reference signature
according to one of g plurality of different authentication protocols including at
least a hisrarchical signatures protocol, a revisable selsclion of signatures
protocol, a multiple agents protocol, and a mulliple modalities protocol.

2. The method of claim 1, further comprising:

a recruitment stage, wherein the reference signature is added o a
database for fulure reference; and

an authentication stage, wherein the extracted signafure is compared
with the reference signature siored during the recruitment stage.

3. The method of claim 1, wherein during the hierarchical signatures
protocal, a first order signature is compared during an authentication stage, and
if the first order signature does not provide sufficient confidence in authenticity,
then a higher order signature is compared.

4. The method of claim 3, wherein the first order signature provides faster
authentication than the higher order signature, and wherein the higher order
signature provides greater confidence in authentication than the first order
signature.

5. The method of claim 1, wherein during the revisable selection of
sighatures protocol, a pluraglity of signatures evolve over time.

8. The method of claim 5, further comprising selecting the extracted
signature from the plurality of signatures based on time at which the reference

signature is recruited.
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7. The method of claim 6, further comprising determining which one of the
plurality of signatures to use during authenticating.

8. The method of claim 7, further comprising replacing an expired reference
signature with a revised signature.

g. The method of caim 1, wherein during the mulliple agents protocd,
different signatures authenticate different agents.

10. The method of claim 1, further comprising a midtiple database workfiow,
wherein a first signature authentication database is local to a reader device and

a second signature authentication database is remote from the reader device.

11, The method of claim 1, further comprising providing at lesst one of a jocsl
authentication and a remote authentication of the extracted signature during the
multiple modalities protocol.

12. The method of claim 11, wherein the remole authentication provides
binary authentication of the extracted signature.

13. The method of claim 11, wherein the remdte authentication provides
higher security authentication.

14. A system for digiial signature authentication, comprising computer-
readable instructions stored on a non-transient computer-readable medium, the
computer-readabie instructions executed by a processor {0:

extract a signature from an image;

access a reference signature stored in a database of reference
signatures;

compare the extracted signature to the reference signature; and
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authenticate the extracled signalure agsinst the reference signature
according to at least one of a hierarchical signatures protocol, a revisable
selection of signatures protocol, a muitiple agents protocol, and a multiple
modalities protecol,

158, A digital signature authentication system, comprising:

an imaging device configured o exiract a signature from an image; and

a processor o compare the exiracied signature {0 a reference signature
and authenticate the exiracted signature against the reference signature
according to one of a plurality of different authentication protocols including at
least a hierarchical signatures protocol, & revisable selection of signatures

pratocel, a multiple agents protocol, and a multiple modalities protocaol.
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Fig. 5
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Fig. 6
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