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IMAGE AUTHENTCATION AND SECURITY 
SYSTEMAND METHOD 

TECHNICAL FIELD 

Embodiments of the invention are related generally to sys 
tems and methods for authentication of individuals engaging 
in financial transactions, and in particular to remote electronic 
financial transactions. 

BACKGROUND OF THE INVENTION 

Various authentication methods exist in order to authenti 
cate users accessing financial accounts from electronic 
devices. For example, when accessing an account from an 
ATM machine, users are typically required to provide a physi 
cal card and a personal identification number (PIN). When 
accessing financial accounts using electronic devices such as 
laptop computers and cellular phones, users are typically 
provided with an interface that requires a user ID and pass 
word, and often an additional layer of security, such as 
answers to security questions. 

Currently existing authentication methods often have a 
negative effect on the remote user experience and make it 
difficult to navigate remotely through banking processes. 
With respect to ATMs, on most modern ATMs, the customer 
is identified after inserting a plastic ATM card with a magnetic 
stripe or a plastic Smart card with a chip, that contains a 
unique card number and Some security information such as an 
expiration date and CVV code. Authentication is typically 
provided by the customer entering a PIN. However, other 
authentication techniques may be implemented. Using an 
ATM, customers can access their bank accounts in order to 
make deposits of cash or checks, make cash withdrawals, 
obtain credit card cash advances, and check their account 
balances as well as other functions. 

Although automated teller machines (ATMs) have 
evolved, the authentication methods required to allow access 
to accounts have not similarly evolved. For example, while in 
previous decades, ATMs retained an inserted bank card 
through the duration of a transaction, currently existing ATMs 
merely require customers to Swipe or dip the card to be read. 
Thus, at the end of a transaction, the customer is typically 
prompted for further action during an authentication session. 
Since the customer has already reclaimed his ATM card and 
has completed the transaction, the customer might vacate the 
ATM prior to termination of authentication, thus leaving the 
authenticated session open for potential fraudulent use. 

With respect to remote electronic devices, various elec 
tronic devices have been developed that include cameras fac 
ing the user of the device. Thus, while the user is implement 
ing the device for remote banking purposes, an image of the 
user may be captured. The image of the user may be a Snap 
shot or a streaming or video image of the user. Such remote 
electronic devices may include, for example, a cellular phone, 
laptop, Smartphone, tablet, PDA, or a television or equipment 
connected to a television. Other electronic devices may also 
be implemented. 

Accordingly, Solutions are needed for identifying and 
authenticating users that utilize the evolving capabilities of 
ATMs and other electronic devices such as those described 
above. A solution is needed for providing techniques that are 
impossible to circumvent, yet provide seamless user experi 
ence. If this can be accomplished, both customers and finan 
cial institutions will benefit from a decrease in fraudulent 
transactions. 
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2 
SUMMARY OF PREFERRED EMBODIMENTS 

Embodiments of the present invention are directed to a 
computer-implemented authentication method for authenti 
cating a customer using an electronic device for engaging in 
a transaction involving a financial institution over a network. 
The method may include capturing an image of the customer 
engaging in the transaction using an image capturing device 
integrated with the electronic device, retrieving a stored 
image of the customer from an authentication database, and 
comparing, using a comparison algorithm executed by com 
puter processing components, the stored image with the cap 
tured image to authenticate the customer. Additionally, upon 
authentication, the method may include monitoring the cap 
tured image during the transaction for an interruption using 
the computer processing components and terminating the 
transaction if an interruption is detected. 

In an additional aspect of the invention, a computer-imple 
mented authentication method is provided for authenticating 
a customer using an electronic device for engaging in a trans 
action over a network involving a financial institution. The 
method includes capturing a video image of a face of the 
customer engaging in the transaction using an image captur 
ing device integrated with the electronic device. The method 
further includes retrieving stored facial patterns related to the 
customer from an authentication database and comparing, 
using a comparison algorithm executed by computer process 
ing components, the stored facial patterns with facial patterns 
present in the captured video image to authenticate the cus 
tomer. The method may additionally include scoring a degree 
of correspondence based upon the comparison, determining a 
transaction type requested by the customer and approving the 
transaction for processing if the degree of correspondence is 
Sufficient for the requested transaction type. 

In a further aspect of the invention, a computer-imple 
mented authentication system is provided for authenticating a 
customer using an electronic device for engaging in a trans 
action with a financial institution over a network. The system 
may include an application, executed by computer processing 
components of the remote electronic device, the application 
including an actuator for triggering image capture of the 
customer engaging in the transaction using an image captur 
ing device integrated with the electronic device and an 
authentication database including a stored image of the cus 
tomer. The system may additionally include facial recogni 
tion and comparison components for comparing, using a 
comparison algorithm executed by computer processing 
components, the stored image with the captured image to 
authenticate the customer. 

In an additional aspect of the invention, a computer-imple 
mented authentication method is provided for authenticating 
a customer using an ATM for engaging in a financial transac 
tion with a financial institution. The method comprises pro 
cessing an ATM card submitted by the customer to identify a 
customer account, authenticating the customer Submitting the 
ATM card and continuously capturing an image of the 
authenticated customer engaging in the financial transaction 
using an image capturing device operating cooperatively with 
the ATM. The method may additionally include monitoring 
the continuously captured image for an interruption during 
the financial transaction and after completion of the financial 
transaction and terminating the transaction or requiring addi 
tional authentication if an interruption is detected. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating an operating environ 
ment for an authentication system and method in accordance 
with an embodiment of the invention; 
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FIG. 2 is a block diagram illustrating components an oper 
ating environment for an authentication system and method in 
accordance with an alternative embodiment of the invention; 

FIG. 3 is a block diagram illustrating components of the 
authentication system in accordance with an embodiment of 
the invention; 

FIG. 4 is block diagram illustrating further details of com 
ponents of the authentication system in accordance with an 
embodiment of the invention; 

FIG. 5 is a block diagram illustrating further details of 
components of the authentication system in accordance with 
an embodiment of the invention; 

FIG. 6 illustrates an exemplary computing environment in 
accordance with an embodiment of the invention; 

FIG. 7 is a flow chart illustrating an image authentication 
method in accordance with an embodiment of the invention; 
and 

FIG. 8 is a flow chart illustrating a secondary authentica 
tion method in accordance with an embodiment of the inven 
tion. 

DESCRIPTION OF DRAWINGS 

Embodiments of the present invention are directed to a 
system and method for handling authentication of customers 
performing financial transactions using electronic devices 
including ATMs or remote electronic devices such as, but not 
limited to, cellular phones, laptops, Smartphones, tablets, or 
PDAs. Embodiments of the invention incorporate the image 
capturing capabilities that have become commonplace in 
Such devices to facilitate authentication, discourage hackers, 
and prevent theft and fraud. 

FIG. 1 is a block diagram illustrating an operating environ 
ment for an authentication system and method in accordance 
with an embodiment of the invention. FIG. 1 illustrates cus 
tomers 2a, 2b... 2n using electronic devices 10a, 10b... 10n 
that access a bank processing system 30 over a network 20. 
The bank processing system 30 may include an authentica 
tion engine 40 that accesses an authentication database 50. 

Customers 2a, 2b . . . 2n may be customers of financial 
institutions that hold one or more of various types of accounts 
with the financial institution. The accounts may include for 
example, checking accounts, savings accounts, credit 
accounts, debit accounts, stored value accounts, investment 
accounts, and any other types of accounts commonly held at 
financial institutions. 

Electronic devices 10a, 10b . . . 10n may be used by the 
customers 2a . . . 2n to access the accounts. The electronic 
devices may include, for example, cellular phones laptops, 
Smart phones, tablets, PDAs, or a television or equipment 
connected to a television. Other electronic devices may also 
be implemented. In additional embodiments of the invention, 
the electronic device may be or include an ATM that allows 
customers to directly deposit and withdraw funds and per 
form other transactions pertinent to the customers’ accounts. 
The electronic devices 10a ... 10n may include a front facing 
camera and a network connection. Thus, while the customer 
2a . . . 2n is using the electronic device to engage in a 
transaction, the camera or image capturing device is able to 
capture an image of the customer's face. Using a camera in 
the authentication and identification processes facilitates a 
high level of authentication. For example, if a customer is 
working within a banking application and wants to conduct a 
high risk transaction, Such as wiring millions of dollars, the 
system will identify and authenticate the customerand ensure 
that it is the customer in fact who is in possession of the 
electronic device 10a ... 10n. 
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4 
Bank processing system 30 processes transaction requests 

Submitted by customers 2a . . . 2n using electronic devices 
10a . . . 10n. The bank processing system 30 is preferably 
hosted by a server connected over the network 20 with the 
electronic devices 10a ... 10n. Thus, the electronic devices 
10a . . . 10n may connect over the network 20 to a server 
hosting the bank processing system 30 for performing iden 
tification, authentication, and other functions. The server can 
receive and process signals from the electronic devices 
10a ... 10n in active or passive manner. For example, in an 
active manner, a customer picks up an IphoneTM and touches 
a banking application. The activation of the banking applica 
tion may trigger image capture. Alternatively, as the customer 
lifts the electronic device 10a ... 10n, a phone accelerometer 
triggers a camera integrated with the electronic device to 
capture the customer and the customer then becomes inte 
grated in the application. 
The authentication engine 40 receives data over the net 

work 20 from the remote electronic devices 10a ... 10n and 
processes the data in order to authenticate customer 2a . . . 2n 
requesting the transaction. Thus, in the displayed embodi 
ment, a facial pattern recognition algorithm may be located 
on the server hosting the bank processing system 30. In addi 
tional embodiments, the facial pattern recognition algorithm 
may be located at the remote electronic device 10a ... 10n or 
at both the remote electronic device and the bank processing 
system 30. 

Authentication database 50 contains authentication data 
necessary to authenticate each user. In some embodiments, 
the facial recognition is stored in association with each trans 
action and is made available as part of the transaction record. 
The image will be available to the users via printed statement 
or online statement. In embodiments of the invention, authen 
tication data is stored for all customers of a bank in the 
authentication database 50. The data may further include 
facial patterns, retinal images, and physiological information 
Such as for example heart rate, pulse, body temperature, fin 
gerprint, etc. The data in the database 50 may additionally 
include PIN information, security questions and answers or 
other data necessary for authentication. 
The network 20 is preferably the Internet, but may be or 

include other types of networks. The network 20 may include 
a wired or wireless local area network (LAN) and a wide area 
network (WAN), wireless personal area network (PAN) and 
other types of networks. When used in a LAN networking 
environment, computers may be connected to the LAN 
through a network interface or adapter. When used in a WAN 
networking environment, computers typically include a 
modem or other communication mechanism. Modems may 
be internal or external, and may be connected to the system 
bus via the user-input interface, or other appropriate mecha 
nism. Computers may be connected over the Internet, an 
Intranet, Extranet, Ethernet, or any other system that provides 
communications. Some Suitable communications protocols 
may include TCP/IP, UDP, or OSI for example. For wireless 
communications, communications protocols may include 
Bluetooth, Zigbee, IrDa or other suitable protocol. Further 
more, components of the system may communicate through a 
combination of wired or wireless paths. 

FIG. 2 is a block diagram illustrating components of an 
operating environment for an authentication system and 
method in accordance with an alternative embodiment of the 
invention. FIG. 2 illustrates customers 202a, 202b . . . 202n 
using electronic devices with authentication systems 210a, 
210b. . . 210n that access a bank processing system 230 over 
a network 220. The bank processing system 230 may include 
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an authentication interaction engine 240 that interacts with 
the authentication system and remote devices 210a ... n. 

Customers 202a, 202b . . . 202n operate substantially as 
described above with respect to FIG.1. Likewise, the network 
220 may be substantially entirely as described above with 
respect to the network 20. 

Electronic devices with authentication systems 210a, 
210b. . . 210n may be equipped with applications for authen 
tication that operate Substantially on the electronic devices. 
However, these applications may interact to the extent neces 
sary with the authentication engine 240 of the bank process 
ing system 230. 
Bank processing system 230 may include an authentication 

interaction engine 240 that interacts with the authentication 
system and remote device 210. For example, the electronic 
device authentication system 210 may initiate image capture 
and analyze the images for correspondence. The results of the 
analysis may be sent to the authentication engine 240. The 
authentication engine 240 may determine, based on the cus 
tomer, the type of transaction, or the amount of the transac 
tion, or a combination of these factors, whether the level of 
correspondence found through the analysis is sufficient for 
authentication. 
The components of FIGS. 1 and 2 are described in greater 

detail below with respect to FIGS. 2-5. The components of the 
electronic device and the bank processing system are shown 
as separate and distinct, but may, in embodiments of the 
invention, be integrated into various combinations. The sys 
tems operate cooperatively to process data received from the 
customer in order to facilitate authentication required for 
processing of transactions. 

FIG. 3 is a block diagram illustrating components of an 
authentication system300 inaccordance with an embodiment 
of the invention. An actuator 320 receives input 302 and 
communicates with an image capture device 310 and sensors 
330 at 304 and 306 respectively. The image capture device 
310 and sensors 330 send data at 332 and 334 to analysis 
components 350. The analysis components 350 communicate 
information 352 to decision output tools 370, which ulti 
mately output a decision 372. 
The actuator 320 receives input 302 that triggers the 

authentication process. The actuator 320 may be or include a 
banking application. Thus, for example, when the customer 
opens a banking application on an Iphone, the authentication 
process is triggered or when a customer inserts a card into an 
ATM, the actuator 320 triggers the authentication process. 
Thus, the actuator may include Software executed by process 
ing components or alternatively may simply include hard 
ware components. 

The image capture device 310 is preferably a camera 
capable of capturing both video and still images. Various 
electronic devices have been developed that include cameras 
facing the user of the device. Thus, while the user is imple 
menting the device for remote banking purposes, an image of 
the user may be captured. The image of the user may be a 
Snapshot or a streaming or video image of the user. Likewise, 
ATMs are frequently equipped with cameras for security 
reasons that also may be capable of capturing video and 
Snapshots of the customer facing the camera. 
The sensors 330 may function as a secondary authentica 

tion device. The sensors 330 may monitor any desired param 
eter and in particular may detect physiological parameters 
Such as pulse, temperature, blood pressure, fingerprints, 
voiceprint, etc. The parameters detected by the sensors 330 
may be compared to information stored in a database for the 
particular customer so that the identity of the customer can be 
verified. 
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6 
The analysis components 350 analyze information 

received from the image capture device 310 and the sensors 
330. With the use of a moving image, facial movements can 
be captured and an algorithm may be implemented to match 
the facial movements with a stored facial pattern in order to 
effect facial pattern recognition. The analysis components 
350 may provide a similar secondary analysis for the param 
eters detected by the sensors 330. However, in some embodi 
ments of the invention, instead of sensors 330, the keypad of 
the electronic device may accept another standard method for 
of secondary authentication such as a PIN entered on a key 
pad of the electronic device or answers to security questions. 
The individual authentication methods described above may 
be scored individually and combined for a total score. 
The decision output tools 370 may evaluate the score pro 

vided by the analysis components 350 to render an authenti 
cation decision at 372. The decision output tools 370 may 
authenticate a customer for a particular transaction or may 
decline to authenticate and require additional credentials if 
the score derived from the analysis components 350 was 
insufficient for authentication. Required scores or criteria for 
authentication may depend upon the particular customer, 
transaction type (funds transfer, withdrawal, deposit, balance 
check, electronic payment, etc), or transaction amount. Thus, 
a higher score may be required for a high risk transaction than 
for a routine transaction. 

FIG. 4 is block diagram illustrating further details of com 
ponents of the authentication system in accordance with an 
embodiment of the invention. FIG. 4 illustrates an embodi 
ment of analysis components 400 including an interrupt 
monitor 410, facial recognition algorithmic processing com 
ponents 420, and secondary authentication engine 430. The 
analysis components 400 may include or access stored data 
440. 
The interrupt monitor 410 may be equipped to determine 

whether the image capturing device has captured an image of 
the same face before, during, and after the transaction. Thus, 
as set forth above, in accordance with one or more embodi 
ments, a face of an account holder is recognized at an ATM. 
The face is recognized prior to the proper authentication and 
is continuously analyzed throughout the transaction. A goal 
of the recognition is to ensure that the same face is recognized 
before, during, and after the authentication. For example, if 
the system detects a change in the user's face after the authen 
tication (e.g. dipping of the ATM card and entering proper 
PIN), the system will execute actions based on a pre-deter 
mined set of rules (e.g. ask for card and PIN again or termi 
nate the transaction). The interrupt monitor 410 may also be 
implemented with various forms of authentication methods 
including facial recognition and/or PIN authentication. 
The facial recognition algorithmic processing components 

420 operate to compare the captured image with a stored 
image in order to implement facial pattern recognition. The 
result of the process may include a score rather than a con 
clusion. The system may further include a mechanism for 
storing a required score based on a type of transaction and/or 
a type of account. The algorithm processing components may 
be or include any known algorithms, such as those imple 
mented by AppleTM, which uses facial recognition to tag 
photos in Iphoto TM, or the applications produced by Polar 
RoseTM, such as the augmented reality application called 
RecognizrTM with the tech Augmented ID, that allows a user 
to point a handset camera at a friend and see links to his or her 
Social networking profiles and updates. The technology rec 
ognizes his or her face and Surrounds it with icons linking to 
relevant information. 
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The secondary authentication engine 430 may include 
other authentication features incorporated in the system. For 
example, the remote electronic device can be motion acti 
vated or voice activated. If voice activated, the server or other 
component of the system may include or access an algorithm 
for matching the voice with a stored pattern. If the device is 
motion activated, a thumbprint application may be provided 
that uses an algorithm for matching the thumbprint of the 
requestor with a stored thumbprint. Additional or alternative 
authentication methods can be implemented to Supplement 
the facial recognition. For example, methods such as PIN 
based authentication tied to soft token or security questions 
may be implemented by random selection or combination. 
Furthermore, retinal recognition can be used instead of or in 
addition to facial recognition. Sensors on the electronic 
device may also detect thumb prints, finger prints, amount of 
pressure, pulse, temperature, oxygen level, distance between 
capillaries, etc. Thus, for example, the sensor may include a 
pulse oximeter. All of these parameters could be compared to 
information stored in a database for each customer. In some 
embodiments, a secondary authentication may include pre 
senting the user with a secret phrase and asking the user to 
“smile' upon viewing the secret phrase. Smile can be used 
rather keystroke to prevent potential phishers. To further deter 
phishing, the screen may not grant access immediately upon 
detection on the correct phrase (i.e., it will display a few 
more). 

Stored data 440 may include any of the parameters required 
for authentication pertinent to each customer. Thus, for each 
customer, a large quantity of identifying data including facial 
movement patterns, retinal data, fingerprints, blood pressure, 
temperature, heart rate, etc. may be stored. Furthermore, per 
Sonal identification numbers, answers to security questions, 
or other data used for authentication may be stored. 

FIG. 5 is a block diagram illustrating further details of 
components of the authentication system in accordance with 
an embodiment of the invention. Specifically, FIG. 5 illus 
trates decision output tools 500 including authentication deci 
Sioning and notification components 510 and an interrupt 
alert engine 520. The authentication decisioning notification 
components 510 may make an authentication decision based 
on the captured data and notify the customer of the decision. 
The interrupt alert engine 520 may notify the financial insti 
tution and the customer when an interrupt in recognition is 
detected. For example, if the recognized face changes or if the 
face is no longer present, the interrupt alert engine 520 may 
ask for further authentication parameters and/or terminate the 
transaction and notify the financial institution and the cus 
tOmer. 

FIG. 6 illustrates an exemplary computing environment in 
accordance with an embodiment of the invention. All of the 
components shown in FIGS. 1 through 5 above may be, 
include, or be implemented by a computer or multiple com 
puters. The components may be described in the general 
context of computer-executable instructions, such as program 
modules, being executed by a computer. Generally, program 
modules include routines, programs, objects, components, 
data structures, etc. that perform particular tasks or imple 
ment particular abstract data types. 

FIG. 6 is a block diagram illustrating a computing system 
600 implementing authentication system applications that 
may be utilized in accordance with an embodiment of the 
invention. This configuration is merely exemplary and should 
not be construed as limiting. It is likely that multiple comput 
ing systems or devices will be utilized to implement the 
method and system in accordance with embodiments of the 
invention. The computing system 600 may include a process 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
ing unit 610, a peripheral interface 620, a user input interface 
630, a system bus 640, a system memory 650, a network 
interface 690, a connected modem, transceiver, adaptor, or 
other communication device 692, and a memory interface 
694. The system bus 640 may be provided for coupling the 
various system components. 

Computers typically include a variety of computer read 
able media that can form part of the system memory and be 
read by the processing unit. By way of example, and not 
limitation, computer readable media may comprise computer 
storage media and communication media. The system 
memory 650 may include computer storage media in the form 
of Volatile and/or nonvolatile memory Such as read only 
memory (ROM) 660 and random access memory (RAM) 
670. 
A basic input/output system (BIOS) 662, containing the 

basic routines that help to transfer information between ele 
ments, such as during start-up, is typically stored in ROM 
660. RAM 670 typically contains data and/or program mod 
ules that are immediately accessible to and/or presently being 
operated on by processing unit. The data or program modules 
may include an operating system 674, authentication compo 
nents 682, other program modules 676, and program data 
680. The operating system may be or include a variety of 
operating systems such as Microsoft WindowS(R) operating 
system, the Unix operating system, the Linux operating sys 
tem, the Xenix operating system, the IBM AIXTM operating 
system, the Hewlett Packard UXTM operating system, the 
Novell NetwareTM operating system, the Sun Microsystems 
SolarisTM operating system, the OS/2TM operating system, the 
BeOSTM operating system, the MacintoshTMR) operating sys 
tem, the ApacheTM operating system, an OpenStepTM operat 
ing system or another operating system of platform. 
At a minimum, the memory 650 includes at least one set of 

instructions that is either permanently or temporarily stored. 
The processor 610 executes the instructions that are stored in 
order to process data. The set of instructions may include 
various instructions that perform a particular task or tasks, 
such as those shown in the appended flowcharts. Such a set of 
instructions for performing a particular task may be charac 
terized as a program, Software program, Software, engine, 
module, component, mechanism, or tool. The authentication 
system components 682 may include a plurality of Software 
processing modules stored in a memory as described above 
and executed on a processor in the manner described herein. 
The program modules may be in the form of any Suitable 
programming language, which is converted to machine lan 
guage or object code to allow the processor or processors to 
read the instructions. That is, written lines of programming 
code or source code, in a particular programming language, 
may be converted to machine language using a compiler, 
assembler, or interpreter. The machine language may be 
binary coded machine instructions specific to a particular 
computer. Any Suitable programming language may be used 
in accordance with the various embodiments of the invention. 
Illustratively, the programming language used may include 
assembly language, Ada, APL, Basic, C, C++, COBOL, 
dBase, Forth, FORTRAN, Java, Modula-2, Pascal, Prolog, 
REXX, and/or JavaScript for example. In embodiments of the 
invention, Ab InitioTM software is implemented and struc 
tured query language (SQL) is implemented for coding. 

Further, it is not necessary that a single type of instruction 
or programming language be utilized in conjunction with the 
operation of the system and method of the invention. Rather, 
any number of different programming languages may be uti 
lized as is necessary or desirable. 
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Also, the instructions and/or data used in the practice of the 
invention may utilize any compression or encryption tech 
nique or algorithm, as may be desired. An encryption module 
might be used to encrypt data. Further, files or other data may 
be decrypted using a suitable decryption module. 5 

The computing environment may also include other 
removable/nonremovable, volatile/nonvolatile computer 
storage media. For example, a hard disk drive may read or 
write to nonremovable, nonvolatile magnetic media. A mag 
netic disk drive may read from or writes to a removable, 10 
nonvolatile magnetic disk, and an optical disk drive may read 
from or write to a removable, nonvolatile optical disk such as 
a CD ROM or other optical media. Other removable/nonre 
movable, Volatile/nonvolatile computer storage media that 
can be used in the exemplary operating environment include, 15 
but are not limited to, magnetic tape cassettes, flash memory 
cards, digital versatile disks, digital video tape, Solid state 
RAM, solid state ROM, and the like. The storage media are 
typically connected to the system bus through a removable or 
non-removable memory interface. 2O 
The processing unit 610 that executes commands and 

instructions may be a general purpose computer, but may 
utilize any of a wide variety of other technologies including a 
special purpose computer, a microcomputer, mini-computer, 
mainframe computer, programmed micro-processor, micro- 25 
controller, peripheral integrated circuit element, a CSIC 
(Customer Specific Integrated Circuit), ASIC (Application 
Specific Integrated Circuit), a logic circuit, a digital signal 
processor, a programmable logic device Such as an FPGA 
(Field Programmable Gate Array), PLD (Programmable 30 
Logic Device), PLA (Programmable Logic Array), RFID 
processor, Smart chip, or any other device or arrangement of 
devices that is capable of implementing the steps of the pro 
cesses of the invention. 

It should be appreciated that the processors and/or memo- 35 
ries of the computer system need not be physically in the same 
location. Each of the processors and each of the memories 
used by the computer system may be in geographically dis 
tinct locations and be connected so as to communicate with 
each other in any suitable manner. Additionally, it is appreci- 40 
ated that each of the processor and/or memory may be com 
posed of different physical pieces of equipment. 
A user may enter commands and information into the com 

puter through a user interface 630 that includes input devices 
Such as a keyboard and pointing device, commonly referred to 45 
as a mouse, trackball or touchpad. Other input devices may 
include a microphone, joystick, game pad, satellite dish, 
scanner, Voice recognition device, keyboard, touch screen, 
toggle Switch, pushbutton, or the like. These and other input 
devices are often connected to the processing unit through a 50 
user input interface that is coupled to the system bus, but may 
be connected by other interface and bus structures, such as a 
parallel port, game port or a universal serial bus (USB). 
One or more monitors or display devices may also be 

connected to the system bus via an interface 620. In addition 55 
to display devices, computers may also include other periph 
eral output devices, which may be connected through an 
output peripheral interface. The computers implementing the 
invention may operate in a networked environment using 
logical connections to one or more remote computers, the 60 
remote computers typically including many or all of the ele 
ments described above. 

Various networks may be implemented in accordance with 
embodiments of the invention. These networks may include 
any of those described above with reference to FIG. 1. 65 
Although many other internal components of the computer 
are not shown, those of ordinary skill in the art will appreciate 
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that such components and the interconnections are well 
known. Accordingly, additional details concerning the inter 
nal construction of the computer need not be disclosed in 
connection with the present invention. 

Those skilled in the art will appreciate that the invention 
may be practiced with various computer system configura 
tions, including hand-held wireless devices such as mobile 
phones or PDAs, multiprocessor Systems, microprocessor 
based or programmable consumer electronics, minicomput 
ers, mainframe computers, and the like. The invention may 
also be practiced in distributed computing environments 
where tasks are performed by remote processing devices that 
are linked through a communications network. In a distrib 
uted computing environment, program modules may be 
located in both local and remote computer storage media 
including memory storage devices. 

Although the aforementioned components are shown as 
discrete modules, each of the modules may alternatively be 
integrated with one another. If the modules are discrete, mul 
tiple modules may operate cooperatively as will be further 
explained below. 

FIG. 7 is a flow chart illustrating an image authentication 
method in accordance with an embodiment of the invention. 
The method begins in S700 and the actuator is triggered in 
response to customer action with respect to the electronic 
device in S702. As set forth above, in embodiments of the 
invention, the customer may open a banking application on a 
remote electronic device in order to actuate image authenti 
cation. Alternatively, inserting an ATM card in an ATM may 
be used to actuate image authentication. Other actuation 
methods may also be implemented. 

In S704, the actuator causes the image capturing device to 
begin image capture. As explained above, the remote elec 
tronic device may have a front facing camera that captures an 
image of the customer engaging in a financial transaction. 
When engaged in a transaction at an ATM, the customer may 
also be facing a camera operating in conjunction with the 
ATM. 

In S710, the system compares captured images with stored 
data retrieved from the authentication database. This com 
parison may be carried out using the above-described com 
ponents using any of a number of appropriate algorithms. 

In S712, based on the comparison, the system determines if 
the customer is authenticated. If the customer is not authen 
ticated in S712, the system may repeat the intake and com 
parison procedure for a predetermined number of failures 
before terminating the procedure if desired. 

If the customer is authenticated in S712, the system begins 
interrupt monitoring in S730. With respect to interrupt moni 
toring, if an interrupt is detected in S732, the transaction may 
terminated and an alarm condition is generated in S740 if an 
interrupt condition is detected in S732. Alternatively, the 
system may default to require additional security questions or 
other type of authentication. The interrupt monitoring may 
begin prior to authentication and continue during the trans 
action and after the transaction is completed. In embodiments 
of the invention, the interrupt monitoring may continue until 
a new transaction is initiated. 

Further, if the customer is authenticated in S712, the sys 
tem determines in S714 if secondary authentication is 
required. If secondary authentication is required in S714, the 
system compares received data with stored data in S720. If the 
customer is authenticated in S720, the transaction is pro 
cessed in S724. If the customer is not authenticated in S722, 
the system may optionally repeat the authentication process 
for a predetermined number of failures in S726 before termi 
nating the transaction. The process ends in S750. 
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FIG. 8 is a flow chart illustrating a secondary authentica 
tion method in accordance with an embodiment of the inven 
tion. The method begins in S800 and the electronic device 
receives sensed parameters in S802. As set forth above, the 
sensors provided may be equipped to sense parameters such 
as motion, temperature, pulse, etc. or to record fingerprints, 
Voice prints, a retinal image, or other identifying characteris 
tics. 

In S804, the system compares received parameters to 
stored parameters. In S806, the system evaluates the degree of 
matching. The degree of matching may be evaluated by Vari 
ous methods that depend upon the sensed parameters. 

In embodiments of the invention, in S808, the system deter 
mines a type of transaction requested. In S810, the system 
may apply business rules to determine if the degree of match 
meets a threshold required for the transaction. If a sufficient 
match is found in S812, the customer may be authenticated in 
S816. If a sufficient match is not found in S812, the process 
may terminate in S814. As set forth above, the degree of 
correspondence required may depend upon the nature of the 
transaction. If the transaction involves a large amount of 
money, a higher degree of correspondence may be required 
for authentication. Withdrawals of cash may require an even 
higher degree of correspondence. The identity of the cus 
tomer may have further bearing on the degree of correspon 
dence required. These factors may be considered individually 
or in any one of various combinations. While this aspect of 
authentication is described herein with respect to FIG. 8, it 
may also be implemented for the primary authentication 
described in connection with FIG. 7. Furthermore, the level of 
risk of the transaction may be used to determine whether 
secondary authentication is necessary. In embodiments of the 
invention, using an ATM card and PIN may be the primary 
authentication method, and the level of risk of the transaction 
will determine whether facial recognition is necessary as a 
secondary authentication mode. Alternatively, for example 
with an iPhoneTM banking transaction, facial recognition may 
be the primary mode of authentication, and the level of risk of 
the transaction will determine whether the user needs to 
answer security questions. The process ends in S820. 

In operation, the applications available on the electronic 
devices may also allow capture and display of the image of 
another customer involved in a transaction. For example, if 
the transaction is a transfer from a first customer to a second 
customer, the image of the first customer may be transferred 
to the electronic device of the second customerand vice versa. 
Furthermore, although the techniques described above are in 
conjunction with conducting a transaction, the techniques 
may also be utilized upon account opening to Verify the 
identity of the individual opening the account. This may be 
accomplished through accessing an external database main 
tained by an information broker or other entity. 

Embodiments of the invention may include passive or 
active operation. With particular reference to embodiments in 
which facial recognition is, in itself, a secondary authentica 
tion method, passive recognition is likely to be implement. 
For example, the customer may specifically interact with an 
ATM by providing a card and PIN for authentication, but 
simultaneously will be passively authenticated through facial 
recognition. Alternatively, in an active mode, the system may, 
for example, ask the customer to select a transaction and in 
response may request that the customer face the camera dur 
ing authentication proceedings. Either passive or active rec 
ognition may be implemented with or without other alterna 
tive authentication methods. 

Thus, the invention described above solves numerous 
problems related to account fraud including situations involv 
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12 
ing the user behavior of paying less attention to the ATM or 
electronic device once a single transaction is completed. In 
one case, a user might wish to have another transaction (by 
pressing a button presented by the ATM), but is immediately 
distracted (e.g., a phone rings and the user drifts away from 
the machine), leaving the ATM Vulnerable for a potential 
mis-use. Advantages of embodiments of the invention 
described herein are significant, as the electronic device is 
able to determine that (1) a user has stepped away, thus 
requiring re-authentication upon return, or (2) a different face 
is recognized, thus requiring a re-authentication. 

While the invention is described with particular application 
to ATMs and portable electronic devices, embodiments of the 
invention may be implemented with other POS devices used 
to engage in payment transactions. The POS devices may 
include, for example, gas pump payment machines and gro 
cery checkout machines. As with ATMs, the system may ask 
a customer who has completed a transaction whether the 
customer would like another transaction or may continue to 
monitor the customer with a camera and may determine that 
the customer is still present in front of the machine and is 
attempting another transaction, thus obviating the need to 
interrogate the customer. Further, the system may also deter 
mine whether an interruption has occurred and terminate the 
session if Such interruption has occurred. 
While particular embodiments of the invention have been 

illustrated and described in detail herein, it should be under 
stood that various changes and modifications might be made 
to the invention without departing from the scope and intent 
of the invention. 
From the foregoing it will be seen that this invention is one 

well adapted to attain all the ends and objects set forth above, 
together with other advantages, which are obvious and inher 
ent to the system and method. It will be understood that 
certain features and Sub-combinations are of utility and may 
be employed without reference to other features and sub 
combinations. 

What is claimed is: 
1. A computer-implemented authentication method for 

authenticating a customer using a mobile electronic device 
for engaging in a banking transaction involving a financial 
institution over a network, the method comprising: 

storing instructions in at least one computer memory of the 
mobile electronic device; 

implementing at least one computer processor for execut 
ing the instructions stored in memory to perform steps 
including: 
detecting through the mobile electronic device, a cus 

tomer activation of a banking application on the 
mobile electronic device; 

triggering image capture of the customer attempting to 
engage in the transaction upon customeractivation of 
the banking application using an image capturing 
device integrated with the mobile electronic device, 
wherein the image capturing device is a front facing 
camera Such that the customer image is captured 
simultaneously with customer use of the mobile elec 
tronic device to conduct the transaction; 

retrieving a stored image of the customer from an 
authentication database; 

comparing, using a comparison algorithm executed by 
computer processing components, the stored image 
with the captured image to authenticate the customer; 

performing a secondary authentication by capturing a 
biometric parameter and comparing the captured bio 
metric parameter with a stored biometric parameter, 
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upon authentication, monitoring the captured image 
during the transaction for an interruption using the 
computer processing components, wherein monitor 
ing the transaction for an interruption includes detect 
ing an interruption upon detection of a different cap 
tured image; and 

terminating the transaction if an interruption is detected. 
2. The method of claim 1, further comprising monitoring 

the captured image after the transaction is complete and ter 
minating authentication upon an interruption. 

3. The method of claim 1, wherein monitoring the transac 
tion for an interruption further comprises detecting an inter 
ruption upon detection of absence of the captured image. 

4. The method of claim 1, wherein comparison of the stored 
image with the captured image comprises comparing facial 
patterns from video images. 

5. The method of claim 1, wherein comparison of the stored 
image with the captured image comprises comparing a cap 
tured facial snapshot with a stored facial snapshot. 

6. The method of claim 1, further comprising storing an 
image of the customer in association with the banking trans 
action and making the image available to the customer in an 
online statement. 

7. A computer-implemented authentication system for 
authenticating a customer using a mobile electronic device 
for engaging in a banking transaction involving a financial 
institution over a network, the method comprising: 

at least one computer memory of the mobile electronic 
device, the computer memory storing instructions; 

at least one computer processor for executing the instruc 
tions stored in memory to perform steps including: 
detecting through the mobile electronic device, a cus 
tomer activation of a banking application on the 
mobile electronic device; 

triggering image capture of the customer attempting to 
engage in the transaction upon customeractivation of 
the banking application using an image capturing 
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device integrated with the mobile electronic device, 
wherein the image capturing device is a front facing 
camera such that the customer image is captured 
simultaneously with customer use of the mobile elec 
tronic device to conduct the transaction; 

retrieving a stored image of the customer from an 
authentication database; 

comparing, using a comparison algorithm executed by 
computer processing components, the stored image 
with the captured image to authenticate the customer; 

performing a secondary authentication by capturing a 
biometric parameter and comparing the captured bio 
metric parameter with a stored biometric parameter; 

upon authentication, monitoring the captured image 
during the transaction for an interruption using the 
computer processing components, wherein monitor 
ing the transaction for an interruption includes detect 
ing an interruption upon detection of a different cap 
tured image; and 

terminating the transaction if an interruption is detected. 
8. The system of claim 7, further comprising monitoring 

the captured image after the transaction is complete and ter 
minating authentication upon an interruption. 

9. The system of claim 7, wherein monitoring the transac 
tion for an interruption further comprises detecting an inter 
ruption upon detection of absence of the captured image. 

10. The system of claim 7, wherein comparison of the 
Stored image with the captured image comprises comparing 
facial patterns from video images. 

11. The system of claim 7, wherein comparison of the 
stored image with the captured image comprises comparing a 
captured facial snapshot with a stored facial snapshot. 

12. The method of claim 7, further comprising storing an 
image of the customer in association with the banking trans 
action and making the image available to the customer in an 
online statement. 

ck ck ck *k ck 


