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(57) ABSTRACT 

A System and method for establishing and retrieving data 
based upon global indices established on the date of first use 
by a user. The System uses a distributed data name Service 
(DDNS) which uniquely identifies users of the system based 
upon the unique ID of devices on the system combined with 
the date and time of first use by the user. Both the unique 
device ID and the uniques user ID's are stored on servers of 
the System. This unique user ID generated is used for all 
Subsequent uses of the System by the user. Searching for data 
generated by devices of the System relating to a particular 
user is accomplished by Searching for instances of the user 
ID on servers of the system rather than by searching for the 
data itself. A simplified data transport protocol allows for the 
transfer of data from one location to another after the data is 
located. 
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SYSTEMAND METHOD FORESTABLISHING 
AND RETREVING DATA BASED ON GLOBAL 

INDICES 

FIELD OF THE INVENTION 

0001. This invention relates generally to storage to data 
and retrieval of records. More particularly this invention 
relates to a universal method for generating an indeX cf 
medical records at the time Services are rendered and retriev 
ing medical records based upon the automated indexing 
performed. 

BACKGROUND OF THE INVENTION 

0002 Medical records can reside in many different 
places. As a patient Sees different doctors and is treated for 
different conditions, individual records relating to the patient 
are created in each individual location. Therefore a medical 
record could exist at a general practitioner where the patient 
goes for annual physicals. At another time a medical record 
could be created for the patient at an immediate care facility 
where emergency room Services are rendered. In a similar 
fashion a medical record for the same patient could be 
created at a particular specialists office who treats the 
patient for a particular condition. All of these medical 
records may be critical to the treatment of the patient in any 
particular circumstance. If the total medical record for 
individual patient is not available, certain diagnoses may be 
overlooked or erroneously made. 
0003. Several systems have addressed the issue of how to 
create universal medical records. In general these Systems 
create medical records by the creation of a file in Some 
central Storage area. Thereafter the central Storage area may 
be accessed by individual practitioners by accessing the 
central Storage of the medical record. Such Systems use a 
"root registration” System wherein medical records and 
identities are registered centrally. Such Systems generally 
are not fully automated leading to the potential for errors. 
Further only “registered” records are available to remote 
users. Thus if a patient's medical record is not centrally 
registered, it is simply not available to the practitioner. 
0004 Another disadvantage of the central registration 
proceSS is that, at the present time, no single format is 
universal. Thus many different medical organizations have 
different formats which cannot be accessed among different 
medical institutions. Even if Such access is granted, format 
translation programs must be used which could cause addi 
tional errors in translation. 

0005 One example of a system which attempts to obtain 
a master index of patient identification information is the 
telemed System in use at Los Alamos labs. That System 
maintains a master index of patient IDs thus tracking patient 
ID as a master reference. The master ID is then used to 
determine where to find data related to a particular patient. 
Telemed System deals with topological information nor 
mally characterizing patient records. Further, the System 
relies upon “middleware” to resolve differences between 
database Systems that possess a particular patient's record. 
Thus a translation mechanism is necessary. Further, the 
telemed System Still requires a master patient indeX as a form 
of central registration. 
0006. In contrast to the systems noted above, the present 
invention does not rely on a root registration or a central 
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registration of client information. Rather, the present inven 
tion establishes an identity for a patient at the time of 
Service, based on the identity of a given device. This identity 
is established at the location of the device and not at any 
central location. This identity is designated, however, in a 
universal fashion Such that, for patient's whose identity is 
established by the System, information relating to that par 
ticular patient can be looked up in a convenient manner. 
Further, the present invention comprises the data transfer 
protocol to allow for global addressing and retrieval of 
information from sites remote from the location at which the 
patient is present. In this matter, all information concerning 
a particular patient maybe retrieved by the location treating 
the patient. 

BRIEF DESCRIPTION OF THE INVENTION 

0007. It is therefore and objective of the present invention 
to be able to locate information by Searching for indices of 
that information rather than for the information itself. 

0008. It is a further objective of the present invention to 
establish device driven unique identifiers that identify a 
perSon using the System. 
0009. It is a further objective of the present invention to 
establish device driven unique identifiers that identify a 
objects that are the Subject of transactions using the System. 
0010. It is yet another objective of the present informa 
tion to establish a global identifier for a user of the present 
invention the first time that a user uses the present invention. 
0011. It is yet another objective of the present informa 
tion to establish a persistent identifier for a user of the 
present invention the first time that a user uses the present 
invention. 

0012. It is a further objective of the present invention to 
uniquely identify a particular device connected to the SyS 
tem. 

0013. It is yet another objective of the present invention 
to establish device identification the first time that a device 
is activated on the System. 
0014. It is a further objective of the present invention to 
make data universally available as Soon as that data is 
created on the System. 
0015. It is another objective of the present invention to 
make data available at Sites remote from the location at 
which the data is created as Soon as the data is created. 

0016. It is yet another objective of the present invention 
to be able to search for data of interest without knowledge 
of the format in which the data was originally created. 
0017. It is a further objective of the present invention to 
allow local sites where data is created to establish their own 
formatting and Storage policies without Such formatting and 
Storage polices being dictated by a central facility. 
0018. It is yet another objective of the present invention 
to establish Security for a users records by Separating the 
user records from the identification card issues to a user. 

0019. The present invention uses a device-based para 
digm to avoid the confusion and restrictions associated with 
root registration Systems. For example, a particular manu 
facturer would register its company for participation with 
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the present invention. Identification numbers are assigned by 
the manufacturer and used to designate the equipment in 
question. Thus equipment from a particular manufacturer 
which is used by a particular practitioner or health care 
provider has a unique ID. A date/time Stamp is also added to 
this equipment ID to designate the Source and when the 
equipment is used. 

0020. The present invention also comprises a simple 
network transport up protocol, defined in this application as 
the Simple Data Transfer Protocol or SDTP. The SDTP 
provides Internet wide Sharing of data and database Systems 
through a client/server, transaction based model of data 
interaction and management. The SDTP allows for the 
transmission, reception, and recovery of data from disparate 
locations. 

0021. The present invention also provides a network 
delivery mechanism for addressing where to find requested 
information. This subsystem known as the distributed data 
name service or DDNS is the reference system by which 
SDTP operates. This is not meant however as a limitation. 
Once the location of information is established by the 
DDNS, retrieval of information could occur equally as well 
by any protocol once that protocol knows the locations of the 
desired information. 

0022 Various universal encoding systems are also used 
in the present invention So that individual devices and users 
of those devices can be encoded in a universal fashion. 

0023. It should be noted that the preferred embodiment 
illustrated in this specification is that of a medical device and 
data retrieval System. However, the present invention should 
not be construed as being So limited. For example the 
architectures and topology of the present invention is 
equally well Suited to commercial transactions Such as point 
of Sale transactions, the generation of ATM cards and other 
commercial ventures. It can also be Sued as a form of 
identification for employees of large organizations where 
Security and access to Iacilities in disparate locations must 
be tightly controlled. Thus while the medical application 
will be elucidated below, those skilled in the art will 
appreciate that the System and method described can be 
applied in many disparate situations. 

0024. Using the present invention, device manufacturers 
register their own unique names with the System. For 
example Hewlett-Packard may register the name “HP' to be 
used with all of its device ID numbers whereas another 
manufacturer Such as Phillips might register another differ 
ent name “PH.” When a medical device is first used on the 
System, its own identification (manufacturer, and device ID 
number) is automatically registered with the System. A 
patient receives an ID number, the first time the patient 
receives an ECG or is X-rayed by equipment that is regis 
tered with the system of the present invention. Thus the first 
time a patient is examined via medical equipment of the 
present invention, a universal record of not only the equip 
ment, but also the patient is automatically created. 
0.025 The present invention also comprises a user iden 
tification token or barcode label placed on any card of any 
variety which may be in the form of a credit card, Smart card 
or other token card which is generated at the time of the first 
use of any device registered with the System. From that point 
on, the patient identification card is “registered” within the 

Apr. 3, 2003 

System. Further, the health care provider Simply uses the 
imaging equipment available based upon the patient identi 
fication card, the universal encoding of the System, and 
imageS recorded with appropriate patient identification 
information and image information. In addition, the image 
created is universally available immediately after creation. 
0026. After recording information, the present invention 
tracks indices to locations of information. If the location of 
the device changes, that information could be tracked by the 
DDNS level 1 server so that queries could be automatically 
rerouted to the location at which the device is currently 
housed. Thus the information can change as necessary while 
the indeX to access that information does not. The present 
invention also does not require Standardized formatting of 
information. Thus, local Sites format and Store their own 
information as they desire without having to adhere to a 
particular dictated format. Thus local Sites do not have 
equipment, Staffing, administration, and other matters 
imposed upon them. 
0027. The system of the present invention transports, 
Sends, delivers, receives, and processes information objects. 
No middleware is required. Transmission of request for 
information and the receiving of that information is done, 
using the Simplified data transfer protocol. In addition, 
existing Systems can be included within the present inven 
tion Since any kind of document or object can fit within the 
present invention as an object. Only namespaceS as addesses 
are necessary for the present invention in order to find the 
location of desired information and retrieve that informa 
tion. 

0028. In Summary, the present invention is a device 
driven addressing System rather than a top-down addressing 
System. Individual devices create the nameSpace address 
necessary to retrieve information created by the individual 
device. Thus the present invention allows the minimal set of 
possible information at the top-level, which is used for 
routing requests for information, with actual information 
created by individual devices or sites Stored and located at 
those devices or Sites. 

0029. The present invention comprises a Simple Data 
Transport Protocol (SDTP), Distributed Data Name Service 
(DDNS) Software implementation, and a paradigm for auto 
mated indexing of global databases. 
0030) The DDNS design is similar in function to the 
domain name Service which Supports all Internet addresses. 
The domain name Service for the Internet allows a Single 
address to be used by any user regardless of that user's 
location to find another user on the Internet. In a similar 
fashion the DDNS of the present invention supports such a 
lookup service. However DDNS is generalized and opti 
mized for resolving database locations and database Service 
locations. 

0031) The DDNS exists in a series of servers in a tree 
Structure whereby medical diagnostic equipment are con 
nected to servers. These lower level servers are in turn 
connected to higher level Servers in a tree Structure or 
parent-child relationship. There is no practical limit to the 
level of Servers in the tree Structure. It is only required that 
there be sufficient levels of servers to satisfy the query needs 
of the organizations connected to the DDNS network. 
0032). Using the DDNS of the present invention, if a 
client machine requires information it does not have, it sends 
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a query to a parent Server concerning where to find the 
record information. In this application, the parent Server is 
referred to as a DDNS Level 2 Server or DDNS-2 server. 
This situation can exist in the medical Sense if a patient, 
having a medical ID card of the present invention, Visits an 
emergency room in other than the patient's home city. In that 
Situation the patient may use the patient ID card which will 
not be recognized by the local medical diagnostic equip 
ment. In that case the medical diagnostic equipment will 
query the next higher Server regarding where to find infor 
mation on the patient. 
0033. If the server being queried has the necessary infor 
mation, and answers the requesting client, the Interaction 
Stops. If the Server does not have the information, it in turn, 
asks its parent Server, and So on up a tree Structure of 
parent-child DDNS servers until the requested information 
is found. Once the patient indeX information is found, it is 
passed back down to the originating client which receives 
address/indeX information for a direct Site to Site request. At 
this point a peer-to-peer connection can be made whereby 
the client receives the desired medical information directly 
from the medical diagnostic equipment or database possess 
ing that information. 
0034) The Simplified Data Transport Protocol (SDTP) 
0035. Once the source of the desired information is 
located it becomes necessary to transfer the desired infor 
mation from one location to another. The Simplified Data 
Transport Protocol (SDTP) of the present invention has this 
task. SDTP provides Internet-wide sharing of data and 
database Systems through a client-Server, transaction-based 
model of data interaction and management. SDTP structures 
transmission, reception, and recovery of data. 

BRIEF DESCRIPTION OF THE FIGS. 

0036 FIG. 1 illustrates the DDNS server nodes 
0037 FIG. 2 illustrates a DDNS network topology 
0.038 FIG. 3 illustrates a specific example of an instance 
of use of the DDNS network topology 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0039. As noted earlier, the present invention comprises a 
Distributed Domain Name Service (DDNS) software imple 
mentation whereby devices and users are uniquely identified 
and registered on Servers of the System the first time the 
devices are used and the first time that users use the devices, 
a Simple Data Transport Protocol (SDTP) whereby once 
data of interest is located, that data can be transported from 
location to location with ease, and a paradigm for automated 
indexing of global databases. 

0040 Distributed Data Name Service (DDNS) 
0041) Distributed Data Name Service (DDNS) provides a 
name lookup Service for the indexing of global databases. It 
is designed to work in between a transfer protocol Such as 
SDTP, and an encoding Scheme for naming objects uniquely. 
0042. The DDNS implementation is similar to DNS 
(Domain Name Service), which supports all Internet name 
lookup service. The basic idea is illustrated in FIG. 1 DDNS 
Nodal Indexing. 
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0043. In DDNS, if a client machine needs information it 
does not have, it asks a parent Server where to find that 
information. If that Server has the information, it answers the 
requesting client and the interaction Stops. If the Server does 
not have the information, it in turn as its parent Server, and 
so on, up a tree structure of parent-child DDNS machines, 
until the requested information is found. Once the informa 
tion is found, it is passed back down to the originating client, 
which receives forwarding information for a direct Site-to 
Site request, at which point a peer-to-peer connection is 
made “horizontally” in the tree structure. 
0044) It is important to note that, strictly speaking, DDNS 
is not "Middleware'. Although it can appropriately interact 
with Middleware as necessary. 
0045 DDNS provides efficient recovery of records from 
anywhere on a network, and has no machine-type or oper 
ating System restrictions whatsoever. Its architecture pro 
vides intrinsic Scalability Suitable for Supporting universal 
databases that may require diskSpace exceeding current 
technologies for individual Sites. Since it resolves 
namespaces rather than IP addresses, DDNS will seamlessly 
migrate to new network protocols such as “IP2 whenever 
traditional IP is replaced. Using nameSpaces also Supports 
organizational durability, Since organizations may change 
names and have these reticulated through the DDNS struc 
ture, or keep the Same names and change the undergirding 
machine hardware Supporting those names without impact 
of data accessibility to the network. 
0046) The SDTP/DDNS combination provides an auto 
matic, low-level addressing and retrieval mechanism on 
which other functionality can be conveniently built. Such 
functionality may include automatic invoicing, automati 
cally generated Statistical polling of part quality, demo 
graphic information for illnesses without access to patient 
identity, etc. Such functionality Supports electronic interac 
tion and electronic commerce. 

0047 Used with SDTP and other naming and classifica 
tion conventions, DDNS can provide global indexing of any 
kind of image, produced on any kind of image-producing 
device, making any image retrievable by a click of a barcode 
reader. Yet images may be produced on different machines 
in different countries. Implications of Such design specifi 
cally include SDTP/DDNS/ASIA support for universal 
image recall through Standard medical cards given to 
patients at local hospitals. This is discussed specifically 
elsewhere in the document. 

0048 Used with other encoding schemes, SDTP/DDNS 
functionality may conveniently extend into diverse applica 
tions. Such applications may include automated part track 
ing, automated consumer purchase and repurchase, auto 
mated manufacturer-retailer profit distribution, and 
automated assessments of production quality on a plant-by 
plant basis. 
0049. The major advantages Supporting DDNS design 
include: 

0050) 1. Machine interactions are name lookups, not 
actual data transfers, until the very last moment 
when a Site-to-site connection can be made. Thus, 
interactions are very fast between machines. 

0051 2. Information contained on any machine 
emphasizes minimalist Storage. A machine attempts 
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to keep only the most minimal information it needs 
on its local System, knowing that it can retrieve 
remote information very quickly whenever needed. 

0052 3. Storage of data is genuine distributed. Since 
DDNS servers only hold index information for 
where to get information, rather than the information 
itself, global databases can be unlimited in size. Even 
very large global databases that exceed the physical 
Storage possibilities of Single sites will have excel 
lent performance. 

0.053 To illustrate the benefits, consider an example in 
which local sites cannot usefully store more than 50 ter 
abytes of information. Since a global database Supported by 
SDTP/DDNS only stores addressing information, it can 
provide information on many Such sites, letting those Sites 
resolve the actual data internally. 

0054 4. Each machine may cache its previous look 
upS and thus avoiding vertical lookups for recur 
rently used data. For data that Sister Sites will share 
over and over, the caching mechanism allows Site 
to-site connections without making parent-node que 
ries. Thus, performance is very fast, even when 
Scaling to very large addressing mechanisms. 

0055 5. Local policies determine disk storage and 
internal data Structure for local Systems. Yet local 
information will be available globally. 

0056 Flexibility & Ease of Use 
0057 Flexibility, generality, and ubiquitous accessibility 
are core principles of the SDTP/DDNS implementation. 
With a minimal "backbone' infrastructure of a small col 
lection of machines, DDNS can Support numerous concur 
rent universal databases, conveniently Supporting as diverse 
Systems as automated parts tracking in automobile repairs, 
insurance records, and purchase and repurchase of any 
Scanable item: clothing, home appliances, wood, paint, 
groceries, etc. Such applications will only require a barcode 
click on behalf of the user. And then on behalf of that user, 
a computer queries a DDNS server for data location, and 
then SDTP retrieves the data from the appropriate site. 

0.058 Simple Data Transport Protocol (SDTP) 
0059. The following terminology and associated defini 
tions are used in this Specification: 

Database: A collection of records. SDTP supported databases 
can be local and/or global. 

Record: A denotatum stored in a database. 
Transaction: An interaction between a client query and server 

response. Example transactions include modifying a 
global database and finding a record in a database. 
A request from a client sent to a server. 
A response from a server sent to a client. 
Generally, a client query or server response. 
Specifically, a content identifier and data object. 
The first string of a SDTP message that identifies 
SDTP/0.9 version, command, and arguments to 
process. 
A header and body. Data objects may include text, 
images, video, Sound, etc. 

Client Query: 
Server Response: 
Message: 

Content Identifier: 

Data Object: 
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-continued 

Header: Header information in a data object, employing 
MIME conventions. 

Body: Body information in a data object, employing 
MIME conventions. 

0060. The Simple Data Transport Protocol (SDTP) of the 
present invention is a protocol that applies to dynamically 
distributed, Internet-wide, database Systems. 

0061 The SDTP protocol provides universal addressing 
of database Systems, and universal Search and retrieval of 
data Stored on Such Systems. SDTP Supports any encoding 
mechanism, but is optimized for large Scale or universal 
encoding mechanisms for universal image tracking. 

0062 SDTP distributed database functionality can seam 
lessly traverse any network topology, machine-type, oper 
ating System, database System, etc. The protocol Supports all 
forms of data: text, image, Video, Sound, etc. 

0063 SDTP permits intelligent, efficient, fully automated 
data-Sharing on a Site-to-site, device-by-device basis, 
Searching and retrieving Specific data Sets. Data Sets can be 
located anywhere on a network, and have no physical 
Storage-size restrictions. Searching can be local or global. 
For example, data produced by an ECG machine in Chicago 
is available to another ECG machine in Bangkok. 

0064. In SDTP data are no longer viewed as existing on 
a single System, or any collection of explicitly linked Sys 
tems or Sub-Systems, Such as credit card authorization Sys 
tems. Rather, SDTP views data as query relations, in which 
a single, very Simple query mechanism dynamically orga 
nizes and retrieves germane information at a moment of 
request. 

0065. The basic mechanism works such that when a 
client query is fully Satisfied locally, a Search can halt. When 
a client query is not Satisfied locally, within a couple of 
network “hops' a SDTP server response will return a 
comprehensive list of data locations to the requesting client. 
A given client needs no initial knowledge that related data 
even exist, or where or how Such data are Stored. Yet for any 
given record, a client query can rapidly find all related 
records across the Internet-even if related records exist on 
databases unknown to exist by the requesting client, at the 
moment of its request. 

0.066 SDTP can support machine clusters, LANs, WANs, 
heterogeneous networks, collections of linked networks, or 
any set of these. This design explicitly includes Support for 
full, Internet-wide Search and retrieval of records. ESSen 
tially, there are no network restrictions for SDTP; it can 
transport and retrieve information for local or global Systems 
alike. 

0067 SDTP operations rely on client-server transactions. 
A transaction is characterized by a client Sending a message 
to a Server, and the Server Sending back a message to the 
client. SDTP/0.9 supports two basic transactions, Lookup 
and Modify, each of which has two commands. Table 2 
Summarizes these relations. 
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TABLE 2 

Transactions 

Lookup index Retrieve a records index, but not the record 
itself 

query Retrieve a record. 
ModifyADD Add a record to a database. 

DELETE Remove a record from a database. 

0068. Since SDTP applies to any kind of database, exist 
ing anywhere on the Internet, SDTP transactions provide 
genuinely global Searching, retrieving, adding, and remov 
ing records from universal databases. 

0069. As noted earlier, a message is a client query or a 
Server response. The data Structure of messages consists in 
a content identifier and data object. Table 3 Summarizes 
these relations. A content identifier identifies SDTP version, 
command, and any arguments. A data object 

TABLE 3 

Message Data Structure 

Content Identifier 

Header 
Body 

Data Object 

0070 consists in a header and body, both of which 
support MIME conventions. A healer contains information 
about the transaction-type and data Specifications. A body 
contains data, which can include MIME multipart docu 
ments, among other data. 

0071 SDTP relies on uniform interaction between clients 
and Servers, transacted through client query and Server 
response messages. A client query requests actions from a 
Server. A Server response answers client queries, and Some 
times also performs actions on behalf of the client called 
Server actions. Both client queries and Server responses rely 
on the data Structure of messages. 

0.072 Table 4 Summarizes protocol relations. Since trans 
actions are interactions between client queries and Server 
responses, a Lookup index transaction would involve an 
eXchange between a client query and a server response. In 
turn, client queries and Server responses are Subject to 
content identifiers and data objects. 

TABLE 4 

Protocol Relations 

Transactions Lookup index 
query 

Modify ADD 
DELETE 

Client Query Content Identifier 
Data Object Header 

Body 
Server Response Content Identifier 

Data Object Header 
Body 
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0073 Message Data Structure 
0074. A message is a content identifier and a data object. 
The SDTP client query content identifier syntax is: 

0075 SDTP/version command argument . . . 
0076. These expansions describe content identifier 
Semantics: 

SDTP version number. 
Keyword specifying SDTP activity. 
Argument for command. 
Subsequent arguments. 

version 
command 
argument 

0077. Example. Consider this legal content identifier: 
0078 SDTP/0.9 LOOKUP MedImages 123.abc 

0079. Following the content identifier syntax, the com 
mand is 'LOOKUP with two arguments: 

0080 (1)MedImages (the database to search) and (2) 
123.abc (a record or set of records as might occur in 
a hospital System). 

0081. A data object includes (1) a header and (2) a body. 
A data object may include text, images, Video, Sound, any 
other media or data type, and any combination thereof. 
0082) A header consists in one or more lines and is 
terminated by a blank line. The syntax for such lines is: 

0.083 fieldname: data 
0084. The argument data may have any number of addi 
tional arguments separated by Semicolons (;). These 
expansions describe the header Semantics: 

fieldname Label for data field (e.g., Date, Content-Length, 
Content-Type, etc.) 

data Data (e.g., for content-type, cookies etc.) 

0085 Client query data object headers additionally can 
contain preferences for server responses, but SDTP/0.9 does 
not yet specify these. 
0086 For example, consider the following data object 
header. This example illustrates a Lookup transaction that 
retrieves a record: 

0087 Content-Type: application/sdtp; transaction= 
“lookup-1: lookuptype="query' 

0088 A body consists in a MIME body, including mul 
tipart bodies FB96a). This structure facilitates transmission 
of all data types Such as text, graphics, Sound, Video, etc. 
0089. A body contains content or is null. The exact 
format of the body depends upon Specific databases, and 
thus is fixed in a separate Standardization process not Subject 
to SDTP. 

0090 For example, consider the following data object 
body. This example indicates a Successful deletion of record 
“123.abc: 

0091 SUCCEEDED DELETE 123.abc 
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0092. A client query is a message, and consists in (1) a 
content identifier and (2) a data object. 
0093. An example of a client query data object is: 

0094) Content-Type: transaction= 
"modification' 

application/sdtp; 

0.095 From: medical.cenon.com 

0096 DELETE 123.abc 

0097 ADD DEF0456 

0098. A server response is a message, and consists in (1) 
always a data object, and (2) Sometimes an additional server 
action (e.g., a record deletion). See also Message Data 
Structure. 

0099. Unlike client queries, SDTP server responses have 
no content identifier. Server responses are data objects. 

0100 Server response data object headers are transaction 
types. 

0101 For example, consider the following server 
response data object header. The Transaction type illustrates 
address forwarding. 

0102 Content-Type: application/sdtp; transaction="for 
warding 

0103) The Server response data object body syntax is 
determined in the data object header according to the 
transaction Specification. Abody contains content or is null. 
For example, consider the following Server response data 
object body which illustrates successful deletion of record 
“123.abc., and failed addition of record “DEFG456. 

01.04] SUCCEEDED DELETE 123.abc 

01.05 FAILED ADDDFFO456 
01.06 Example Server Response Data Object p p 

0107 Consider this example of a server response data 
object, including both header and body: 

0.108 Content-Type: application/sdtp; transaction= 
"modification' 

0109 From: medical.cenon.com 

0110 SUCCEEDED DELETE 123.abc 

0111 FAILED ADD DEF(a)456 
0112 A Server response may invoke a server action, Such 
as adding or deleting a record from a database. SDTP 
specifies the structure and syntax of data objects. SDTP 
Specifies a Semantics associated with the Server action, but 
not structure or detail of implementation. Such consider 
ations axe left to decisions of Site-by-Site implementation. 

0113 Transactions 

0114. A transaction consists of (1) a client query (to 
Server), and (2) a server response (to client). The current 
version, SDTP 0.9, provides two types of transactions, 
Lookup and Modify. Table 5 illustrates these relations. 
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TABLE 5 

Transaction Summary 

Client Query Server Response 

Lookup Client queries server Server returns records, 
for records. or location instructions for where 

to find records. 
ModifyClient requests server Server synchronizes data 

synchronization storage. 

0115 Lookup: A Lookup transaction determines if a node 
has knowledge of requested record(s). 

0116 Client Query: A Lookup client query is a mes 
Sage, and thus contains (1) a content identifier and 

0.117) (2) a data object. 
0118 (1) Content Identifier: An sample Lookup con 
tent identifieris as follows: 

0119) SDTP/0.9 MODIFY MedImages 123.abc 
0120 (2) Data Object: A Modify data object will 
contain (A) a header and (B) a body. 

0121 (2A) Header: The Lookup header uses a Con 
tent-Type that specifies (1) a Lookup transaction and 
(2) a lookuptype. A Lookup data object header has 
Syntax: 

0122) Content-type: application/sdtp; transaction= 
“lookup”; lookup type="type' type in lookup type' has 
these values and meanings in SDTP/0.9: 

Value Meaning 

query Transfer a record 
index Transfer a records index, but not the record itself 

0123 The following example of a Content-Type data 
object header retrieves a records index, but not the record 
itself: 

0.124 Content-Type: application/sdtp; 
“lookup”; lookuptype="index” 

0125 (2B) Body: A Lookup client query data object 
body is empty in SDTP/0.9. 

transaction= 

0126 Server Response: A Lookup response (1) has 
no content identifier, and (2) has a data object. 

0127 (1) Content Identifier: The Lookup server 
response has no content identifier. 

0128 (2) Data Object: The Lookup server response 
data object has (A) a header and (B) a body. 

0129 (2A) Header: This header specifies the Content 
Type of the Server response, but may also include other 
information Such as MD5 encrypted Signatures, etc. 

0.130 (2B) Body: The body follows MIME message 
body conventions FB96a). SDTP data object bodies 
have three forms: 
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0131 1. One or more records, structured as MIME 
multipart documents FB96a). 

0132) 2. Forwarding instructions, for one or more 
records, structured as the MIME type application/ 
Sdtp with attribute transaction Set to forwarding. For 
example: 
0133) Content-Type: 
tion="forwarding” 

0134. A following data object body would contain a list 
of addresses to query for records. 

0.135 3. Compound responses, structured as MIME 
multipart documents. Each part of a multipart docu 
ment will be: 

0136 (a) Form 1, One or more records 
0137 (b) Form 2, Forwarding instructions 

application/sdtp; transac 

0138 (c) Form 3, Compound responses. 
0.139 Example Lookup Transaction: This example 
illustrates a Lookup transaction, in which record 
“123.abc is retrieved from universal database 'Med 
Images. The transaction consists in a client query and 
a Server response. 

0140) Client Query: The following 3 line transcript is 
a plausible client query Lookup record retrieval 
request, from medical. cenon.com. 
0141 SDTP/0.9 LOOKUP MedImages 123.abc 
0.142 Content-Type: application/sdtp; transaction= 
“lookup”; lookuptype="query' 

0.143 From: medical.cenon.com 
0144. This query requests the retrieval of record 
123.abc from universal database MedImages. 
0145 Server Response: The following 7 line server 
response indicates a plausible Server reply to the pre 
vious client query. 
0146 SDTP/0.9 LOOKUP MedImages 
0147 Content-Type: application/sdtp; transaction= 
“forwarding” 

0.148. From: medical.cenon.com 
0149 ddns-2.uch.net 
0150 ddns-2.mag.net 
0151. ddns-2.nyc.net 

0152 The server forwards the client addresses where 
questions are answered about record 123.abc in universal 
database MedImages. 

0153 Modify: A Modify transaction synchronizes 
databases. A client query asks for modification of 
Server-Stored data, Such as adding or deleting a record. 

0154 Client Query: A Modify client query includes (1) 
a content identifier and (2)a data object. 

O155 (1) Content Identifier 
0156 See Content Identifier about content identifier syn 
tax and Semantics. An example Modify content identifier 
looks like: 

O157 SDTP/0.9 MODIFY MedImages 123.abc 
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0158 (2) Data Object 
0159. See Data Object about data object syntax and 
Semantics. A Modify data object will contain (A) a header 
and (B) a body. 

0160) (2A) Header. A Modify data object header speci 
fies a Content-Type using transaction="modification'. 
An example looks like: 
0.161 Content-Type: application/sdtp; transaction= 
"modification' 

0162 (2B)Body. The modify data object body contains 
instructions detailing modification of the database, Such 
as adding and deleting records. An example data object 
body request for deleting record 123.abc and adding 
record “DEFG 456 could be: 

0163 DELETE 123.abc 

0164 ADD DEFG456 
0165 Server Response 
0166 A Modify server response (1) has no content iden 
tifier, and (2) has a data object. 

0167 (1) Content Identifier The Modify server 
response has no content identifier. 

0168 (2) Data Object 
0169. See Data Object about data object syntax and 
Semantics. The Lookup server response data object has (A) 
a header and (B) a body. 

0170 (2A) Header. This header specifies the Content 
Type of the Server response, but may also include other 
information Such as MD5 encrypted Signatures, etc. 

0171 (2B) Body. The body follows MIME message 
body conventions FB96a). The Modify data object 
body may also contain verification information, Such as 
the Success or failure of a request. Verification infor 
mation often is null. 

0172 Example Modify Transaction 
0173 The following example illustrates a Modify trans 
action. This example modifies the universal MedImages 
database, where the client query requests to delete record 
123.abc and to add record DEFO)456. The transaction 
consists in a client query and a Server response. 
0.174 Client Query. The following 6 line transcript 
requests to delete and add a record from database MedIm 
ageS. 

0175 SDTP/0.9 MODIFY MedImages 
0176 Content-Type: application/sdtp; transaction= 
"modification' 

0177. From: medical.cenon.com 

0178 DELETE 123.abc 

0179 ADD DEF(a)456 
0180 Line 1. Client query identifies protocol and 
requests modification of database MedImages. 
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0181 Line 2. “Content-Type' identifies a SDTP appli 
cation; transaction specifies a “modification'transac 
tion type. 

0182 Line 3. From identifies client making request. 
0183 Line 4. Blank line identifies separation between 
data object header and data object body. 

0184) Line 5. DELETE removes forwarding for 
Lookup query of record “123.abc. 

0185. Line 6. ADD enables forwarding to “medical 
..cenon.com, for Lookup query of record “DEFG456. 

0186 Server Response. The following 6 line server 
response indicates a plausible reply to the previous client 
query. 

0187. SDTP/0.9 MODIFY MedImages 
0188 Content-Type: application/sdtp; transaction= 
"modification' 

0189) 
0190. 

From: medical.cenon.com 

SUCCEEDED DELETE 123.abc 

0191 FAILED ADD DEFG456 
0.192 Line 1. Server response identifies protocol and 
acknowledges request for modification of database 
MedImages. 

0193 Line 2. “Content-Type identifies a SDTP 
application; trisection specifies a “modification 
transaction type. 

0194 Line 3. From identifies client making 
request. 

0.195 Line 4. Blank line identifies separation 
between data object header and data object body. 

0196) Line 5. SUCCEEDED indicates that client 
query DELETE was completed successfully. 

0197) Line 6. FAILED indicates that client query 
ADD was not completed successfully. 

0198 Referring to FIG. 1 a simplified DDNS Nodal 
indexing System is illustrated. If the electrocardiogram ana 
lyzer 10 has unique identifier which, for purposes of this 
illustration is noted as the number one. When a user first is 
established with the system of the present invention the user 
might be Subject to electrocardiogram analyzer testing on, 
for example, Jan. 11, 1998. This date, in combination with 
unique electrocardiogram analyzer identifier "one' is then 
registered was in DDNS server 14 and. In this example the 
DDNS server is noted as a Level-2 server located at the 
University of Chicago noted with the abbreviation “UCH.” 
0199. Other electrocardiogram analyzers 12, 16, and 18 
are also shown as part of the System. Electrocardiogram 
analyzer 12 is connected to DDNS server 14. Electrocar 
diogram analyzer 16 is connected to DDNS server 20 which, 
in the present example is noted as being associated with 
Massachusetts general hospital, abbreviated as “MAG.'. 
Electrocardiogram analyzer 18 having the unique identifier 
“4” is connected to DDNS server 22 in New York City. 
0200) DDNS level 2 servers 22, 20, and 14 are connected 
to a DDNS Level-1 server 24. The purpose of the DDNS 
Level-1 server 24 is to receive and store a record of the 
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identifiers of of individual date or records created by the 
individual electrocardiogram analyzers shown in FIG. 1. It 
is important to note that the DDNS Level-1 server 24 does 
not contain the ultimate information, that is, the results of 
electrocardiograms that have been administered to the par 
ticular patient at the various hospitals. (It should be noted 
that DDNS level 1 server may actually be serval machines 
as is later illustrated.) DDNS Level-1 server 24 only con 
tains a record of the indices that show where the information 
is Stored. Thus for example, if a patient receives an electro 
cardiogram on Jan. 11, 1998 from electrocardiogram ana 
lyZer can the information record concerning that analysis is 
Stored and the user is given a medical identification card 
possessing and ID number associated with at first examina 
tion. If that patient is Subsequently examined using electro 
cardiogram analyzer 18 on Sep. 23, 1998, the practitioner 
would obtain the medical identification card of the patient, 
record that information through electrocardiogram analyzer 
18 which would then the determine if it had ever seen that 
particular patient before. If not, a query would proceed from 
electrocardiogram analyzer 18 to DDNS Level-2 server 22 
to inquire if a record of that patient exists. If no Such record 
exists at DDNS Level-2 server 22 that server will send a 
query to DDNS Level-1 server 24 to determine if it has a 
record of the particular patient. 

0201 DDNS Level-1 server or 24 will have such are 
record of the existence of the particular patient is existing at 
electrocardiogram analyzer 10 which can be reached via 
DDNS server 14. Thereafter DDNS Level-2 22 will make 
contact with DDNS Level-2 Server 14 on behalf of electro 
cardiogram analyzer 18, with electrocardiogram analyzer 
10. 

0202) In this example, DDNS servers of two different 
levels are shown. The level 2 servers store and broker 
requests for indices relating to medical equipment that is 
connected to them. The level DDNS servers store and broker 
requests for indices relating to patients from Level 2 Servers 
connected to them. Thus information is not generally passed 
when a query is made, only the identification of the location 
of the data is transferred. It should also be noted that this 
example of use in the medical arena is not meant to be 
limiting. AS will be explained later, other application areas 
are equally considered to be within the Scope of the present 
invention. 

0203 Referring to FIG. 2 the network topology of the 
present invention is illustrated. AS noted earlier, the present 
invention is device driven rather than driven by a top-down 
classification Schemata. A Series of medical devices may be 
attached to a WorkStation at a particular hospital. For Sample, 
ECG 4, CT 6, and ECG 12 may all be attached to a 
WorkStation 2 at a location, for example, the University of 
Chicago (UCH). ECG 4 will have its own unique identifier 
generally assigned by the manufacturer. When the ECG 4 is 
first activated to perform its first examination and creates the 
appropriate patient record, ECH4 becomes registered on the 
system of the present invention. Thus the global identifier 
for ECG 4 is created the first time the device is activated. In 
a similar fashion, CT6 also has a unique identifier as does 
ECG 12. These devices are also shown as attached to 
WorkStation 2. 

0204 Alternatively medical devices may be self-con 
tained and amenable to being attached or directly connected 
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to a DDNS server. The situation is also illustrated in FIG. 2 
where CT 8 is shown as directly connected to second level 
DDNS 14. Additionally, ECG 10 is also shown as connected 
to the DDNS level 2 Server 14. 

0205 All of the above devices ECG4, CT 6, ECG 12, CT 
8, ECG 10, and workstation 2 are all uniquely identified and 
registered with the System of the present invention the 
moment that they are first activated. As will be shown later, 
a date time Stamp is also used in conjunction with the unique 
identifier to create a unique patient identifier the first time 
that the patient uses any device that is registered on the 
System. 

0206. In a similar fashion, other medical devices and 
other geographically disparate locations can also become 
registered on the System of the present invention. Again 
referring to FIG. 2 ECG devices 13.15, and 16 may all be 
resident at, for example, Massachusetts General Hospital (in 
this figure designated as MAG). Additionally, MRI 11 and 
CT are also shown as located in Massachusetts General 
hospital. ECG 15 and 16 may be located in emergency room 
21 while ECG may be located in and the attached to a 
workstation and cardiology 19. MRI 11 and CT 9 may be 
connected to workstation 17 in radiology. Workstations 21 in 
the emergency room, 19 in cardiology, and 17 in radiology 
are all connected to DDNS level 2 server 20. It is important 
to note that unique identifiers will only be associated with 
the devices actually performing the diagnostic task, that is, 
devices 9,11,13,15, and 16. Workstations 17, 19, and 21 will 
not to have unique identifiers Since they will not be creating 
the medical records to be searched. It is of course possible 
that an individual hoSpaital may wish to have unique iden 
tifiers regarding all devices on a network whether diagnostic 
or not in order to be able trace all instances of data or 
information created. The present invention will Support this 
implementation as well. 
0207. In FIG. 2 yet a third location, hypothetically a 
hospital in New York City (designated as NYC) is shown as 
having a Series of medical devices as well. In this is an 
instance ECG 18 is connected to a PC 32. That PC is in turn 
connected to a display 30 was capable of displaying the 
results of the ECG analysis. Similarly, ECG 34 is directly 
connected to display 30. Display 30 is connected to a 
workstation 26 which has an MRI device 28 connected to it. 
This workstation 26 is in turn attached to DDNS level-2 
server 22. 

0208 All of the DDNS level-2 servers 14.20, and 22 are 
connected to DDNS level-1 servers 23, 24, and 25. These 
DDNS level-1 servers broker queries for information and 
client indeX locations coming from the various geographic 
locations were a patient may be treated. 
0209. It is important to note that once a medical device is 
activated for the first time, its unique ID is stored at both the 
DDNS level-2 Server and a DDNS level-1 server. This is 
because the DDNS Level-2 server knows about diagnostic 
devices connected to it and DDNS Level-1 servers know 
about DDNS Level-2 connected to them. Thus the DDNS 
Servers learn about the diagnostic devices in different ways. 
Further, once a patient is treated for the first time using any 
medical device that is attached to the present System, a 
permanent designation for that patient is created which 
comprises the unique identifier of the medical device com 
bined with the date time stamp of the first treatment of the 
patient. 
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0210. In practice, and as will be discussed in detail later, 
a patient who is treated at ECG 18 in NYC, and who 
possesses a medical ID card or barcode label on any card 
created by the System will cause a query to be created to 
determine if any other medical records exist for the patient. 
Initially a query will go as high as DDNS level-2 server 22. 
If an index to that client's records exists within the New 
York City location, that information will be sent to the 
operator of EGG 18. If such information does not exist, 
DDNS level-2 server 22 will add a new record to its database 
and will send the query to DDNS level-1 servers 23, 24, and 
25 to determine where a patient index for that particular 
patient does exist. If DDNS Level-1 server knows about the 
record, it will make a record associating the the new data 
record with the data record that already exists in its database. 
If the patient was first treated at University of Chicago, the 
patient index, derived from the medical ID card, will cause 
a query to be sent to DDNS level-2 server 14 which will 
respond with the various indices which indicate that location 
of records relating to the patient of interest. 

EXAMPLES 

0211. By way of example and to further illustrate a 
preferred embodiment of the present invention, FIG. 3 is 
presented. Since only data regarding indices to information 
OS being Searched, the System of the present invention 
responds very quickly to queries for the location of patient 
information. In the examples that follow, only the 
date(Gdevice designation is used. In the full implementation 
the manufacturers ID would also be present as part of the 
unique identifier. 

0212 1. Jane comes the University of Chicago Hos 
pital on Dec. 11, 1998 for the first time, to receive her 
first ECG ever, where she receives a University of 
Chicago Hospital medical card as a normal part of her 
admission. Upon receiving an ECG exam, Jane's read 
ing is automatically entered into the University of 
Chicago Hospital's local database System, and a printer 
produces a Small Sticker which a nurse affixed to Jane's 
medical card. 

0213 SDTP/0.9 MODIFY MedImages 
0214 Content-Type; application/sdtp; transaction= 
"modification' 

0215. From; ddns-2.uch.net 
0216 ADD 19981211(a)1 

0217. Since DDDS-2:UCH has never seen record 
1998.1211(a1, it attempts to ADD’ it to the next level “up” 
(to DDNS-1 Servers). A similar SDTP client query is sent 
“up” to DDNS-1 Servers. 

0218 2. DDNS-1 Servers receive and process the 
following client query request to ADD record 
1998 1211 G1 to the global MedImages database: 

0219 SDTP/0.9 MODIFY MedImages 
0220 Content-Type; application/sdtp; transaction= 
"modification' 

0221) From: ddns-2.uch.edu 

0222 ADD 19981211(a)1 



US 2003/0065653 A1 

0223). Since DDNS-1 Servers have not yet seen record 
* 1998.1211(a)1 DDNS-1 Servers store it. Using the From: 
field, DDNS-1 Serviers further associate 1998 1211(G1 
with address “ddins-2.uch.edu. DDNS-1 Servers will now 
forward future Lookup requests for record 1998 1211 G1 to 
DDNS-2:UCH. 

0224 DDNS-1 Servers return a SDTP server response to 
DDNS-2:UCH. The response indicates successful comple 
tion of the request ADD for 1998 1211 G1 in database 
MedImages. The server response is: 

0225 SDTP/0.9 MODIFY MedImages 
0226 Content-Type: application/sdtp; transaction= 
"modification' 

0227. From: ddns-2 uch.edu 
0228) SUCCEEDED ADD 1998 1211(a)1 

0229. The DDNS system has now globally registered 
record 1998 1211 (O1 in the universal database MedIm 
ages. 
0230 Crucial Implications Follow From this Design 
0231 (a) A local system creates a global identifier in a 
fully automatic manner, without any human interven 
tion whatsoever. 

0232 (b) This process requires no form of “root reg 
istration' for users of equipment. 

0233 (c) A user may operate whatever local system is 
most desirable, without interference from SDTP/ 
DDNS 

0234 3. Jane returns for a follow-up visit on Dec. 22, 
1998. A nurse clicks a barcode reader on Jane's medical 
card, which concurrently prompts DDNS-2:UCH to do 
an internal Lookup client query for the number 
encoded onto her card (19981211(a1) which was 
encoded during her first visit on Dec. 11, 1998. Since 
DDNS-2:UCH has the record * 1998 1211(a)1 it stops 
searching, and does not query DDNS-1 Servers. Jane's 
previous reading of Dec. 11, 1998 is automatically 
recalled onto the Screen. 

0235 4. The ADD command now saves the Dec. 11, 
1998 reading, associating it with the Dec. 11, 1998 
reading through the global index (database "key') 
*1998 1211(a)1. The SDTP interaction looks like: 
0236 SDTP/0.9 MODIFY MedImages 
0237 Convent-Type: application/sdtp; transaction= 
"modification' 

0238 From: ddns-2.uch.edu 
0239 ADD 19981211(a)1 

0240 The attending physician refers Jane to a Networked 
Specialist Physician, who makes an appointment of Jan. 5, 
1999. 

0241 Crucial implications follow from the client-server 
interactions up to now: 

0242 (a) DDNS-1 Servers store a mapping from 
record 1998 1211 (Q1 to DDNS-2:UCH. DDNS-2UCH 
has a mapping to whatever internal mechanism the 
University of Chicago Hospital uses to record its data. 
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0243) (b) DDNS-1 Servers and DDNS-2:UCH only 
know about one record (1998.1211(a)1),while the Uni 
Versity of Chicago Hospital knows about two records. 
A “one-to-many relationship is created. 

0244. Because only 1 number is stored at the DDNS-1 
Servers level, global System performance is optimized. Only 
1 number provides potential access to all of Jane's records 
at the University of Chicago Hospital. 

0245 (c) Routine business at the University of Chi 
cago Hospital remains on Site. This reduces System 
complexity on the local Side, and further optimizes 
Level-1 DDNS performance. DDNS uses global 
resources only when local resources do not have the 
needed information. 

0246 (d) A user participates in global information 
sharing without any Special interaction besides barcode 
reading a medical card. Currently, optical readers pro 
vide the most robust construction, but any other encod 
ing mechanism could be used. Similarly, rather than 
affixing a label, the medical card be given at the end of 
the visit, with the universal identifier indelibly marked 
on the card. 

0247 5. On Jan. 5, 1999 Jane arrives for her referral 
appointment with a Networked Specialist Physician 
(NSP) made during her last visit to the University of 
Chicago Hospital on Dec. 22, 1998. 

0248. A nurse at the NSP barcode-reads Jane's University 
of Chicago Hospital medical card to begin the process. The 
NSP local machine does an internal client query “Lookup 
for the number encoded onto Jane's card) 1998.1211(a)1). 
This record is not found on the local machine, and So the 
machine sends a client query to DDNS-2:UCH. 
0249 SDTP/0.9 LOOKUP MedImages 1998 1211(a)1 

0250) 6. DDNS-2:UCH receives the previous client 
query and does an internal Lookup for 
*1998 1211 (a1, which it finds. Since the search for 
record 1998 1211(a1 is satisfied, DDNS-2:UCH does 
not query DDNS-1 Servers. DDNS-2:UCH returns 
records from Dec. 11, 1998 and December 1998. 

0251 Although miles from the University of Chicago 
Hospital, clicking a barcode reader on Jane's medical card 
provides the NSP instant retrieval of previous ECG readings 
at the University of Chicago. 

0252 7. Although appearing to the SNP in the same 
moment, the System now ADDS the reading taken on 
Jan. 5, 1999 to the NSP local syste, associating it with 
the global index 1998 1211(a)1. 

0253) Since record 1998 1211(a1 is stored for the first 
time on the NSP local machine, the NSP local machine also 
attempts to ADD “up” record 1998 1211(a1, for global 
registration in databas MedImages. The NSP local system 
sends this command to it DDNS server, DDNS-2"UCH: 

0254 SDTP/0.9 MODIFY MedImages 
0255 Convent-Type: application/sdtp; transaction= 
"modification' 

0256 From: specialist.uch.edu 

0257 ADD 19981211(a)1 
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0258 8. DDNS-2:UCH receives the previous client 
query ADD. Since DDNS-2:UCH has already regis 
tered record * 1998 1211 (a1, it now associates the NSP 
address with record 1998 1211(O)1, as an address 
answering questions about global record 
*1998 1211(a)1. DDNS-2:UCH returns a server 
response indicating the Successful Status of the client 
query ADD: 
0259 SDTP/0.9 MODIFY MedImages 
0260 Convent-Type: application/sdtp; transaction= 
"modification' 

0261 From: specialist.uch.edu 
0262 ADD 19981211(a)1 

0263) 9. On Jun. 6, 1999 Jane visits Massachusetts 
General Hospital (MAG). A nurse barcode reads Jane's 
University of Chicago medical card, which posts an 
internal Lookup client query to DDNS-2:MAG, for the 
original ECG taken on Dec. 11, 1998 (in Chicago, 
affixed to Jane's University of Chicago Hospital card). 

0264. Not having seen record 1998 1211(a)1 before, 
DDNS-2:MAG asks if DDNS-1 Servers hnow where to find 
information about this record. DDNS-2:MAG sends this 
client query Lookup request to DDNS-1 Servers: 

0265 SDTP/0.9 LOOKUP 
1998 1211(a)1 

0266 10. DDNS-1 Servers receive DDNS-2:MaG's 
previous client query Lookup for record 1998 1211(G)1 
in global database MedImages. DDNS-1 Servers do 
know about record * 1998 1211(G1: that DDNS-2:UCH 
answers questions about it. 

0267 11. DDNS-1 Servers send a server response 
indicating that DDNS-2:UCH answers queries about 
record 1998 1211(GD1. The forwarding message sent is: 
0268 SDTP/0.9 LOOKUP MedImages 

MedImages 

0269 Content-Type: application/sdtp; transaction= 
“forwarding” 

0270 ddns-2.uch.edu 
0271) 12. DDNS-2:MAG directly connects to DDNS 
2:UCH, which queries machine Specialist.uch.edu, 
requesting records related to 1998 1211(G1: 

0272 SDTP/0.9 LOOKUP MedImages 1998 1211(a)1 
0273 DDNS-2:UCH returns records for ECG read 
ings taken on Jan. 5, 1999, Dec. 22 1998, and Dec. 
11, 1998. 

0274 Barcode reading Jane's University of Chicago 
Hospital medical card in Massachusetts General Hospital 
instantly retrieves Jane's previous records, displaying the 
images on the Screen within a moment of clicking the 
barcode reader. 

0275 13. Although appearing in the same moment 
from the nurse's point of View, the System now Saves 
the Jun. 6, 1999 reading to the local Massachusetts 
General Hospital machine. 

0276 Since DDNS-2:MAG does not have the Dec. 11, 
1998 reading (globally indexed by 1998 1211(a)1), it adds 
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1998 1211 G1 to its database, associating it with the new 
reading taken locally on Jun. 6, 1999. Since 1998 1211 G1 
is a new record to DDNS-2:MAG, it also attempts to ADD 
“up” the record just scanned from Jane's University of 
Chicago Hospital medical card, 1998.1211(a)1. DDNS 
2:MAG sends a client query ADD to DDNS-1 Servers. 

0277 SDTP/0.9 MODIFY MedImges 
0278 Content-Type: application/sdtp; transaction= 
"modification' 

0279 From: ddns-2.mag.org 

0280 ADD 19981211(a)1 
0281. 14. DDNS-1 Servers receive the previous client 
query request to ADD record 1998 1211 G1 to global 
database MedImages. Since DDNS-1 Servers already 
know about record 1998 1211(GD1, DDNS-1 Servers 
Store the address in the From: header (ddins-2.mag.org) 
as a location that will answer queries for global record 
* 1998 1211(G1. 

0282) Future Lookup requests for record 1998 1211(a)1 
now will receive forwarding instructions for both DDNS 
2: MAG and DDNS-2:UCH. DDNS-1 Servers now sends a 
Server response indicating Status of the request: 

0283 SDTP/0.9 MODIFY MedImages 
0284 Content-Type: application/sdtp; transaction= 
"modification' 

0285) From: ddns-2.mag.org 

0286 SUCCEEDED ADD 1998 1211(a)1 

0287) 15. Jane is in a car accident in New York City, 
and is rushed to a random hospital, where an attendant 
discovers a University of Chicago Hospital medical 
card in her purse. 

0288 Clicking a bareode reader on the card, a DDNS 
2:NYC internal Lookup learns that record 1998 121(GD1 is 
unknown. So it sends a client query Lookup request “up', to 
DDNS-1 ServerS. 

0289) 16. DDNS-L Servers receive a client query 
Lookup request from DDNS-2:NYC: 

0290 SDTP/0.9 LOOKUP MedImages 
1998 1211(a)1 

0291 DDNS-1 Servers know about record 
1998 1211(GD1, and have two forwarding address associa 

tions: DDNS-2:MAG and DDNS-2:UCH. 

0292) 17. DDNS-1 Servers know that DDNS-2:UCH 
and DDNS-2:MAG answer queries for record 
1998 1211(GD1, and return forwarding instructions for 
these addresses. 

0293 SDTP/0.9 LOOKUP MedImages 
0294 Content-Type: application/sdtp; transaction= 
“forwarding” 

0295 ddns-2.mag.org 

0296) ddns-2.uch.edu 
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0297 18. DDNS-2:NYC directly connects to DDNS 
2:MAG and DDNS-2:UCH, querying for record 
1998 1211(GD1, using the following client query for 
both addresses: 

0298 SDTP/0.9 
1998 1211(a)1 

LOOKUP MedImages 

0299 Four records appear on the screen in the emergency 
OO 

Jun. 6, 1999 DDNS-2:MAG 
Jan. 5, 1999 DDNS-2:UCH 
Dec. 22, 1998 DDNS-2:UCH 
Dec. 11, 1998 DDNS-2:UCH 

0300 While the top-level DDNS service (DDNS-1 Serv 
ers) only knows about global record 19981211(a1, the 
New York Hospital emergency room now views four 
records, from three devices, from two different Sites, simply 
by barcode reading a University of Chicago Hospital medi 
cal card. 

0301 The physicians need not know from which facili 
ties Jane has records, and yet her comprehensive ECG 
records are available instantaneously. 

0302) 19. Although appearing to the emergency room 
in the same moment, the System now ADDS the reading 
taken on Sep. 23, 1999 to the local DDNS-2:NYC 
System, associating it with the global indeX 
of 1998 1211(G1. 

0303 Since record 1998 1211(a1 is stored for the first 
time on the DDNS-2:NYC, DDNS-2:NYC also attempts to 
ADD “up' record 1998 1211(G)1, for global registration in 
database MedImages. 

0304 20. DDNS-1 Servers receives the following cli 
ent query request to ADD record 1998 1211 G1 to 
global database MedImages', from DDNS-2:NYC. 

0305 SDTP/0.9 MODIFY MedImages 
0306 Content-Type: application/sdtp; transaction= 
"modification' 

0307 From: ddns-2.nyc.com 

0308) ADD 19981211(a)1 

0309 Since DDNS-1 Servers already know about record 
19981.211(a)1 (from DDNS-2:MAG and DDNS-2:UCH), 
DDNS-1 Servers add the address in the From: header 
(ddins-2.nyc.com) to the list of addresses that will answer 
queries for global record 1998 1211(a)1. DDNS-1 Servers 
then sends a server response indicating status of DDNS 
2:NYC's client query ADD request: 

0310 SDTP/0.9 MODIFY MedImages 
0311 Content-Type: application/sdtp; transaction= 
"modification' 

0312 From: ddns-2.nyc.com 

0313 SUCCEEDED ADD 1998 1211(a)1 
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0314 Having made this addition, DDNS-1 Servers will 
answer future Lookup requests for record 1998 1211(G)1 
with forwarding instructions to: 

0315) DDNS-2:NYC 
0316 DDNS-2:MAG 
0317 DDNS-2:UCH. 

0318 21. While on vacation in the Florida Keys, away 
from convenient access to a hospital, Jane experiences 
chest pain. She goes to an Independent Practitioner (IP) 
on Oct. 8, 1999, and presents her University of Chicago 
Hospital medical card, which the physician barcode 
reads. 

03.19. The physician's local machine does an internal 
client query Lookup for the number encoded onto Jane's 
University of Chicago card (1998 1211(a1). This record is 
not found on the local machine, and So the local machine 
sends a client query to DDNS-2:ISP. 

0320 SDTP/0.9 LOOKUP 
1998 1211(a)1 

0321 22. DDNS-2:ISP receives the previous client 
query Lookup request for record 1998 1211(GD1 in 
global database MedImages. Not having Seen record 
* 1998 1211(G)1 before, DDNS-2:ISP asks if DDNS-1 
Servers know where to find information about record 
1998 1211(a)1. DDNS-2:ISP sends this client query 
Lookup request to DDNS-1 Servers: 
0322 SDTP/0.9 LOOKUP 
1998 1211(a)1 

0323 23. DDNS-1 Servers receive DDNS-2:ISP's pre 
vious client query Lookup for record 1998 1211(GD1 in 
global database MedImages. DDNS-1 Servers know 
that these addresses answer questions about record 
*1998 1211(a1: 

0324) DDNS-2:NYC 
0325 DDNS-2:MAG 
0326 DDNS-2:UCH. 

0327 24. DDNS-1 Servers send a server response 
indicating forwarding addresses that answer queries 
about global record 1998 1211 (GD1. The forwarding 
message Sent is: 

0328 SDTP/0.9 LOOKUP MedImages 

MedImages 

MedImages 

0329 Content-Type: application/sdtp; transaction= 
“forwarding” 

0330 ddns-2.nyc.com 
0331 ddns-2.mag.org 

0332 ddns-2.uch.edu 
0333). 25. DDNS-2:ISP directly connects to DDNS 
2:ISP, DDNS-2:MAG, and DDNS2:UCH, querying for 
record 1998 121101, using the following client query 
for all addresses: 

0334 SDTP/0.9 
1998 1211(a)1 

LOOKUP MedImages 
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0335 Five records appear on the Local Practitio 
ner's Screen: 

Sep. 23, 1999 DDNS-2:NYC 
Jun. 6, 1999 DDNS-2:MAG 
Jan. 5, 1999 DDNS-2:UCH 
Dec. 22, 1998 DDNS-2:UCH 
Dec. 11, 1998 DDNS-2:UCH 

0336. These records represent Jane's cumulative ECG 
patient history beginning on Dec. 11, 1998, globally indexed 
to record 1998 1211(O)1. Thus, even in a remote area, the 
Independent Practitioner has instantaneous access to live 
records, from four devices, from different sites thousands of 
miles apart, simply by barcode, reading a University of 
Chicago Hospital medical card. 

0337 26. Although appearing approximately in the 
Same moment as the record retrievals, the System now 
saves the Oct. 8, 1999 reading to the IP's local system. 

0338 Since the local system does not have the Dec. 11, 
1998 reading (globally indexed by 1998 1211(a)1), it adds 
1998 1211 G1 to its database, associating it with the new 
reading taken locally on Oct. 8, 1999. 
0339 Since 1998 1211(a1 is a new record to the IP's 
local system, the local system also attempts to ADD “up” the 
record (19981211(a)1) just read from Jane's University of 
Chicago Hospital medical card. The IP's local system sends 
a client query ADD to DDNS-2:ISP. 

0340 SDTP/0.9 MODIFY MedImages 
0341 Content-Type: application/sdtp; transaction= 
"modification' 

0342. From: practitionerisp.com 

0343 ADD 19981211(a)1 
0344) 27. DDNS-2:ISP receives the previous client 
query request from the Independent Practitioner's 
machine to ADD record 1998 1211 G1 to global data 
base “MedImages'. 

0345 Since DDNS-2:ISP does not know about record 
1998 1211 G1 it stores it locally, associating it with the 
address in the From: header as an address that answers 
queries for global record 1998 1211(a)1. DDNS-2:ISP will 
know in the future to query address practitionerisp.com for 
records related to global record 1998 1211(a)1. DDNS 
2:ISP returns a Server response indicating Status of the client 
query from the Independent practitioner machine. 

0346 SDTP/0.9 MODIFY MedImages 
0347 Content-Type: application/sdtp; transaction= 
"modification' 

0348. From: practitionerisp.com 

0349 SUCCEEDED ADD 1998 1211(a)1 
0350 Since record 1998 1211(a1 is new to DDNS 
2:ISP, it also passes the client query ADD “up' to DDNS-1 
Servers. DDNS-2:ISP sends the following client query ADD 
request to DDNS-1 Servers; 

13 
Apr. 3, 2003 

0351 SDTP/0.9 MODIFY MedImages 
0352 Content-Type: application/sdtp; transaction= 
"modification' 

0353. From: ddns-2.isp.net 
0354 ADD 19981211(a)1 

0355 28. DDNS-1 Servers receive the previous client 
query request to ADD record 1998 1211 G1 to global 
database MedImages, from didnS-2.isp.net. 

0356. Since DDNS-1 Servers already know about record 
19981.211(a)1 (from DDNS-2:NYC, DDNS-2:MAG and 
DDNS-2:UCH), DDNS-1 Servers store the address in the 
From: header (ddins-2. isp. net), associating it with the other 
addresses that answer queries for global record 
* 1998 1211(G1. 

0357 DDNS-1 Servers return a server response indicat 
ing the Status of the previous client query ADD request from 
DDNS-2:ISP. 

0358 SDTP/0.9 MODIFY MedImages 
0359 Content-Type: application/sdtp; transaction= 
"modification' 

0360 From: ddns-2.isp.net 
0361) SUCCEEDED ADD 1998 1211(a)1 

0362 Now future Lookup requests for global record 
1998 1211 G1 will receive forwarding instructions for: 

0363) DDNS-2:ISP 
0364) DDNS-2:NYC 
0365 DDNS-2:MAG 
0366 DDNS-2:UCH. 

0367. Of course, each address answers queries using its 
own network architecture, Storage procedures, and database 
policies. SDTP/DDNS provides uniform access to the ECGs 
Stored at these addresses. 

0368. This example illustrates the flexibility and gener 
ality of DDNS service for large, distributed collections of 
data. In this paradigm, data can reside on different machines 
and machines that do not know about one another, unlike 
much traditional design for large database Systems. Data 
bases need not be explicitly linked. 
0369 Similarly, in this paradigm, data exists as query 
relations, dynamically organizing and relating information 
at moments of request. Yet record recall is efficient, even 
acroSS the Internet, providing approximately instantaneous 
response time. 
0370 For clarity and ease of illustration, this example 
illustrates a “two-level' hierarchy of machines. However, 
SDTP/DDNS databases can be arbitrarily deep rather than 
two layerS deep. At any moment, new Servers can be added 
at any level in the hierarchy, providing each organization 
with maximal opportunity to optimize its own performance, 
and to administer its own policies. 
0371) The DDNS system is driven by manipulation of 
names, by design permitting easy portability of machines 
within any organization. In this respect a nameSpace 
becomes a global variable to which a machine or machines 
become attached. Thus, for example, ddnS-2.nyc.com could 
be a Single machine, or a pointer to other machines, and/or 
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the New York Hospital could change the type of machine 
Supporting the didnS-2.nyc.com namespace without inter 
rupting Service to its local or global community. 
0372 The present invention comprises software on com 
puters and firmware in certain of the medical diagnostic 
devices. The devices of the present invention comprise those 
medical diagnostic devices known in the art which have the 
ability to store and output information. The DDNS servers of 
the present invention comprise hardware and Software and 
local Storage for Storing information comprising indices 
relating to uses of devices on the network. Any of a variety 
of IBM PC and compatibles are suitable to the task of the 
WorkStations attached to the medical diagnostic equipment 
or as DDNS-Level-2 servers. All that is required is that there 
be sufficient storage to store the indices noted. The DDNS 
level-1 servers can also be IBM PC, Sun workstations or 
indeed any Server capable of Storing and retrieving infor 
mation and communicating that information via modems or 
otherwise to other Servers or WorkStations of the present 
invention. Thus the Software giving rise to the unique 
identifiers is stored at the lower levels of the system while 
Software for Storing, retrieving and associated indices are 
typically located at the high levels Servers of the System. 
0373). Further Examples: 

0374. On a home computer, Jane clicks a barcode on 
the last grocery receipt, which reproduces the same 
order as the week before. Arriving at the grocery 
Store, the order has been charged to her credit card, 
and is waiting for pick up. 

0375. On a home computer John clicks a barcode 
reader on an old pair of athletic shoes. A web page 
appears on which he is offered a choice to repurchase 
the same shoes (same brand, size, color, etc.), from 
the same company. He mouse-clicks on "Accept 
and the Same credit card is charged that originally 
purchased the Shoes. 

0376 The shoes are delivered to his house the next day. 
One barcode click and one mouse click consummate this 
interaction. 

0377 Astudent goes to a bookstore needing several 
chapters of various books. He selects a book of 
interest from the shelves, and using the bookStore's 
PC “kiosk', clicks on Chapter 3. A web-page returns 
instantly, indicating that he may purchase this chap 
ter for S1.83, for which he may use his credit card or 
pay the cashier. 

0378 Unknown to the consumer, at the moment of click 
ing the barcode reader, the publisher has been consulted and 
the publishers royalties and bookStore's profit margins have 
been combined in the S1.83 purchase. Each month the 
publisher Sends automatically generated invoices to book 
Stores that itemize royalties due. Such a mechanism works 
just as easily for images in publications, and journal articles, 
etc., and in libraries and photocopy shops to enhance copy 
right protection. 

0379 A car owner brings a car to a garage for a 
muffler repair. Clicking a barcode reader, the 
mechanic learns that the muffler is in warranty. 
The mechanic provides better service to the car 
Owner, and receives automatic part restocking 
from the manufacturer. 

Apr. 3, 2003 

0380 The manufacturer not only automatically tracks 
muffler repairs for a given model, but also the precise plants 
from which the failed mufflers come. The manufacturer has 
an automatic way to track part life-cycles, manufacturing 
defects, repair warranties, replacement policies, etc. Yet 
Such data gathering is accomplished in the process of normal 
automotive repair. 
0381. On site, a furnace repairman clicks a barcode 
reader at a broken furnace part, a cellular phone calls into a 
local Service provider, which in turn recalls the repair history 
of the furnace, and the part availability for repair. New parts 
can be ordered from the portable decoder the repairman 
brings to on-site jobs. 
0382. The repair process is streamlined, permitting the 
repairman to order parts order directly from the manufac 
turer, while on-site, through an on-site cellular connection to 
a local Service provider, by passing administrative overhead 
back at the home office. 

0383 Many other such examples apply, such automatic 
tracing of insurance records by an insurance company; 
repurchases of home appliances, wood, paints. The entire 
process is universally and automatically indexed at produc 
tion or transaction time, Supported by this document's 
"device-based' approach to universal database construction. 
0384. A system and method for establishing and retriev 
ing data based on global indices has been described. AS 
previously noted, although a medical application has been 
described, it will be appreciated by those skilled int he art 
from reviewing the specification and the examples given that 
many other embodiments are possible using the System with 
departing from the Scope of the invention as disclosed. 

We claim: 
1. A method for establishing and retrieving databased on 

global indices comprising: 
establishing a unique device ID for each of a plurality of 

data generating devices on a network; 
registering the unique device ID of each of the plurality of 

data generating devices on the network on at least one 
Server connected to the network when the data gener 
ating equipment is first used on the network, 

establishing a unique user ID for each user of the data 
generating devices when the user uses one of the 
plurality of data generating devices for the first time; 
and 

retrieving data generated by the plurality of data gener 
ating devices by Searching for instances of the unique 
user ID. 

2. The method for establishing and retrieving data based 
on global indices of claim 1 wherein establishing the unique 
user ID further comprises combining the device ID of the 
data generating device being used by the user with a 
date/time Stamp of the first use by the user. 

3. The method for establishing and retrieving data based 
on global indices of claim 2 further comprising Storing the 
unique user ID on a token given to the user. 

4. The method for establishing and retrieving data based 
on gloval indices of claim 3 further comprising the user 
using the token with the unique user ID for all Subsequent 
uses of any of the plurality of data generating devices. 
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5. The method for establishing and retrieving data based 
on global indices of claim 1 wherein the data generated is 
medical data concerning the user. 

6. The method for establishing and retrieving data based 
on global indices of claim 1 wherein the data generated is 
commercial data. 

7. A System for establishing and retrieving databased on 
global indices comprising: 

a network; 
a plurality of Servers connected to the network for Storing 

data and responding to Search requests, 
a plurality of data generating devices connected to the 

Servers, wherein each data generating device has a 
unique ID that is registered with at least one Server 
when the data generating device is first used of the 
network; 

unique user ID generator associated with each data gen 
erating device whereby a unique user ID is established 
by combining the unique device ID with a date time 
stamp of when the user first used any of the plurality of 
data generating devices on the network, and 

Search logic for Searching for instances of the unique user 
ID on any of the plurality of servers. 

8. The system for establishing and retrieving data based 
on global indices of claim 7 wherein the data generating 
devices are medical data generating devices. 

9. The system for establishing and retrieving data based 
on global indices of claim 7 further comprising tokens 
generated by each of the plurality of data generating devices 
on which is Stored each unique user ID. 

10. The system for establishing and retrieving databased 
on global indices of claim 7 wherein the data generated is 
commercial data. 

Apr. 3, 2003 

11. The System for establishing and retrieving databased 
on global indices of claim 9 wherein each of the plurality of 
data generating devices further comprises a token reader for 
reading the unique user ID Stored on the token of a user. 

12. The System for establishing and retrieving databased 
on global indices of claim 7 further comprising data trans 
port logic for transporting data generated from one data 
generating device to another once the location of the data has 
been determined by the Search logic identifying instances of 
the unique user ID on any of the plurality of Servers. 

13. A method for establishing and retrieving databased on 
global indices comprising: 

establishing a unique device ID for each of a plurality of 
data generating devices on a network; 

registering the unique device ID of each of the plurality of 
data generating devices on the network on at least one 
Server connected to the network when the data gener 
ating equipment is first used on the network, 

establishing a unique record ID for each record of the data 
generating devices when the record is created using one 
of the plurality of data generating devices for the first 
time, and 

retrieving data generated by the plurality of data gener 
ating devices by Searching for instances of the unique 
record ID. 

14. The method for establishing and retrieving data based 
on global indices of claim 13 wherein the records creating is 
creating records of parts of an assembly. 


