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Abstract:

Cable subscriber control device using shared jamming modules.

A device is disclosed for controlling access to cable television signals.
Jamming oscillators are shifted in frequency, jamming multiple services each. The
oscillators are shared between multiple subscriber ports, providing a cost effective, high

security control system. A modular approach allows security to be added as additional
5 capacity is required.
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Cable subscriber control device using shared jamming modules.

Background of the invention

There 1s an increasing demand within the cable television (CATV)
industry for a subscriber control device which resides outside of the subscriber’s
residence and which is fully controlled by the cable operator at the headend. Such a
device would eliminate the need for individual set top subscriber units which translate
all selected programming onto a single VHF channel and would therefore allow the
subscriber to obtain full use of sophisticated featﬁres now available on television
receivers and VCRs,

Such control devices allow all programming channels available to a cable
subscriber to be selected by the subscriber’s receiver or VCR, but these devices also
incorporate means to selectively interdict or "jam" certain signals on those channels on
a per subscriber basis in order to provide for pay television or subscription television
services.

Existing devices include control systems in which multiple fixed
oscillators are coupled to multiple subscribers through a switchin g matrix. The control
capacity of such systems is limited however, because each oscillator interdicts a sin gle
signal. Systems have also been proposed which use one or more osciﬂators which are
frequency agile and which can jump from one frequency to another under programmed

control, in order to interdict more than one signal. Such systems however utilize a

20 jamming unit containing oscillator and the associated control circuitry, for each

)

subscriber. This is expensive in terms of physical size, power required and cost of
materials.

One object of the invention therefore, is to provide a subscriber control
device which provides substantial control of the program signals available to a cable

subscriber but at reduced cost and increased efficiency and flexibility of service.

Summary of the invention

The instant invention comprises means for sharing control and jamming
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circuitry among a plurality of subscribers. The jamming circuitry comprises a plurality
of jammer modules each comprising a plurality of frequency agile oscillators. The
jammer modules are all controlled by a single processor. Each of the oscillators can be
adjusted in frequency thereby, in order to generate jamming signals related to service
signals provided by the CATV system for which access control is desired. The output of
each oscillator is split and directed in multiple output paths, with each path containing
an RF switch, such that control of the output is made available for each subscriber. The
outputs of the switches related to the different oscillators and a common subscriber are
then combined, providing a composite jamming signal for subscriber port.

In the described preferred embodiment, a subscriber control device
comprising the invention, can provide control for four subscribers with up to 16
oscillators for control of sixteen service signals. It is to be understood however, that the
number of subscribers served and the number of service signals controlled can be
increased or decreased an still remain within the province of the invention.

Another feature of the invention is that it provides a modular design that
allows the number of oscillators (reflecting the number of interdicable channels on a
CATYV system) to be varied as required. In other words, a cable operator can install a
subscriber control device comprising the invention, for groups of subscribers. Initially
for example, only four service signals might need to be controlled, i.e. four i)ay T.V.
channels. Should however, the CATV operator later decide to provide eight or sixteen
such services however, the control device can easily be modified by merely adding
additional jammer modules comprising the additional oscillators.

Toward this end, the preferred embodiment of the invention provides
Jamming modules which each comprise four frequency agile oscillators. These modules
can be added to the system as needed, providing ihe option of having 4, 8, 12, or 16
oscillators available for service access control. This provides a cost effective product
when fewer oscillators are needed, while maintaining an effective method of upgrading
service access control in the event that additional services are added to the system,
without having to add redundant control and switching circuitry.

Another feature of the invention is to provide increased security
effectiveness by implementing a unique method of combining noise to the jamming
signal generated by each oscillator, creating a wide bandwidth of interference that will

be impossible to extract from the video signal without also removing the video
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information itself.

A broad aspect of the invention provides a
subscriber control apparatus for controlling access to cable
television signals comprising: a plurality of interference

generating sources each comprising a plurality of frequency

agile oscillators; means for switching at least one of said

interference generating sources onto a plurality of
subscriber drops; control means for providing control

signals in response to data provided along with said cable
television signals, said control signals controlling the
frequency of each of said interference generating sources
and saild switching means; and noise generating means for

varying interference signals generated by said interference

generating sources.

Another broad aspect of the invention provides a

method for generating a plurality of radio frequency signals
for the purpose of preventing reception of cable television
services using a plurality of frequency agile oscillators
comprising the steps of: dividing the output of each
osclllator; and coupling the divided outputs so as to form a
plurality of composite signals, each containing all
frequencies generated by the said oscillators, or any

combination of said frequencies.

Brief Description of the Drawings

Figure 1 is a diagram of the invention, showing

the major functional elements;

Figure 2 1is a diagram of a jammer module as shown

in Fig. 1;

Figure 3 1s a diagram of the frequency control

circuit shown in Fig. 1; and




Ba

10

15

20

25

30

CA 02063517 2001-10-10

20104-8731
3a

Figure 4 is a schematic of a voltage controlled

oscillator shown in Fig. 2.

Detalled Description of Preferred Embodiments of the

Invention

Figure 1 is a system diagram showing a subscriber
control apparatus comprising one embodiment of the
invention. This embodiment provides service signal control
for four subscribers and can interdict up to sixteen service
signals. Each service signal is interdicted (“jammed”)
using a frequency agile oscillator. Groups of four such

jamming oscillators are comprised in each jammer module 5.

The RF distribution circuit 1 provides the path
for the signals from the input port 8 to each of four
subscriber ports, SUB 1 to SUB 4. Broadband cable
television signals enter at a common input port 8 and pass
through a level setting circuit 9 that may consist of
existing attenuators, slope equalizers, and/or automatic
gain control circuitry. An RF amplifier 10 raises the
signal level and also prevents the jamming signals provided
by the jammer modules 5, from exiting through the input port
8 and creating interference on the main cable television
distribution system. The broadband signals then pass
through a coupler 11, which directs a sample of the signal
to the data receiver 3. The data receiver comprises a
frequency shift key (FSK) demodulator and detects a
plurality of code words sent by the headend to be used in
conjunction with the processor to provide control for the

subscriber control device, as described below.

The main output of coupler 11 then is divided by a
signal splitter 13, generating 4 equal amplitude signal
paths, one for each subscriber port. Each output of the

signal splitter passes through an RF switch 14, which is
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controlled by the control circuit 4 over a control bus (for
clarity shown coupled to only one RF switch but understood
to provide control to each RF switch). Each RF switch 14 is

opened to
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completely block all cable television services from the related subscriber port. When it
is closed, all services pass through this point undisturbed. Each signal then passes
through another RF amplifier 16 which raises the signal to the approximate desired
output level, and also provides isolation so that the jamming signals do not travel
backward through the circuit and cause interference on other subscriber ports.

The combiner circuit 2 provides for switching the outputs of the jammer
modules 5 to one or more of the subscriber ports under the control of the control
circuit. While not forming part of the combiner circuit, jammer modules 5 can be
plugged into sockets or otherwise coupled to the combining circuit 2.

Each of the jammer modules 5 are coupled to output lines 30 which are
each coupled to a coupler 27 in the distribution circuit 1. Each output line 30 comprises
an amplifier 28 and a two pole switch 15 (shown herein for only one output line). A
jamming signal for one of the subscriber ports first passes through a two pole RF switch
15. In one position, the switch allows for normal operation by allowing jamming signals

to pass unaltered to coupler 27. In the second position, the frequency of each oscillator
can be calibrated as described below.

When switch 15 is in the first position, the jamming signals provided by
the jammer modules 5 are coupled through couplers 27 to each of the subscriber pOrts.
The resulting signals are each a composite of the jamming frequencies and the unaltered
cable television signals whereby reception of the unauthorized services is prevented.

The control circuit 4 comprises a processor 26 which can be a single chip
microcontroller. It receives data from the headend through the data receiver 3. The data
comprises a frequency and authorization table of code words which are processed by the
processor 26 to provide the desired control signals to the jammer modules 5, the '
combining circuit 2 and the distribution circuit 1 to generate jamming frequencies and
gate them onto the appropriate subscriber drops. Software to achieve the desired
switching and control operations described herein can be formulated without undue
experimentation, by those skilled in the programming art. Such software can be adapted
from automated switching, polling and calibration algorithms currently being used, for
example, in conjunction with set top converters in the CATV industry.

Each jammer module 5 comprises two circuit boards. Each circuit board,
as described in Fig. 2, comprises two voltage controlled oscillators 18. The frequency
of each oscillator 18 is determined by a control voltage Vc, as provided by control
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circuit 26, discussed below. A noise source signal provided by noise generator circuit
34, shown in this example as part of the control circuit (Fig. 3), generates a limited
bandwidth of random noise that is distributed to the jammer modules 5.

Vn is superimposed on the control voltage Ve, causing a random
variation of each VCO frequency. This causes the bandwidth of the resulting signal to
be spread over a bandwidth equal to the bandwidth of the noise source Vn. This signal,
when added to the cable television, causes interference to the television receiver that,
because of the wide bandwidth of the carrier, completely masks the video content of the
cable television service. In addition, the interfering carrier is virtually impossible to
remove by any known filtering means without also removin g the video content.

The output of each voltage controlled oscillator 18 passes through
respective low pass filters 21 which remove unwanted products generated at harmonics
of the desired jamming frequency. In this embodiment, each signal is then split four
ways via a switching network 22, which could be any type of switching arrangement

such as a resistor network, thereby providing a jamming signal for each of the four

- desired subscriber ports. The switching control on each board is provided by a logic

circuit 19 which responds to control signals provided over the control bus, from
control circuit 4. Although not shown in Fig. 2, the switchin g circuit 22 can also
comprise an RF switch for each jamming signal output which, when closed by the
control circuit 4, allows the respective jamming signal to pass. The outputs of the RF
switches can then be combined and then passed through another low pass filter 23 to
remove any harmonic distortion proaucts that may have been generated by switching.
The outputs of these low pass filters 23 are then directly combined with the
corresponding signal outpUts from the second board in each respective jammer module 5.

The signals generated by the jammer modules 5 are fed into the
combining circuit 2 which combines the corresponding subscriber jamming singles into
a composite jamming signal for each subscriber port.

As shown in Fig. 3, frequency control circuit 32 comprises a hybrid
R/2ZR resistor network 27 and is dﬁven by eight outputs to generate analog control

voltages for the jamming oscillators 18 in the jammer modules 5. These voltages are

- buffered by a high speed op-amp 28 and fed to 2 1 to 16 analog

multiplexer/demultiplexer 29. Each output of the multiplexer represents one of the 16
voltage controlled oscillators 18 (four per jammer module 5). The outputs V¢ are



10

2063517

PHA 21.659 6 20.02.1992

buffered by an op-amp 30 and fed to the appropriate jammer module 5. The output of
the op-amp is held by a capacitor 31 at the input so that the desired voltage is
maintained while the multiplexer is disconnected from a given circuit. The processor 26
sequences through each of the oscillators in the jammer modules 5, opening the related
switches, setting up the control voltage for the frequency desired, and then closing the
switches. Under the direction of the processor 26, the jamming oscillators can be moved
in frequency to generate interference on several service signals. Other oscillators can, at
the same time, remain fixed on a single service, causing maximum interference.

The control circuit also provides a frequency setting, circuit 6 comprising
an RF amplifier 40 and a fixed divider circuit 33 which are used by the processor 26 to
sample the output of each oscillator 18 to measure and set its operating frequency.

Fig. 4 describes one embodiment of a VCO which can be used in the
Jammer modules 5. The noise voltage can also be inj ected into the base of the oscillator

transistor Q1 causing the amplitude of the jamming signal to vary randomly.
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Claims:
1. A subscriber control apparatus for controlling access to cable television

signals comprising:
a plurality of interference generating sources each comprising a plurality
of frequency agile oscillators:
5 means for switching at least one of said interference generating sources
onto a plurality of subscriber drops;
control means for providing control signals in response to data provided
along with said cable television signals, said control signals controlling the frequency of

each of said interference generating sources and said switching means; and

10 noise generating means for varying interference signals generated by said
interference generating sources.

2. The apparatus of claim 1 wherein said plurality of frequency agile

oscillators are controlled by a single voltage generator.

3. ‘The apparatus of claim 1 wherein access to cable television services for
15 multiple subscribers is controlled by superimposing an interfering carrier onto the

subscriber drop within the frequency band of the service to be controlled and wherein

each interference generating source is shared among the plurality of subscriber drops.

4, The apparatus of claim 2 wherein sald fi'equéncy agile OScillatbrs are in a

modular form such that additional jamming capacity can be added to the system by
20 plugging in additional oscillator modules.

3. The apparatus of claim 2 in which the control voltage of the frequency

“agile oscillators is superimposed with a bandwidth of random noise such that the output

frequency of the oscillators is randomly varied within the desired service band.

6. The apparatus of claim 1 in which the noise bandwidth is injected into the
23 base of an oscillator transistor in said interference generating source such that the

amplitude of oscillation is randomly varied.

7. The apparatus of claim 3 in which the control voltage of the frequency

agile oscillators is Supeﬁmposed with a bandwidth of réndom noise such that the output
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frequency of the oscillators is randomly varied within the desired service band.
8. The apparatus of claim 3 in which the noise bandwidth is injected into the
base of the oscillator transistor such that the ampiitude of oscillation is randomly varied.
9. A method for generating a plurality of radio frequency signals for the
purpose of preventing reception of cable television services using a plurality of
frequency agile oscillators comprising the steps of:

dividing the output of each oscillator; and

coupling the divided outputs so as to form a plurality of composite

signals, each containing all frequencies generated by the said oscillators, or any
combination of said frequencies.
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