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A METHOD FOR COMMISSIONING AND MAINTENANCE OF ALARM SYSTEMS

BACKGROUND

[0001] The subject matter disclosed herein generally relates to the field of alarm
systems, and more particularly to an apparatus and method for commissioning and maintenance
of alarm systems.

[0002] When an alarm system or a component of a system is installed or commissioned,
there is generally a testing process that the alarm system undergoes. Testing may also take
place in other situations. The testing can include testing of operability (to determine if the alarm

system is operational). It would be desirable to be able to shorten this process.

BRIEF SUMMARY

[0003] According to one embodiment, a method of commissioning or maintenance an
alarm system is provided. The method including: receiving a fault report comprising one or
more faults from an alarm system; categorizing the one or more faults; prioritizing the one or
more faults into a list of highest priority; determining a first root cause of a first fault of the one
or more faults in response to at least one of an alarm system configuration of the alarm system,
a device mapping of the alarm system, and an event history of the alarm system; providing
instructions, via a user interface, regarding how to resolve the first fault in response to the first
root cause; and detecting whether the first fault is resolved.

[0004] In addition to one or more of the features described above, or as an alternative,
further embodiments may include: determining a second root cause of a first fault of the one or
more faults in response to at least one of an alarm system configuration of the alarm system, a
device mapping of the alarm system, and an event history of the alarm system, when the first
fault is not resolved; providing instructions regarding how to resolve the first fault in response
to the second root cause; and detecting whether the first fault is resolved.

[0005] In addition to one or more of the features described above, or as an alternative,
further embodiments may include: determining that the first fault is resolved; determining that
a second fault of the one or more faults is unresolved; determining a first root cause of a second
fault of the one or more faults in response to at least one of an alarm system configuration of
the alarm system, a device mapping of the alarm system, and an event history of the alarm
system; providing instructions regarding how to resolve the second fault in response to the first
root cause of the second fault; and detecting whether the second fault is resolved.
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[0006] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that the first fault is prioritized higher than the second fault.

[0007] In addition to one or more of the features described above, or as an alternative,
further embodiments may include: determining a second root cause of a second fault of the one
or more faults in response to at least one of an alarm system configuration of the alarm system,
a device mapping of the alarm system, and an event history of the alarm system, when the
second fault is not resolved; providing instructions regarding how to resolve the second fault
in response to the second root cause; and detecting whether the second fault is resolved.

[0008] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that the instructions are provided through at least one of a
control panel of the alarm system and a mobile computing device in communication with the
control panel.

[0009] According to another embodiment, a method of commissioning an alarm system
is provided. The method including: receiving a fault report comprising one or more faults from
an alarm system; categorizing the one or more faults into groups including a device
communication failure group, wherein each of the one or more faults in the device
communication failure group is a device communication failure fault; organizing the one or
more faults in the device communication failure group into one or more signaling line circuits
of the alarm system, the one or more signaling line circuits including a first signaling line
circuit; and providing instructions, via a user interface, regarding how to resolve the one or
more faults along the first signaling line circuit in the device communication failure group.

[0010] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that providing instructions further comprises: determining
whether each device in the first signaling line circuit is present in an alarm system configuration
of the alarm system; and conveying that a device in the first signaling line circuit should be
added to the alarm system configuration of the alarm system if determined to not be present.

[0011] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that providing instructions further comprises: determining
whether each device in the first signaling line circuit has communicated with a control panel
of the alarm system previously based upon an event history of the control panel; and conveying
that a device in the first signaling line circuit should be connected to the control panel if

determined to have not communicated with the control panel.
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[0012] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that providing instructions further comprises: determining
whether each device in the first signaling line circuit has communicated with a control panel
of the alarm system previously based upon an event history of the control panel; and conveying
that a device in the first signaling line circuit should be connected to the control panel if
determined to have not communicated with the control panel.

[0013] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that providing instructions further comprises: determining a
list of all devices in the first signaling line circuit having a fault indicating a communication
failure; comparing a device mapping of the alarm system to the list of all devices in the first
signaling line circuit having a fault indicating a communication failure; determining a device
closest to the control panel indicating a communication failure; and conveying that the device
closest to the control panel is indicating a communication failure and should be checked first.

[0014] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that providing instructions further comprises: determining a
list of all devices in the first signaling line circuit having a fault indicating a communication
failure; comparing a device mapping of the alarm system to the list of all devices in the first
signaling line circuit having a fault indicating a communication failure; determining a device
closest to the control panel indicating a communication failure; and conveying that the device
closest to the control panel is indicating a communication failure and should be checked first.

[0015] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that the instructions are provided through at least one of a
control panel of the alarm system and a mobile computing device in communication with the
control panel.

[0016] According to another embodiment, a computer program product tangibly
embodied on a computer readable medium is provided. The computer program product
including instructions that, when executed by a processor, cause the processor to perform
operations including: receiving a fault report comprising one or more faults from an alarm
system; categorizing the one or more faults; prioritizing the one or more faults into a list of
highest priority; determining a first root cause of a first fault of the one or more faults in
response to at least one of an alarm system configuration of the alarm system, a device mapping

of the alarm system, and an event history of the alarm system; providing instructions, via a user
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interface, regarding how to resolve the first fault in response to the first root cause; and
detecting whether the first fault is resolved.

[0017] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that the operations further comprise: determining a second
root cause of a first fault of the one or more faults in response to at least one of an alarm system
configuration of the alarm system, a device mapping of the alarm system, and an event history
of the alarm system, when the first fault is not resolved; providing instructions regarding how
to resolve the first fault in response to the second root cause; and detecting whether the first
fault is resolved.

[0018] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that the operations further comprise: determining that the
first fault is resolved; determining that a second fault of the one or more faults is unresolved;
determining a first root cause of a second fault of the one or more faults in response to at least
one of an alarm system configuration of the alarm system, a device mapping of the alarm
system, and an event history of the alarm system; providing instructions regarding how to
resolve the second fault in response to the first root cause of the second fault; and detecting
whether the second fault is resolved.

[0019] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that the first fault is prioritized higher than the second fault.

[0020] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that the operations further comprise: determining a second
root cause of a second fault of the one or more faults in response to at least one of an alarm
system configuration of the alarm system, a device mapping of the alarm system, and an event
history of the alarm system, when the second fault is not resolved; providing instructions
regarding how to resolve the second fault in response to the second root cause; and detecting
whether the second fault is resolved.

[0021] In addition to one or more of the features described above, or as an alternative,
further embodiments may include that the instructions are provided through at least one of a
control panel of the alarm system and a mobile computing device in communication with the
control panel.

[0022] Technical effects of embodiments of the present disclosure include
commissioning an alarm system semi-autonomously through a series of checks for the
technician based upon the type of alarm system and configuration of the alarm system.
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[0023] The foregoing features and elements may be combined in various combinations
without exclusivity, unless expressly indicated otherwise. These features and elements as well
as the operation thereof will become more apparent in light of the following description and
the accompanying drawings. It should be understood, however, that the following description

and drawings are intended to be illustrative and explanatory in nature and non-limiting.

BRIEF DESCRIPTION

[0024] The following descriptions should not be considered limiting in any way. With
reference to the accompanying drawings, like elements are numbered alike:

[0025] FIG. 1 illustrates a general schematic system diagram of an alarm system, in
accordance with an embodiment of the disclosure;

[0026] FIG. 2 is a block diagram of a computer program product, showing inputs and
outputs of the computer program product;

[0027] FIG. 3 is a flow diagram illustrating a method of commissioning the alarm
system of FIG. 1, according to an embodiment of the present disclosure; and

[0028] FIG. 4 is a flow diagram illustrating a method of commissioning the alarm

system of FIG. 1, according to an embodiment of the present disclosure.

DETAILED DESCRIPTION

[0029] A detailed description of one or more embodiments of the disclosed apparatus
and method are presented herein by way of exemplification and not limitation with reference
to the Figures.

[0030] It should be noted that, although aspects are discussed in conjunction with an
alarm system, embodiments can be used with any type of alarm system, including but not
limited to a fire alarm system, a smoke alarm system, an indoor environmental quality (IEQ)
system, an building intrusion monitoring system, a home automation system, or any other alarm
system known to one of skill in the art. An [EQ system includes measurements of levels of
particulates in the air, such as the level of carbon monoxide, carbon dioxide, temperature,
humidity, ozone, and the like.

[0031] A block diagram illustrating an alarm system 100 is presented in FIG. 1. Alarm
system 100 includes a control panel 110, a plurality of devices 120a-120e, and a commissioning
engine 130. The devices 120a-120e form a loop of devices in that control panel 110 is coupled
to device 120a and subsequently to devices 120b-120e through a signaling line circuit (SLC)
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120a such that each device 120a-120e in the loop is in communication with the control panel
110 (i.e., each device 120a-120e in the loop is communicatively coupled to the control panel
110).

[0032] Each device 120a-120e is connected in series to the control panel 110 through
the SLC 102 in such a way that device 120b is coupled to device 120a and device 120c, device
120c is coupled to device 120b and device 120d, and device 120d is coupled to devices 120c
and device 120e. In one embodiment, the SLC 102 that provides the coupling between devices
120a-120e is in the form of a low-power circuit. A low amount of voltage (on the order of 12
to 42 volts) may be supplied by control panel 110 to each of devices 120a-120e through the
SLC 102. While only five devices 120a-120e are shown in FIG. 1, it should be understood that
any number of devices 120a-120e that can be supported by the control panel 110 may be present
in the alarm system 100. While a wired connection is described above, it should be understood
that a wireless connection between devices 120a-120e also may be used, in addition to a
combination of wired devices and wireless devices; where wireless connection is used voltage
may be supplied from a source such as a battery or hard-wiring to an external power source.

[0033] The devices 120a-120e may be one of a variety of different devices that are
typically used in an alarm system, fire alarm system, a smoke alarm system, an [EQ system, an
building intrusion monitoring system, a home automation system, or any other alarm system
being tested, such as, for example audible alert devices, visual alert devices, detectors, alarm
activation devices, motion sensors, occupancy detection sensors, break glass sensors,
door/window lock sensors, audio inputs, video inputs, etc. Audible alert devices may include
but are not limited to sirens, bells, horns, and other audible alarm devices known to one of skill
in the art. Visual alert devices may include but are not limited to strobe lighting, emergency
lighting, including signage, spotlights, and other visual alert devices known to one of skill in
the art. Detectors may include but are not limited to smoke detectors, heat detectors, carbon
monoxide detectors, natural gas detectors, a combination detector including two or more
different detectors and other detectors known to one of skill in the art. Alarm activation devices
may include but are not limited to pull stations, alarm buttons, and other detectors known to
one of skill in the art.

[0034] The alarm system 100 may have a single SLC 102. However, depending upon
a size of a building housing the alarm system 100, multiple SLCs 102 may be connected to a
single control panel 110. There may also be multiple alarm systems 100 systems per building,
which may be coupled together by coupling the controls panels 110 of each alarm system 100.
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[0035] As shown in FIG. 1, the commissioning engine 130 is implemented as a
controller having a processor 132, a device interface 134, a user interface 136 and a memory
138. The processor 132 is disposed in communication with the device interface 134, and user
interface 136 and the memory 138. The processor 132 may be but is not limited to a single-
processor or multi-processor system of any of a wide array of possible architectures, including
field programmable gate array (FPGA), central processing unit (CPU), application specific
integrated circuits (ASIC), digital signal processor (DSP) or graphics processing unit (GPU)
hardware arranged homogenously or heterogeneously. In certain embodiments the user
interface 136 and/or the commissioning engine 130 can be located at the control panel 110 of
the alarm system 100. In accordance with certain embodiments the user interface 136 can
located at a mobile computing device in communication with the control panel 110.

[0036] The device interface 134 provides the control panel 110 and/or the
commissioning engine 130 with device receiving capabilities and transmitting capabilities. In
this respect the device interface 134 is disposed in communication with the processor 132 and
devices 120a-120e via the control panel 110 to receive a fault report 153 including one or more
faults 154. The receiving and transmitting capabilities provided by the device interface 134
may use any form of wired or wireless communication. In certain embodiments the
commissioning engine 130 may include a mobile computing device.

[0037] The user interface 136 provides the control panel 110 and/or the commissioning
engine 130 with user input receiving capabilities and engine output transmitting capabilities
for user interaction. In this respect the user interface 136 is disposed in communication with
the processor 132 and is operatively associated therewith for receiving user input and
transmitting engine output to the user. The receiving and transmitting capabilities may use any
form of communication, e.g., visible, audible, and/or data communication.

[0038] The memory 138 includes a non-transitory machine-readable medium having a
plurality of program modules 140 recorded on it. The non-transitory machine-readable
medium of the memory 138 may be a storage device such as, for example, a random access
memory (RAM), read only memory (ROM), or other electronic, optical, magnetic or any other
computer readable medium. The plurality of program modules 140 include instructions that,
when read by the processor 132, cause the processor to undertake certain actions. Among those
actions are operations of a method 200 (shown in FIG. 3) and a method 300 (shown in FIG. 4)

of commissioning or maintenance of the alarm system 100, as will be described. Among those
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actions are operations performed by an intelligent algorithm 152 (shown in FIG. 2), as will also
be described.

[0039] When an alarm system 100 is installed in a building, the alarm system 100 must
go through a commissioning process performed by a site engineer 10.

[0040] Referring now to FIGS. 1 and 2, the control for an alarm system, e.g., the alarm
system 100, typically includes the ability to report an indication of a condition or “trouble” that
might adversely affect the proper operation of the alarm system 100 or a component of the
alarm system 100; each report may be termed a “fault” and typically includes a logged event
as well as a visible indicator at the control panel 110, and may include a transmission to a
monitoring station. In order to ensure adequate protection from the occurrence of adverse
events without detection, it is important that alarm system 100 troubles be corrected as soon as
possible. During a typical commissioning process multiple faults 154 (i.e., troubles) may arise
and each fault 154 needs to be cleared to bring the alarm system 100 to a normal state. In a
large alarm system 100 with many devices 120a-120e there may be hundreds of faults 154
generated during the commissioning process.

[0041] A fault 154 is an issue, trouble, or problem that may arise during the
commissioning process or maintenance period due to various root causes 172. Possible root
causes 172 for each fault 154 may be accessible to the intelligent algorithm 152 upon receipt
of a fault report 153 including one or more fault 154. Possible root causes 172 for each fault
154 may be stored within the alarm system 100. The possible root causes 172 for each fault
may be stored as a look up table. Some root causes 172 may include a faulty device 120a-
120e, a faulty connection between devices 120a-120e, etc. Some possible root causes 172 may
include but are not limited to: (1) A device 120a-120e may be removed from the SLC 102 loop;
(2) an loop line wire of the SLC 102 loop connecting devices 120a-120e may be disconnected;
(3) a device 120a-120e hardware failure; (4) a device 120a-120e not properly installed; or (5)
an incorrect device 120a-120e setting.

[0042] The site engineer 10 must review each fault, understand the fault, analyze the
fault, and then fix the fault, which consumes a great deal of time and effort. To fix the fault,
the site engineer 10 must analyze the fault on-site, determine a root cause of the fault, determine
a solution, attempt the solution, and then try to find another root cause if the solution did not
fix the fault. Some faults may be simple and straightforward to understand, some could be
complicated and unfamiliar to the site engineer 10. Conventionally, the order in which these
faults are fixed and possible root causes remedied to fix them solely depends on the expertise
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of the site engineer 10. If site engineer 10 is not able to find proper root causes then the site
engineer 10 may try to fix the issues by applying wrong procedures which in turn would be a
waste the time.

[0043] To reduce the time and manpower needed to perform such commissioning, and
to standardize the order in which faults are fixed and possible root causes remedied to fix them,
in one or more embodiments, the commissioning engine 130 is used to help perform the
commissioning process. The commissioning engine 130 includes an intelligent algorithm 152,
e.g., a computer program product tangibly embodied on the memory 138, installed on the
control panel 110 of the alarm system 100 or a separate hardware system capable of
communicating with the control panel 110 and the intelligent algorithm 152 may installed on
the separate hardware system. The separate hardware system may be a mobile computing
device such as, for example, a laptop, a smartphone, a smart watch, etc. The intelligent
algorithm 152 is configured to aid the site engineer 10 in the commissioning process, as shown
in method 200 below, by analyzing the faults 154 in response to the alarm system configuration
162, device mapping 164, and event history 166 in order to determine possible root causes 172
of the faults 154 and providing instructions 174 on how to solve the faults 154. The instructions
may be conveyed to the site engineer 10 via the control panel 110 or a mobile computing device
(not shown). The instructions may be verbal and/or visual instructions. As shown in FIG. 1,
inputs into the intelligent algorithm 152 may include at least one of faults 154, alarm system
configuration 162, device mapping 164, and the event history 166. As also shown in FIG. 1,
outputs of the intelligent algorithm 152 may include but not limited to root causes 172 and
instructions 174.

[0044] The alarm system configuration 162 depicts details regarding the devices
120a-120e including the type of each device 120a-120e (i.e., audible alert device, visual alert
device, detector, and alarm activation device), settings of each device 120a-120e, and a location
of each device 120a-120e. The alarm system configuration 162 may be manually and/or
automatically input into the alarm system 100 by the engineer installing the alarm system 100.
To configure the alarm system configuration 162 manually, the installer/engineer can configure
it directly through a user interface of the control panel 110 (e.g., using a display and keypad of
the control panel 110) or the installer/engineer can configure the alarm system configuration
162 through a PC based software tool first and then download to the control panel 110. For
example, the engineer may manually input the type and location of each device 120a-120e that
will be installed in the alarm system 100 and then the alarm system 100 may automatically pull
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settings of each devices 120a-120e from a remote database. In another example, the type,
settings, and location of each device 120a-120e may be automatically loaded onto the alarm
system 100 via an electronic engineering design (e.g., CAD layout, site floor plan). The device
mapping 164 depicts how the devices 120a-120e are coupled or connected to each other and to
the control panel 110. The event history 166 depicts every event that has happened to the
control panel 110 (e.g., an alarm event or a fault 154 event), a time stamp of each event, and a
type of event. An Installer/User can access the event history 166 if they want to know what
events have happened in the control panel 110 and when it happened. During initial
commissioning when the control panel 110 is switched ON for the first time after delivery from
the factory it will have no event history (i.e., the event history 166 will be empty) but as its
starts communicating with the devices 120a-120e and other modules it will start progressively
building up the event history 166.

[0045] Referring now to FIG. 3, and with continued reference to FIGS. 1 and 2, a flow
chart of method 200 of commissioning or maintenance of an alarm system 100 is shown. At
block 204, the fault report 153 including one or more faults 154 are received. In certain
embodiments the one or more faults 154 are provided to the intelligent algorithm 152 by the
commissioning engine 150. In accordance with certain embodiments, the one or more faults
154 are provided to the intelligent algorithm 152 by the control panel 110. Receipt of the faults
154 can be automatic, i.e., without the intervention of a user.

[0046] At block 206, a request for assistance addressing the one or more faults 154 is
received by the intelligent algorithm 152. The request for assistance can be received from the
control panel 110. In certain embodiments the request for assistance is received from the
commissioning engine 130. In accordance with certain embodiments the request for assistance
can be received from a site engineer 10 via the user interface 136. In some embodiments block
206 may be omitted as the control panel 110 may automatically analyze the one or more faults
154 when received.

[0047] At block 208, the intelligent algorithm 152 provides instructions 174 to guide
the engineer through solving the one or more faults 154 that have arisen. It is contemplated
that the instructions 174 be provided by the intelligent algorithm to the site engineer 10 via the
control panel 110. In certain embodiments the instruction 174 can be provided to the site
engineer 10 via the commissioning engine 130. In accordance with certain embodiments the
instructions can be provided to the site engineer 10 via the user interface 136. The site engineer
10 will then physically check to alarm system 100 in accordance with the instructions 174. The
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intelligent algorithm 152 may automatically check whether the faults 154 have been cleared or
wait for an input from the site engineer 10 that the instructions 174 have been completed and
then check whether the faults 154 have been cleared.

[0048] At block 210, the faults 154 are categorized into groups and prioritized into a
particular order to determine what faults 154 should be resolved first. It is contemplated that
the categorization and prioritization of the faults 154 be done by the control panel 110. In
certain embodiments the categorization and prioritization of the faults 154 be done by the
commissioning engine 130. Some faults 154 may be given higher priority as fixing the higher
priority faults may also fix the lower priority faults. The categories of the faults 154 include
but are not limited to: device 120a-120e related faults (e.g., no response from the device 120a-
120e, end of line (EOL) fault, power supply of device 120a-120e is not connected, etc.); cabinet
related faults (e.g., loop card/CPU module/power Supply/Digital Alarm Communicator
Transmitter (DACT), etc.); power supply related faults (e.g., battery fault, AC fault, etc.);
configuration related faults (e.g., incorrect settings of a device 120a-120e); communication
related faults (e.g., network communication, telephone, audio, etc.); hardware failure related
faults (e.g., CPU failure, RAM faults, etc.); and incorrect wirings faults (e.g., ground faults,
short faults, open faults, etc.). It is understood that the categories of the faults 154 are utilized
for exemplary purposed and there may be additional and/or different categories of faults 154.

[0049] Each fault 154 may be prioritized based upon various criteria including but not
limited to: life safety criticality (e.g., detector communication failure); impact on other faults
154 (e.g., an incompatible firmware version could cause multiple other faults); multiple faults
of same type due to single root cause (e.g., a SLC 102 cable disconnection can cause multiple
device 120a-120e communication failure faults 154); and faults 154 impacting regulatory
compliances (e.g., NFPA 72, UL 864 and EN 54).

[0050] At block 212, a root cause 172 is determined for a fault 154 of the one or more
faults 154. It is contemplated that the root cause 172 be determined by the control panel 110.
In certain embodiments the root cause 172 can be determined by the commissioning engine
130. The fault 154 may be the fault 154 of highest priority on the list of faults created at block
210.

[0051] At block 214, the alarm system 100 conveys instructions 174 to a site engineer
10 regarding how to resolve each of the one or more faults 154 in response to the root cause
172. The instructions 174 can be conveyed from the control panel 110 to the site engineer 10.
In certain embodiments the instructions 174 are conveyed from the commissioning engine 130
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to the site engineer 10. In accordance with certain embodiments the instructions 174 are
conveyed to the site engineer 10 by the user interface 136. The site engineer 10 then carries
out the instructions 174 to solve each fault 154 in the order determined. The site engineer 10
will then physically check to alarm system 100 in accordance with the instructions 174. The
intelligent algorithm 152 may automatically check whether the faults 154 have been cleared or
wait for an input from the site engineer 10, e.g., through the user interface 136, that the
instructions 174 have been completed, and the intelligent algorithm 152 thereafter check
whether the action taken by the site engineer 10 responsive the instructions 174 resolved the
fault 154.

[0052] At block 216, if the fault 154 is resolved then the method 200 checks to see if
all faults are cleared at block 220. If the instruction 174 carried out by the site engineer 10 has
resolved the fault 154 then the method 200 automatically processes the next fault 154. In this
case no input is required from the site engineer 10 with respect to already resolved fault 154.
Howebver, if the instruction 174 carried out by the site engineer 10 has failed to resolve the fault
154 (that is fault 154 still exists), then site engineer 10 can provide an input to the alarm system
100, e.g., via the user interface 136, that the site engineer 10 has carried out the instructions
174, see block 216 below. The intelligent algorithm 152 can then suggest new instructions 174
based on the other most probable root causes 172 (e.g., this is applicable when there might be
multiple root causes 172 for a single fault 154), see block 216.

[0053] At block 216, if the fault 154 is not resolved then the method 200 determines
and suggest possible other root causes 172 to explain the fault 154 at block 218 , using the
intelligent algorithm 152 and then moves back to block 214 to provide additional instructions
on how to address the other possible root causes 172. It is contemplated that the additional
instructions can be provided to the site engineer 10 by the control panel 110. In certain
embodiments the additional instructions can be provided to the site engineer 10 by the
commissioning engine 130. In accordance with certain embodiments the additional
instructions can be provided to the site engineer 10 via the user interface 136.

[0054] At block 220, if all faults 154 are cleared the alarm system 100 is determined to
be operating normally at block 224. At block 220, if all faults are not cleared, the method
moves back to block 212 to determine the root cause of the next fault 154 at block 222 and
proposes further instructions at block 214. It is contemplated that these further instructions be
selected by the intelligent algorithm 152. The further instructions can be communicated to the
site engineer 10 by the control panel 110. In certain embodiments the further instructions are
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communicated to the site engineer 10 by the commissioning engine 130. In accordance with
certain embodiments the further instructions can be communicated to the site engineer 10 via
the user interface 136.

[0055] While the above description has described the flow process of FIG. 2 in a
particular order, it should be appreciated that unless otherwise specifically required in the
attached claims that the ordering of the steps may be varied.

[0056] Referring now to FIG. 4, and with continued reference to FIGs. 1 and 2, a flow
chart of method 300 of commissioning an alarm system 100 when the fault 154 is categorized
as a device 120a-120e communication failure is shown. In one example, method 300 may
initiate at block 210 of method 200 of FIG. 3. At block 304, the method 300 begins with
categorizing a group of the one or more faults as SLC device communications failures, meaning
that the devices 120a-120e are not able to communicate with the control panel 110. It is
contemplated that the categorization be performed by the intelligent algorithm 152. In certain
embodiments the categorization can be performed by the commissioning engine 130. In
accordance with certain embodiment the categorization can be performed by the control panel
110.

[0057] Atblock 306, the faults 154 are organized (i.e., grouped) by SLCs 102 line such
that each SLC 102 line is examined individually. It is contemplated that the faults 154 can be
organized by the intelligent algorithm 152. In certain embodiments the faults 154 be organized
by the commissioning engine 130. In accordance with certain embodiment the faults 154 can
be organized by the control panel 110.

[0058] At block 308, it is checked whether all the devices 120a-120e in the SLC 102
line are present in the alarm system configuration 162. If all devices 120a-120e are not present
in the alarm system configuration 162, then that may be causing the communication failure and
the method 300 moves to block 310 where the site engineer 10 is instructed to program the
devices 120a-120e into the control panel 110 that are not present in the alarm system
configuration 162. If all devices 120a-120e are present in the alarm system configuration 162,
then the method 300 moves to block 312. It is contemplated that the devices 120a-120e can be
checked by the intelligent algorithm 152. In certain embodiments the devices 120a-120e can
be checked by the commissioning engine 130. In accordance with certain embodiments the
devices 120a-120e can be checked by the control panel 110.

[0059] At block 312, it is checked whether the devices 120a-120e in the SLC 102 line
were communicating previously based upon event history 166 of the control panel 110. If a
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device 120a-120e in the SLC 102 line was not communicating previously then the device 120a-
120e may not be connected, thus the site engineer 10 is instructed to check the connection of
this device 120a-120e at block 314. If all the devices 120a-120e in the SLC 102 line were
communicating previously then the method 300 moves to block 316. It is contemplated that
the devices 120a-120e can be checked by the intelligent algorithm 152. In certain embodiments
the devices 120a-120e can be checked by the commissioning engine 130. In accordance with
certain embodiments the devices 120a-120e can be checked by the control panel 110.

[0060] Atblock 316, alist of devices 120a-120e experiencing a communication failure
is prepared and at block 318 that list is compared to the device mapping 164 of the alarm system
100 in order to determine in what order the communication failures are occurring along the
SLC 102 line. It is contemplated that the determination of the order of communication failure
along the SLC 102 line can be made by the intelligent algorithm 152. In certain embodiments
the determination of the order of communication failure along the SLC 102 line can be made
by the commissioning engine 130. In accordance with certain embodiments the determination
of the order of communication failure along the SLC 102 line can be made by the control panel
110.

[0061] Atblock 320, a device 120a-120e experiencing a communication failure closest
to the control panel 110 is determined. Since the devices 120a-120e are connected in series to
the control panel 110 along the SLC 102 line a fault 154 with one device 120a-120e will cause
a fault 154 for the rest of the device 120a-120e coming after the device 120a-120e along the
SLC 102 line moving away from control panel 110. It is contemplated that the determination
of the device 120a-120e experiencing the communication failure be made by the intelligent
algorithm 152. 1In certain embodiments the determination of the device 120a-120e
experiencing the communication failure can be made by the commissioning engine 130. In
accordance with certain embodiments the determination of the device 120a-120e experiencing
the communication failure can be made by the control panel 110.

[0062] At block 322, the device 120a-120e experiencing a communication failure
closest to the control panel 110 is conveyed to the site engineer 10, so that the site engineer 10
may check that device 120a-120e first. Itis contemplated that the device 120a-120e closest to
the control panel 110 experiencing the communication failure can be communicated to the site
engineer 10 by the control panel 110. In certain embodiments the device 120a-120e closest to
the control panel 110 experiencing the communication failure can be communicated to the site
engineer 10 by the commissioning engine 130. In accordance with certain embodiments the
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device 120a-120e closest to the control panel 110 experiencing the communication failure can
be communicated to the site engineer 10 via the user interface 136.

[0063] While the above description has described the flow process of FIG. 4 in a
particular order, it should be appreciated that unless otherwise specifically required in the
attached claims that the ordering of the steps may be varied.

[0064] Itis also understood that method 300 illustrated by FIG. 4 is a sample illustration
of a “device communication failure” fault 154 and similar methods can be applied for other
types of faults 154 as well in determining the possible root causes 172 of each fault 154.

[0065] As described above, embodiments, such as the intelligent algorithm 152, can be
in the form of processor-implemented processes and devices for practicing those processes,
such as a processor. Embodiments can also be in the form of computer program code
containing instructions embodied in tangible media, such as network cloud storage, SD cards,
flash drives, floppy diskettes, CD ROMs, hard drives, or any other computer-readable storage
medium, wherein, when the computer program code is loaded into and executed by a computer,
the computer becomes a device for practicing the embodiments. Embodiments can also be in
the form of computer program code, for example, whether stored in a storage medium, loaded
into and/or executed by a computer, or transmitted over some transmission medium, loaded
into and/or executed by a computer, or transmitted over some transmission medium, such as
over electrical wiring or cabling, through fiber optics, or via electromagnetic radiation,
wherein, when the computer program code is loaded into an executed by a computer, the
computer becomes an device for practicing the embodiments. When implemented on a
general-purpose microprocessor, the computer program code segments configure the
microprocessor to create specific logic circuits.

[0066] The term ‘“about” is intended to include the degree of error associated with
measurement of the particular quantity based upon the equipment available at the time of filing
the application. For example, “about” can include a range of + 8% or 5%, or 2% of a given
value.

[0067] The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the present disclosure. As used herein,
the singular forms “a”, “an” and “the” are intended to include the plural forms as well, unless
the context clearly indicates otherwise. It will be further understood that the terms “comprises™
and/or “comprising,” when used in this specification, specify the presence of stated features,
integers, steps, operations, elements, and/or components, but do not preclude the presence or
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addition of one or more other features, integers, steps, operations, element components, and/or
groups thereof.

[0068] While the present disclosure has been described with reference to an exemplary
embodiment or embodiments, it will be understood by those skilled in the art that various
changes may be made and equivalents may be substituted for elements thereof without
departing from the scope of the present disclosure. In addition, many modifications may be
made to adapt a particular situation or material to the teachings of the present disclosure without
departing from the essential scope thereof. Therefore, it is intended that the present disclosure
not be limited to the particular embodiment disclosed as the best mode contemplated for
carrying out this present disclosure, but that the present disclosure will include all embodiments

falling within the scope of the claims.
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What is claimed is:

1. A method of commissioning or maintenance an alarm system, the method
comprising:

accessing an alarm system including a plurality of alarm devices connected to a control
panel by a signaling line circuit;

receiving a fault report comprising one or more faults from the alarm system;

categorizing the one or more faults;

prioritizing the one or more faults into a list of highest priority;

determining a first root cause of a first fault of the one or more faults in response to at
least one of an alarm system configuration of the alarm system, a device mapping of the alarm
system, and an event history of the alarm system;

providing instructions, via a user interface, regarding how to resolve the first fault in
response to the first root cause; and

detecting whether the first fault is resolved.

2. The method of claim 1, further comprising:

determining a second root cause of the first fault of the one or more faults in response
to at least one of an alarm system configuration of the alarm system, a device mapping of the
alarm system, and an event history of the alarm system, when the first fault is not resolved;

providing instructions regarding how to resolve the first fault in response to the second
root cause; and

detecting whether the first fault is resolved.

3. The method of claim 1, further comprising:

determining that the first fault is resolved;

determining that a second fault of the one or more faults is unresolved;

determining a first root cause of the second fault of the one or more faults in response
to at least one of an alarm system configuration of the alarm system, a device mapping of the
alarm system, and an event history of the alarm system;

providing instructions regarding how to resolve the second fault in response to the first
root cause of the second fault; and

detecting whether the second fault is resolved.

4. The method of claim 3, wherein the first fault is prioritized higher than the

second fault.
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5. The method of claim 3, further comprising:

determining a second root cause of the second fault of the one or more faults in response
to at least one of an alarm system configuration of the alarm system, a device mapping of the
alarm system, and an event history of the alarm system, when the second fault is not resolved.

providing instructions regarding how to resolve the second fault in response to the
second root cause; and

detecting whether the second fault is resolved.

6. The method of claim 1, wherein the instructions are provided through at least
one of a control panel of the alarm system and a mobile computing device in communication
with the control panel.

7. A method of commissioning an alarm system, the method comprising:

accessing an alarm system including a plurality of alarm devices connected to a control
panel by a signaling line circuit;

receiving a fault report comprising one or more faults from the alarm system;

categorizing the one or more faults into groups including a device communication
failure group, wherein each of the one or more faults in the device communication failure group
is a device communication failure fault;

organizing the one or more faults in the device communication failure group into one
or more signaling line circuits of the alarm system, the one or more signaling line circuits
including a first signaling line circuit; and

providing instructions, via a user interface, regarding how to resolve the one or more
faults along the first signaling line circuit in the device communication failure group.

8. The method of claim 7, wherein providing instructions further comprises:

determining whether each device in the first signaling line circuit is present in an alarm
system configuration of the alarm system; and

conveying that a device in the first signaling line circuit should be added to the alarm
system configuration of the alarm system if determined to not be present.

9. The method of claim 7, wherein providing instructions further comprises:

determining whether each device in the first signaling line circuit has communicated
with a control panel of the alarm system previously based upon an event history of the control
panel; and

conveying that a device in the first signaling line circuit should be connected to the
control panel if determined to have not communicated with the control panel.
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10. The method of claim 8, wherein providing instructions further comprises:

determining whether each device in the first signaling line circuit has communicated
with a control panel of the alarm system previously based upon an event history of the control
panel; and

conveying that a device in the first signaling line circuit should be connected to the
control panel if determined to have not communicated with the control panel.

11. The method of claim 7, wherein providing instructions further comprises:

determining a list of all devices in the first signaling line circuit having a fault indicating
a communication failure;

comparing a device mapping of the alarm system to the list of all devices in the first
signaling line circuit having a fault indicating a communication failure;

determining a device closest to the control panel indicating a communication failure;
and

conveying that the device closest to the control panel is indicating a communication
failure and should be checked first.

12. The method of claim 10, wherein providing instructions further comprises:

determining a list of all devices in the first signaling line circuit having a fault indicating
a communication failure;

comparing a device mapping of the alarm system to the list of all devices in the first
signaling line circuit having a fault indicating a communication failure;

determining a device closest to the control panel indicating a communication failure;
and

conveying that the device closest to the control panel is indicating a communication
failure and should be checked first.

13. The method of claim 7, wherein the instructions are provided through at least
one of a control panel of the alarm system and a mobile computing device in communication
with the control panel.

14. A computer program product tangibly embodied on a computer readable
medium, the computer program product including instructions that, when executed by a
processor, cause the processor to perform operations comprising:

accessing an alarm system including a plurality of alarm devices connected to a control
panel by a signaling line circuit;

receiving a fault report comprising one or more faults from an alarm system;
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categorizing the one or more faults;

prioritizing the one or more faults into a list of highest priority;

determining a first root cause of a first fault of the one or more faults in response to at
least one of an alarm system configuration of the alarm system, a device mapping of the alarm
system, and an event history of the alarm system;

providing instructions, via a user interface, regarding how to resolve the first fault in
response to the first root cause; and

detecting whether the first fault is resolved.

15. The computer program product of claim 14, wherein the operations further
comprise:

determining a second root cause of the first fault of the one or more faults in response
to at least one of an alarm system configuration of the alarm system, a device mapping of the
alarm system, and an event history of the alarm system, when the first fault is not resolved;

providing instructions regarding how to resolve the first fault in response to the second
root cause; and

detecting whether the first fault is resolved.

16. The computer program product of claim 14, wherein the operations further
comprise:

determining that the first fault is resolved;

determining that a second fault of the one or more faults is unresolved;

determining a first root cause of the second fault of the one or more faults in response
to at least one of an alarm system configuration of the alarm system, a device mapping of the
alarm system, and an event history of the alarm system;

providing instructions regarding how to resolve the second fault in response to the first
root cause of the second fault; and

detecting whether the second fault is resolved.

17. The computer program product of claim 16, wherein the first fault is prioritized
higher than the second fault.

18. The computer program product of claim 16, wherein the operations further
comprise:

determining a second root cause of the second fault of the one or more faults in response
to at least one of an alarm system configuration of the alarm system, a device mapping of the
alarm system, and an event history of the alarm system, when the second fault is not resolved;
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providing instructions regarding how to resolve the second fault in response to the

second root cause; and

detecting whether the second fault is resolved.

19. The computer program product of claim 14, wherein the instructions are
provided through at least one of a control panel of the alarm system and a mobile computing

device in communication with the control panel.
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