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MANAGING METADATA IN CLOUD DRIVEN, THIN
CLIENT VIDEO APPLICATIONS

[001] This application is being filed on November 20, 2017, as a PCT
International Patent application and claims priority to U.S. Utility patent application
Serial No. 15/359,869, filed November 23, 2016, the entire disclosure of which is

incorporated by reference in its entirety.

TECHNICAL FIELD

[002] The present disclosure relates generally to metadata management.

BACKGROUND

[003] Cloud computing is a model that allows access to a shared pool of
configurable computing resources. Cloud computing and storage solutions provide
users and enterprises with various capabilities to store and process their data in third-
party data centers. It shares resources to achieve coherence and economies of scale.

[004] Cloud computing also focuses on maximizing the effectiveness of the
shared resources. Cloud resources are usually not only shared by multiple users, but
are also dynamically reallocated per demand. This can work for allocating resources to
users. For example, a cloud computer facility that serves European users during
European business hours with a specific application (e.g., e-mail) may reallocate the
same resources to serve North American users during North American business hours
with a different application (e.g., a web server). This approach helps maximize
computing power use while reducing the overall resources cost by using, for example,
less power, air conditioning, rack space, to maintain the system. With cloud
computing, multiple users can access a single server to retrieve and update their data

without purchasing licenses for different applications.

BRIEF DESCRIPTION OF THE FIGURES

[005] The accompanying drawings, which are incorporated in and constitute a
part of this disclosure, illustrate various embodiments of the present disclosure. In the
drawings:

[006] FIG. 1 shows a cloud based delivery system,;
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[007] FIGs. 2A and 2B show a flow chart of a method for providing metadata
management;

[008] FIGs. 3A and 3B shows sample metadata for the first response;

[009] FIG. 4 shows the first fingerprint tree corresponding to the first
response;

[010] FIG. 5 shows sample metadata for the final second response;

[011] FIG. 6 shows the final second fingerprint tree corresponding to the final
second response; and

[012] FIG. 7 shows a computing device.

DETAILED DESCRIPTION

OVERVIEW

[013]  Aspects of the invention are set out in the independent claims and
preferred features are set out in the dependent claims. Features of one aspect may be
applied to each aspect alone or in combination with other aspects.

[014] A client device may send a first request and then receive, in response to
sending the first request, a first response and a first fingerprint tree corresponding to the
first response. Next, the client device may cache the first response and the first
fingerprint tree corresponding to the first response. Then the client device may send a
second request and the first fingerprint tree and then receive, in response to sending the
second request and the first fingerprint tree, a final second response and a final second
fingerprint tree. The final second fingerprint tree may comprise a difference between
the first fingerprint tree and an initial second fingerprint tree and the final second
response may comprise a difference between the first response and an initial second
response. The client device may update the cached first response with the final second
response and the cached first fingerprint tree with the final second fingerprint tree.

[015] Systems and apparatus for implementing the methods described herein,
including network nodes, computer programs, computer program products, computer
readable media and logic encoded on tangible media for implementing the methods are
also described.

[016] Both the foregoing overview and the following example embodiments
are examples and explanatory only, and should not be considered to restrict the

disclosure’s scope, as described and claimed. Further, features and/or variations may
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be provided in addition to those set forth herein. For example, embodiments of the
disclosure may be directed to various feature combinations and sub-combinations

described in the example embodiments.

EXAMPLE EMBODIMENTS

[017] The following detailed description refers to the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the
following description to refer to the same or similar elements. While embodiments of
the disclosure may be described, modifications, adaptations, and other implementations
are possible. For example, substitutions, additions, or modifications may be made to
the elements illustrated in the drawings, and the methods described herein may be
modified by substituting, reordering, or adding stages to the disclosed methods.
Accordingly, the following detailed description does not limit the disclosure. Instead,
the proper scope of the disclosure is defined by the appended claims.

[018] Cloud driven, thin client video application architecture may have an
advantage over conventional thick client video applications. With thin client video
application architecture, the video application logic may be split between an
application server and a thin client (i.e., a client device running a user experience (UX)
application). By splitting the video application logic between the application server
and thin client, a model and a controller may be implemented in the application server
and the thin client may implement the presentation layer and a micro controller that
may be closely related to a user interface (UI).

[019] Events from the thin client may be forwarded to the application server
and the application server may process the events and drive the thin client to a proper
Ul screen via the response to the request from the thin client. The communication
between the application server and the thin client (e.g., request and response), however,
may become a bottle neck that may limit performance.

[020] Consistent with embodiments of the disclosure, one way to improve the
Ul performance may be to manage and control response caching with the thin client
while allowing the application server the freedom to drive the UI on the thin client. For
example, when navigating to a particular screen without caching, the thin client may: 1)
parse the response for a whole data model and controller for that screen; i1) delete the

existing graphical elements; ii1) create new graphical elements and bind to the metadata
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from the data model; and iv) perform controller association. These operations may
reduce the thin client’s performance.

[021] Another aspect consistent with embodiments of the disclosure, is to
reduce the network load when, for example, millions of thin clients are actively
operating on a service provider's network. Assume, for example, 130 kB of response
per screen per client with a single click on the thin client’s UI (e.g., UI response size,
not including any assets like posters, channel logos, etc.). This may result in 130GB of
data flow for a million clients with a single click / UI navigation on the network.

[022] Embodiments of the disclosure may address these issues by providing a
targeted, structured, granular caching process for the application server and thin client.

The process may include, but is not limited to:

1) generating a response fingerprint tree from the application server;

2) delivering the fingerprint tree with the response to the thin client;

3) caching the fingerprint tree and the response on the thin client;

4) managing/updating the fingerprint tree and response on the thin client;

5) sending the fingerprint tree back along with the request to the application

server; and

6) managing the received fingerprint tree on the application server.

[023] The fingerprint tree of the response may be structured the same as the
response message. The fingerprint tree may uniquely identify the structure of the
response message, and the message itself from which the tree is generated. The
fingerprint may be calculated using any fingerprint algorithms, for example, the Rabin
fingerprint algorithm, a hash function, a cryptographic hash function, or a cyclic
redundancy check (CRC).

[024] A response fingerprint tree may be generated. For each metadata object
in the response message, a fingerprint may be calculated based on the value of the
interested key of the object and the fingerprint may be associated with that key. For the
finest granularity of the fingerprint tree, a fingerprint may be calculated for every video
event or metadata object in the response message. A fingerprint tree may be formed
when fingerprints are calculated for one, some, or all of the interested metadata objects
in the response message.

[025] The fingerprint tree may be delivered to the thin client together with the

response message as either a response header or as part of the message. If a request
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from the thin client comes with a fingerprint tree, the current fingerprint tree may be
compared with the one from the request and only the difference of the fingerprint tree
and the corresponding object in the response message may be delivered to the thin
client.

[026]  The thin client may cache the fingerprint tree and the response. For
example, the thin client may render the screen with the metadata in the response and
cache both of the fingerprint tree and the response together when: 1) they do not exist
for that screen; or ii) when a new fingerprint tree is received. If only a partial
fingerprint tree is received, the partial fingerprint tree and its corresponding response
message may be merged into the current cached fingerprint tree and response message.
For any follow-on request, the updated fingerprint tree may be sent to the application
server. In another example, the application server may not send the fingerprint tree to
the thin client. Instead, the application server may cache the fingerprint tree in memory
or storage on the application server or at any location accessible by the application
server.

[027] FIG. 1 shows a cloud based delivery system 100 consistent with
embodiments of the disclosure for providing metadata management. As shown in FIG.
1, cloud based delivery system 100 may comprise an application server 105, a client
device 110, a network 115, a gateway 120, and a plurality of backend services 125.
Application server 105 may comprise an aggregator 130 and a user interface (UI)
engine 135. Plurality of backend services 125 may comprise a first backend service
140, a second backend service 145, a third backend service 150, and a fourth backend
service 155. Plurality of backend services 125 may comprise any number of backend
services and is not limited to four. Network 115 may comprise any network over
which application server 105 and client device 110 may communicate, for example, the
Internet. Application server 105 may connect to network 115 through gateway 120.

[028] Client device 110 may include a user experience (UX) application 160.
Client device 110 may comprise a communication terminal that may comprise, but is
not limited to, a set-top box (STB), a digital video recorder, a cable modem, a personal
computer, a Wi-Fi access point, a cellular base station, a switch servicing multiple
clients in a vicinity, a tablet device, a mobile device, a smart phone, a television, a
telephone, a remote control device, a network computer, a mainframe, a router, or other

similar device.
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[029] Client device 110 may send a request to application server 105 for a
screen to be displayed on client device 110. Ul engine 135 may receive the request and
pass it along to aggregator 130. Aggregator 130 may interface (e.g., over a network
such as the Internet for example) with any one or more of plurality of backend services
125 to develop a response to the request and pass the response onto Ul engine 135. Ul
engine 135 may send the response onto client device 110.

[030] Plurality of backend services 125 may comprise a set of control and data
plane services that may provide underlying capabilities application server 105.
Plurality of backend services 125 may come from a range of vendors and provide
disparate proprietary interfaces that provide access to the services. Plurality of backend
services 125 may comprise, but are not limited to, identity management, content
management, offer management, catalogue management, content protection, session
management, and a recommendation engine. Identity management may comprise end
user account, entitlement, and device identifying information. Content management
may comprise curation, publication, and management of on demand content. Offer
management may comprise definition and management of retail products sold through
the platform to end users. Catalogue management may comprise published content
descriptive metadata, channel lineups, and on-demand content navigation hierarchies.
Content protection may comprise realtime content encryption and license generation
services. Session management may comprise realtime, policy based allocation of on-
demand and linear video sessions. And the recommendation engine may comprise
generation of end user facing content recommendations based on viewer preferences.

[031] Furthermore, in the growing TV ecosystem, plurality of backend
services 125 may be extending to include platform external services that contribute to
the user experience. This extended group may comprise, but is not limited to, social
media systems and enriched metadata sources.

[032] UX application 160 may comprise a “thin” client application. For
example, UX application 160 may comprise a minimal client resident UX application
that may deliver, for example, the view layer of a TV application experience to a user
operating client device 110. UX application 160’s behavior may be fully data driven
from the cloud and may have no independent user interaction capability. In each cloud
interaction, UX application 160 may receive a full defined set of resources. The full

defined set of resources may comprise text, images, graphical templates, textures, etc.,
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to display to the end user on client device 110. The full defined set of resources may
further comprise personalized next step user interactions and how to report these back
to Ul engine 135 in application server 105. UX application 160 may interact with
native device services for, content consumption functions, user input handling, device
settings, and local GPU and rendering services when leveraged.

[033] FIGs. 2A and 2B are a flow chart setting forth the general stages
involved in a method 200 consistent with an embodiment of the disclosure for
providing metadata management. Method 200 may be implemented using, for
example, application server 105 and client device 110 as described above with respect
to FIG. 1. Ways to implement the stages of method 200 will be described in greater
detail below.

[034] Method 200 may begin at starting block 205 and proceed to stage 210
where application server 105 may receive a first request from client device 110. For
example, a user may be using client device 110 and navigating, for example, through a
video guide UI presented to the user on a screen by UX application 160. In doing so,
the user may make a certain selection (e.g., request a Hub screen) by taping a button on
a touch screen or a button on a remote control for example. This selection may cause
UX application 160 to generate the first request and send the first request to application
server 105.

[035] From stage 210, where application server 105 receives the first request
from client device 110, method 200 may advance to stage 215 where application server
105 may generate a first response to the first request. For example, Ul engine 135 may
receive the first request and pass it along to aggregator 130. Aggregator 130 may
interface with any one or more of plurality of backend services 125 to develop the first
response to the first request and pass the first response onto Ul engine 135. For
example, FIGs. 3A and 3B shows sample metadata for the first response (e.g., the Hub
screen in JSON format). This example may include the model and the controller logic
for the Hub screen.

[036] Once application server 105 generates the first response to the first
request in stage 215, method 200 may continue to stage 220 where application server
110 may generate a first fingerprint tree corresponding to the first response. For
example, the first fingerprint tree of the first response may be structured the same as the

first response. The first fingerprint tree may uniquely identify the structure of the first
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response and the first response itself from which the first fingerprint tree is generated.
The first fingerprint tree may be calculated using any fingerprint algorithms, for
example, the Rabin fingerprint algorithm, a hash function, a cryptographic hash
function, or a cyclic redundancy check (CRC).

[037] For each metadata object in the first response, a fingerprint may be
calculated based on the value of the interested key of the object and the fingerprint may
be associated with that key. For the finest granularity of the first fingerprint tree, a
fingerprint may be calculated for every video event or metadata object in the first
response. The first fingerprint tree may be formed when fingerprints are calculated for
one, some, or all of the interested metadata objects in the first response. FIG. 4 shows
the first fingerprint tree corresponding to the first response. As shown in FIG. 4, the
first fingerprint tree may be generated where "v" is the fingerprint value for that node.

[038]  After application server 105 generates the first fingerprint tree
corresponding to the first response in stage 220, method 200 may proceed to stage 225
where application server 105 may send the first response and the first fingerprint tree
corresponding to the first response to client device 110. For example, the first response
(e.g., shown in FIGs. 3A and 3B) and the first fingerprint tree (e.g., shown in FIG. 4)
may be delivered to client device 110 as the response message of the aforementioned
Hub request. Client device 110 may render the first response to a screen on client
device 110. In another example, application server 105 may not send the first
fingerprint tree corresponding to the first response to client device 110. Instead,
application server 105 may cache the first fingerprint tree corresponding to the first
response in memory or storage on application server 105 or at any location accessible
by application server 105. In this example, the cached first fingerprint tree may be
tagged with information linking it to the first request, client device 110, or the user
using client device 110.

[039] From stage 225, where application server 105 sends the first response
and the first fingerprint tree corresponding to the first response to client device 110,
method 200 may advance to stage 230 where client device 110 may cache the first
response and the first fingerprint tree corresponding to the first response. For example,
client device 110 may store both the first response and the first fingerprint tree locally

on client device 110. In the example where application server 105 may not send the
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first fingerprint tree corresponding to the first response to client device 110, client
device 110 may not cache the first fingerprint tree corresponding to the first response.

[040]  Once client device 110 caches the first response and the first
fingerprint tree corresponding to the first response in stage 230, method 200 may
continue to stage 235 where application server 105 may receive a second request and
the first fingerprint tree from client device 110. For example, the user may be
continuing to use client device 110 and navigating, for example, through the video
guide Ul presented to the user on a screen by UX application 160. In doing so, the user
may re-make the previous selection (e.g., re-request the Hub screen) by taping a button
on a touch screen or a button on a remote control for example. This selection may
cause UX application 160 to generate the second request and send the second request to
application server 105. Client device 110 may also send the previously received first
fingerprint tree along with the second request to application server 105. In other words,
for any future Hub screen request, client device 110 may send the fingerprint tree it
cached (i.e., the first fingerprint tree) back to application server 105. In another
example, instead of receiving the first fingerprint tree from client device 110,
application server 105 may retrieve the first fingerprint tree it previously cached in
memory or storage on application server 105 or at any location accessible by
application server 105,

[041] After application server 105 receives the second request and the first
fingerprint tree from client device 110 in stage 235, method 200 may proceed to stage
240 where application server 105 may generate an initial second response to the second
request. For example, Ul engine 135 may receive the second request and pass it along
to aggregator 130. Aggregator 130 may interface with any one or more of plurality of
backend services 125 to develop the initial second response to the second request and
pass the initial second response onto Ul engine 135. Because time has passed, even
though the user may have re-selected the same button, the initial second response may
be slightly different from the first response. For example, the metadata for the initial
second response may be slightly different from the metadata for the first response
shown in FIGs. 3A and 3B (e.g., the Hub screen in JSON format).

[042] From stage 240, where application server 105 generates the initial
second response to the second request, method 200 may advance to stage 245 where

application server 105 may generate an initial second fingerprint tree corresponding to
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the initial second response. For example, the initial second fingerprint tree of initial
second response may be structured the same as the initial second response. The initial
second fingerprint tree may uniquely identify the structure of the initial second
response and the initial second response itself from which the initial second fingerprint
tree is generated. The initial second fingerprint tree may be calculated using any
fingerprint algorithms, for example, the Rabin fingerprint algorithm, a hash function, a
cryptographic hash function, or a cyclic redundancy check (CRC).

[043] For each metadata object in the initial second response, a fingerprint
may be calculated based on the value of the interested key of the object and the
fingerprint may be associated with that key. For the finest granularity of the fingerprint
tree, a fingerprint may be calculated for every video event or metadata object in the
initial second response. The initial second fingerprint tree may be formed when
fingerprints are calculated for one, some, or all of the interested metadata objects in the
initial second response. Because the initial second response is slightly different from
the first response, the initial second fingerprint tree for the initial second response will
be slightly different from the first fingerprint tree shown in FIG. 4.

[044]  Once application server 105 generates the initial second fingerprint
tree corresponding to the initial second response in stage 245, method 200 may
continue to stage 250 where application server 105 may determine a difference between
the first fingerprint tree and the generated initial second fingerprint tree. For example,
application server 105 may perform an element-by-element comparison of the first
fingerprint tree with the initial second fingerprint tree it generated for the initial second
response. Application server 105 may keep track of the differences found by the
element-by-element comparison. Again, application server 105 may receive the first
fingerprint tree from client device 110 or it may retrieve the first fingerprint tree from
storage on application server 105 or from any location accessible by application server
105.

[045] After application server 105 determines the difference between the first
fingerprint tree and the generated initial second fingerprint tree in stage 250, method
200 may proceed to stage 255 where application server 105 may generate a final
second response to the second request to include the difference between the first
response and the initial second response based upon the determined difference between

the first fingerprint tree and the generated initial second fingerprint tree. For example,
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FIG. 5 shows sample metadata for the final second response (e.g., in JSON format).
The final second response may include the difference between the first response and the
initial second response as indicated by the element-by-element comparison of the first
fingerprint tree with the initial second fingerprint tree that application server 105
generated for the initial second response.

[046] From stage 255, where application server 105 generates the final second
response to the second request to include the difference between the first response and
the initial second response based upon the determined difference between the first
fingerprint tree and the generated initial second fingerprint tree, method 200 may
advance to stage 260 where application server 105 may generate a final second
fingerprint tree to include the difference between the first fingerprint tree and the initial
second fingerprint tree based upon the determined difference between the first
fingerprint tree and the generated initial second fingerprint tree. For example, FIG. 6
shows the final second fingerprint tree corresponding to the final second response. The
final second fingerprint tree may include the difference between the first fingerprint
tree and the initial second fingerprint tree that application server 105 generated for the
initial second response as indicated by the aforementioned element-by-element
comparison.

[047]  Once application server 105 generates the final second fingerprint tree
to include the difference between the first fingerprint tree and the initial second
fingerprint tree based upon the determined difference between the first fingerprint tree
and the generated initial second fingerprint tree in stage 260, method 200 may continue
to stage 265 where application server 105 may send the generated final second
response and the generated final second fingerprint tree to client device 110. Because
the file shown in FIGs. 3A and 3B is much small than the file shown in FIG. 5, less
bandwidth is used in sending a file of the size shown in FIG. 5 over sending a file of
the size shown in FIGs. 3A and 3B. In another example, application server 105 may
not send the generated final second fingerprint tree to client device 110. Instead,
application server 105 may cache the generated final second fingerprint tree in memory
or storage on application server 105 or at any location accessible by application server
105. This may further free up bandwidth. In this example, the generated final second
fingerprint tree can be tagged with information linking it to the first request, client

device 110, or the user using client device 110.
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[048] After application server 105 sends the generated final second response
and the generated final second fingerprint tree to client device 110 in stage 265, method
200 may proceed to stage 270 where client device 110 may update the cached first
response with the final second response. For example, when the cached first response
is updated with the final second response, the updated cached first response becomes
the same as the initial second response and can be used to service the second request.
In other words, client device 110 may render to a screen the updated cached first
response to service the second request.

[049]  From stage 270, where client device 110 updates the cached first
response with the final second response, method 200 may advance to stage 275 where
client device 110 may update the cached first fingerprint tree with the final second
fingerprint tree. In this way the updated cached first fingerprint tree my now
correspond to the updated cached first response. In the example where application
server 105 may not send the generated final second fingerprint tree to client device 110,
client device 110 may not update the cached first fingerprint tree with the final second
fingerprint tree. Instead, application server 105 may update the cached first fingerprint
tree (e.g., that it stored in memory or storage on application server 105 or at any
location accessible by application server 105) with the final second fingerprint tree. In
this way the updated cached first fingerprint tree my now correspond to the updated
cached first response (on client device 110). Once client device 110 updates the cached
first fingerprint tree with the final second fingerprint tree in stage 275, method 200 may
then end at stage 280.

[050] FIG. 7 shows a computing device 700. As shown in FIG. 7, computing
device 700 may include a processing unit 710 and a memory unit 715. Memory unit
715 may include a software module 720 and a database 725. While executing on
processing unit 710, software module 720 may perform processes for providing
metadata management, including for example, any one or more of the stages from
method 200 described above with respect to FIG. 2A and FIG. 2B. Computing device
700, for example, may provide an operating environment for any one or more of the
devices in cloud based delivery system 100 including, but not limited to, application
server 105, client device 110, gateway 120, and any one or more of plurality of

backend services 125.
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[051] Computing device 700 may be implemented using a Wi-Fi access point,
a cloud-based server, a cellular base station, a tablet device, a mobile device, a smart
phone, a telephone, a remote control device, a set-top box, a digital video recorder, a
cable modem, a personal computer, a network computer, a mainframe, a router, or other
similar microcomputer-based device. Computing device 700 may comprise any
computer operating environment, such as hand-held devices, multiprocessor systems,
microprocessor-based or programmable sender electronic devices, minicomputers,
mainframe computers, and the like. Computing device 700 may also be practiced in
distributed computing environments where tasks are performed by remote processing
devices.

[052] Embodiments of the disclosure, for example, may be implemented as a
computer process (method), a computing system, or as an article of manufacture, such
as a computer program product or computer readable media. The computer program
product may be a computer storage media readable by a computer system and encoding
a computer program of instructions for executing a computer process. The computer
program product may also be a propagated signal on a carrier readable by a computing
system and encoding a computer program of instructions for executing a computer
process. Accordingly, the present disclosure may be embodied in hardware and/or in
software (including firmware, resident software, micro-code, etc.). In other words,
embodiments of the present disclosure may take the form of a computer program
product on a computer-usable or computer-readable storage medium having computer-
usable or computer-readable program code embodied in the medium for use by or in
connection with an instruction execution system. A computer-usable or computer-
readable medium may be any medium that can contain, store, communicate, propagate,
or transport the program for use by or in connection with the instruction execution
system, apparatus, or device.

[053] The computer-usable or computer-readable medium may be, for
example but not limited to, an electronic, magnetic, optical, electromagnetic, infrared,
or semiconductor system, apparatus, device, or propagation medium. More specific
computer-readable medium examples (a non-exhaustive list), the computer-readable
medium may include the following: an electrical connection having one or more wires,
a portable computer diskette, a random access memory (RAM), a read-only memory

(ROM), an erasable programmable read-only memory (EPROM or Flash memory), an
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optical fiber, and a portable compact disc read-only memory (CD-ROM). Note that the
computer-usable or computer-readable medium could even be paper or another suitable
medium upon which the program is printed, as the program can be electronically
captured, via, for instance, optical scanning of the paper or other medium, then
compiled, interpreted, or otherwise processed in a suitable manner, if necessary, and
then stored in a computer memory.

[054] While certain embodiments of the disclosure have been described, other
embodiments may exist. Furthermore, although embodiments of the present disclosure
have been described as being associated with data stored in memory and other storage
mediums, data can also be stored on or read from other types of computer-readable
media, such as secondary storage devices, like hard disks, floppy disks, or a CD-ROM,
a carrier wave from the Internet, or other forms of RAM or ROM. Moreover, the
semantic data consistent with embodiments of the disclosure may be analyzed without
being stored. In this case, in-line data mining techniques may be used as data traffic
passes through, for example, a caching server or network router. Further, the disclosed
methods’ stages may be modified in any manner, including by reordering stages and/or
inserting or deleting stages, without departing from the disclosure.

[055] Furthermore, embodiments of the disclosure may be practiced in an
electrical circuit comprising discrete electronic elements, packaged or integrated
electronic chips containing logic gates, a circuit utilizing a microprocessor, or on a
single chip containing electronic elements or microprocessors. Embodiments of the
disclosure may also be practiced using other technologies capable of performing logical
operations such as, for example, AND, OR, and NOT, including but not limited to
mechanical, optical, fluidic, and quantum technologies. In addition, embodiments of
the disclosure may be practiced within a general purpose computer or in any other
circuits or systems.

[056] Embodiments of the disclosure may be practiced via a system-on-a-chip
(SOC) where each or many of the components illustrated in FIG. 1 may be integrated
onto a single integrated circuit. Such an SOC device may include one or more
processing units, graphics units, communications units, system virtualization units and
various application functionality all of which may be integrated (or “burned”) onto the
chip substrate as a single integrated circuit. When operating via an SOC, the

functionality described herein with respect to embodiments of the disclosure, may be
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performed via application-specific logic integrated with other components of
computing device 400 on the single integrated circuit (chip).

[057] Embodiments of the present disclosure, for example, are described
above with reference to block diagrams and/or operational illustrations of methods,
systems, and computer program products according to embodiments of the disclosure.
The functions/acts noted in the blocks may occur out of the order as shown in any
flowchart. For example, two blocks shown in succession may in fact be executed
substantially concurrently or the blocks may sometimes be executed in the reverse
order, depending upon the functionality/acts involved.

[058] While the specification includes examples, the disclosure’s scope is
indicated by the following claims. Furthermore, while the specification has been
described in language specific to structural features and/or methodological acts, the
claims are not limited to the features or acts described above. Rather, the specific
features and acts described above are disclosed as example for embodiments of the

disclosure.
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WHAT IS CLAIMED IS:

1. A method comprising:

receiving, by an application server, a first request;

generating, by the application server, a first response to the first request;

generating, by the application server, a first fingerprint tree corresponding to the
first response;

sending, by the application server, the first response and the first fingerprint tree
corresponding to the first response;

receiving, by the application server, a second request and the first fingerprint
tree;

generating, by the application server, an initial second response to the second
request;

generating, by the application server, an initial second fingerprint tree
corresponding to the initial second response;

determining, by the application server, a difference between the received first
fingerprint tree and the generated initial second fingerprint tree;

generating, by the application server, a final second response to the second
request to include the difference between the first response and the initial second
response based upon the determined difference between the received first fingerprint
tree and the generated initial second fingerprint tree;

generating, by the application server, a final second fingerprint tree to include
the difference between the received first fingerprint tree and the initial second
fingerprint tree based upon the determined difference between the received first
fingerprint tree and the generated initial second fingerprint tree; and

sending, by the application server, the generated final second response and the

generated final second fingerprint tree.

2. The method of claim 1, further comprising:

receiving, by a client device, the first response and the first fingerprint tree
corresponding to the first response; and

caching, by the client device, the first response and the first fingerprint tree

corresponding to the first response.
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3. The method of claim 2, wherein sending, by the application server, the
generated final second response and the generated final second fingerprint tree
comprises sending the generated final second response and the generated final second

fingerprint tree to the client device.

4. The method of claim 3, further comprising updating, by the client

device, the cached first response with the final second response.

5. The method of claim 3 or 4, further comprising updating, by the client

device, the cached first fingerprint tree with the final second fingerprint tree.

6. The method of any of claims 1 to 5, wherein receiving, by the
application server, a second request and the first fingerprint tree comprises receiving,
by the application server, the second request and the first fingerprint tree from a client

device.

7. The method of any of claims 1 to 6, wherein generating the first
response to the first request comprises generating the first response comprising a first

plurality of associated objects having a structure.

8. The method of claim 7, wherein generating the first fingerprint tree
comprises:

generating a first plurality of fingerprints wherein each one of the first plurality
of fingerprints respectively corresponds to each one of the first plurality of associated
objects; and

associating the first plurality of fingerprints within the first fingerprint tree

according to the structure of the first plurality of associated objects.

0. The method of claim 8, wherein generating the first plurality of
fingerprints comprises using at least one of the following: a Rabin fingerprint
algorithm; a hash function; a cryptographic hash function; and a cyclic redundancy

check (CRC).
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10. The method of any of claims 1 to 9, wherein generating the initial
second response to the second request comprises generating the second response

comprising a second plurality of associated objects having a structure.

11. The method of claim 10, wherein generating the initial second
fingerprint tree comprises:

generating a second plurality of fingerprints wherein each one of the second
plurality of fingerprints respectively corresponds to each one of the second plurality of
associated objects; and

associating the second plurality of fingerprints within the initial second

fingerprint tree according to the structure of the second plurality of associated objects.

12. A method comprising:

receiving, by an application server, a first request;

generating, by the application server, a first response to the first request;

generating, by the application server, a first fingerprint tree corresponding to the
first response;

sending, by the application server, the first response;

caching, by the application server, the first fingerprint tree corresponding to the
first response;

receiving, by the application server, a second request;

retrieving, by the application server in response to receiving the second request,
the cached first fingerprint tree;

generating, by the application server, an initial second response to the second
request;

generating, by the application server, an initial second fingerprint tree
corresponding to the initial second response;

determining, by the application server, a difference between the retrieved first
fingerprint tree and the generated initial second fingerprint tree;

generating, by the application server, a final second response to the second

request to include the difference between the first response and the initial second
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response based upon the determined difference between the retrieved first fingerprint
tree and the generated initial second fingerprint tree;

generating, by the application server, a final second fingerprint tree to include
the difference between the retrieved first fingerprint tree and the initial second
fingerprint tree based upon the determined difference between the retrieved first
fingerprint tree and the generated initial second fingerprint tree; and

sending, by the application server, the generated final second response.

13. The method of claim 12, wherein receiving the second request

comprises receiving the second request from a client device.

14. The method of claim 12 or 13, wherein sending the generated final
second response comprises sending the generated final second response to a client

device.

15. The method of any of claims 12 to 14, wherein:
generating the first response to the first request comprises generating the first
response comprising a first plurality of associated objects having a structure; and

generating the first fingerprint tree comprises:

generating a first plurality of fingerprints wherein each one of the first
plurality of fingerprints respectively corresponds to each one of the first
plurality of associated objects; and

associating the first plurality of fingerprints within the first fingerprint

tree according to the structure of the first plurality of associated objects.

16. A system comprising:
a memory storage; and
a processing unit coupled to the memory storage, wherein the processing unit is
operative to:
send a first request;
receive, in response to sending the first request, a first response and a

first fingerprint tree corresponding to the first response;
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cache the first response and the first fingerprint tree corresponding to the
first response;

send a second request and the first fingerprint tree;

receive, in response to sending the second request and the first
fingerprint tree, a final second response and a final second fingerprint tree, the
final second fingerprint tree comprising a difference between the first
fingerprint tree and an initial second fingerprint tree and the final second
response comprising a difference between the first response and an initial
second response;

update the cached first response with the final second response; and

update the cached first fingerprint tree with the final second fingerprint

tree.

17. The system of claim 16, wherein the processing unit is further operative

to render the first response.

18. The system of claim 16 or 17, wherein the processing unit is further

operative to render the updated cached first response.

19. The system of any of claims 16 to 18, wherein the initial second

response corresponds to the second request.

20. The system of any of claims 16 to 19, wherein the initial second

fingerprint tree corresponds to the initial second response.

21. Apparatus comprising an application server, the application server
comprising:

means for receiving a first request;

means for generating a first response to the first request;

means for generating a first fingerprint tree corresponding to the first response;

means for sending the first response and the first fingerprint tree corresponding
to the first response;

means for receiving a second request and the first fingerprint tree;
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means for generating an initial second response to the second request;

means for generating an initial second fingerprint tree corresponding to the
initial second response;

means for determining a difference between the received first fingerprint tree
and the generated initial second fingerprint tree;

means for generating a final second response to the second request to include
the difference between the first response and the initial second response based upon the
determined difference between the received first fingerprint tree and the generated
initial second fingerprint tree;

means for generating a final second fingerprint tree to include the difference
between the received first fingerprint tree and the initial second fingerprint tree based
upon the determined difference between the received first fingerprint tree and the
generated initial second fingerprint tree; and

means for sending the generated final second response and the generated final

second fingerprint tree.

22. The apparatus according to claim 21, optionally comprising a client device,
the apparatus further comprising means for implementing the method according to any of

claims 2 to 11.

23. Apparatus comprising an application server, the apparatus comprising:

means for receiving a first request;

means for generating a first response to the first request;

means for generating a first fingerprint tree corresponding to the first response;

means for sending the first response;

means for caching the first fingerprint tree corresponding to the first response;

means for receiving a second request;

means for retrieving, in response to receiving the second request, the cached
first fingerprint tree;

means for generating an initial second response to the second request;

means for generating an initial second fingerprint tree corresponding to the

initial second response;
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means for determining a difference between the retrieved first fingerprint tree
and the generated initial second fingerprint tree;

means for generating a final second response to the second request to include
the difference between the first response and the initial second response based upon the
determined difference between the retrieved first fingerprint tree and the generated
initial second fingerprint tree;

means for generating a final second fingerprint tree to include the difference
between the retrieved first fingerprint tree and the initial second fingerprint tree based
upon the determined difference between the retrieved first fingerprint tree and the
generated initial second fingerprint tree; and

means for sending the generated final second response.

24, The apparatus according to claim 23 further comprising means for

implementing the method according to any of claims 13 to 15.
25. A computer program, computer program product or logic encoded on a

tangible computer readable medium comprising instructions for implementing the method

according to any one of claims 1 to 15.
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