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METHOD AND APPARATUS FOR 
TRANSMITTING AND DECODING PRE 

PROGRAMMED MESSAGES 

FIELD OF THE INVENTION 

This invention relates in general to Wireless communica 
tion systems, and more speci?cally to a method and appa 
ratus for transmitting and decoding pre-programmed mes 
sages. 

BACKGROUND OF THE INVENTION 

Projections indicate that devices Which can communicate 
Wirelessly Will proliferate in the near future. An example of 
such devices is Wireless sensors for reporting triggering 
events, such as ?re, explosion, gas leaks, and intruders, to 
name a feW, by sending pre-programmed (“canned”) mes 
sages. A large number of devices requesting service at 
substantially the same time in response to a triggering event 
can overWhelm classical random access methods, such as 
slotted aloha. In the prior aloha art, collisions have resulted 
in loss of data and a need for the colliding devices to 
retransmit at randomly selected times. The retransmissions 
have further increased traf?c, resulting in still more colli 
sions and loss of data. The result has been a reduced ability 
to communicate compared to normal traf?c periods. 

Thus, What is needed is a method and apparatus for 
transmitting and decoding pre-programmed messages. The 
method and apparatus preferably Will operate to reduce the 
need for retransmissions after a collision occurs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an electrical block diagram of a Wireless 
communication system in accordance With the present 
invention. 

FIG. 2 is an electrical block diagram of a Wireless 
communication unit in accordance With the present inven 
tion. 

FIG. 3 is an electrical block diagram of a Wireless 
processing device in accordance With the present invention. 

FIG. 4 is a How diagram depicting operation of the 
Wireless communication system in accordance With the 
present invention. 

FIG. 5 is an exemplary timing diagram depicting forWard 
and reverse channels of the Wireless communication system 
in accordance With the present invention. 

FIG. 6 is a table depicting example canned messages and 
corresponding orthogonal codes transmitted for each of the 
canned messages in accordance With the present invention. 

FIG. 7 is a table depicting example received interference 
symbol patterns and the possible colliding messages that are 
decoded in accordance With the present invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an electrical block diagram of a Wireless 
communication system 100 in accordance With the present 
invention, comprising a plurality of Wireless communication 
units 102 and a Wireless processing device 104. The Wireless 
communication system 100 preferably uses a tWo-Way trans 
mission protocol similar to the Well-knoWn FLEXTM tWo 
Way messaging protocol available from Motorola, Inc. of 
Schaumburg, Ill. In particular, for sending unsolicited mes 
sages to the Wireless processing device 104, the Wireless 
communication units 102 utiliZe a slotted aloha transmission 
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2 
synchroniZed by a sync signal transmitted periodically by 
the Wireless processing device 104, as described further 
beloW. 

FIG. 2 is an electrical block diagram of the Wireless 
communication unit 102 in accordance With the present 
invention. The Wireless communication unit 102 comprises 
a conventional transceiver 202 for sending canned (pre 
programmed) messages Wirelessly to the Wireless process 
ing device 104. The transceiver 202 is coupled to a conven 
tional processor 204 for processing the canned messages. 
The processor is coupled to a control interface 206 for 
interfacing With a plurality of conventional sensors (not 
shoWn) for detecting triggering events, such as ?re, gas, 
explosion, intruder alert, and the like. Alternatively, the 
control interface 206 can include a conventional keypad for 
interfacing With a human. A conventional clock 208 is 
coupled to the processor 204 for providing a timing signal. 
A memory 210 is also coupled to the processor 204 for 
storing operating variables and softWare for programming 
the processor 204 in accordance With the present invention. 
The memory 210 comprises a communications processing 

program 212 for programming the processor 204 to process 
communications With the Wireless processing device 104 
through Well-knoWn techniques. The memory 210 further 
comprises a trigger detection program 214 for cooperating 
With the control interface 206 to detect the occurrence of a 
triggering event. The memory 210 also includes a plurality 
of canned message codes 216 corresponding to a plurality of 
canned messages. Preferably the canned message codes are 
orthogonal codes chosen such that When a group of different 
canned messages are received simultaneously by the Wire 
less processing device 104, thereby producing an interfer 
ence symbol pattern, the interference symbol pattern pro 
vides a non-Zero probability of correctly decoding at least 
some of said group, and a substantially Zero probability of 
erroneously decoding a canned message not in the group. 

In addition, the memory 210 includes a message select 
and transmit program 218 for programming the processor 
204 to select and transmit one of the canned message codes 
216 corresponding to a triggering event in response to a 
triggering event having occurred. The memory 210 further 
comprises a transmission record 220 for recording and 
time-stamping each canned message sent. The memory also 
includes a behavior control program 222 for programming 
the processor 204 to behave as instructed by the Wireless 
processing device 104 after sending a canned message to the 
Wireless processing device 104. In addition, the memory 210 
comprises a timer program 224 for programming the pro 
cessor 204 to cooperate With the clock 208 to generate a 
delay before generating a retransmission of the canned 
message in accordance With the present invention. Operation 
of the Wireless communication unit 102 in accordance With 
the present invention is described further herein beloW. 

FIG. 3 is an electrical block diagram of the Wireless 
processing device 104 in accordance With the present inven 
tion. The Wireless processing device 104 comprises a con 
ventional transceiver 302 for communicating Wirelessly 
With the Wireless communication unit 102. The transceiver 
302 is coupled to a conventional processor 304 for process 
ing the canned messages. The processor 304 preferably is 
coupled to a conventional netWork interface 306 for inter 
facing With a netWork, e.g., the Internet, a local area 
netWork, or a telephone netWork, to name a feW. It Will be 
appreciated that, alternatively, the netWork interface 306 can 
be omitted, and the Wireless processing device 104 can be 
operated as a stand-alone processing device. The Wireless 
processing device 104 also includes a conventional clock 
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320 coupled to the processor 304 for providing a timing 
signal. A memory 308 is also coupled to the processor 304 
for storing operating variables and software for program 
ming the processor 304 in accordance With the present 
invention. Optionally, the Wireless processing device 104 
can be coupled to one or more additional receivers 322, 
thereby coupling the Wireless processing device 104 to a 
plurality of receivers, preferably non-collocated. When this 
option is used, the Wireless processing device 104 preferably 
examines canned messages received at multiple ones of the 
plurality of receivers to extract additional information about 
the canned messages received, e.g., to detect a signal that 
may have been rendered undetectable at the transceiver 302 
by a simultaneous higher-poWered signal. The memory 308 
comprises a communications processing program 310 for 
programming the processor 304 to process communications 
With the Wireless communication unit 102 through Well 
knoWn techniques. The memory 308 further comprises a 
canned message decode program 312 for programming the 
processor 304 to decode received canned messages in accor 
dance With the present invention. The memory 308 also 
includes a data decode program 314 for programming the 
processor to decode additional data Which can be sent along 
With a canned message code. In addition, the memory 308 
includes a broadcast control program 316 for programming 
the processor 304 to send instructions to the plurality of 
Wireless communication units 102 to alter the behavior of 
some of the Wireless communication units 102. The memory 
308 further comprises a selective control program 318 for 
programing the processor 304 to selectively control speci?c 
ones of the plurality of Wireless communication units 102 as 
to Whether the speci?c ones are alloWed to generate one of 
the plurality of canned messages. Operation of the Wireless 
processing device 104 in accordance With the present inven 
tion is described further herein beloW. 

FIG. 4 is a How diagram 400 depicting operation of the 
Wireless communication system in accordance With the 
present invention. The How begins With pre-programming 
402 each of the plurality of Wireless communication units 
102 With a plurality of orthogonal codes corresponding to a 
plurality of canned messages. The plurality of orthogonal 
codes are preferably chosen such that When a group of 
different canned messages are received simultaneously by 
the Wireless processing device 104, thereby producing an 
interference symbol pattern, the interference symbol pattern 
provides a non-Zero probability of correctly decoding at 
least some of the group, and a substantially Zero probability 
of erroneously decoding a canned message not in the group. 
Next, a portion of the plurality of Wireless communication 
units 102 detect 404 a triggering event, e. g., a ?re, explosion, 
?ood, or intruder, to name a feW. In response to detecting the 
triggering event, each of the portion selects 406 one of the 
plurality of canned messages as a selected message to be 
transmitted. Then, each of the portion transmits 408 one of 
the plurality of orthogonal codes corresponding to the 
selected message during a randomly-selected slotted-aloha 
time slot. The slotted-aloha time slots are preferably syn 
chroniZed by a periodically transmitted synchroniZation 
signal sent from the Wireless processing device 104, as Will 
be explained beloW. Because the aloha slots are 
synchroniZed, the symbol positions of tWo or more canned 
messages Which collide in the same aloha time slot Will 
occur substantially simultaneously. The result is that When 
the colliding canned messages are identical to each other, 
they reinforce each other; and When they are different, they 
produce an interference symbol pattern in Which some of the 
symbol positions may be indeterminate, i.e., neither a one 
nor a Zero in a binary transmission scheme, for example. 
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4 
When the Wireless processing device 104 decodes each 

aloha time slot, the Wireless processing device 104 attempts 
to determine Whether any of the symbols are indeterminate. 
If not, the Wireless processing device 104 concludes that it 
has received either a single message or multiple identical 
messages in the time slot, and the Wireless processing device 
104 decodes 414 the one of the plurality of canned messages 
received. If the Wireless processing device 104 does ?nd 
indeterminate symbols, it concludes that it has received 
multiple non-identical messages, and the Wireless process 
ing device 104 decodes at least some of the at least tWo 
different canned messages from the interference symbol 
pattern. HoW this is done is explained further herein beloW. 

In either case, When the Wireless processing device 104 
has determined 416 that one of the plurality of canned 
messages has been transmitted by at least one of the plurality 
of Wireless communication units 102, the Wireless process 
ing device 104 then transmits 418 a broadcast message 
indicating that the one of the plurality of canned messages 
has been received, and directing any of the plurality of 
Wireless communication units 102 that transmitted the one 
of the plurality of canned messages to behave in a speci?ed 
manner. The speci?ed manner can, for example, be that 
senders are to cease transmission unless explicitly instructed 
to do so by the Wireless processing device 104. Another 
example of the speci?ed manner is that Wireless communi 
cation units 102 that transmitted the one of the plurality of 
canned messages are to identify themselves during a prede 
termined set of slotted aloha time slots on a predetermined 
communication channel. A third example of the speci?ed 
manner is that senders are not to initiate a neWly triggered 
generation of the one of the plurality of canned messages 
until noti?ed by the Wireless processing device 104. In 
addition, the Wireless processing device 104 can selectively 
control speci?c ones of the plurality of Wireless communi 
cation units 102 as to Whether the speci?c ones are alloWed 
to generate one of the plurality of canned messages. Also, to 
prevent a proliferation of repeated messages, it is preferred 
that after producing a ?rst generation of a canned message 
in response to the triggering event, the Wireless communi 
cation unit 102 Will prevent a second generation of the 
canned message for a predetermined time period after the 
?rst generation. 

FIG. 5 is an exemplary timing diagram 500 depicting 
forWard and reverse channels of the Wireless communication 
system 100 in accordance With the present invention. Here, 
the forWard channel 504 is de?ned to be directed from the 
Wireless processing device 104 to the Wireless communica 
tion unit 102, and the reverse channel 506 is de?ned to be 
directed from the Wireless communication unit 102 to the 
Wireless processing device 104. Note that the time slots of 
the reverse channel 506 preferably are synchroniZed by the 
sync signal 502 of the forWard channel 504, the ?rst time slot 
508 of the reverse channel beginning immediately after the 
sync signal 502. The reverse channel 506 is preferably 
divided into scheduled and slotted aloha time slots by a 
movable demarcation 510 assigned by the Wireless process 
ing device 104. When the Wireless processing device 104 
has identi?ed a particular Wireless communication unit 102 
With Which the Wireless processing device 104 needs to 
communicate, the Wireless processing device 104 preferably 
assigns one or more of the scheduled time slots of the 
reverse channel to be used by the Wireless communication 
unit 102. When the Wireless processing device 104 has not 
yet identi?ed the particular Wireless communication unit 102 
(as When one or more canned messages have just been 
received), the Wireless processing device 104 can send a 



US 6,917,281 B1 
5 

broadcast message directing all Who sent the type(s) of 
canned message(s) received to identify themselves using the 
slotted aloha time slots. In some cases, e.g., for short 
messages during light traf?c, it can be desirable to send data 
With the canned message. While the data probably Will not 
survive a collision in a high traf?c situation, the probability 
of a collision in light traf?c is loW, and airtime can be 
reduced as compared to sending only the canned message 
and then setting up a scheduled time slot for sending the 
data. 

FIG. 6 is a table 600 depicting eXample canned messages 
and corresponding orthogonal codes transmitted for each of 
the canned messages in accordance With the present inven 
tion. The eXample canned message meanings are shoWn in 
a ?rst column 602, While the corresponding orthogonal 
codes are shoWn in a second column 604. Note that the 
eXample codes each contain three Zeros and a single one, and 
that the ones for the four codes all fall in different symbol 
positions. By selecting the codes in this manner, Whenever 
tWo or more of the plurality of Wireless communication units 
102 transmit tWo or more different codes during the same 
time slot, an interference symbol pattern is generated in the 
transceiver 302 of the Wireless processing device 104. The 
interference symbol pattern advantageously makes it pos 
sible for the Wireless processing device 104 to identify at 
least some of the tWo or more different codes transmitted. In 
addition, the interference symbol pattern further advanta 
geously makes it virtually impossible to erroneously decode 
a canned message Which Was not one of the tWo or more 
different codes transmitted. It Will be appreciated that addi 
tional canned messages can be accommodated by increasing 
the number of symbols in the orthogonal codes. 

FIG. 7 is a table 700 depicting a feW eXample received 
interference symbol patterns and the possible colliding mes 
sages that are decoded in accordance With the present 
invention. The received interference symbol patterns are 
shoWn in the ?rst column 702, While the possible colliding 
messages are in the second column 704. The letter “X” is 
used to indicate indeterminate symbols, i.e., symbols that are 
neither a one nor a Zero. Note from the table 600 of FIG. 6 
that the only combination of messages Which can cause the 
?rst interference symbol pattern 706 is the explosion and ?re 
combination. Similarly, only intruder and ?re can cause the 
second interference symbol pattern 708, and only explosion 
and ?ood can cause the third interference symbol pattern 
710. If all the symbol positions are indeterminate, as in the 
fourth interference symbol pattern 712, then it can be 
concluded that all four canned messages Were transmitted in 
the same time slot. 

One method of detecting indeterminate symbols is to 
sample each symbol position a plurality of times. If the 
samples of a single symbol position are sometimes a one and 
other times a Zero, the symbol is indeterminate. Another 
method in a frequency shift keyed system is to measure 
energy in the frequency domain, through Well-knoWn Fou 
rier transform techniques. If energy peaks are found at both 
the frequency representing binary Zero and the frequency 
representing binary one, then the symbol is indeterminate. It 
Will also be appreciated that under some conditions inde 
terminate symbols can be dif?cult or impossible to detect. 
An eXample of a condition that can cause this is tWo different 
canned messages sent in the same time slot and received at 
Widely differing poWer levels. In this case, the dominant 
signal can appear to be the only signal received. 
Nonetheless, one of the tWo signals (the dominant one) can 
be decoded correctly, thereby eliminating one retry, and the 
Wireless communication unit 102 Which generated the 
Weaker signal Will retry (and, if lucky, not collide) after a 
timeout. 
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It should be clear from the preceding disclosure that the 

present invention provides a method and apparatus for 
transmitting and decoding pre-programmed messages. The 
method and apparatus advantageously operates to reduce the 
need for retransmissions after a collision occurs, thereby 
increasing the available throughput of a slotted aloha chan 
nel. 
Many modi?cations and variations of the present inven 

tion are possible in light of the above teachings. For 
eXample, While the embodiments described herein above 
depict the use of single bit symbols for clarity, it should be 
recogniZed that symbols of more than one bit can be utiliZed. 
Thus, it is to be understood that, Within the scope of the 
appended claims, the invention can be practiced other than 
as speci?cally described herein above. 
What is claimed is: 
1. A transmission method in a Wireless communication 

system, the transmission method comprising the steps of: 
pre-programming each of a plurality of Wireless commu 

nication units With a plurality of orthogonal codes 
corresponding to a plurality of canned messages, the 
plurality of orthogonal codes chosen such that When a 
group of different canned messages are received simul 
taneously by a Wireless processing device of the Wire 
less communication system, thereby producing an 
interference symbol pattern, the interference symbol 
pattern provides a non-Zero probability of correctly 
decoding at least some of said group, and a substan 
tially Zero probability of erroneously decoding a 
canned message not in said group; 

detecting, by a portion of the plurality of Wireless com 
munication units, a triggering event that does not 
originate from, and is not controlled by, the Wireless 
communication system; 

selecting, by each of said portion, one of the plurality of 
canned messages as a selected message to be transmit 
ted in response to the triggering event; and 

transmitting, by each of said portion, one of the plurality 
of orthogonal codes corresponding to the selected mes 
sage during a randomly-selected slotted-aloha time 
slot. 

2. The transmission method of claim 1, further comprising 
in the Wireless processing device the steps of: 

receiving at least tWo different canned messages sent 
simultaneously during a single time slot, thereby pro 
ducing the interference symbol pattern; and 

decoding at least some of the at least tWo different canned 
messages from the interference symbol pattern. 

3. The transmission method of claim 1, further comprising 
in the Wireless processing device the steps of: 

receiving at least tWo identical canned messages sent 
simultaneously during a single time slot, thereby pro 
ducing a reinforced symbol pattern; and 

decoding, from the reinforced symbol pattern, one of the 
plurality of canned messages received. 

4. The transmission method of claim 1, Wherein the 
transmitting step further comprises the step of transmitting, 
by some of said portion, additional data along With the one 
of the plurality of orthogonal codes. 

5. The transmission method of claim 1, further comprising 
in the Wireless processing device the steps of: 

determining that one of the plurality of canned messages 
has been transmitted by at least one of the plurality of 
Wireless communication units; and 

sending a broadcast message directing any of the plurality 
of Wireless communication units that transmitted the 
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one of the plurality of canned messages to identify 
themselves during a predetermined set of slotted aloha 
time slots on a predetermined communication channel. 

6. The transmission method of claim 1, further comprising 
in the Wireless processing device the steps of: 

determining that one of the plurality of canned messages 
has been transmitted by at least one of the plurality of 
Wireless communication units; and 

sending a broadcast message indicating that the one of the 
plurality of canned messages has been received and that 
senders are to cease transmission unless explicitly 
instructed to do so by the Wireless processing device. 

7. The transmission method of claim 1, further comprising 
in one of the plurality of Wireless communication units the 
steps of: 

producing a ?rst generation of the canned message in 
response to the triggering event; and 

preventing a second generation of the canned message for 
a predetermined time period after the ?rst generation. 

8. The transmission method of claim 1, further comprising 
in the Wireless processing device the steps of: 

determining that one of the plurality of canned messages 
has been transmitted by at least one of the plurality of 
Wireless communication units; and 

sending a broadcast message indicating that the one of the 
plurality of canned messages has been received and that 
senders are not to initiate a neWly triggered generation 
of the one of the plurality of canned messages until 
noti?ed by the Wireless processing device. 

9. The transmission method of claim 1, further comprising 
in the Wireless processing device the step of selectively 
controlling speci?c ones of the plurality of Wireless com 
munication units as to Whether the speci?c ones are alloWed 
to generate one of the plurality of canned messages. 

10. The transmission method of claim 1, 
Wherein the Wireless processing device is coupled to a 

plurality of receivers, and 
Wherein the transmission method further comprises in the 

Wireless processing device the step of examining 
canned messages received at multiple ones of the 
plurality of receivers to extract additional information 
about the canned messages received. 

11. A Wireless communication unit in a Wireless commu 
nication system, comprising: 

a transceiver for providing communications With other 
Wireless devices in the Wireless communication sys 
tem; 

a processor coupled to the transceiver for processing the 
communications; 

a memory coupled to the processor for storing operating 
variables and softWare for programming the processor; 

a clock coupled to the processor for providing a time 
signal; and 

a control interface coupled to the processor for controlling 
the Wireless communication unit, 

Wherein the memory is pre-programmed With a plurality 
of orthogonal codes corresponding to a plurality of 
canned messages, the plurality of orthogonal codes 
chosen such that When a group of different canned 
messages are received simultaneously by a Wireless 
processing device of the Wireless communication 
system, thereby producing an interference symbol 
pattern, the interference symbol pattern provides a 
non-Zero probability of correctly decoding at least 
some of said group, and a substantially Zero probability 
of erroneously decoding a canned message not in said 
group, and 
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Wherein the processor is programmed to: 
cooperate With the control interface to detect a triggering 

event that does not originate from, and is not controlled 
by, the Wireless communication system; 

select one of the plurality of canned messages as a 
selected message to be transmitted in response to the 
triggering event; and 

cooperate With the transceiver to transmit one of the 
plurality of orthogonal codes corresponding to the 
selected message during a randomly-selected slotted 
aloha time slot. 

12. The Wireless communication unit of claim 11, Wherein 
the processor is further programmed to cooperate With the 
transceiver to transmit additional data along With the one of 
the plurality of orthogonal codes. 

13. The Wireless communication unit of claim 11, Wherein 
the processor is further programmed to: 

save a time-stamped record in the memory Whenever the 
processor transmits the selected message; 

receive a broadcast message directing any of a plurality of 
Wireless communication units that transmitted the one 
of the plurality of canned messages to behave in a 
speci?ed manner; 

check the time-stamped record to determine Whether the 
one of the plurality of canned messages Was transmitted 
by the Wireless communication unit less than a prede 
termined time ago; and 

When the check is positive, behave in the speci?ed man 
ner. 

14. The Wireless communication unit of claim 11, Wherein 
the processor is further programmed to: 

produce a ?rst generation of the canned message in 
response to the triggering event; and 

prevent a second generation of the canned message for a 
predetermined time period after the ?rst generation. 

15. The Wireless communication unit of claim 11, Wherein 
the processor is further programmed to: 

cooperate With the transceiver to receive from the Wireless 
processing device a message for selectively controlling 
the Wireless communication unit as to Whether the 
Wireless communication unit is alloWed to generate one 
of the plurality of canned messages. 

16. A Wireless processing device in a Wireless communi 
cation system for decoding a plurality of canned messages, 
the Wireless processing device comprising: 

a transceiver for receiving the plurality of canned mes 
sages; and 

a processor coupled to the transceiver for processing the 
plurality of canned messages, Wherein the plurality of 
canned messages are represented by a corresponding 
plurality of orthogonal codes chosen such that When a 
group of different canned messages are received simul 
taneously by the Wireless processing device, thereby 
producing an interference symbol pattern, the interfer 
ence symbol pattern provides a non-Zero probability of 
correctly decoding at least some of said group, and a 
substantially Zero probability of erroneously decoding 
a canned message not in said group, and 

Wherein the processor is programmed to: 
cooperate With the transceiver to receive at least tWo 

different canned messages sent during a single time 
slot, the at least tWo different canned messages 
selected in response to a triggering event, thereby 
producing the interference symbol pattern; and 

decode at least some of the at least tWo different canned 
messages from the interference symbol pattern. 
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17. The Wireless processing device of claim 16, Wherein 
the processor is further programmed to: 

cooperate With the transceiver to receive at least tWo 
identical canned messages sent simultaneously during 
the single time slot, thereby producing a reinforced 
symbol pattern; and 

decode, from the reinforced symbol pattern, one of the 
plurality of canned messages received. 

18. The Wireless processing device of claim 16, Wherein 
the processor is further programmed to: 

decode additional data received along With one of the 
plurality of orthogonal codes. 

19. The Wireless processing device of claim 16, Wherein 
the processor is further programmed to: 

cooperate With the transceiver to receive and decode one 
of the plurality of canned messages, and 

cooperate further With the transceiver to transmit a broad 
cast message directing any of a plurality of Wireless 

10 

15 

10 
communication units that transmitted the one of the 

plurality of canned messages to behave in a speci?ed 
manner. 

20. The Wireless processing device of claim 16, Wherein 
the processor is further programmed to: 

cooperate With the transceiver to transmit messages to 
selectively control speci?c ones of a plurality of Wire 
less communication units as to Whether the speci?c 
ones are alloWed to generate one of the plurality of 

canned messages. 

21. The Wireless processing device of claim 16, further 
comprising 

a netWork interface coupled to the processor and coupled 
to a netWork for communicating With the netWork. 


