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CONNECTIVITY-BASED AUTHORIZATION 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is related to the following, all of 
which are incorporated herein by reference in their entirety: 
0002 co-pending U.S. patent application Ser. No. 10/651, 
591, entitled “Method And System For Containment of Net 
worked Application Client Software By Explicit Human 
Input' and filed on Aug. 29, 2003; 
0003) co-pending U.S. patent application Ser. No. 10/651, 
588, entitled “Damage Containment By Translation' and 
filed on Aug. 29, 2003: 
0004 co-pending U.S. patent application Ser. No. 10/806, 
578, entitled “Containment Of Network Communication' 
and filed on Mar. 22, 2003; 
0005 co-pending U.S. patent application Ser. No. 10/739, 
230, entitled “Method And System For Containment Of 
Usage Of Language Interfaces” and filed on Dec. 17, 2003; 
0006 co-pending U.S. patent application Ser. No. 10/935, 
772, entitled “Solidifying the Executable Software Set of a 
Computer and filed on Sep. 7, 2004; 
0007 co-pending U.S. patent application Ser. No. 1 1/060, 
683, entitled “Distribution and Installation of Solidified Soft 
ware on a Computer and filed on Feb. 16, 2005; 
0008 co-pending U.S. patent application Ser. No. 1 1/122, 
872, entitled “Piracy Prevention Using Unique Module 
Translation” and filed on May 4, 2005: 
0009 co-pending U.S. patent application Ser. No. 1 1/182, 
320, entitled “Classification of Software on Networked Sys 
tems’” and filed on Jul. 14, 2005; 
0010 co-pending U.S. patent application Ser. No. 1 1/346, 
741, entitled “Enforcing Alignment of Approved Changes 
and Deployed Changes in the Software Change Life-Cycle'. 
by Rahul Roy-Chowdhury, E. John Sebes and Jay Vaishnav, 
filed on Feb. 2, 2006; and 
0011 co-pending U.S. patent application Ser. No. 1 1/277, 
596, entitled “Execution Environment File Inventory”, by 
Rishi Bhargava and E. John Sebes, filed on Mar. 27, 2006; 
0012 co-pending U.S. patent application Ser. No. 1 1/400, 
085, entitled “Program-Based Authorization', by Rishi Bhar 
gava and E. John Sebes, filed on Apr. 7, 2006. 

BACKGROUND 

0013 1. Field 
0014 Invention relates generally to authorization of 
actions on computer systems, and in particular to authoriza 
tion based on connectivity states. 
00.15 2. Related Art 
0016. Access control is a useful and practical concept in 
the field of information technology. The definition, monitor 
ing and enforcement of access control policies contribute to 
the predictable and manageable operation and maintenance 
of business assets and processes. 
0017. An abstraction central to access control is that of 
Subjects performing actions on objects. Actions, including 
those attempted by human Subjects, are ultimately performed 
by one or more processes running on the computer. While in 
traditional access control techniques use authorization poli 
cies that are generally defined for “human subjects, and 
additional techniques that allow program-based authorization 
are disclosed in above referenced co-pending U.S. patent 
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application Ser. No. 1 1/400,085, there is also a need for 
authorizations that take into account the connectivity State of 
a computer. 

SUMMARY 

0018 We disclose techniques which allow definition and 
enforcement of connectivity-based action and execution 
authorization policies. On a computer, an action or execution 
attempt is intercepted in real-time. The connectivity state of 
the computer, the Subject process, the program file of the 
Subject process, the attempted action and the object of the 
attempted action are determined. An authorization policy 
considering the connectivity state indicates whether the 
attempted action is authorized or not. In a tracking mode, the 
attempted action and its authorization are logged and the 
attempted action is allowed to proceed. In an enforcement 
mode, unauthorized attempts are blocked and logged, thereby 
enforcing the authorization policy. 

BRIEF DESCRIPTION OF DRAWINGS 

0019 FIG. 1 is a diagrammatic illustration of an exem 
plary system for connectivity-based authorization, in accor 
dance with an embodiment of the present invention. 
0020 FIG. 2 is a flow diagram showing a method for 
connectivity-based action authorization, according to an 
embodiment of the present invention. 
0021 FIG. 3 is a flow diagram showing a method for 
connectivity-based execution authorization, according to an 
embodiment of the present invention. 

DETAILED DESCRIPTION 

0022. In the connectivity-based authorization techniques 
described herein, a process attempt to perform an action on 
an object is intercepted. The State of connectivity, along with 
other things such as the Subject program, the object, and the 
attempted action, are then determined. By way of example, 
the interception and Subsequent determinations can be per 
formed by a Software agent running on the computer. Refer 
ring to an authorization policy which considers the connec 
tivity and other determined attributes, a decision is made to 
either allow or block the attempted action. In both cases, it 
may be desirable to generate a log or alert indicative of the 
decision. 
0023 FIG. 1 is a diagrammatic illustration of an exem 
plary system for connectivity-based authorization, in accor 
dance with an embodiment of the present invention. Com 
puter 101 comprises a memory component 102 and a storage 
component 103, managed by an operating system (OS). Com 
puter 101 is connectable to one or more networks 110 over 
wired (such as Ethernet or ATM) or wireless links (such as 
802.11). 
0024. During the operation of computer 101, processes are 
launched to perform various actions in accordance with the 
operation of computer 101. Specifically, when a process 104 
(hereinafter also referred to as “subject process') is launched, 
it executes within memory component 102. A program file 
105 (hereinafter also referred to as “subject program file') 
represents the code or sequence of instructions which subject 
process 104 starts executing upon its launch. The Subject 
program file 105 is typically some type of an executable file, 
such as a binary executable file, script, batch file, interpreted 
code, byte code, etc. Program file 105 is stored on storage 
component 103 or is otherwise accessible to computer 101. 
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Note that subject process 104, during its life, may execute 
other code or instructions such as dynamic libraries, Scripts, 
accepted input, or any other container of code, but the pro 
gram file 105 refers to the code that subject process 104 starts 
out executing upon process launch. Furthermore, as 
described in more detail below, when subject process 104 is 
launched to execute a script, the program file 105 refers to the 
Script and not to any interpreter of the Script. 
0025. At some point during its execution, subject process 
104 may attempt to perform an action on an object 106. For 
example, object 106 may be a file and the action attempt may 
comprise an attempt to write to the file. Other examples of 
objects 106 and actions are described below. 
0026. Using techniques described herein, the action 
attempt of Subject process 104 is intercepted and an authori 
Zation policy is consulted. The authorization policy takes into 
account the state of the connectivity state of computer 101, 
and preferably also considers one or more other parameters 
such as the subject process 104, the subject program file 105, 
the object 106, and the action being attempted by subject 
process 104. The authorization policy indicates whether the 
attempted action is authorized or not. 
0027. There are two broad modes of operation for the 
connectivity-based authorizations of the present invention: a 
“tracking mode” and an "enforcement mode'. Both modes 
allow authorized attempts to proceed, but the modes differ in 
how they handle unauthorized attempts. In an enforcement 
mode, unauthorized attempts are blocked. In a tracking mode, 
unauthorized attempts are allowed to proceed, but they are 
logged. Tracking mode is useful for examining what effects 
an authorization policy would have on a system were the 
policy to be enforced. Tracking mode allows experimentation 
with and fine-tuning of authorization policies on a live com 
puter 101, as well as real-time feedback based thereon, with 
out disturbing the operation or behavior of the computer 101. 
Once an authorization policy is deemed acceptable, it can be 
enforced by Switching from tracking mode to enforcement 
mode. 
0028. A typical example of an object 106 is a file, managed 
by a file system of computer 101. In that case the action 
attempt is a file system action attempt such as a read, write or 
delete operation on the file, or it may be an attempt to execute 
the file. Another example of an object 106 is a registry entry, 
Such as one managed by a WindowsTM operating system. In 
that case the action attempt may be a retrieve, create or delete 
a registry entry. Other examples of objects 106 include con 
tainers or resources managed by a service-oriented architec 
ture (SOA), data structures or other objects stored in memory 
102, or any other objects that are accessible to subject process 
104. In general, the actions that can be attempted by the 
subject process 104 depend on the object 106 and how the 
object is being managed. While the following description is 
illustrated mainly with reference to file system action 
attempts, this is by way of example and is not intended to limit 
the scope of the disclosed techniques. It should be obvious to 
one of ordinary skill in the art that the disclosed techniques 
can be applied to connectivity-based authorization of any 
action attempted by a subject process on a computer. Further 
example actions for files and registry entries are enumerated 
below. 

Connectivity-Based Action Authorization 
0029 FIG. 2 is a flow diagram showing a method for 
connectivity-based action authorization, according to an 
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embodiment of the present invention. Step 201 intercepts a 
file system action attempt. This step preferably occurs in 
real-time. Step 202 determines the network connectivity of 
computer 101. 
0030. Before consulting a connectivity-based authoriza 
tion policy, step 203 preferably also determines one or more 
other parameters relevant to an authorization of the attempted 
action, such as the target file (object 106) of the file system 
action attempt, the Subject process 104 and the Subject pro 
gram file 105, and the action that is being attempted by 
subject process 104 on object 106. Step 203 optionally also 
determines one or more other attributes of the above param 
eters, examples of which are enumerated below. 
0031 Step 204 consults an authorization policy in order to 
determine 205 whether the attempted action is authorized or 
not. The authorization policy takes into account the connec 
tivity determined in step 202, and preferably also takes into 
account one or more other parameters or attributes deter 
mined in step 203. Optionally, the authorization policy may 
disregard some of the determined information. For example, 
the authorization policy may disregard some or all of the file 
object 106 attributes and consider only the connectivity of 
computer 101 and the attempted action. Authorization poli 
cies may be stored using any appropriate data structure, for 
example in a computer readable medium comprising a table 
with a plurality of entries, with an entry associating a connec 
tivity state with one or more allowed actions and subject 
programs and objects on the computer. 
0032. Next, if the action is authorized, step 206 allows the 
action to proceed and optional step 207 generates one or more 
log entries and/or alerts indicating that the authorized action 
was allowed to proceed. If the action is not authorized, step 
208 blocks the action from proceeding and optional step 209 
generates one or more log entries and/or alerts indicating that 
the unauthorized action was blocked. A log entry or alert may 
include information about the connectivity, the Subject pro 
cess 104, the subject program 105, the action, the object 106, 
relevant authorization policy, date and time, and/or any other 
information relevant to the authorization decision and avail 
able at the time of logging. Steps 208 and 209 are for an 
enforcement mode embodiment of the present invention. In a 
tracking mode embodiment, as described above, step 208 is 
skipped, allowing the unauthorized action to proceed and 
recording logs and/or alerts at step 209. 
0033 Example attributes of the subject process 104, 
action and object 106 are described in the above-referenced 
co-pending U.S. patent application Ser. No. 1 1/400,085. 
Example attributes of the connectivity include the following: 

0034 Network to which computer 101 is connected. A 
network is broadly defined as any set of nodes (such as 
computers, routers, Switches, etc.) that can communi 
cate with each other using some protocol. There may be 
more than one network to which computer 101 is con 
nected at any given time, and Such a set of connected 
networks may dynamically change over time as con 
nected networks are disconnected and new connections 
are established. 

0035. For a network to which computer 101 is con 
nected or connectable, attributes Such as: 
0.036 
0037 a network identifier, such as a Media Access 
Control (MAC) address of a default gateway, or a 
Service Set Identifier (SSID) of a wireless network: 

whether the network is wired or wireless; 
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0038 a connection-specific Domain Name Service 
(DNS) suffix: 

0039 an Internet Protocol (IP) address of the com 
puter 101, a Subnet mask, a default gateway, a 
Dynamic Host Configuration Protocol (DHCP) 
server, a DNS server, a WindowsTM Internet Naming 
Service (WINS) server, etc.: 

0040 communication protocols supported by the 
network, such as IPv4, IPv6, IPX, NetBEUI, Apple 
Talk, etc.; 

0041 date and time of when a DHCP lease was 
obtained and/or when it will expire; 

0042 any associated security settings. Such as no 
encryption, IPSec (when implemented as a “bump in 
stack”), Wi-Fi Protected Access (WPA), Wired 
Equivalent Privacy (WEP), etc.: 

0043 whether computer 101 is currently connected 
to a MicrosoftTM Active Directory domain: 

0044 whether computer 101 is currently connected 
to a single sign-on network, Such as one configured to 
use Kerberos; 

0045 network connection speed; 
0046 any DHCP options selected for the network (if 
DHCP enabled); 

0047 any DHCP options selected for the computer 
101, for example the boot image to use for booting up 
the OS of computer 101; 

0048 whether a specific service (such as an anti 
Virus update service, an application update service, an 
OS update service such as Microsoft WindowsTM 
Update, etc.) is currently available via the network; 

0049 whether a specific network node (such as an 
anti-virus update server, an application update server, 
an OS update server such as a server for Microsoft 
WindowsTM Update, etc.) is currently available via the 
network; 

0050 DNS SRV records for the network (such as 
including those specified in RFC 2782): 

0051. We now turn to describing the steps of FIG. 2 in 
more detail. For the interception step 201, OS provisions can 
be used to intercept file system action requests and registry 
action requests, as well as to determine whether a file system 
action request is a an attempt to read a file, write to a file, 
delete a file, rename a file, move a file, append to a file, 
truncate a file, get or set permissions on a file, or get or set any 
other attribute of a file. For example, in a Microsoft Win 
dowsTMOS environment, a filter driver can be used to inter 
cept file system requests and determine their type. 
0052. In other operating systems, such as Linux or other 
Unix-derived operating systems, a "shim' module or wrapper 
mechanism can be used for that purpose. A wrapper mecha 
nism would redirect action attempts (e.g. system calls) to a 
wrapper library that represents an entry point for the inter 
ception code, and which may eventually call into the original 
library or code that implements the intended action attempt. 
One way of indicating redirection to the wrapper library 
comprises setting one or more environment variables indicat 
ing library load paths and sequences. 
0053 A shim module redirects system calls to custom 
interception code within the kernel, and the interception code 
decides whether or not to redirect execution to the kernel code 
that implements the system call. For example, in a Unix 
derived OS, one or more virtual file system (VFS) methods 
may be patched to facilitate redirection to interception code. 
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These and other techniques for the interception of file system 
requests should be obvious to one of ordinary skill in the art, 
and are also briefly described in the above referenced co 
pending U.S. patent application Ser. No. 1 1/346,741. Simi 
larly, OS provisions can be used to intercept registry action 
requests and determine whether the request is an attempt to 
read or retrieve an entry, delete an entry, write to an entry, 
create an entry, or performany other actions on the entry. We 
continue to illustrate the steps with exemplary references to 
file system requests. 
0054. Once a file system request is intercepted, the request 
indicates the file object 106 as well as the action that the 
subject process 104 is attempting to perform on the file object 
106. In an embodiment where step 203 further determines the 
subject process 104 and its subject program file 105, one 
technique is to start with a unique identifier for the process 
context of the currently executing subject process 104. This 
identifier need not necessarily comprise the traditional pro 
cess identification number (PID) assigned to processes by 
many operating systems, though it may. For example, in a 
Microsoft WindowsTM OS, an EPROCESS block or a process 
handle can be used to uniquely identify the Subject process 
104. 

0055. Once an identifier for the subject process 104 is 
determined, the subject program file 105 and optionally one 
or more other attributes of the subject process 104 can be 
determined as well. For some operating systems, such as a 
Microsoft WindowsTM OS, this information may not be avail 
able via a published application programming interface 
(API). In Such cases, one technique for inferring the Subject 
program file 105 associated with the subject process 104 is to 
explicitly keep track of the process-program associations so 
that they can be referred to when needed. One way to do this 
is by implementing a “Process Tracking Framework' abstrac 
tion which, upon receiving an identifier of a subject process 
104 context, indicates the subject program file 105 associated 
with the subject process 104. The Process Tracking Frame 
work is described in the above-referenced co-pending U.S. 
patent application Ser. No. 1 1/400,085. 
0056. The authorization rules can be arbitrarily complex 
and may represent any function or Boolean predicate which 
effectively takes as input a connectivity state, a Subject pro 
gram file 105 of a subject process 104 (and optionally one or 
more further attributes of the subject process 104), a 
requested action, and an object 106 (or one or more file object 
106 attributes), and outputs an authorization decision. We 
will now present Some specific use cases enabled by the 
connectivity-based authorization techniques and authoriza 
tion policies described herein. 
0057. One particular example of using connectivity-based 
action authorization is to implement file read restrictions on a 
computer. As one example of a read restriction policy, a set of 
authorization rules can be defined to block file transfer pro 
grams resident on computer 101 from accessing a specified 
set of files R whenever computer 101 has connectivity to any 
network other than a specific network N. For example, R may 
represent a set of sensitive files related to a business opera 
tions which should be safeguarded against leaking outside of 
N. Consequently, as a result of enforcing the connectivity 
based authorization with Such a read restriction policy, when 
ever a file transfer program attempts to access a file in R while 
computer 101 is connected to any network other than N, the 
attempt will fail. 
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0058 Another example of using connectivity-based 
action authorization is to implement file write restrictions on 
a computer. As one example of a write restriction policy, a set 
of authorization rules can be defined to restrict a specific 
program file 105 P's ability to write to the computer's 101 
storage 103 depending on the computer's 101 connectivity. 
For example, P may be specified as a specific hypertext 
markup language (HTML) browser such as Microsoft Inter 
net ExplorerTM. and an authorization policy can be defined 
which restricts P to writing only a restricted set of files when 
ever computer 101 is suspected to be connected to a poten 
tially unsafe network. For example, Microsoft Internet 
ExplorerTM may be allowed to write any type of file to com 
puter's 101 storage 103 except executable files, scripts, batch 
files, and dynamic libraries, unless computer 101 is con 
nected to a specific firewalled network N (and to no other 
potentially unsafe network). Furthermore, Microsoft Internet 
ExplorerTM may be also restricted from modifying existing 
content on storage 103 unless a connection to N (and no 
connection to any other network) can be detected. This means 
that whenever a connection to the firewalled network cannot 
be detected, Microsoft Internet ExplorerTM will be blocked 
from writing such restricted files to the computer's 101 stor 
age 103 or modifying existing content, thereby reducing the 
risk of browser-written malware and malicious changes to 
computer 101. 
0059) Other examples of using connectivity-based action 
authorization comprise extending the concepts disclosed in 
above-referenced co-pending U.S. patent applications with 
the connectivity-based authorization techniques disclosed 
herein. In particular, U.S. patent application Ser. Nos. 1 1/346, 
741 and 1 1/277.596 describe techniques involving authoriza 
tion of updates, changes and executions of objects resident on 
a computer system (such as Software, configuration files, 
registry entries, executables, etc.). The present connectivity 
based authorization techniques extend the authorization of 
updates, changes and executions described in said patents to 
also take into account the connectivity of the computer 101. 

Connectivity-Based Execution Authorization 
0060. The process for execution authorization is similar to 
that for action authorization, except that in Some operating 
systems execution requests may follow a different code path 
than other file system action requests, and therefore the inter 
ception of execution requests may differ in implementation 
from the interception of other file system action requests. 
0061 FIG. 3 is a flow diagram showing a method for 
connectivity-based execution authorization, according to an 
embodiment of the present invention. Step 221 intercepts an 
execution attempt. This step preferably occurs in real-time. 
Step 222 determines the network connectivity of computer 
101. 
0062 Before consulting a connectivity-based authoriza 
tion policy and analogously to step 203 above, step 223 pref 
erably also determines one or more other parameters relevant 
to an authorization of the attempted execution, Such as the 
target executable file (object 106) of the execution attempt, 
the subject process 104 that is attempting to execute the 
executable file (object 106), and the subject program file 105 
that represents the code being executed by the Subject process 
104. Optionally, step 223 also determines one or more other 
attributes of the above parameters, as was enumerated above. 
For example attributes of the executable file, refer to the 
above described object 106 attributes. 
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0063 Step 224 consults an authorization policy to deter 
mine 225 whether the attempted execution is authorized or 
not. The authorization takes into account the connectivity 
determined in step 222, and preferably also takes into account 
any other parameters and attributes as determined in step 223. 
Optionally, the authorization policy may disregard some of 
the determined information. For example, the authorization 
policy may disregard some or all of the executable file (object 
106) attributes and consider only the connectivity and the 
Subject program file 105. For example, specific programs may 
be prohibited from executing unless computer 101 is con 
nected only to a trusted network. As a concrete example for a 
specific business organization, browsers (such as Microsoft 
Internet ExplorerTM) and tools which process proprietary or 
sensitive data (such as computer-aided design (CAD) tools) 
may be prohibited from running unless computer 101 is con 
nected to the organizations one or more trusted network. As 
described above, authorization policies may be stored using 
any appropriate data structure, for example in a computer 
readable medium comprising a table with a plurality of 
entries, with an entry associating a connectivity state with one 
or more allowed executions and Subject programs and objects 
on the computer. 
0064. If the execution is authorized, step 226 allows the 
execution to proceed and optional step 227 generates one or 
more log entries and/or alerts indicating that the authorized 
execution was allowed to proceed. If the execution is not 
authorized, step 228 blocks the action from proceeding and 
optional step 229 generates one or more log entries and/or 
alerts indicating that an unauthorized execution was blocked. 
Analogous to the above description, steps 228 and 229 are for 
an enforcement mode embodiment of the present invention. 
In a tracking mode embodiment, step 228 is skipped, allowing 
the unauthorized execution to proceed and recoding logs and/ 
or alerts at step 229. 
0065. We now turn to describing the steps of FIG. 3 in 
more detail. One technique for implementing the interception 
step 221 comprises placing hooks within the process creation 
and process termination code paths of the OS. This is also 
described in the above-referenced co-pending U.S. patent 
application Ser. No. 1 1/400,085. For step 222, the determi 
nation of connectivity proceeds as described for step 202 
above. For step 223, since an execution request submitted to 
the OS generally includes an indication of the executable file 
(object 106) as an argument (e.g. name or handle of a binary 
file, script file, batch file, interpreted program file, byte code 
file, etc.), the executable file can be determined by examining 
the execution request intercepted in step 221. Any other 
parameters and attributes for step 223 can be determined as 
described above for step 203. Determination of the subject 
process (step 223a) can be done as described above, for 
example by starting with a unique identifier for the process 
context of the currently executing subject process 104. Deter 
mination of subject process 104 attributes (step 223b), such as 
the actual program file comprising the code for the Subject 
process, can be done by using the Process Tracking Frame 
work described in the above-referenced co-pending U.S. 
patent application Ser. No. 1 1/400,085. 
0066. The disclosed connectivity-based authorization 
techniques generalize to any other objects and actions which 
are accessible to running processes. Examples of Such other 
objects include: synchronization objects such as Semaphores 
and locks; inter-process communication (IPC) objects such as 
shared memory segments; communication objects such as 
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network Sockets; local communication abstractions such as 
pipes; file access objects such as symbolic links (on a Unix 
flavored OS) and shortcuts (on a WindowsTMOS); running 
processes; etc. Actions applicable to such objects depend on 
the specific abstractions, implementations and semantics of 
the systems managing the objects, with examples including: 
killing, Suspending, unsuspending or sending signals to pro 
cesses; acquiring or releasing locks; reading from or writing 
to shared memory segments; opening, reading from, writing 
to, or closing network Sockets or pipes; etc. The adaptation of 
the program-based authorization steps disclosed herein to 
Such objects and actions (such as interception of action 
attempts, determination of object attributes, etc.) should be 
obvious to one of ordinary skill in the art. 
0067 Foregoing described embodiments of the invention 
are provided as illustrations and descriptions. They are not 
intended to limit the invention to precise form described. In 
particular, it is contemplated that functional implementation 
of invention described herein may be implemented equiva 
lently inhardware, software, firmware, and/or other available 
functional components or building blocks, and that networks 
may be wired, wireless, or a combination of wired and wire 
less. Other variations and embodiments are possible in light 
of above teachings, and it is thus intended that the scope of 
invention not be limited by this Detailed Description, but 
rather by Claims following. 
We claim: 
1. A method of authorizing a file system action on a com 

puter, the method steps comprising: 
intercepting a file system action attempt indicating an 

action by a process on an object; 
determining an identifier for the process; 
using the identifier to determine a program file represent 

ing instructions being executed by the process; 
determining a network connectivity state of the computer, 

wherein at least one entry in an authorization policy 
designates an authorization of a particular action for the 
program file based on the network connectivity state and 
a type of action associated with the particular action, and 
wherein a network connectivity state parameter includes 
an attribute associated with whether the computer is 
connected to a wired network or a wireless network; 

determining whether the action is authorized or not based 
on the authorization policy, wherein the authorization 
policy includes the network connectivity state param 
eter, a program file parameter, an object parameter, and 
an attempted action parameter; 

allowing the action by the process to proceed when the 
action is authorized, as indicated by the authorization 
policy; and 

responding when a determination is made that the action is 
not authorized, wherein said responding comprises a 
first mode and a second mode, when in the first mode the 
action is blocked and an alert is generated, the alert 
including the type of action and the network connectiv 
ity State at the time the action was attempted, and when 
in the second mode the action is allowed to proceed and 
an alert is generated. 

2. (canceled) 
3. A method as recited in claim 1, wherein the determining 

further determines one or more attributes of the process or of 
the program file. 

4. A method as recited in claim 1, wherein the action 
indicates a read operation on the object. 
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5. A method as recited in claim 1, wherein the action 
indicates a write, append or truncate operation on the object. 

6. A method as recited in claim 1, wherein the action 
indicates a delete, move or rename operation on the object. 

7. A computer-implemented method for authorizing regis 
try actions on a computer that includes a processor and a 
non-transitory computer readable medium, comprising: 

intercepting a registry action attempt indicating an action 
by a process on a registry entry; 

determining an identifier for the process; 
using the identifier to determine a program file represent 

ing instructions being executed by the process; 
determining a network connectivity state of a computer, 

wherein at least one entry in an authorization policy 
designates an authorization of a particular action for the 
program file based on the network connectivity state and 
a type of action associated with the particular action, and 
whereina network connectivity state parameter includes 
an attribute associated with whether the computer is 
connected to a wired network or a wireless network; 

determining whether the action is authorized or not based 
on the authorization policy, wherein the authorization 
policy includes the network connectivity state param 
eter, a program file parameter, an object parameter, and 
an attempted action parameter; 

allowing the action by the process to proceed when the 
action is authorized, as indicated by the authorization 
policy; and 

responding when a determination is made that the action is 
not authorized, wherein said responding comprises a 
first mode and a second mode, when in the first mode the 
action is blocked and an alert is generated, the alert 
including the type of action and the network connectiv 
ity State at the time the action was attempted, and when 
in the second mode the action is allowed to proceed and 
an alert is generated. 

8. (canceled) 
9. A method as recited in claim 7, wherein the determining 

further determines one or more attributes of the processor of 
the program file. 

10. A method as recited in claim 7, wherein the action 
indicates a read, retrieve, write, create or delete operation on 
the registry entry. 

11. A method for authorizing executions on a computer that 
includes a processor and a non-transitory computer readable 
medium, comprising: 

intercepting an execution attempt indicating a process 
attempting to execute an executable file; 

determining an identifier for the process; 
using the identifier to determine a program file represent 

ing instructions being executed by the process; 
determining a network connectivity state of the computer, 

wherein at least one entry in an authorization policy 
designates an authorization of a particular execution for 
the program file based on the network connectivity state 
and a type of execution associated with the particular 
execution, and wherein a network connectivity state 
parameter includes an attribute associated with whether 
the computer is connected to a wired network or a wire 
less network; 

determining whether the execution is authorized or not 
based on the authorization policy, wherein the authori 
Zation policy includes the network connectivity state 
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parameter, a program file parameter, an object param 
eter, and an attempted execution parameter; 

allowing the execution to proceed when the execution is 
authorized, as indicated by the authorization policy; and 

responding when a determination is made that the execu 
tion is not authorized, wherein said responding com 
prises a first mode and a second mode, when in the first 
mode the execution is blocked and an alert is generated, 
the alert including the type of action and the network 
connectivity State at the time the execution was 
attempted, and when in the second mode the execution is 
allowed to proceed and an alert is generated. 

12. (canceled) 
13. A method as recited in claim 11, wherein the determin 

ing further determines one or more attributes of the process or 
of the program file. 

14. (canceled) 
15. (canceled) 
16. At least one non-transitory computer readable medium 

having instructions stored thereon, the instructions when 
executed by a processor cause the processor to: 

intercept a file system action attempt indicating an action 
by a process on an object; 

determine an identifier for the process; 
use the identifier to determine a program file representing 

instructions being executed by the process; 
determine a network connectivity state of the computer, 

wherein at least one entry in an authorization policy 
designates an authorization of a particular action for the 
program file based on the network connectivity state and 
a type of action associated with the particular action, and 
wherein a network connectivity state parameter includes 
an attribute associated with whether the computer is 
connected to a wired network or a wireless network; 

determine whether the action is authorized or not based on 
the authorization policy, wherein the authorization 
policy includes the network connectivity state param 
eter, a program file parameter, an object parameter, and 
an attempted action parameter; 

allow the action by the process to proceed when the action 
is authorized, as indicated by the authorization policy; 
and 

respond when a determination is made that the action is not 
authorized, wherein a response comprises one of a first 
mode and a second mode, when in the first mode the 
action is blocked and an alert is generated, the alert 
including the type of action and the network connectiv 
ity State at the time the action was attempted, and when 
in the second mode the action is allowed to proceed and 
an alert is generated. 

17. At least one non-transitory computer readable medium 
having instructions stored thereon, the instructions when 
executed by a processor cause the processor to: 

intercept a registry action attempt indicating an action by a 
process on a registry entry; 

determine an identifier for the process; 
use the identifier to determine a program file representing 

instructions being executed by the process; 
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determine a network connectivity state of a computer, 
wherein at least one entry in an authorization policy 
designates an authorization of a particular action for the 
program file based on the network connectivity state and 
a type of action associated with the particular action, and 
whereina network connectivity state parameter includes 
an attribute associated with whether the computer is 
connected to a wired network or a wireless network; 

determine whether the action is authorized or not based on 
the authorization policy, wherein the authorization 
policy includes the network connectivity state param 
eter, a program file parameter, an object parameter, and 
an attempted action parameter; 

allow the action by the process to proceed when the action 
is authorized, as indicated by the authorization policy; 
and 

respond when a determination is made that the action is not 
authorized, wherein a response comprises one of a first 
mode and a second mode, when in the first mode the 
action is blocked and an alert is generated, the alert 
including the type of action and the network connectiv 
ity State at the time the action was attempted, and when 
in the second mode the action is allowed to proceed and 
an alert is generated. 

18. At least one non-transitory computer readable medium 
having instructions stored thereon, the instructions when 
executed by a processor cause the processor to: 

intercept an execution attempt indicating a process 
attempting to execute an executable file; 

determine an identifier for the process; 
use the identifier to determine a program file representing 

instructions being executed by the process; 
determine a network connectivity state of the computer, 

wherein at least one entry in an authorization policy 
designates an authorization of a particular execution for 
the program file based on the network connectivity state 
and a type of execution associated with the particular 
execution, and wherein a network connectivity state 
parameter includes an attribute associated with whether 
the computer is connected to a wired network or a wire 
less network; 

determine whether the execution is authorized or not based 
on the authorization policy, wherein the authorization 
policy includes the network connectivity state param 
eter, a program file parameter, an object parameter, and 
an attempted execution parameter; 

allow the execution to proceed when the execution is 
authorized, as indicated by the authorization policy; and 

respond when a determination is made that the execution is 
not authorized, wherein a response comprises one of a 
first mode and a second mode, when in the first mode the 
execution is blocked and an alert is generated, the alert 
including the type of action and the network connectiv 
ity state at the time the execution was attempted, and 
when in the second mode the execution is allowed to 
proceed and an alert is generated. 
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