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RESOURCE-DRIVEN DYNAMIC AUTHORIZATION FRAMEWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This Application claims the benefit of U.S. Provisional Patent Application Serial

No. 62/1 88, 157, filed July 2, 201 5, the disclosure of which is hereby incorporated by reference

as if set forth in its entirety.

BACKGROUND

[0002] In order to provide for a more dynamic authorization, the Internet Engineering

Task Force (IETF) developed the Open Authorization (OAuth) framework (The OAuth 2.0

Authorization Framework, IETF - RFC 6749). The OAuth framework is a token-based

framework that has been widely deployed by some of the prominent Identity providers (e.g.

Google, Facebook) in the Internet. It enables a Client to access a resource hosted by an entity

even though the Client may not have credentials associated with that entity. A statically pre-

configured trust relationship between the Client's Identity Provider and the entity hosting the

resource is leveraged in order to authorize the Client.

[0003] The OAuth has been developed based on requirements from Internet-based use-

cases, where a human involvement is generally assumed. In addition, the devices accessing the

resource may not have device-specific constraints such as computing, memory or battery. IETF's

Authentication and Authorization for Constrained Environment (ACE) working group has been

trying to develop standards and solutions by taking advantage of the dynamicity of OAuth but at

the same time tailoring it to the needs of Machine-to-Machine (M2M) communications /

Internet-of-Things (IoT) systems. Various candidate authorization models have been studied and

compared in the references "Comparison of different proposals for ACE", "Delegated

Authentication Framework (DCAF)", and "Delegated CoAP Authentication and Authorization

Framework (DCAF)". Such candidate authorization models are discussed below.

[0004] In information security, access control is the process of restricting an entity

(human, applications or hardware) from accessing a piece of data or information. In short, it is

the process of controlling a "subject" from accessing an "object". Generally, access control was

performed using rigid and static tables, also known as Access Control Lists (ACLs), where a

subject was a member of the list and the operations that the subject could perform on the object



was explicitly stated. Temporary access was seldom provided, and if it was provided did not go

far enough to resources / data that belonged other administrative domains. Classes of subjects

and objects such as role-based access mechanisms provided some flexibility but does not provide

the flexibility required for a dynamic web environment, where, user applications from various

entities belonging to a domain can interact with applications from other domains in a seamless

manner.

[0005] Token-based access mechanisms provide a more flexible authorization

mechanism, wherein a resource owner may provide an entity (subject) with temporary access to

an object without revealing the resource owner's credentials for certain duration. OAuth is one

such widely deployed authorization framework.

[0006] The OAuth framework describes mechanisms for enabling Clients to obtain

access to a service / resource indirectly from a resource owner by using the services offered by a

trusted third party. The Client may be authorized to access the resource for a limited amount of

time or the access may be revoked after a certain amount of time. The resource owner does not

have to provide the Client with its own credentials, but the Client is provisioned with temporary

credentials to obtain access to the resource. A trusted third-party enables the Client to obtain

access to the resource. In addition, the Client may be restricted from accessing the complete

resource and may only be authorized to access a subset of it by the trusted third-party.

[0007] An Authorization layer separates the role of the Client 102 and a resource owner

104. A resource owner 104 may issue an authorization grant to the Client 102. A Client 102

obtains authorization in the form of an Authorization Token (AT) from an Authorization Server

(AS) 106. ATs are issued by an AS 106 based on the approval of a Resource Owner (RO) 104.

The Client uses the AT in order to obtain access to the resource. The four main roles defined by

the protocol are:

• Resource Owner (RO) 104

• Resource Server (RS) 108

• Client 102

• Authorization Server (AS) 106

OAUTH Protocol Flow and Dynamic Authorization Models

[0008] In step 1 of Figure 1, the client 102 requests authorization grant from a RO 104.

The request by the Client 102 can be made directly to the RO 104 or done indirectly via the AS

106.



[0009] In step 2 of Figure 1, the Client 102 receives an authorization grant from the RO

104. The RO 104 may provide grants using a few means. The grant type may be an authorization

code, using implicit means, resource owner's password credentials, and Client credentials.

[0010] In step 3 of Figure 1, the Client 102 requests to obtain an access token from the

AS 106 after presenting the authorization grant obtained from the RO. The Client 102 and the

AS 106 may authenticate one another as part of the AT request process.

[0011] In step 4 of Figure 1, the AS 106 issues an AT to the Client 102 after verifying

the authorization grant and after subsequently authenticating the Client 102, which may be

optional.

[0012] In step 5 of Figure 1, the Client 102 requests access to the protected resource by

presenting the AT to the RS.

[0013] In step 6 of Figure 1, the RS 108 validates the AT and if it is deemed to be valid,

provides Client 102 with access to the resource.

[0014] A high-level description of the different Authorization models are provided in

the Figures 2-6.

[0015] The PUSH Messaging model is described with respect to Figure 2 .

[0016] In step 1 of Figure 2, the client 102 requests an AT from an AS 106 for access to

a resource located on a RS.

[0017] In step 2 of Figure 2, the AS 106 sends the AT to the Client 102. The Client 102

and the AS 106 may have mutually authenticated one another before the AT is sent to the Client

102. The AT may be sent over a secure connection

[0018] In step 3 of Figure 2, the Client 102 sends the AT using a Resource Access

Request to the RS 106.

[0019] In step 4 of Figure 2, the RS 108 verifies the AT and returns a Resource Access

Response to the Client 102.

[0020] In the PULL Model, all the interactions are performed via the RS 108. The

PULL model follows the general service access process (e.g. WiFi Access Request). This may

not be very suitable where a RS 108 is constrained. Messaging details for Figure 3 is provided

below.

[0021] In step 1 of Figure 3, the client 102 tries to access a resource located on a RS

108.

[0022] In step 2 of Figure 3, the RS 108 communicates with the AS 106 requesting for

authorization of the Client 102. The RS 108 may belong to the same administrative domain as

the AS 106 or have a strong trust relationship with AS.



[0023] In step 3 of Figure 3, the AS 106 grants or rejects the authorization. The AS 106

may perform an authentication with the Client 102.

[0024] In step 4 of Figure 3, based on the response from the AS, the RS 108 grants or

rejects access to the resource.

[0025] In the agent model, a Client 102 requests access to a resource with an AS 106. It

is assumed that the Client 102 has a strong trust relationship between itself and the AS 106. The

AS 106 may be the identity provider for the Client 102. Messaging details are provided below.

[0026] In step 1 of Figure 4, client 102 forwards resource access request to the AS.

[0027] In step 2 of Figure 4, the AS 106 checks the access rights of the Client 102 and

then sends the resource access request to the RS 108. The AS 106 includes an AT within its

request to the RS.

[0028] In step 3 of Figure 4, the RS 108 verifies the AT and then responds with a

resource access response containing the resource to the AS.

[0029] In step 4 of Figure 4, the AS 106 forwards the response to the Client 102.

[0030] The PUSH Confirm Model is illustrated in Figure 5 and messaging details are

provided below.

[0031] In step 1 of Figure 5, the Client 102 sends a request to obtain an AT from the

AS.

[0032] In step 2 of Figure 5, the AS 106 sends an AT identifier to the Client 102 after

an optional authentication process with the Client 102.

[0033] In step 3 of Figure 5, the Client 102 sends AT identifier to the RS 108.

[0034] In step 4 of Figure 5, the RS 108 submits the AT identifier to the AS, in order to

obtain the AT from the AS 106.

[0035] In step 5 of Figure 5, the AS 106 checks the AT identifier and responds with the

associated AT to the RS 108

[0036] In step 6 of Figure 5, the RS 108 verifies the AT and then sends a response with

the resource to the Client 102

[0037] The Indirect PUSH Model is illustrated in Figure 6 and messaging details are

provided below.

[0038] In step 1 of Figure 6, the client 102 sends to the AS 106 an authorization request

for a particular resource

[0039] In step 2 of Figure 6, the AS 106 verifies the request and sends an AT to the RS

108

[0040] In step 3 of Figure 6, the RS 108 stores the AT and sends a response to the AS



[0041] In step 4 of Figure 6, the AS 106 sends an authorization response back to the

Client 102

[0042] In step 5 of Figure 6, the Client 102 sends resource access request to the RS

108, which may contain an AT identifier

[0043] In step 6 of Figure 6, the RS 108 verifies the request and the AT identifier and

then responds with the resource to the Client 102

[0044] A brief comparison of the various models from a Client perspective is provided

in Table 1. As it can be observed that from a Client messaging perspective (number of messages

and possible protocol support), the PUSH model has the highest overhead impact, whereas the

PULL and the Agent models have lower impact on a constrained Client.

Table 1: Comparison of Models from a Client-perspective



[0045] A brief comparison of the various models from a RS-perspective is provided in

Table 2 . The PUSH model has a low impact on an RS 108 but also offers the highest flexibility

and therefore may be preferred by a constrained RS 108.

Table 2: Comparison of the various models from RS-perspective

[0046] Referring to FIG. 7, the Delegated CoAP Authentication and Authorization

Framework (DCAF) 700 provides for a delegated authentication of the Client 102 by means of a

Client Authorization Manager (CAM) 702 and a DCAF-Server Authorization Manager (D-SAM)

704. A Client 102 may delegate the more expensive Authentication and Authorization processes

to a CAM 702. The CAM 702 has a trust relationship with a D-SAM 704, with which the CAM



702 performs an authentication on behalf of the Client 102. The DCAF procedure may be

applicable to any relevant model. The messaging flow is provided below.

[0047] In step 1 of Figure 7, a Client 102 requests access to a resource, the RS 108 then

requests the Client 102 to perform an authorization.

[0048] In step 2 of Figure 7, the Client 102 delegates the authorization process to the

CAM 702

[0049] In step 3 of Figure 7, the CAM 702 initiates an authorization process with the

D-SAM 704 and performs the authorization on behalf of the Client 102.

SUMMARY

[0050] The various OAUTH-based models described above can provide flexibility

which may be used by both the Clients as well as the RS. However, there is no current over

arching framework that provides mechanism for either the RS or Clients to select, the

appropriate models and create a more dynamic operating procedure suitable for IoT

environments.

[0051] The following describes a framework and mechanisms to provide for dynamic

authorization to resources based on the security value associated with a resource. Security

classification process and listing of the classification / requirements and security mechanisms are

are also described. The right model, appropriate assessments and flexibility in dealing with

constrained Clients as well as Resource Servers are also described. Some of the high-level

innovative ideas are captured:

[0052] Security Classification Process (SCP): The SCP is the process of classifying raw

data, information extracted from raw data, content or code from security-value perspective.

During the SCP, the Resource Hosting Entity (RHE) determines how the data / information must

be handled from a security perspective. As a result of the classification process, a Security Value

(SV) / Security Class (SC) is assigned to the data / information. The classification may change

over time and also context information (e.g. location, planned usage etc..) may determine the

security value associated with a resource.

[0053] Security Achievability Determination Process (SADP): Based on the SV/SC that

has been assigned, the RHE may determine the Security Requirements and how the security

requirements may be achieved. The RHE and in most cases in conjunction with a resource

owner, determines the detailed Security Mechanisms that may be required in order to meet the

security requirements and thereby satisfying the SV/SC associated with the data.



o A detailed and granular list of security mechanisms called the Security Achievability

Mechanism (SAM) is defined

o The SAM also provides information on flexible approaches to authorization (may not

be security related): Proxy Authentication and Proxy Authorization, Authorization

Models supported (PUSH, PULL, Indirect PUSH, etc.), etc...

[0054] Security Achievability Listing Process (SALP): During the SALP, the RHE

uploads onto the Resource Listing Entity (RLE) the User Resource Identifier (URI) of the

location of the resource on the RHE, the SAM associated with the resource and optionally a

digital certificate associated with the resource.

[0055] SAM Assessment Process (SAMAP): During this process, a Client evaluates the

security mechanisms that must be carried out in order to meet the SAM that was provided as part

of the Discovery Process (DP). The Client takes appropriate actions based on the SAM in order

to fulfill the requirements using one or more mechanisms defined within it.

o Client makes a determination about the Security level associated with a resource

o Client makes a determination about the Authorization Model that best suits its needs

from a possible list of supported Models provided in the SAM

o The AS that has to be contacted for Authorization (in the case of PUSH model)

o Ability to perform Proxy-Authentication / Retrieval

[0056] Security Achievability Enabling Process (SAEP): Based on the SAM obtained

from the RLE, the Client may initiate security procedures in order to satisfy the requirements

using the SAM as guidelines. The Client may be required to initiate an Authentication,

Authorization, Payment and obtain an assertion of secure behavior from a Security-Achievability

Enabler Function (SAEF), which may be a trusted third-party Function or Entity.

o The SAEF determines the type of assessments that must be carried out

o The functions that must be orchestrated and contacted

o The type of tokens to be generated

Proxy-Authentication verification process and generation of appropriate tokens

[0057] Resource Access Process (RAP): The Client presents an assertion or token that

illustrates trustworthiness and / or payment information to the RHE. The RHE verifies if the

Client has performed the security mechanisms that meets the SAM and if so, authorizes access to

the data based on terms and conditions that were agreed upon. The RAP process would include

support for the following:

o Ability to verify if all the requirements within the SAM have been achieved.



o Ability to provide restricted access to a resource if only a subset of the SAM

requirements have been achieved

o Verification of the different types of tokens (e.g. Proxy-Authenticated token)

o Capability to provide access to a resource in a Proxy-Retrieval mode

o Ability to track token, token usage and validity associated with the tokens

[0058] This Summary is provided to introduce a selection of concepts in a simplified

form that are further described below in the Detailed Description. This Summary is not intended

to identify key features or essential features of the claimed subject matter, nor is it intended to be

used to limit the scope of the claimed subject matter. Furthermore, the claimed subject matter is

not limited to limitations that solve any or all disadvantages noted in any part of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0059] A more detailed understanding may be had from the following description,

given by way of example in conjunction with accompanying drawings wherein:

[0060] Figure 1 is a diagram that illustrates the Open Authorization (OAUTH) protocol

flow.

[0061] Figure 2 is a diagram that illustrates a PUSH model.

[0062] Figure 3 is a diagram that illustrates a PULL model.

[0063] Figure 4 is a diagram that illustrates an Agent model.

[0064] Figure 5 is a diagram that illustrates a PUSH confirm model.

[0065] Figure 6 is a diagram that illustrates an indirect PUSH model.

[0066] Figure 7 is a diagram that illustrates a delegated Constrained Application

Protocol (CoAP) Authorization Framework.

[0067] Figure 8 is a diagram that illustrates resource access by means of a resource

server.

[0068] Figure 9 is a diagram depicting proxy-authentication and proxy-retrieval.

[0069] Figure 10 is a diagram of a processes involved in providing capability for

dynamic authorization.

[0070] Figure 11 is a diagram that illustrates a security classification process.

[0071] Figure 12 is a diagram that illustrates a resource and security achievability

publication process.

[0072] Figure 13 is a diagram that depicts message exchange for listing of resources on

to Resource Listing Entities (RLEs).



[0073] Figure 14 is a diagram that illustrates resource and security listings published on

different RLEs.

[0074] Figure 15 is a diagram that illustrates published resource and Security

Achievability Mechanism (SAM).

[0075] Figure 16 is a diagram that illustrates simple resource discovery process.

[0076] Figure 17 is a diagram that illustrates discovery of a class of resource and client

capability.

[0077] Figure 18 is a flow-chart describing the processing of SAM by a Client.

[0078] Figure 19 is a diagram that illustrates an example payment token.

[0079] Figure 20 is a flow chart of the security achievability assessment process.

[0080] Figure 2 1 is a high-level call flow associated with the (Security Achievability

Enabling Process) SAEP.

[0081] Figure 22 is a flow-chart for resource access procedure at a Resource Hosting

Entity (RHE).

[0082] Figure 23 is a call flow depicting a Resource Access Process (RAP).

[0083] Figure 24 is a diagram that illustrates steps involved in resource access.

[0084] Figure 25 is a diagram that illustrates a detailed resource access mechanism.

[0085] Figure 26 is a diagram that illustrates a detailed resource access - proxy

authentication.

[0086] Figure 27 is a diagram that illustrates a proxy-retrieval process.

[0087] Figure 28 is a diagram that illustrates a Resource Directory (RD) extension to

support registration of SAM associated with a resource.

[0088] Figure 29 is a diagram that illustrates Graphical User Interfaces (GUIs) used for

configuring various security-related parameters at the RHE/SCF.

[0089] Figure 30 is a diagram that illustrates GUIs that may be incorporated at the AS.

[0090] Figure 31A is a diagram of an example machine-to machine (M2M) or Internet

of Things (IoT) communication system in which one or more disclosed embodiments of IoT

event management systems and methods may be implemented.

[0091] Figure 31B is a system diagram of an example architecture that may be used

within the M2M/IoT communications system illustrated in Figure 31A .

[0092] Figure 31C is a system diagram of an example M2M / IoT terminal or gateway

device that may be used within the communications system illustrated in Figure 31A .

[0093] Figure 3ID is a block diagram of an example computing system in which

aspects of the communication system of Figure 31A may be embodied.



DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0094] Managing the access control of data (resources) that may be generated by IoT /

M2M sensors and applications has become cumbersome and current static access control

mechanisms are not well suited for such applications. They are not suitable for multiple reasons:

[0095] A Client may request a resource access for a certain period of time. Once access

is granted, then validity for access may last an hour or even few minutes.

[0096] The resource owner and the Client may not have a prior relationship.

[0097] A resource / resource owner does not have to share a password with the Client

requesting access to the resource and thereby avoiding expensive and sometimes un-secure

password management procedures.

[0098] The dynamicity and unique requirements of an IoT system cannot be met using

mechanisms that have been generally developed for a Controlled Enterprise-like environment,

where a resource access is centrally controlled and requirement for dynamic access is rarely

needed. Clients and Resource servers are generally considered to be non-constrained and in fact

have very high computing, memory and battery power unlike IoT Clients and RS.

Use Case 1

[0099] Meghan would like to go for dinner and would like to park her car at parking

garage that uses a valet service. At some point in the evening due to shortage of parking spots,

the valet tries to optimize the parking space and would like to take out a car that is parked behind

Meghan's car and let it out. Meghan has the ability to remotely open and start the car and

therefore did not provide her car keys or access code with the valet. The valet tries to open her

car by scanning the Quick Response (QR) code located on door handle. The QR code launches

an application on the valet's device that directs the browser / application to a server that manages

access control functions, which then triggers a notification to Meghan's smart phone. Meghan

may or may not see the notification, if Meghan sees the notification then she triggers an

authorization process, wherein, valet is requested to perform an authentication / authorization

with an Authorization Server. If Meghan does not see the notification, then a more elaborate



process of authentication and assessment of the valet, valet's device, location information etc...

are carried out. If all the checks pass, the valet is provided with an Authorization Token (AT) by

the AS 106. Illustrated in Figure 8, is conceptual view of the scenario, where, the RS 108 is

located on the car, the valet is represented as the Client / Client application and the AS 106 is an

entity that can vouch for the authenticity of the valet. The application on the valet's device

presents the AT to the RS 108 that is located on the car. The RS 108 verifies the AT and then

unlocks and starts the car. An application on the car may upload the odometer reading as well as

video from the car on to a server. The AT has a valid lifetime after which the car's engine would

shutdown and self-lock the doors. The AT may only be processed by the RS 108 if all the

context information matches the access request. Meghan gets a notification once the car has been

parked and switched-off and an indication of odometer reading as well as link to the video stored

on a server. Current mechanisms do not provide for:

• Ability for a resource owner (e.g. Meghan) to define a security profile associated with a

resource;

• Ability for the valet to discover the security requirements associated with the resource

that is being accessed;

• Ability for a Client to obtain the detailed security mechanisms that is expected to be

performed in order to be able to access a resource. E.g. Location of Authentication /

Authorization Server

• Ability for a Client which may not have a prior relationship with a resource owner to

obtain a resource in a seamless manner, without administrator involvement.

[0100] It is understood that the functionality illustrated in Figure 8, may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of, and executing on a processor of, a wireless device or other apparatus (e.g., a server, gateway,

device, or other computer system), such as one of those illustrated in Figures 31C or 3ID

described below. It is also understood that the functionality illustrated in Figure 8 may

implemented as a set of virtualized network functions. The network functions may not

necessarily communicate directly, rather, they may communicate via forwarding or routing

function.

Use Case 2

[0101] A fire at a building, causes the fire department to send their fire-fighters to the

building. A conceptual scenario for this use case is illustrated in Figure 9 . The Fire Chief initiates



an access authorization request to the enter a "restricted access area" of the building since he is

not authorized to access the restricted area in normal times. The restricted area itself is not

affected by the fire, however, works as the control center for the building and requires very

strong access control procedures. In order to provide for speedy action but at the same time

maintaining the security requirements associated with the resource (here it is the "restricted

access area'), the fire chief may want only a core group of his team to be able to enter the area

but at the same time would like the access procedures to be performed quickly. In addition, the

group members may have devices that may be constrained. The fire chief requests a Proxy-

Authorization request using a list of group members that is pulled from a locally stored file

within the chiefs device and is sent to the RS 108. The list includes information on the group

members and the device id (e.g. Internet Protocol (IP) address) and optionally a unique

application id that is requesting access to the resource. Since the access requested is to a resource

that is considered to be a high-security asset, the chief may be required to provide a high-level of

assurance of his authenticity and is required to provide multi-factor authentication (e.g. fi nger

print authentication using sensor 108 on his smartphone and verification of the smartphone itself

by means of Subscriber Identity Module (SIM) or device certificate etc.). An Authorization

Server (AS) that is mutually trusted by the building owner/management and the fire department

authorizes the fire chief and issues tokens to him (to the application on his device) as well as his

team. Each token has a unique id and has restrictions on the duration that the authorizations may

be valid. Once the tokens become invalid, the Clients cannot use them to access the "restricted-

area" as well as assets located within the area. Context information such as severity of the fire,

number of Clients present, location information, asset value etc. may be used in determining the

number and validity of the tokens.

[0102] A slightly varied use case, may involve a Proxy-Authorization as well as Proxy-

Resource Access (Proxy-Retrieval) process, wherein only a single token is issued to the fire

chief, but he is allowed to share it with a finite number of Clients as determined by the AS 106

taking into account the policies, the asset value, trustworthiness of the fire chief, his device etc..

This use case may be applicable particularly when Client devices may be constrained or a

scenario involving a constrained RS 108. The messaging and the processing requirements at the

Client and at the RS 108 may be greatly reduced.

[0103] Current mechanisms do not provide for:

• The ability for the fire chiefs application or device to be able perform a Proxy-

Authorization on behalf of his group: Reduces processing and messaging from a Client-

perspective and therefore may be suitable for constrained Clients.



• The ability for the fire chiefs application or device to perform a Proxy-Retrieval on

behalf of his group members: Reduces processing and messaging at the Client and the RS

108 and therefore suitable for constrained RS 108 and Clients.

• Ability for the chiefs device or application to discover that an AS 106 provides

mechanisms to perform Proxy-Authorization

• Ability for the chiefs device or application to discover if a resource may be accessed

using Proxy-Retrieval

[0104] In certain other scenarios, a resource may be purchased (authentication may be

optional) and shared between family members' devices. In such cases, the resource (asset) may

be accessed by each family member using a shared token or separate and unique tokens. Current

mechanisms do not provide for:

• The ability to purchase a resource and integrate it as part of the Authorization

Framework.

• Ability to perform purchases anonymously thus preserving privacy. Some resource

owners may only be interested in a monetary benefit and therefore may not be concerned

about identification / authentication.

[0105] The short-comings of the current access control and authorization mechanisms

are that they assume a certain fixed and centrally controlled access control system that are

controlled and accessed using non-constrained devices. However, with IoT, the access control

systems may be distributed and controlled by varied resource owners and at the same time the

devices may be constrained. The resource owners may provide access to their resources and can

monetize them in a more open manner without relying on a centralized and non-flexible access

control procedures. In summary, the problems being addressed in this application include:

1. Access to a resource is centrally controlled with prior trust-relationship and therefore

does not provide a mechanism for dynamic access as required within IoT systems, where

pre-established trust relationships may not be present.

2 . There exists piece-meal solutions for resource access catering to constrained entities,

however, a completely developed dynamic authorization framework is absent.

3 . Other features such as the ability to integrate payment and anonymity of transactions

have not been taken into consideration when developing solutions for authorization.



[0106] A general and high-level approach to providing a complete dynamic

authorization framework may include the ability to:

• Obtain and classify the data from a security perspective;

• Determine mechanisms that an entity may have to perform in order to achieve the

security classification;

• List / publish the data using a listing or directory service along with the associated

security requirements / mechanisms;

• A Client wishing to access the data uses the listing service to obtain information about

the location of the resource (URI of the server hosting the resource), the security

mechanisms that must be carried out in order to be able to access the resource;

• Obtain the necessary authorizations (e.g. by means of token(s)) based on a plurality of

assessment(s) of the Client 102, the Client's device, Client application, Client platform,

support for security protocols, payment etc. from a trusted third-party;

• Once the Client 102 has been authorized, the Client 102 presents the proof of

authorization (tokens) to the resource hosting entity; and if the authorizations meet the

security (optionally payment) requirements associated with the resource, the Client 102 is

provided with access to the resource.

[0107] It is understood that the functionality illustrated in Figure 9, may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of, and executing on a processor of, a wireless device or other apparatus (e.g., a server, gateway,

device, or other computer system), such as one of those illustrated in Figures 31C or 3ID

described below. It is also understood that the functionality illustrated in Figure 9 may

implemented as a set of virtualized network functions. The network functions may not

necessarily communicate directly, rather, they may communicate via forwarding or routing

function.

[0108] The procedures may be classified into the following processes and interactions

as depicted in Figure 10. A list of relevant functions that may be software that resides on an

entity along with other applications hosted on a User Equipment or on Server are listed below.

These functions may reside on dedicated hardware entities and therefore throughout the

application, the terminology function and entity may be used inter-changeably. Summary of the

core functions / entities required for providing dynamic authorization is listed below.



[0109] Data Source (DS) 1002: The DS 1002 may be any source of data or information

and may include sensors or an entity that collects sensor data, or any entity that is capable of

creating information from raw data. Data may be in the rawest form (e.g. temperature reading,

other sensor readings etc.) or may be raw-data with additional meta-data associated with it, or

may be a collection of data. Data may also be certain Information that may have been extracted

from raw data. Data or information may also be content such as machine executable content (e.g.

computer program, binary code, executable machine / assembly code that may have been

compiled or translated, computer program scripts), computer related configuration parameters,

operational polices (e.g. security policies) or playable content (e.g. video, audio etc.),

documents, xls sheet, or anything that may have a certain monetary, strategic (e.g. pertaining to

national or company secrets), or intellectual value. From here on and for the rest of the

document, data or information or content will be referred to generally as a Resource (R). An R

may be identified by a globally Unique Resource Identifier (URI) or may be locally identifiable.

The URI may provide a physical location of where the resource is hosted. Optionally, a resource

may be associated with a unique digital certificate (Cert).

[0110] Client (C) 102: The Client 102 may be an application residing on user's device,

application residing on a machine or a dedicated hardware or a cloud-based application. The

Client 102 may also be part of a group of applications that work together within the platform or

in a distributed manner. A Client 102, may or may not be controlled by a human being. A Client

102 generally initiates a request in order to access a resource. In the case, where a Client 102, is

controlled and operated by a machine, the initiating to trigger a request is done by machine(s). A

trigger for the Client 102 to send a request in order to access an R may be initiated by user /

human or by machine(s) or other application(s) or by other Client(s) 102.

[0111] Resource Hosting Entity (RHE) 1004: A RHE 1004 hosts the resource and may

preferably perform access control checks when a Client 102 wishes to access an R hosted on the

RHE. The RHE may also be responsible for defining and describing security mechanisms in

order that a Client 102 can be authorized to access an R . An RHE 1004 may be part of a server

farm and distributed across globally, implemented on various server systems or using virtual

machines. In an IoT scenario, it may be possible that the RHE 1004 is hosted on a constrained

device. In a lot of cases, both the DS 1002 and the RHE 1004 may be hosted on the same entity.

The RHE may also manage the resource identifier associated with a R and may also be

responsible for providing a digital certificate associated with a resource in conjunction with a

Certificate Authority (CA) that may be co-located and self-signed or using third-party CA



services. A set of resources may alternatively share a single certificate provided the identities

listed within the certificate can be verified.

[0112] Security Classification Function (SCF) 1006: The SCF 1006 may reside as part

of the DS 1002 or the RHE 1004 or may be an independent security function residing on a

trusted security services entity / domain. A trusted third-party may provide Security

Classification as a Service (SCaaS). The role of the SCF 1006 is to assess a resource's security

requirements and assign a Security Value (SV) or Security Class (SC) associated with that

resource.

[0113] Resource Listing Entity (RLE) 1008: The RLE 1008 is where information

regarding an R may be discoverable. The RLE 1008 is responsible for listing an R's location

(e.g. URI). The listing may have multiple listings for the same R that may be accessible from

different RHEs. Also, the R may be made up of sub-components. It may be possible that each

sub-component is hosted on different RHEs. In addition, the security mechanisms required in

order to be able to access an R is listed along with optionally a digital certificate associated with

the R .

[0114] Security Achievability Enabling Function (SAEF) 1010: This function is

responsible for enabling a Client 102 function to be able to achieve the requirements as specified

within the Security Achievability Mechanism (SAM) and using the mechanisms described within

it. The SAEF 1010 may belong to the same administrative domain as the RHE 1004 or may be a

separate trusted third-party entity that provides Security as a Service (SaaS). The SAEF 1010

may possess the capability for providing Authentication, Authorization, Security Validation and

testing services. The SAEF 1010 may optionally host a Payment Function (PF) 2108 or inter-

work with a PF located in a different domain.

[0115] The processes involved in providing capability to perform Dynamic

Authorization may be classified into the following processes (See Figure 10):

[0116] Step 1 of Figure 10- Data Upload Process (DUP): As part of the this process,

Data collected from Data Sources (DS) 1002 such as sensor data are uploaded to a Resource

Hosting Entity (RHE) 1004. The data that is uploaded may be raw data, information extracted

from raw data or content. A secure communication channel using protocols such as the Transport

Layer Security (TLS) or Datagram Transport Layer Security (DTLS) may be used to transfer the

data onto the RHE 1004. It can be envisioned that in certain scenarios the RHE 1004 may be co-

located with a DS 1002.

[0117] Step 2 of Figure 10- Security Classification Process (SCP): The RHE 1004 on

receiving the data may host the raw data or optionally creates a resource from the data, create



meta-data for the data or information based on the raw data. During the SCP, the RHE 1004

determines how the data / information must be handled from a security perspective. As a result

of the classification process, a Security Value (SV) / Security Class (SC) is assigned to the data /

information. The SV/SC may determine how the data has to be stored, transmitted and / or

consumed from a security perspective. In addition, it may specify the platform (e.g. secure

platform complying to trusted computing group (TCG) standards, implements a trusted platform

module (TPM) for verifying platform integrity) on which the data may be consumed, with which

entities, for how long (duration), location, whether the data (resource) is re-distributable, etc..

The SCP may be carried out by a Security Classification Function (SCF) 1006. The SCF 1006

may reside as part of the RHE infrastructure / domain, within the same platform as the RHE

1004 or even reside at the DS 1002. When the SCF 1006 resides at the DS 1002 domain, then

step 2 in Figure 10 may be performed by the DS 1002 before DUP is carried out. Furthermore, if

the SCP was carried out by the DS 1002, then during step 1, the DS 1002 uploads both the data

as well as the SV/SC associated with the data onto the RHE 1004. As mentioned earlier, that the

DS 1002, the SCF 1006 and the RHE 1004 functions may reside on the same entity, and in such

cases, the steps 1 and 2 are performed as internal processes and communicated using inter

process communications between the various functionalities

[0118] Step 3 of Figure 10- Security Achievability Determination Process (SADP):

Based on the SV/SC that has been assigned to the data, the RHE 1004 may initiate on its own or

using a functionality that resides elsewhere (initiated by an administration and management

process) the process of determining the Security Requirements and how the security

requirements may be achieved. The RHE 1004 determines the detailed Security Mechanisms that

may be required in order to meet the security requirements and thereby satisfying the SV/SC

associated with the data. We define this detailed and granular security mechanisms as the

Security Achievability Mechanism (SAM).

[0119] Step 4 of Figure 10- Security Achievability Listing Process (SALP): During the

SALP, the RHE 1004 uploads onto the Resource Listing Entity (RLE) 1008 the SAM and

provides the location information (e.g. URI) of the data stored on the RHE 1004. It may be

possible that in certain IoT implementations, that the RLE 1008 is co-hosted on the same entity

as the RHE 1004. In such cases, the step 4 of Figure 10 may be performed internally within an

entity (node) using inter-process communications.

[0120] Step 5 of Figure 10- Discovery Process (DP): As part of this process, a Client

102 wishing to discover a data may query a Resource Listing Entity (RLE) 1008. The RLE 1008

does not generally host any data/information but only lists a location of the resource along with



the associated SAM. The RLE 1008 responds to a discovery request with a response containing

the location of the data/resource of interest and also provides the SAM. The RLE 1008 may be

distributed and may host the resource listings on multiple entities.

[0121] Step 6 of Figure 10- SAM Assessment Process (SAMAP): During this process,

a Client 102 evaluates the security mechanisms that must be carried out in order to meet the

requirements / mechanisms defined by the SAM that was provided as part of the DP. The Client

102 determines the appropriate entities / functions with which it may have to communicate, the

protocols to be used, downloaded etc., so that it complies with the requirements of the SAM. As

an example, the Client 102 based on the SAM determines the authorization model (e.g. PUSH,

PULL etc..) that is supported and accordingly selects an appropriate AS 106 that is mutually

trustable (between the Client 102 and the RHE 1004). Also, the Client 102 may determine that it

has to use DTLS and therefore may optionally download and install the latest version of DTLS.

Another example is when a Client 102 determines that it is constrained, based on current battery

resources and therefore selects a PULL model, if it is supported by the SAM. It is also possible

that the Client 102 may select both a PULL model as well as a proxy-authentication and proxy-

retrieval processes if supported by the SAM.

[0122] Step 7 of Figure 10- Security Achievability Enabling Process (SAEP): Based on

the SAM obtained from the RLE 1008, the Client 102 may be required to initiate Authentication,

Authorization, Payment and obtain an assertion of secure behavior from a Security Achievability

Enabler Function (SAEF) 1010, which may be a trusted third-party Function or Entity that

performs authentication, authorization and / or payment functions.

[0123] Step 8 of Figure 10- Resource Access Process (RAP): The Client 102 presents

an assertion or token(s) that illustrates trustworthiness and / or payment information to the RHE

1004. The RHE 1004 verifies if the Client 102 has performed the security and / or payment

mechanisms that meets the SAM and if so, authorizes access to the data based on terms and

conditions that were agreed upon.

[0124] It is understood that the entities performing the steps illustrated in Figure 10

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 10 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,



perform the steps illustrated in Figure 10. It is also understood that the functionality illustrated

in Figure 10 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 10 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

Data Upload Process (DUP):

[0125] Data collected from Data Sources (DS) 1002 such as sensor data are uploaded to

a Resource Hosting Entity (RHE) 1004. The data that is uploaded may be raw data, information

extracted from raw data or content. Data or information from other RHE 1004 may also be

uploaded in order to provide for distributed access. A secure communication channel (e.g. TLS

or DTLS) may be used to upload the data onto the RHE 1004. The DS 1002 may optionally

classify a resource (data / content / information) before it is uploaded onto the RHE 1004

Security Classification Function (SCF) 1006

[0126] The SCF 1006 is responsible for determining an appropriate Security Value

(SV) associated with an R 1102 or possibly classifying the R 1102 to a Security Class (SC). In

most cases, the SC may depend upon the relative dollar amount associated with the R 1102

except in the case of national security, impact to reputation or other scenarios where it may be

difficult to measure the security value or assess the indirect or longer-term security impacts of a

breach of R 1102. The SV may be thought of as the impact (monetary, reputational, national

security etc..) if there were a security attack on the resource R 1102. Examples of such security

attack may be denying an authorized entity access to R in a timely manner, leaking of R to un

authorized entities, modification of R by un-authorized entities or other attacks. If seen from a

different light, it is the proportional value (e.g. dollar amount) that must be spent in order to

protect R from attacks related to confidentiality, integrity and availability. A less granular

approach is to assign a certain SC that is associated to a resource. As an example, an R may have

an associated SC = High, Medium or Low. The SC / SV may have an associated Security

Requirements (SR) that must be achieved for any Client 102 that wishes to access the resource.

Based upon the type of operations that a Client 102 wishes to perform on R, the SV / SC

associated with R may translate to very granular set of security requirements that may be

required in order to protect the resource. As illustrated in Figure 11, the R 1102 is classified

based on data handling policies 1104, which may be general policies, as well as data-specific



policies. E.g. of general data handling policies would entail: Any data originating from an

unknown commercial source may be classified as "low" whereas as the same type of data

originating from a government entity may be considered as "medium" or "high". Data-specific

policies is determined by the type of data (e.g. family's personal information).

[0127] It is understood that the functionality illustrated in Figure 11, may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of, and executing on a processor of, a wireless device or other apparatus (e.g., a server, gateway,

device, or other computer system), such as one of those illustrated in Figures 31C or 3ID

described below. It is also understood that the functionality illustrated in Figure 11 may

implemented as a set of virtualized network functions. The network functions may not

necessarily communicate directly, rather, they may communicate via forwarding or routing

function.

[0128] Table 3 depicts an example SC.

Table 3: Example Security Class table

Security Achievability Determination Process (SADP)



[0129] After a SC/SV has been determined and assigned and associated requirements

has been determined, the RHE 1004 may initiate a Security Achievability Determination Process

to determine the security mechanisms that must be carried out by a Client 102 in order to achieve

the SV/SC (Security Requirements) that is associated with R . The RHE 1004 draws up a list of

Security Achievability Mechanisms (SAM), which is used to authorize a Client 102. The SAM

provides a meta-data of security requirements and associated mechanisms to protect R . Some of

the mechanisms that a resource owner / RHE 1004 determines to be satisfied in order to access a

resource may involve ensuring that a Client 102 has:

• Paid for a resource

• Belongs to list of authorized entities

• Can become part of a list of authorized entities for certain amount of time based on

authorization process

• Be part of a delegated authorized entities

[0130] If an entity has been authorized, the operations may be limited by time, location,

or the list of attributes associated with a resource that a Client 102 may be able to operate upon.

The type of operations may involve retrieving a particular resource (e.g. number of people using

the Bank of America Kiosk in Times Square). A Client 102 living in certain countries may not be

able to access that resource. Another example would be the ability to have physical access to a

"restricted-access area" within a building for a certain period, which is applicable to the use case

2 described earlier.

[0131] The SAM determined must ensure that they meet or exceed the SV/SC

associated with a resource. The same applies for mechanisms such as delegated access /

authentication that may be used in order to provide flexibility for a Client 102 to access a

resource, must ensure that the SV/SC is met or exceeded. An example high-level summary of

the SAM that may be drawn up by the RHE 1004 is provided below (the following list may not

be an exhaustive list and other mechanisms may be added to the list).

• Core Security Requirements:

o Security requirements in transit:

■ Defines the supported protocols (e.g. OAUTH, SAML etc.), DTLS/TLS

etc.

■ Cryptography: cryptographic algorithms (encryption,

authentication/integrity), key lengths to be used



■ Requirements for Client authentication based on human involvement or

machine

o Security at rest:

■ Access Control: Authentication of entities trying to access R at rest

■ Secure storage of resource: Encrypting and Integrity protecting R

■ Presence of secure processing environment: Secure Element (SE), Trusted

Execution Environment (TEE) or Trusted Platform Module (TPM)

• Options in order to offer flexibility;

o Capability to discover a mutually trustable Authentication / Authorization Server

(AS)

o Capability to assert fulfillment of security functions in order that it meets the

security requirements associated with a resource belonging to a certain SC or SV.

o Capability to assert fulfillment of payment towards access to a resource

o Ability for the resource to be accessed by multiple entities based on an access

control function being performed in a delegated manner (Group scenario).

■ Delegated / Proxy Authentication

■ Delegated / Proxy Retrieval

o Ability to deal with multiple Resource Owners

[0132] The SAM may be optionally digitally signed by the RHE 1004 using its private

key or by any other entity / function that is considered a trusted third-party or using the resource

generators' private key or alternatively, each R may have an associated private which is used for

signing the SAM. The private keys may be associated with a public key based certificate

(R_Cert) or may be raw public / private key pair, that is used for self-signing. An example SAM

along with additional Payment and IoT-specific requirements is listed in Table 4 . For the sake of

simplicity and easy reading SAM attributes and values as well as Payment, Flexibility attributes

and parameters are all listed together.

Table 4: SAM attributes and Payment Attributes associated with a resource or RHE



Integrity Level High
Confidentiality Level Low

Trusted Execution
Environment NO

Hardware Root-of-Trust:
TPM / SE YES

Integrity Validation YES
Client Security Malware detection &

Capability Cleaning application NO
(Hardware,

Minimum Requirement for
Firmware, Kernel,

Client Security Posture LOW
OS, Protocols)

Device Credentials (e.g.
Device Certificate) YES

Appropriate Configuration
Parameters xyz, abc.

Supported Security Protocols OAUTH, SAML, DTLS

List of Trustworthy SAEF google.com/SAEF

List of Trustworthy google.com/auth..,
Authentication Functions facebook.com/auth..

Relationship with List of Trustworthy

Trust-worth Entities Authorization Function google com/auth/. .
List of Trustworthy Payment

Functions paypal.com
List of Trustworthy
Validation Function intel.com/mcafee

List of supported
Authorization Models PUSH, PULL

Flag for indicating support for
Flexibility in Proxy-Authorization YES

Resource Access Flag for indicating support for
Proxy-Retrieval YES

Support for Anonymous
Access YES

Indication of whether RHE is
constrained NO

IoT-specific Support
Indication of whether support

for Constrained Clients YES

Multiple Accesses Allowed
Duration of Access 1 day

Resource Access Cost of Resource $50.00
Restrictions Type of Payment Bitcoins

Geographical, Time-based,
IP N . America, Europe..



Security Achievability Listing Process (SALP)

[0133] The RHE 1004 publishes the location (e.g. URI) of where a Client 102 may be

able to access R as well as the associated SAM onto an RLE 1008. The SAM may be published

using different encoding formats (e.g. a JavaScript Object Notation (JSON) file, Constrained

Binary Object Representation (CBOR)) along with the URI of the R . It is possible that the URI

for R is published on a RLE 1008, while another URI points to SAM associated with the R

located on a different RLE 1008.

[0134] An example listing process is illustrated in Figure 12. A RHE 1004 (rhel.com)

would like to publish and list an R with a RLE 1008 (rlel.com). The Steps are as follows:

[0135] In step 0 of Figure 12, RLE 1008 and RHE 1004 perform a mutual

authentication with one another and may optionally establish a secure connection with one

another.

[0136] In step 1 of Figure 12, the RHE 1004 then sends a SALP Request and provides

an R-id, a unique identifier for the resource and an associated R-URI (location of the resource).

In most cases, R-id = R-URI, but in cases where an R is hosted on multiple RHEs, then the R-id

uniquely identifies an R, where the R-URI would be the location of where the R is hosted. In

such cases, an R-id may have multiple instantiations of it stored at different R-URIs. The RHE

1004 also includes a R SAM associated with the R and optionally an R Cert that may be used to

verify the authenticity of a R and / or the R SAM. The R Cert may be used by RLE 1008 in

order to ensure that the R that is being requested to be listed has been created or obtained from a

trusted source. Also, a Client 102 may at some point be able to verify the authenticity of R using

the R Cert. The R SAM associated with R may also be optionally digitally signed using the

R Cert as well. This ensures that a malicious or non-malicious modification of R SAM is

detectable.

[0137] In step 2 of Figure 12, the RLEl 1008, verifies if RHEl is authorized to create a

listing for the R and if so, a listing containing the R-id, R-URI, R SAM and R Cert may be

created at the RLEl 1008.

[0138] In step 3 of Figure 12, RLEl 1008 sends an ack back to RHEl indicating

success or failure.

[0139] It is understood that the entities performing the steps illustrated in Figure 12

may be logical entities that may be implemented in the form of software (i.e., computer-



executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 12 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 12. It is also understood that the functionality illustrated

in Figure 12 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 12 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0140] A more distributed resource hosting and listing mechanism is illustrated in

Figure 13 . It illustrates possible options for listing of resources originating from different RHEs.

The resource Rl has sub-components, R l i and RI2, each with its own SAM info. The resources

may be tied to one another but they have different security profiles. For example, RI2 originates

from a government facility and may have a higher security requirement than R l 1and therefore

the R l i_SAM may be different than R 12_SAM. It may be possible to have just a single R1_SAM

that captures the higher of the two security requirements but in certain scenarios that may not

provide flexibility. It is to be understood that all communications between RHE(s) and RLE(s)

are protected for integrity and / or confidentiality (e.g. using TLS / DTLS mechanisms).

Messaging steps are shown below.

[0141] In step 1 of Figure 13, RHEl sends a SALP Request to RLE1 1008 containing

the resource sub-component id R l i-id the location of where the resource is located:

R l i@rhel .com, the associated SAM). It may also indicate explicitly that it is one of the sub

components.

[0142] In step 2 of Figure 13, RLE1 1008 checks to see if RHEl is authorized to

perform listing request for R l i and if so, lists the resource and associated SAM.

[0143] In step 3 of Figure 13, RLE1 1008 sends an SALP Response to RLE1 1008.

[0144] In step 4 of Figure 13, RHE2 1304 sends a SALP Request to RLE1 1008 similar

to message A containing the information relating to RI2.

[0145] In step 5 of Figure 13, Checks for Authorization of RHE2 1304 and may also

check to see if R l i and RI2 are to be web-linked and indexed appropriately.



[0146] In step 6 of Figure 13, RLE1 1008 sends an SALP ack to RHE2 1304.

[0147] It is understood that the entities performing the steps illustrated in Figure 13

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 13 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 13. It is also understood that the functionality illustrated

in Figure 13 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 13 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0148] Figure 14 depicts a scenario, wherein a resource is listed on RLE1 1008, while

the SAM is stored on RLE2 1302, while the R2_Cert is stored on RHE2 1304. Such a scenario

may occur when a SAM and Cert may be re-used for a class of resources, where the resource

belonging to the same application class but has a different instantiation of it. Message details are

provided below.

[0149] In step 1 of Figure 14, the RHE1 sends a SALP Request to RLEl 1008

containing the resource id R2-id, the location of where the resource is located: R2@rhel .com,

the location where the R2_SAM and R2_Cert are located: R2_SAM@rle2.com and

R2_Cert@rhe2.com respectively.

[0150] In step 2 of Figure 14, the RLEl 1008 checks to see if RHEl is authorized to

perform listing request for R2 and if so, lists the resource and provides a location link to

R2_SAM and R2_Cert which are located at rle2.com and rhe2.com respectively.

[0151] In step 3 of Figure 14, the RLEl 1008 sends an SALP Response to RLEl 1008

indicating successful verification and listing.

[0152] It is understood that the entities performing the steps illustrated in Figure 14

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those



illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 14 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 14. It is also understood that the functionality illustrated

in Figure 14 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 14 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0153] As a result of the listing process, the resources and associated SAM, Cert may

be linked and hosted in a manner as illustrated in Figure 15 . A resource linking protocol such as

the web-linking protocol specified in IETF - RFC 5988 may be used in order to associate

resources together, similarly the web-linking protocol may be used to link together the resources

and SAMs / Certs as well.

[0154] It is understood that the entities performing the steps illustrated in Figure 15

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 15 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 15. It is also understood that the functionality illustrated

in Figure 15 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 15 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0155] An example table maintained at RLEl 1008 is shown below, illustrating the

linking that may occur at RLEl 1008. An additional resource R3 has been added to illustrate that

R3_Cert may be hosted on RHE as well. In some cases, the RHE may function as a certificate



repository therefore all the resources may be stored on a RHE, while another RHE hosts the

associated Certs and another RHE hosts the associated SAM. Based on the type of flexibility as

well as scenarios wherein RS 108 or Clients may be constrained, listing models may vary. There

may not be access control restriction if Client 102 would like to access the Cert. As an

alternative, the SAM could be hosted on a secure RHE, where access control restrictions may

apply. This may be the case in an enterprise or government controlled entities / functions.

However, this may lead to a circular access control issues and probably adds overhead if not

designed properly.

Table 5: Resource linking with associated SAM at RLEl

Discovery Process (DP)

[0156] A Client 102 that wishes to discover resources may interact with a RLE 1008. A

Client 102 may have previous knowledge of an RLE 1008 or perform a search for a resource

which then directs the Client 102 to a RLE 1008. In other implementations, a QR code on a

resource may be scanned by a Client 102 which then may direct the Client 102 to a RLE 1008. A

client may use resource or service discovery process in order to obtain information about

resource(s) and / or resource listing functions.

[0157] Figure 16 illustrates a simple discovery process, where the Client 102 knows the

RLE 1008 (e.g. URI of RLEl 1008) that is hosting the resource information and also knows the

resource id (R2-id). Messaging details:

[0158] In step 1 of Figure 16, Client 1 102 sends a Discovery Request containing the

resource id (R2). As part of this request, the Client 102 may also explicitly request security

parameters such as the SAM and / or the Cert associated with R2.

[0159] In step 2 of Figure 16, the RLE 1008 may optionally perform an authorization

check, in order to determine if Client 1 102 is a paid, subscribed or authorized Client based on

location, time, Client id, etc... RLEl 1008 responds with the URI of where the resource is hosted

(rhel.com/R2) and sends the R2_SAM associated with R2 and may optionally send R2_Cert.



[0160] It is understood that the entities performing the steps illustrated in Figure 16

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 16 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 16. It is also understood that the functionality illustrated

in Figure 16 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 16 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0161] Figure 17 illustrates a more sophisticated resource discovery process, where the

Client provides the name of the resource, which may be a class of resource or in some cases a

unique name. An example of such a resource name may be "temperature at Tokyo airport" or a

more security sensitive resource such as "number of people visiting Bank of America kiosk-

Time Square" or even more security sensitive resource such as "temperature in Centrifuge 1". If

an RLE 1008 does not have all the relevant information about a resource available with it, then

the Client may be re-directed to the appropriate RLE 1008. Alternatively, the RLE 1008 may

query another RLE and obtain the resource location and security parameters (SAM, Cert)

associated with the resource. The Client may provide Client info to the RLE 1008, in order that

the RLE 1008 can provide appropriate resource information based on capability of the Client

(resource constrained or not). If a Client is deemed to be constrained then the RLE 1008

performs the resource discovery on its behalf by querying other RLEs.

[0162] In step 0 of Figure 17, Client 1 and RLE1 1008 may mutually authenticate one

another and optionally setup a secure communications channel between them. This step is

optional and in some cases may be deferred till after step 1.

[0163] In step 1 of Figure 17, Client 1 sends a Discovery Request containing the

resource information "R2" or if the Client 1 has the resource id, then it may provide it as well. In

addition, the Client 1 sends its Client-info. The Client-info may contain information about the



capability of the Client such as computing capability, memory, battery restrictions, presence of

SE, certificate of the Client, OS of the Client etc...

[0164] The RLE1 1008 performs authorization check similar to the mechanisms

described in earlier section.

[0165] In step 3 of Figure 17, RLE1 1008 responds with the URI of location of the

resources, the associated SAM and the Cert. Based on the Client-info and the type or resource

requested, the RLE 1008 may select appropriate resources that may be suitable to the Client.

RLE 1 sends two resource locations and the associated SAM and Certs. It is possible that both

the resources share the same Certs but may have different SAMs. As described earlier, the SAM

and the Certs may be hosted at the same RLE 1008 or different RLE. In some cases, the Certs

may be located at RHE, which may perform the role of a Certificate Repository.

[0166] It is understood that the entities performing the steps illustrated in Figure 17

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 17 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 17. It is also understood that the functionality illustrated

in Figure 17 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 17 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

Security Achievability Mechanism Assessment Process (SAMAP)

[0167] The Client may optionally verify the authenticity of the Cert and use the Cert in

order to verify the authenticity of the SAM that was obtained from an RLE 1008. Once the SAM

has been verified then Client performs an assessment of the SAM and an assessment of the other

requirements (payment, flexibility of usage, IoT-specific support etc.). If the Client deems that

it may not be able to accomplish the security mechanisms defined in the SAM, the Client may

select a different R from the resource list sent by the RLE 1008. If there is only a URI that was



sent based on the request for an R that was sent by the RLE 1008, the Client may abandon the

process or query a different RLE 1008 or request a different resource from the same RLE 1008.

[0168] As part of the assessment process, the Client selects an authorization model (e.g.

PUSH, PULL, and Agent) that best suits its needs. In some scenarios, the RHE may mandate a

model (e.g. PUSH model) that can be used, in such a case, the Client is not left with much choice

on the model. At the end of the assessment process the Client may have determined the:

• Security protocols that must be used in order to secure the Resource in transit as well as

at rest (secure storage process).

• The Trustworthy Servers that must be contacted in order to perform Authentication,

Authorization and / or Platform Validation

• Model(s) that can used (e.g. PUSH / PULL)

• Modes the Client may operate (Proxy-Authentication and / or Proxy-Retrieval)

• Cost of accessing the resource and possible payment options

[0169] An assessment process is described in Figure 18. The steps are as follows:

[0170] In step 1 of Figure 18, upon receiving the SAM associated with a resource from

an RLE 1008, the Client may optionally verify the authenticity of the SAM by using the Cert and

verifying the signature generated on the SAM using the public key associated with the resource

R (available on the R Cert). Once the SAM is deemed to be authentic, then the Client begins to

perform an evaluation process of the various security mechanisms / requirements that are

expected of the Client in order to be able to access the resource.

[0171] In step 2 of Figure 18, the Client may check to see if there is a payment

requirement and if so, it may verify if it has the ability to pay for accessing the resource using the

appropriate currency (e.g. $, bitcoins). It may also check to see if it has a trust relationship with

one of the Trustworthy Payment functions listed in the SAM.

[0172] In step 3 of Figure 18, the Client checks to see if it can meet the level of security

required in order to be able to protect the Resource from being tampered, eavesdropped by

malicious or non-malicious entities during transit or at rest. If not the process is aborted.

[0173] In step 4 of Figure 18, the Client checks to see if it has the platform, software,

middleware, protocols and hardware required from a security perspective in order to be able to

protect the resource. The requirements check that is performed here, may be viewed as a more

granular assessment of the check performed at Step 3 . The Check at Step 3 is about the security

requirements associated with a resource, whereas the check here is assessing the capabilities of

the Client.



[0174] In step 5 of Figure 18, from among the list of "Trustworthy SAEF" or

"Trustworthy functions" the Client picks the appropriate SAEF / Function, with which the Client

may have a trust relationship or is capable of developing a trust relationship. In addition, it may

pick a SAEF 1010 or pick multiple functions depending upon, the security mechanism

requirements. If payment is not required, then selection of a payment function is skipped,

similarly an authentication function may be skipped if the SAM does not deem authentication to

be necessary for accessing a particular resource. A more preferable option for the Client may be

to pick a SAEF 1010, which then is able to orchestrate the various assessments that may be

required as per the SAM.

[0175] In step 6 of Figure 18, if the Client does not have a trust relationship with any

other SAEFs or functions that has been listed within the SAM, then the Client may request

building a dynamic trust building process so that a trust relationship may be established between

anyone of the listed functions and the Client's own trusted function / entity (e.g. Identity

Provider associated with the Client).

[0176] In step 7 of Figure 18, on completion of determining trusted functions / SAEF

1010, the Client selects an appropriate Model that may be suitable from the list. As discussed

earlier, the PUSH model seems more appropriate if a RHE is constrained whereas if the Client is

constrained then a PULL model may be preferred. The SAM provides a priority list of models

that is supported by the RHE and the Client picks a model that may closely fit its own

restrictions. In addition, the Client may also determine if it can operate in a delegated

authentication mode (Proxy-Authentication) or using Proxy-Retrieval process that may be

suitable for severely constrained Clients / RHEs.

[0177] In step 8 of Figure 18, if the Client deems that it is not possible to meet any of

the required and applicable security requirements, models, payment etc... then the authorization

process may be aborted or may request the service from a different RHE / RLE 1008, which may

have differing security requirements.

[0178] It is understood that the entities performing the steps illustrated in Figure 18

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 18 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,



perform the steps illustrated in Figure 18. It is also understood that the functionality illustrated

in Figure 18 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 18 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0179] Security Achievability Enabling Process (SAEP)

The SAEP process is carried out between the Client and the SAEF 1010. The goal of the SAEP

process is to determine with a high-degree of assurance if the Client:

• Is the same entity that it claims it to be (Authentication assessment)

• The Client has the appropriate security behavior that is expected of it in order to access a

resource (Platform Validation / determining Security Posture assessment)

o Determines if Client has a secure platform (OS, Kernel, Drivers, Hardware etc.):

■ Secure Environment, TPM, TEE

■ Secured and measure boot process

■ Secure run-time integrity of appications

o Determines if the Client has the right set of security applications (e.g. malware

protection mechanisms: Anti-Virus (AV)), protocols for secure communications

(e.g. TLS), secure storage mechanisms, appropriate cryptographic functions,

secure policies etc..

• Is requesting access to a resource whose SAM is matched or exceeded by the Client

(Authorization assessment)

• Wherever applicable, the ability to verify if the Client has made a payment in order to

access the resource.

[0180] The SAEF 1010 may use delegated mechanisms in order to perform the checks

on the Client. An entity / function may perform the Authentication assessment, while another

entity performs the Authorization assessment, Validation assessment, etc... It must be noted that

not all of the assessments may be carried out considering that the resource that the Client is

trying to access may have a low SC/SV, or the Client may be a constrained entity. As an

example, the client may be authenticated by an identity provider such as an Mobile Network



Operator (MNO) (e.g. Verizon, ATT, NTT BT) or an Over-The-Top (OTT) provider (e.g.

google, Facebook), while the platform validation is performed by the platform vendor such as

Android, RIM or ARM. It may be possible that each of the assessments have a valid lifetime,

which is tracked by the SAEF 1010. If anew SAEP is requested then the SAEF 1010 may check

the existing validity of a previous assessment. Only if an assessment that has not been carried out

previously or if a previously performed assessment's validity has expired is anew assessment

performed. This is especially important in the case where a Client may be constrained and would

prefer to avoid performing intensive cryptographic or security protocols frequently.

[0181] At the conclusion of the SAEP process, the SAEF 1010 may issue an

assertion(s) or token(s) that asserts the veracity of the checks performed by the SAEF 1010 on

the Client. The SAEF 1010 may create a cumulative assertion in the form of a token and sends it

to the Client. A cumulative assertion may be a combination of the results of various assessments

that were performed. In short, it may be a group of tokens that attests to the assessments or a

single token that illustrates all the assessments that were performed. It may be noted that the

tokens generated may be in the form of OAuth tokens (e.g. access token, bearer token) or other

forms of tokens (e.g. SAML tokens). Figure 20 illustrates a flow-chart detailing the steps

performed by a SAEF 1010 in orchestrating the various assessments. Steps described:

[0182] In step 1 of Figure 20, The SAM is obtained by the SAEF 1010 generally

directly provided by the Client to the SAEF 1010. Alternatively, the Client may provide a link to

the SAM (e.g. URI of the RLE 1008 hosting the SAM), which is then fetched by the SAEF 1010.

Also, the mechanism by which the SAM is obtained by the SAEF 1010 may be determined based

on the Model selected by the Client. The associated R Cert may also be obtained by the SAEF

1010.

[0183] In step 2 of Figure 20, Based on the SAM and after optionally verifying the

authenticity of the Cert and using the Cert to optionally verify the integrity of the SAM, the

SAEF 1010 processes the SAM. The SAEF 1010 processes the SAM by analyzing the relevant

attributes and may initiate the necessary assessments required to meet the SAM.

[0184] In step 3 of Figure 20, Authentication assessment: A check is made to determine

if an Authentication assessment is required. This step may be skipped if the Resource can be

accessed in an anonymous manner.

[0185] In step 4 of Figure 20, It also checks to see if the authentication factors are fresh

and have not expired

[0186] In step 5 of Figure 20, The Authentication assessment may also be skipped if

fresh and valid authentications that meet the SAM requirements are met. Multi-factor



authentications may be carried out that determines the authenticity and assurance level of a client

by performing "what the client knows", "what the client has" and "what the client is"

assessments that may involve as examples, password-based authentication, device authentication

and biometric authentications respectively. In step 5 of Figure 20, During the Authentication

assessment, a determination is made, if a multi-factor authentication may need to be carried out

especially if a Client application is being controlled by a human being. The authentication

assessment of the human may involve other authentication factors (password-based, device,

biometrics etc.). The entity with which the authentication is carried out may be determined

based on the entry in the SAM, where a "List of Trustworthy Authentication functions" has been

provided. From the list, the SAEF 1010 or alternatively the Client may trigger an Authentication

assessment with the "Trustworthy Authentication function". It is possible that if a multi-factor

authentication is carried out then it may include a plurality of Trustworthy Authentication

functions each associated with an authentication factor (e.g. MNO that may be used for verifying

"what you possess" authentication). It may also be possible that the SAEF 1010 is capable of

performing the authentications on its own without relying on external authentication functions.

[0187] In step 6 of Figure 20, If new authentications have been carried out then the

validity (freshness) information is updated for the corresponding authentication factors.

[0188] In step 7 of Figure 20, A determination is made in order to determine if a

platform validation is required based on analysis of SAM that was performed in step 2 . And then

a determination is made if there exists a fresh (non-expired) validation assessment. Only if a

platform validation assessment is required and if a current and fresh assessment is not available

then a new assessment is carried out else the platform validation is skipped.

[0189] In step 8 of Figure 20, The Client's device / application performs an integrity

validation check which may be triggered by a "Trustworthy Validation Function" residing within

the same administrative domain as the SAEF 1010 or by an entity listed within the SAM that was

provided by the RHE that may reside outside the SAEF 1010 domain. The results of the platform

validation are updated in a table maintained at the SAEF 1010. Platform validation may involve

a remote validation process and / or a local platform validation of the client's device involving

secured and measured boot process followed by assessment of the integrity of applications

hosted on the platform. In addition, a snapshot of run-time integrity checks of the platform may

be performed.lt is assumed here that the SAEF 1010 is able to verify the availability of secure

protocols, algorithms, presence of SE/TEE and other "Client Security Requirements" that have

been deemed to be necessary within the SAM.



[0190] In step 9 of Figure 20, It checks to see if payment is required based on the

information provided using the SAM and also determines the type of payment (e.g. using

bitcoins, ether, US$ etc.).

[0191] In step 10 of Figure 20, If Payment is required then initiates payment process

with a 'Trustworthy Payment Function", which may reside within the same domain as the SAEF

1010 or outside it and satisfies the payment or subscription method that is to be used.

[0192] In step 11 of Figure 20, The SAEF 1010 after having performed the various

assessments, finally performs an authorization checks. At a high-level, the SAEF 1010 compares

every "applicable" entry within the SAM and checks to see if the "required" / "applicable" and

associated Features/Attributes/Values have been satisfied. The SAEF 1010 may also perform

environmental checks such as the physical location of the Client (e.g. using GPS/ IP address

etc.), time of day the request has been made etc..

[0193] In step 12 of Figure 20, If all the assessments have been passed, then the SAEF

1010 issues token(s). In its simplest form the token may indicate that the requirements from the

SAM has been satisfied. This token may be a bearer token as described in the OAuth 2.0

Authorization Framework or more complex token that basically describes a high-level

requirements that has been verified / assessed by the SAEF 1010. The token may be digitally

signed by the SAEF 1010 and may have similar characteristics as a Message Authentication

Code (MAC) token. It is recommended that the token issued by the SAEF 1010 bears a digital

signature of the SAEF created using the SAEF's private key. Each issued token may have an

associated life-time that is described by the token and then token is deemed to be worthless after

the expiration of the lifetime. Alternatively, a single token may be made up of multiple sub-

tokens. As an example a sub-token may have been issued by a "Trustworthy Authentication

Function" another by "Trustworthy Validation Function" etc. The SAEF 1010 may consolidate

all the tokens into a set of token which then digitally signed by the SAEF 1010 or alternatively

combines all the tokens into a single token which may also be digitally signed by the SAEF

1010. In the latter case, only the digital signature of the SAEF 1010 may be present, whereas in

the first case, the tokens from each of the trustworthy functions may still be present, that may

bear digital signatures of the issuer (e.g. Authentication Function, Trustworthy Validation

Function) of the tokens. Example token (in JSON format or other formats such CBOR may be

used) that is signed and displays that a payment has been made is illustrated in Figure 19.

[0194] The Payment Token (PT) is a JWT that was issued by "saefl.com" confirming

that a payment of $200 was made for a resource "R-id", time/date it was issued,



"01/01/2015:20:00hrs" and it expires in 86400 seconds. The main claim of the PT is followed

by a digital signature of the issuer "saefl.com", signed by saefl.com using its private key.

[0195] It is understood that the entities performing the steps illustrated in Figure 20

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 20 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 20. It is also understood that the functionality illustrated

in Figure 20 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 20 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0196] Figure 2 1 illustrates a high-level call flow associated with the SAEP process,

wherein a Client may select a PULL or PUSH model. Irrespective of the Model selected, the

interaction between the Client and the SAEF 1010 would remain very similar at a high-level and

the assessments are carried out directly between the Client and the SAEF 1010. Some

optimizations are possible when using a PULL model, since the interactions would be facilitated

by a RHE and as described earlier, and may be a more appropriate model when dealing with

constrained Clients but not suitable when dealing with constrained RHEs. steps:

[0197] In step 0 of Figure 21, setting up of a secure communication channel between

Client 1 and SAEF 1010 using TLS or DTLS. The Client 1 and SAEF 1010 may have mutually

authenticated one another as part of the process. Requirement to perform a mutual authentication

process may be optional particularly in cases where the Client may require anonymous access to

data. The Client may however require that it is able to authenticate the SAEF 1010.

[0198] In step 1 of Figure 21, the Client sends SAEP Request that contains the R-id,

associated R SAM and optionally an R Cert that is associated with the resource.

[0199] In step 2 of Figure 21, the SAEF 1010 may optionally perform a validity check

of the R_Cert and verifies the R SAM. The SAEF 1010 processes the SAM and checks if it is

one of the "Trustworthy SAEFs". If so, then it identifies the type of assessments that may have to



be carried out. If the SAM required that the Authentication assurance level required is "High",

then a Multi -factor authentication may have to be carried out, provided that the SAEF 1010 is

able to determine if the Client is controlled by a human or not. Since, there is an assumption, that

there is a trust relationship between the SAEF 1010 and the Client 1, the SAEF 1010 may be able

to obtain the information about Client 1 using the profile associated with Client 1. If there is no

direct trust relationship between the Client 1 and the SAEF 1010 and if SAEF 1010 may have to

create a transitive trust with the Client 1' s trusted entity, then the SAEF 1010 may be able to

obtain the profile from that trusted entity. In cases where the required Authentication level may

be low and if an authentication has occurred at Step 0, then the SAEF 1010 may not require to

perform another authentication of the Client 1. The order in which the various assessments are

carried out may be based upon the SAM and the policies governing SAEF 1010 operations. As

an example, the SAEF 1010 may determine that the Authentication Assessment has less impact

for a constrained device and therefore may initiate it before performing the rest of the

assessments. So, if the authentication fails then the other assessments may not be carried out. On

the other hand, if the SAEF 1010 determines that the most important assessment is the Platform

Validation then it may be carried out before any other assessments are performed.

[0200] In step 3 of Figure 21, It is assumed here, that the SAEF 1010 initiates an

Authentication assessment first before any other assessments. The Authentication assessment

may be skipped if: a). No authentication is required based on the SAM (anonymous access) or b).

An existing valid and fresh authentication is present which meets the "Required Security Level"

or c). The TLS / DTLS authentication that was carried out in order to setup a secure connection

meets the "Security Level". The Authentication assessment may be carried out in the following

manner:

[0201] In step 3a, the SAEF 1010 may trigger either the Client 1 or the Authentication

Function (AF), which may also be Multi-Factor Authentication Function (MFAF) 2104 that is

capable of performing varied authentication factors to start the authentication process. The

Authentication process may follow well established protocols such as Open Identity (OpenID) /

OpenID Connect / SAML / Kerberos / GBA / EAP etc. And in one such embodiment, the Client

1 may be re-directed to a MFAF in order to perform the Authentication assessment(s)

[0202] In step 3b, the Client 1 and MFAF 2104 may perform multi-factor

authentications in order to meet or exceed the "Required Security Level" associated with

Authentication. As part of the Authentication process, Client device may be authenticated using

a device certificate or using a Client application certificate. Optionally the Client device may

also be authenticated using shared secrets (e.g. using secrets stored in a SIM card) or Client



applications that may have shared secrets stored securely. If the Client is controlled by a human,

then the individual may be authenticated using (what the "user knows" mechanism: e.g.

password) and / or biometrics. The MFAF 2104 may use other AFs in order to co-ordinate the

various authentication assessment(s) since the credentials associated with each of the factors may

be stored at different AFs. The device authentication may require the MFAF 2104 to interact

with a Mobile Network Operator (MNO)'s core network functions such as AAA / Diameter /

HSS that may store Client 1 (subscriber's credentials).

[0203] In step 3c, the MFAF 2104 obtains the results from the various AFs and then

creates an Assertion or a Token that vouches the authentication of Client 1. It may indicate the

Authentication Level achieved by the Client 1. The Token may be made up of sub-tokens each

obtained from an AF. The MFAF 2104 sends the Assertion / Token to the SAEF. 1010.

[0204] In step 4 of Figure 21, the SAEF 1010 then determines if a Platform Validation

is required or not based on the SAM information and the availability of a fresh and valid

platform validation assessment. If required the SAEF 1010 triggers a Platform Validation

assessment process with a Platform Validation Function (PVF) 2106. In addition to the

assessment of the platform validation process, the SAEF 1010 may request that a more granular

check of whether certain security protocols are supported (e.g. SAML or IPSec etc.), presence

and current running of Malware detection / cleaning application, anti-virus (AV), appropriate

configuration parameters etc... and meets the SAM requirements. The PVF 2106 sends an

Assertion / Token based on the Validation Process vouching for a successful assessment that was

carried out.

[0205] In step 5 of Figure 21, the SAEF 1010 may initiate a Payment assessment with a

PF 2108 if it is deemed to be necessary. The PF 2108 sends an PT (Payment Token) to the SAEF

1010 on completion of payment process and as described earlier, the PT may indicate if a

payment was successful or the actual payment that was performed. In some instances, the PT

may be used as a receipt and may be associated with an R-id. It is also possible that a PT does

not contain an R-id, especially for transactions requiring anonymous transactions. The PT may

vouch for a successful payment transaction that was carried out.

[0206] In step 6 of Figure 21, the SAEF 1010 may use the services of an Authorization

Function (AuthF) 2102 in order to determine if all the remaining requirements listed within the

SAM have been achieved and the appropriate mechanisms have been utilized. In addition, the

AuthF 2102 would be responsible for conveying restrictions associated with access control and

the restrictions may include (an example list is provided below, which is not exhaustive):



[0207] Validity of access to the resource, R-id: How long the AT is valid (e.g. in

seconds)

[0208] Location from which access to R may be allowed (e.g. IP@ range, geographical

location restrictions, time of day)

[0209] Proxy-Retrieval or Possibility of Group Access (Number of group members

restrictions): Is the resource accessible by a proxy on behalf of other clients.

[0210] Re-distributable: If a resource may be re-distributable to other Clients, number

of Clients and or even the IP address / application associated with Clients. DRM protected

content.

[0211] In step 7 of Figure 21, at the conclusion of the various assessments, the SAEF

1010 creates an Authorization Token (AT) that may be digitally signed by the SAEF 1010 or

may contain a MAC of the Token that may be verifiable by the RHE. The AT may be a

consolidation of all the relevant assessments (claims) that were carried out by the SAM, or may

just contain only a high level claims about the assessment or alternatively contain every token

that was issued by the various assessment functions.

[0212] In step 8 of Figure 2 1, the Token is then sent to the Client 1 using preferably a

secure communications channel (e.g. TLS / DTLS). The token may be individual tokens that

attest to the various assessments that were performed or may be a single token that contains the

appropriate claims. It must be noted that all the assessments may be cryptographically channel

bound.

[0213] It is understood that the entities performing the steps illustrated in Figure 2 1

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 2 1 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 2 1. It is also understood that the functionality illustrated

in Figure 2 1 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 2 1 may be performed by communication circuitry of the apparatus under control of the



processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

Resource Access Process (RAP)

[0214] During the RAP, Client 1 sends the AT that was obtained from the SAEF 1010

to the RHE using a secure connection.

[0215] The RHE checks to see if the R SAM associated with the resource had a

requirement for "Trustworthy SAEF". If so, the RHE obtains a digital certificate associated with

the SAEF 1010 or obtains a pre-shared secret associated with the SAEF 1010. The SAEF 1010

then verifies the Digital Signature or the MAC that is sent as part of the AT. The RHE then

verifies the rest of the AT in order to check if the SAM requirements have been met and also

checks to determine if appropriate mechanisms described in the SAM has been used in

authorizing the Client 1 by the SAEF 1010. A flow-chart illustrating the steps described above is

shown in Figure 22.

[0216] In step 2 of Figure 22, the SAM is checked to see if AuthT has to be

Authenticated.

[0217] If so in step 3 of Figure 22, the Shared Key or Certificate associated with SAEF

is obtained, and in step 4 of Figure 22, The MAC or Digital Signature (DS) is computed. In step

5 of Figure 22, it is checked if the MAC or Signature in the AuthT is accurate.

[0218] If the MAC or Signature in the AuthT is not accurate, in step 7 of Figure 22 a

message is sent to the Client indicating an Un-trustworthy Token.

[0219] If the MAC or Signature in the AuthT is accurate (or if the AuthT does not have

to be Authenticated), in step 8 of Figure 22, the AuthT is processed and it is checked whether

SAM has been met or exceeded.

[0220] If the SAM has been met or exceeded, in step 9 of Figure 22, a message is sent

to the Client indicating a Success and access is provided to the resource.

[0221] If the SAM has not been met or exceeded, in step 10 of Figure 22, a message is

sent to the Client indicating an Authorization Incomplete. In one embodiment, restricted access

to the resource is provided.

[0222] It is understood that the entities performing the steps illustrated in Figure 22

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 22 may be



implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 22. It is also understood that the functionality illustrated

in Figure 22 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 22 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0223] A call flow depicting the message exchange is illustrated in Figure 23.

[0224] In step 0 of Figure 23, Client 1 and RHEl mutually authenticates one another

and establishes a secure connection between them. This step may be optional however preferred.

In cases, where anonymous authentication is required, the authentication step may be skipped.

Also, if Client 1 has been provisioned with an AT that has been authenticated by a SAEF 1010,

then the authentication of Client 1 may be skipped. The Client 1 may however require that the

RHEl is authenticated by it.

[0225] In step 1 of Figure 23, Client 1 sends a RAP Request message to RHEl. Client 1

provides the AT within the Request which is sent inside a secure connection. It may optionally

include the resource id, R-id, since the R-id may be present as a claim within the AT. In cases,

where the R-id is not included as part of the claim, the R-id has to be included as part of the RAP

Request message.

[0226] In step 2 of Figure 23, the RHEl , then performs;

[0227] (step 2a) Fetches SAM associated with R-id from its local stored database or

fetches it from a different RHE.

[0228] (step 2b) If the RHE has a list of 'Trustworthy SAEF" or other "Trustworthy

Function", then it obtains those information from the SAM and also obtains from a database

associated with the RHEl, a pre-shared secret between the RHEl and the SAEF 1010 or a digital

certificate of the SAEF 1010. Similar procedures may be used to obtain secrets or certificates

associated with the other functions.

[0229] (step 2c) If a Signature or MAC is required based on the SAM associated with

resource, then the RHE may verify the Signature or MAC that was included as part of the AT.

Mechanisms similar to those specified in the JSON Web Token (JWT) / JSON Web Signature

(JWS) specifications JSON Web Token (JWT), IETF - Draft: draft-ietf-oauth-json-web-token-



32, Dec 9th, 2014 may be used for verification. The JWT is a JSON representation of an

assertion of claims provided by the SAEF 1010 or "Trustworthy Function". In short, it is JSON

version of an AT and the JWS is a signed AT.

[0230] (step 2d) The RHEl then verifies if Client 1 has met the requirements /

mechanisms as listed in SAM. If so, Client 1 is authorized to access the resource, else RHEl may

determine if a partial access to the resource could be provided based on the match else no access

is provided at all.

[0231] In step 3 of Figure 23, RHEl sends the resource to Client 1, if the AT claims

have been met and verified.

[0232] It is understood that the entities performing the steps illustrated in Figure 23

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 23 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 23. It is also understood that the functionality illustrated

in Figure 23 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 23 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0233] Only the PUSH model is considered above. However, the mechanisms

described here can be applied to other models (PULL, Indirect PUSH etc..) as well since the

principles and logic are similar.

Embodiments

[0234] A traditional Resource Server (RS) 108 may be enhanced with functionalities

(e.g. with the ability to interact with an SCF 1006, creation of SAM, publishing the associated

SAM and S-Cert) and messaging capabilities associated with RHE as described in 5.3 in order to

support a more flexible and dynamic authorization framework described above. Similarly, a

Resource Directory (RD) 2404 may be enhanced with the additional functionality (e.g. ability to



list the SAM, S-Cert, process query requests based on security parameters:

HIGH/MEDIUM/LOW) and messaging capabilities that are associated with an RLE 1008 that

have been described in 5.4.

[0235] It must be noted the appropriate selection of the SAM parameters would depend

upon the type of data that is being protected. A data / resource that has a low SV/SC is then

represented using a very simple SAM, but if the SC/SV = High for a resource then it should take

into considerations that the resource created and hosted on an RHE / RS, has the sufficient

capacity to hold and process the SAM. The same would apply for a Client.

[0236] Also, if a Client is not able to deal with a model, (e.g. PULL), wherein, the

Client may not have a trust relationship with the AS 106 then either a transitive trust must be

created, which may be cumbersome or may query the RLE 1008 / RD 2404 in order to find

another RHE / RS 108 that may support the PUSH model.

[0237] In a slightly varied embodiment, it may entail that the RHE / RS 108

implements a subset of the RLE 1008 / RD 2404 functions, therefore the Client may query an RS

108 directly for a SAM or may have a SAM from a previous exchange that has not expired.

[0238] In some cases, a resource may only have an associated SC/SV value, which may

depict the Resource-Specific Security Profile (RSSP). This may range from e.g. 0 (LOW) - 10

(HIGH).

[0239] A high-level embodiment of the solution is illustrated in Figure 24. It depicts the

entities and the steps involved in order to be able to provide a Client with access to a resource

hosted by a RHE such as a Resource Server (RS).

Embodiment with detailed Messaging

[0240] A traditional RS 108 must be enhanced with the functionality described in this

application in order that the RS 108 functions similar to a RHE. The Client uses a traditional RD

2404 that has been enhanced with RLE 1008 functions in order to obtain the appropriate SAM

and determine the appropriate security mechanisms, security requirements, payment etc.. It must

be noted that the RD 2404 must be enhanced with functionalities described for a RLE 1008 in

order that a client is able to leverage the dynamic authorization framework described here.

Similarly, a traditional AS 106 must be enhanced with the functions performed by a SAEF 1010

and may be co-hosted with a Payment Server (PS) 2402.

[0241] In step 1 of Figure 24, the sensors perform a DUP and may be performed

periodically. As described earlier, a resource that is created may be raw data, raw data with meta

data, information that is extracted out raw data or a collection of data or information or content.



Some resources may be linked together using web-linking protocol. Each piece of data may have

a SC/SV that is computed by the RHE or provided to it by an external trusted entity.

Additionally, resources created by different information servers may also be hosted on the RS

108. Furthermore, this new information resources may be used to create newer resources on the

RS 108. A new SV may be computed by the RS 108 for each instance of a new information that

is created. In a constrained environment, these resources may be assigned to class rather than a

more granular SVs. In short, for any new resource that is created on the RS, a new SV may be

computed. The value of SV may range from e.g. 0-10; 0 - No Security requirements; 10 -

Extremely High.

[0242] In step 2 of Figure 24, the RS 108 then performs a directory listing or

registration of the resource and associated SAM and optionally a Cert on to an RLE 1008. The

RS 108 sends an SALP message to the RD 2404, containing the R-id, R SAM and R Cert

associated with each of the resources hosted on the RS 108. As mentioned earlier, the SAM

contains information on "Trust- worthy SAEF" or Functions, with which the RS 108 may have a

trust relationship. The SAM also provides the Client with information on the type of Model (e.g.

PUSH, PULL etc..) that it may select when initiating an authorization process. In addition,

information on whether the RS 108 is constrained or not, whether proxy-authentication, proxy-

retrieval process can be performed are also provided.

[0243] On receiving the SALP message, the RD 2404 may perform an authorization

check to see if the RS 108 is authorized to perform an update operation on the resource listing /

record associated with the RS 108 on the RD 2404. If so, the RD 2404 creates an entry for the

resource listing (location or URI of the resource of on the RS) and the associated SAM is either

stored on the RD 2404 or a link (URI indicating where it may be stored) to the SAM is provided

as part of the listing. The same holds for the R Cert.

[0244] In step 3 of Figure 24, a Client that wishes to access a resource, may perform a

DP with a RD 2404 using the protocol described in CoRE Resource Directory ( IETF - draft-

shelby-core-resource-directory-02, Nov. 9th, 2014).

[0245] As part of the resource discovery, the Client is provided with the SAM, location

information of the resource (URI that points to the RS) and if applicable a Cert is also provided.

It may be possible that the same copy of the resources are stored on multiple RS 108.

Additionally, related listing(s) regarding resources which may be web linked using the web

linking protocol described in Web-linking Protocol, IETF - RFC 5988 may also be provided. The

RS 108 may update the resource location periodically, and / or update the associated SAM

periodically depending upon the nature of the data that is being collected or based on the security



posture of the data which may have changed based on certain external factors (e.g. trust

relationship with a new SAEF).

[0246] In step 4 of Figure 24, based on the information obtained by the Client from the

RD 2404, the Client may determine the model that is to be used, determine if it is able to handle

the security requirements, payment requirement, determine if it has a trust relationship with at

least one of the SAEF 1010 or other security functions, ability to run in a proxy-authentication,

proxy-retrieval modes etc.. The required assessments are performed by the AS 106 / PS 2402 and

appropriate token(s) are issued to the Client 102. If the Client is not able to meet some of the

core requirements, it may perform a DP using certain other parameters, or with a different RD

2404.

[0247] In step 4 of Figure 24, it is assumed in this particular scenario, the Client selects

the PUSH model, based upon the SAM, it then selects an appropirate SAEF 1010, which may be

implemented within an existing Authorization Server (AS). It must be noted, that the current AS

106 must be enhanced with the SAEF functionality in order that it is able to process the SAM

and then have the ability to co-ordinate the various security and payment functions and related

tokens (assertions) generated by each of the functions and then create a consolidated token.

Additionally, the AS 106 may have to create transitive relationships with other AS 106 with

which it may not have had any trust relationship previously. In such cases, the AS 106 may have

to perform a service discovery in order to discover AS, that may have a transitive trust

relationship with an AS 106 listed within the AP. Alternatively, the AP may have to perform a

service discovery of a class of AS 106 that meets the requirements as provided within the SAM.

The selected AS 106 may perform an authentication using the services of an AF. Alternatively,

the Client may be authenticated by another AS, which then asserts the Client's identity to the

requesting AS 106. The requesting AS 106 then creates an AT, which is then provisioned to the

Client. If a payment was performed then the PS 2402 generates a Payment Token (PT). Based on

the SAM, the AS 106 may determine an authentication process may not be required in such

authentication may be skipped, while the other assessments (e.g. platform validation,

authorization checks) may be executed based on the requirements dictated by the SAM. The AS

106 creates a consolidated Token which is then sent to the Client using a secure connection.

[0248] In step 5 of Figure 24, the Client submits the token(s) to the RS 108 in order to

access the resource. The RS 108 verifies the token(s) and optionally verifies a signature provided

as part of the token(s), in order to verify that token(s) was issued by a trusted AS 106 specified

by the SAM. The RS 108 may optionally verify the Payment token if one was issued by the PS

2402. alternatively, a single token may indicate both an authorization success as well as a



successful payment. The payment token may indicate the amount that was paid or may just

provide an indication that a payment was successfully processed. The token may be a bearer

token, authentication token or a MAC token or a customized token or a PT.

[0249] It is understood that the entities performing the steps illustrated in Figure 24

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 24 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 24. It is also understood that the functionality illustrated

in Figure 24 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 24 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes. It is assumed that all the communications between the various entities (e.g. Client 1,

RD1, RSI and AS1) are carried out by means of unique secure connection (e.g. TLS / SSL)

between the two entites involved in a communications channel.

[0250] A detailed Embodiment call flow is illustrated in Figure 25. Steps involved:

[0251] In step 1 of Figure 25, RS 108 sends a request to create a listing for resource, R l

that is hosted on RS 108 onto a RD 2404. The listing also includes R 1 SAM and RI Cert.

[0252] In step 2 of Figure 25, RD 2404 creates a listing for Rl , along with the

associated R 1 SAM and RI Cert. RD 2404 may optionally check to see if RS 108 is authorized

to perform a listing.

[0253] In step 3 of Figure 25, RD 2404 sends a 2.01 "Created" message on successful

listing to RS 108

[0254] In step 4 of Figure 25, At some point Client performs a lookup using RD 2404.

Client explicitly requests for resource Rl. It may be possible that the Client may request a class

of resource, or a resources that may operate using certain models / modes etc...

[0255] In step 5 of Figure 25, RD 2404 provides the Client , with the Rl -URI,

Rl SAM and the Rl Cert



[0256] In step 6 of Figure 25, Client verifies the SAM using the Cert and determines

the model to be selected, a trustworthy SAEF (AS) is also selected. In this call flow the PUSH

model is selected

[0257] In step 7 of Figure 25, Client establishes a secure connection with AS 106. The

Client and AS 106 may mutually authenticate one another

[0258] In step 8 of Figure 25, Client requests for authorization and a token to AS 106.

It also provides R1_SAM to AS 106

[0259] In step 9 of Figure 25, AS 106 determines the assessment(s) (Additional user

and / or device Authentication, Payment, Platform Validation etc..) that will have to be carried

out. Here, it determines that a multi-factor authentication will have to be carried out.

[0260] In step 10 of Figure 25, AS 106 authenticates the Client. This step may involve

multi -factor authentications.

[0261] In step 11 of Figure 25, The AS 106 performs authorization check and

provisions a token, AT to Client with appropriate claims

[0262] In step 12 of Figure 25, The Client stores the AT

[0263] In step 13 of Figure 25, Client establishes a secure connection with RS 108

[0264] In step 14 of Figure 25, Client posts the AT that was issued by AS 106 to the RS

108

[0265] In step 15 of Figure 25, RS 108 verifies the token and the signature of AS

contained in the token, the assessments that were carried out and ensures that the assessments

matched the requirements and mechanisms described in RI SAM

[0266] In step 16 of Figure 25, RS 108 provides Client with the appropriate access to

the resource, Rl for a duration that was authorized based on the claim in the AT and as

prescribed by R1_SAM.

[0267] It is understood that the entities performing the steps illustrated in Figure 25

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 25 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 25. It is also understood that the functionality illustrated

in Figure 25 may implemented as a set of virtualized network functions. The network functions



may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 25 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0268] An embodiment that demonstrates a proxy-authentication scenario is shown in

Figure 26. A Client 1 works as a Master Client and performs authentication / authorization on-

behalf of other Clients with an AS 106. Client 1, which works as a delegated authentication

function, performs the more intensive authentication and cryptographic operations on behalf of

other Clients. Client 1 may have been pre-configured to receive authorization requests on behalf

of other Clients. It should be noted that Client 2 and Client 3 may have been freshly

authenticated with Client 1 and have setup individual secure connections between Client 2 and

Client 1 and also between Client 3 and Client 1. Messaging details:

[0269] It is assumed that Client 1 has already performed the Discovery Process and

obtained the R 1 URI and the R 1 SAM. In an alternative scenario, the Discovery Process itself

may also be performed in a proxy manner by Client 1 on behalf of Client 2 and Client 3 .

[0270] In step 0 of Figure 26, Clients 1 and 2 each sends a POST message to Client 1

using a secure connections (e.g. TLS/SSL). The content within the POST message has an

authorization request for resource Rl.

[0271] In step 1 of Figure 26, Client 1 determines that the POST message is actually

targeted for an AS 106 and also determines that Clients 2 and 3 are authorized to use a proxy-

authentication mode. Based on the SAM that was obtained previously, Client 1 determines that

AS1 is among the list of trustworthy functions and also that AS1 accepts proxy-authentications.

Client 1 102 establishes a TLS / DTLS connection with AS1 106.

[0272] In step 2 of Figure 26, Client 1, requests authorization for itself and also for

authorization of other Clients along with the R1_SAM. Client 1 lists the identities of the other

Clients within the POST message. In some embodiments, Client 1 may list the original requests

that was obtained from the other Clients and which may have been digitally signed by the other

Clients, in order to verify the request(s).

[0273] In step 3 of Figure 26, Client 1 may be authenticated by AS1 and also a platform

validation and secure protocols assessment may be performed in order to determine that Client 1

is behaving in a manner that it should. In case, Client 1 is just another machine or application

without a user involved then a combination of device authentication along with platform

validation checks may be performed. No user authentication is carried out in such a case. In case,



a payment assessment has to be performed then the Client 1 would have to perform the payment

on behalf of all the Clients based on R 1 SAM.

[0274] In step 4 of Figure 26, AS1 issues Tokens for all the three Clients. Since the

claims within the Tokens would identify the Clients explicitly therefore only those Clients would

be able to use the Tokens. The Tokens cannot be modified since they are digitally signed. It may

be possible that Client 1 only has a certain credit and therefore the payment assessment was only

partially fulfilled, in such a case, only a limited number of tokens may be issued (e.g. in this

case, 2 or less tokens will be issued)

[0275] In step 5 of Figure 26, Client 1 provides the appropriate tokens to Client 2 and

Client 3 respectively.

[0276] In step 6 of Figure 26, each of the Clients establishes a secure connection with

RSI using TLS / DTLS

[0277] In step 7 of Figure 26, Client 1 process:

[0278] In step 7a, Client 1 submits its token, ATI to RSI using a POST message

[0279] In step 7b, RSI verifies the token, the token origin and also verifies the

signature if one was present and makes a note of the validity. In addition, it may infer from the

token that a Proxy-Authorization process was used to generate the token. The RSI may also be

able to infer that a total of 3 tokens were issued.

[0280] In step 7c, RSI sends the resource Rl to Clientl

[0281] In step 8 of Figure 26, Client 2 initiates the retrieval process and the sub-

procedures: 8a, 8b and 8c follow similar process as described for Procedures 7a, 7b & 7c.

[0282] In step 9 of Figure 26, Client 3 follows similar process as in 7 and 8 and sends

the content through a secure connection.

[0283] It is understood that the entities performing the steps illustrated in Figure 26

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 26 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 26. It is also understood that the functionality illustrated

in Figure 26 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or



routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 26 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

[0284] An embodiment that demonstrates a proxy-retrieval scenario is shown in Figure

27. The embodiment uses both proxy-authentication as proxy-retrieval. It may be possible that

the authentication may be carried out in non-proxy manner particularly in the case, where the

Clients are not constrained. However, if the RS 108 is constrained then a Proxy -Retrieval may be

employed. If both the Clients and the RS 108 are constrained then both a Proxy-Authorization as

well as a Proxy-Retrieval may be performed. Messaging details:

[0285] Messages 0-6 of Figure 27 are very similar to the Proxy-Authorization scenario

described earlier. And also, that Client 2 and Client 3 may have been freshly mutually

authenticated with Client 1 and have setup individual secure connections between Client 2 and

Client 1 and also between Client 3 and Client 1. Some of the subtle changes include a

determination if the RS 108 accepts Proxy-Retrieval and if so, that may be indicated within the

SAM. Also, the Client 1 indicates that it is performing a proxy-retrieval on behalf of the other

Clients to the AS1 during the Authorization process, therefore during the payment assessment

process, Client 1 may be charged for the proxy-retrieval but only one token is issued.

[0286] Message 7 of Figure 27, the RS1 may verify that the Client 1 is performing a

Proxy-retrieval, based on the Claims within the Token. It also verifies that the Client 1 has

successfully passed the Platform Validation assessment and performed the necessary payment.

[0287] Message 8 of Figure 27, the content Rl is sent to Client 1 102.

[0288] Message 9 of Figure 27, once the Client 1 receives the resource Rl, it sends a

copy of the resource to both the Clients using secure connection(s).

[0289] It is understood that the entities performing the steps illustrated in Figure 27

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 27 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 27. It is also understood that the functionality illustrated

in Figure 27 may implemented as a set of virtualized network functions. The network functions



may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 27 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

Protocol enhancements and extensions

[0290] Description of the enhancements and extensions to the existing RD protocol

CoRE Resource Directory as well as the CoAP protocol [The Constrained Application Protocol

(CoAP), IETF - RFC 7252] are described. Ability for a RS 108 to list the SAM and for a Client

to be able to discover the SAM has to be provided. In addition, the ability for a Client to be able

to request appropriate authorization and resource retrieval using CoAP is described. In addition,

the mechanisms described here may be used over protocols such as Hypertext Transfer Protocol

(HTTP) or WebSockets or any other applicable protocol.

RD Extension to support SAM

[0291] CoRE link format IETF-RFC 6690 defines some attributes to describe resources

provided on a RS 108 (i.e. endpoint). The RS 108 may be a constrained device that registers its

resources including their associated attributes on to a Resource Directory (RD) 2404 so that other

devices or applications can discover resources via the RD 2404.

[0292] The resource registration process can be extended to support listing of the SAM

(resource-specific security profile) describing the security requirements / mechanisms associated

with a resource. Also, the ability for a client to discover resources based on certain security

profiles. We define two new link attributes:

• Security Achievability Mechanism (SAM): This attribute indicates the detailed security

achievability mechanism. This may be represented using e.g. JSON, XML or CBOR.

• Certificate (Cert): Each resource may be associated with a digital certificate that may be

self-signed or issued by a third-party. In addition, the SAM may be associated with a

certificate in order to provide the authenticity of the SAM.

[0293] Figure 28 illustrates an example procedure of the extended resource registration.

[0294] In step 1 of Figure 28, the endpoint sends "Resource Registration" message to

the RD 2404. This message contains a list of resources to be registered. Each resource has its

link format description (i.e. link attributes). Especially, each resource has two new attributes

"sam" and "cert".

o For example, /resources/Rl resource has the following attributes



■ Resource type (rt) is "temperature-c"

■ SAM (sam) is "R1_SAM"

■ Certificate (cert) associated with the SAM is "Rl_Cert"

o In another example, /resources/R2 resource has the following attributes

■ Resource type (rt) is "streaming"

■ Resource-specific security profile (rssp) is "R2_rssp"

■ Certificate (cert) for resource is "R2_Cert"

[0295] In Step 2 of Figure 28, the RD 2404 sends "Response" message back to the

endpoint.

[0296] Note that with the introduced new attributes "sam", "rssp" and "cert", a client

(e.g. an IoT application) can issue more queries to the RD 2404. For example,

• To query and discover endpoints that host a resource with a certain rssp value = "LOW"

[0297] It is understood that the entities performing the steps illustrated in Figure 28

may be logical entities that may be implemented in the form of software (i.e., computer-

executable instructions) stored in a memory of, and executing on a processor of, an apparatus

configured for wireless and/or network communications or a computer system such as those

illustrated in Figure 31C or Figure 3ID. That is, the method(s) illustrated in Figure 28 may be

implemented in the form of software (i.e., computer-executable instructions) stored in a memory

of an apparatus, such as the apparatus or computer system illustrated in Figure 31C or Figure

3ID, which computer executable instructions, when executed by a processor of the apparatus,

perform the steps illustrated in Figure 28. It is also understood that the functionality illustrated

in Figure 28 may implemented as a set of virtualized network functions. The network functions

may not necessarily communicate directly, rather, they may communicate via forwarding or

routing function. It is also understood that any transmitting and receiving steps illustrated in

Figure 28 may be performed by communication circuitry of the apparatus under control of the

processor of the apparatus and the computer-executable instructions (e.g., software) that it

executes.

CoAP Extension to Support Non-Proxy, Proxy-Authentication and Proxy-Retrieval

[0298] We present CoAP options which enables to support the dynamic authorization

framework as well as the optimizations described earlier such as proxy-authorization and proxy-

retrieval. A summary of CoAP options is provided in the Table 6 .



Table 6: List of CoAP Options



Indicates the number of ATs Indicates the number
Number-of- Lists the number of ATs

that is being used by a client of ATs issued by the
Tokens included

to perform a proxy-retrieval AS

The client indicates if a AT The AS 106 indicates
Payment- Indicates that it is a payment

that has been included is a if the included AT is a
Token token

payment token or not payment token or not.

If a client would like to
Indicates that the CoAP

Proxy- functions as a proxy-
endpoint is requesting proxy- Not Applicable

Authorization authentication entity, on
authorization

behalf of other clients

Indicate if the endpoint that
Indicates that the CoAP

Proxy- sends the request would like
endpoint is requesting proxy- Not Applicable

Retrieval to perform a proxy-retrieval
retrieval

procedure

Request-
Client indicates the number

Number-of- Indicates the number of ATs
of ATs it would like to Not Applicable

Authentication- that is being requested
request

Tokens

The AS 106 provides
Authentication- Indicates how AT(s) may be Client may include it to

restrictions on how the
Token-Usage- used. Examples of usage may indicate to a RS 108 how the

issued AT(s) may be
Restrictions be if the AT can be re-used or ATs may be processed

used / processed /
(optional) for a single retrieval etc.. (optional)

consumed (optional)

Graphical User Interfaces (GUI)

[0299] Interfaces, such as Graphical User Interfaces (GUIs), can be used to assist user

to control and/or configure functionalities related to the service layer charging correlation.

Figures 29 and 30 are diagrams that illustrate interfaces that can be used with systems of the

present application. It is to be understood that such GUIs can be produced using displays such

as those shown in Figures 31C-D described below.

[0300] Use of GUIs for configuring security policies, requirements, protocols,

parameters and appropriate security values may be carried out at the RHE and at the AS.



The GUI 2902 at the SCF 1006 or at the RHE, as illustrated in Figure 29 may be used for

performing the following:

• Configuring general security policies

• Configuration of SV and SCs

o Configuration parameters so that SV/SCs can be assigned to resources

o Configuration of a security table that maps the requirements to equivalent SV/SC

• Configuration of SVs to associated SAMs

• Authorization Models that are to be supported

• Configuration of Trusted Entities (e.g. names and URI of AS 106 / PS 2402)

• Configuration of Assertion Parameters that are expected

[0301] A GUI 3002 used for configuring Authorization and Payment related security

parameters at the AS/PS 2402 is illustrated in Figure 30. The GUI 3002 may be used at the

AS/PS 2402 in order to perform the following configurations:

• Configuring the types of authentication(s) that may have to be carried out (Multi-factor

authentications: biometric, device-based etc..)

• Configuration of information related to reachability of other AS 106 in order that the

authentications are carried out.

• Mapping of an assurance level to factors of authentication

• Configuration of information pertaining to PS 2402

Example M2M/IoT/WoT Communication System

[0302] The various techniques described herein may be implemented in connection

with hardware, firmware, software or, where appropriate, combinations thereof. Such hardware,

firmware, and software may reside in apparatuses located at various nodes of a communication

network. The apparatuses may operate singly or in combination with each other to effect the

methods described herein. As used herein, the terms "apparatus," "network apparatus," "node,"

"device," and "network node" may be used interchangeably.

[0303] The term "service layer" refers to a functional layer within a network service

architecture. Service layers are typically situated above the application protocol layer such as

HTTP, CoAP or MQTT and provide value added services to client applications. The service

layer also provides an interface to core networks at a lower resource layer, such as for example, a

control layer and transport/access layer. The service layer supports multiple categories of



(service) capabilities or functionalities including a-service definition, service runtime

enablement, policy management, access control, and service clustering. Recently, several

industry standards bodies, e.g., oneM2M, have been developing M2M service layers to address

the challenges associated with the integration of M2M types of devices and applications into

deployments such as the Internet/Web, cellular, enterprise, and home networks. A M2M service

layer can provide applications and/or various devices with access to a collection of or a set of the

above mentioned capabilities or functionalities, supported by the service layer, which can be

referred to as a CSE or SCL. A few examples include but are not limited to security, charging,

data management, device management, discovery, provisioning, and connectivity management

which can be commonly used by various applications. These capabilities or functionalities are

made available to such various applications via APIs which make use of message formats,

resource structures and resource representations defined by the M2M service layer. The CSE or

SCL is a functional entity that may be implemented by hardware and/or software and that

provides (service) capabilities or functionalities exposed to various applications and/or devices

(i.e., functional interfaces between such functional entities) in order for them to use such

capabilities or functionalities.

[0304] Figure 3 1A is a diagram of an example machine-to machine (M2M), Internet of

Things (IoT), or Web of Things (WoT) communication system 10 in which one or more

disclosed embodiments may be implemented. Generally, M2M technologies provide building

blocks for the IoTAVoT, and any M2M device, M2M gateway, M2M server, or M2M service

platform may be a component or node of the IoTAVoT as well as an IoTAVoT service layer, etc.

Communication system 10 can be used to implement functionality of the disclosed embodiments

and can include functionality and logical entities such as Client 102, RO 104, AS 106, RS 108,

CAM 702, SAMs such as D-SAM 704, Sensors such as sensor 802, SAEF 1010, RLE 1008,

RHE 1004, SCF 1006, DS 1002, Resource 1102, DHP 1104, AuthF 2102, MFAF 2104 PVF

2106, PF 2108, PS 2402, RD 2404 SAEP, RAP and logical entities to produce the GUIs of

Figures 29 and 30.

[0305] As shown in Figure 3 1A, the M2M/ IoTAVoT communication system 10

includes a communication network 12. The communication network 12 may be a fixed network

(e.g., Ethernet, Fiber, ISDN, PLC, or the like) or a wireless network (e.g., WLAN, cellular, or the

like) or a network of heterogeneous networks. For example, the communication network 12 may

be comprised of multiple access networks that provide content such as voice, data, video,

messaging, broadcast, or the like to multiple users. For example, the communication network 12

may employ one or more channel access methods, such as code division multiple access



(CDMA), time division multiple access (TDMA), frequency division multiple access (FDMA),

orthogonal FDMA (OFDMA), single-carrier FDMA (SC-FDMA), and the like. Further, the

communication network 12 may comprise other networks such as a core network, the Internet, a

sensor network, an industrial control network, a personal area network, a fused personal network,

a satellite network, a home network, or an enterprise network for example.

[0306] As shown in Figure 3 1A, the M2M/ IoT/WoT communication system 10 may

include the Infrastructure Domain and the Field Domain. The Infrastructure Domain refers to the

network side of the end-to-end M2M deployment, and the Field Domain refers to the area

networks, usually behind an M2M gateway. The Field Domain and Infrastructure Domain may

both comprise a variety of different network nodes (e.g., servers, gateways, device, and the like).

For example, the Field Domain may include M2M gateways 14 and terminal devices 18. It will

be appreciated that any number of M2M gateway devices 14 and M2M terminal devices 18 may

be included in the M2M/ IoTAVoT communication system 10 as desired. Each of the M2M

gateway devices 14 and M2M terminal devices 18 are configured to transmit and receive signals,

using communications circuitry, via the communication network 12 or direct radio link. A M2M

gateway 14 allows wireless M2M devices (e.g. cellular and non-cellular) as well as fixed

network M2M devices (e.g., PLC) to communicate either through operator networks, such as the

communication network 12 or direct radio link. For example, the M2M terminal devices 18

may collect data and send the data, via the communication network 12 or direct radio link, to an

M2M application 20 or other M2M devices 18. The M2M terminal devices 18 may also receive

data from the M2M application 20 or an M2M terminal device 18 . Further, data and signals

may be sent to and received from the M2M application 20 via an M2M service layer 22, as

described below. M2M terminal devices 18 and gateways 14 may communicate via various

networks including, cellular, WLAN, WPAN (e.g., Zigbee, 6L0WPAN, Bluetooth), direct radio

link, and wireline for example.

[0307] Exemplary M2M terminal devices 18 include, but are not limited to, tablets,

smart phones, medical devices, temperature and weather monitors, connected cars, smart meters,

game consoles, personal digital assistants, health and fitness monitors, lights, thermostats,

appliances, garage doors and other actuator-based devices, security devices, and smart outlets.

[0308] Referring to Figure 3IB, the illustrated M2M service layer 22 in the field

domain provides services for the M2M application 20, M2M gateway devices 14, and M2M

terminal devices 18 and the communication network 12. Communication network 12 can be

used to implement functionality of the disclosed embodiments and can include functionality and

logical entities such as Client 102, RO 104, AS 106, RS 108, CAM 702, SAMs such as D-SAM



704, Sensors such as sensor 802, SAEF 10 10, RLE 1008, RHE 1004, SCF 1006, DS 1002,

Resource 1102, DHP 1104, AuthF 2 102, MFAF 2104 PVF 2106, PF 2108, PS 2402, RD 2404

SAEP, RAP and logical entities to produce the GUIs of Figures 29 and 30. The M2M service

layer 22 may be implemented by one or more servers, computers, devices, virtual machines (e.g.

cloud/ storage farms, etc.) or the like, including for example the devices illustrated in figures 31C

and 3ID described below. It will be understood that the M2M service layer 22 may

communicate with any number of M2M applications, M2M gateways 14, M2M terminal devices

18, and communication networks 12 as desired. The M2M service layer 22 may be implemented

by one or more nodes of the network, which may comprises servers, computers, devices, or the

like. The M2M service layer 22 provides service capabilities that apply to M2M terminal

devices 18, M2M gateways 14, and M2M applications 20. The functions of the M2M service

layer 22 may be implemented in a variety of ways, for example as a web server, in the cellular

core network, in the cloud, etc.

[0309] Similar to the illustrated M2M service layer 22, there is the M2M service layer

22' in the Infrastructure Domain. M2M service layer 22' provides services for the M2M

application 20' and the underlying communication network 12 in the infrastructure domain.

M2M service layer 22' also provides services for the M2M gateways 14 and M2M terminal

devices 18 in the field domain. It will be understood that the M2M service layer 22' may

communicate with any number of M2M applications, M2M gateways and M2M devices. The

M2M service layer 22' may interact with a service layer by a different service provider. The

M2M service layer 22' by one or more nodes of the network, which may comprises servers,

computers, devices, virtual machines (e.g., cloud computing/storage farms, etc.) or the like.

[0310] Referring also to Figure 3IB, the M2M service layers 22 and 22' provide a core

set of service delivery capabilities that diverse applications and verticals can leverage. These

service capabilities enable M2M applications 20 and 20' to interact with devices and perform

functions such as data collection, data analysis, device management, security, billing,

service/device discovery etc. Essentially, these service capabilities free the applications of the

burden of implementing these functionalities, thus simplifying application development and

reducing cost and time to market. The service layers 22 and 22' also enable M2M applications

20 and 20' to communicate through networks 12 in connection with the services that the service

layers 22 and 22' provide.

[0311] The methods of the present application may be implemented as part of a service

layer 22 and 22'. The service layer 22 and 22' is a software middleware layer that supports

value-added service capabilities through a set of Application Programming Interfaces (APIs) and



underlying networking interfaces. Both ETSI M2M and oneM2M use a service layer that may

contain the connection methods of the present application. ETSI M2M's service layer is referred

to as the Service Capability Layer (SCL) . The SCL may be implemented within an M2M device

(where it is referred to as a device SCL (DSCL)), a gateway (where it is referred to as a gateway

SCL (GSCL)) and/or a network node (where it is referred to as a network SCL (NSCL)). The

oneM2M service layer supports a set of Common Service Functions (CSFs) (i.e. service

capabilities). An instantiation of a set of one or more particular types of CSFs is referred to as a

Common Services Entity (CSE) which can be hosted on different types of network nodes (e.g.

infrastructure node, middle node, application-specific node). Further, connection methods of the

present application can implemented as part of an M2M network that uses a Service Oriented

Architecture (SOA ) and/or a resource-oriented architecture (ROA) to access services such as

the connection methods of the present application.

[0312] In some embodiments, M2M applications 20 and 20' may be used in

conjunction with the disclosed systems and methods.. The M2M applications 20 and 20' may

include the applications that interact with the UE or gateway and may also be used in

conjunction with other disclosed systems and methods.

[0313] In one embodiment, the logical entities such as Client 102, RO 104, AS 106, RS

108, CAM 702, SAMs such as D-SAM 704, Sensors such as sensor 802, SAEF 1010, RLE

1008, RHE 1004, SCF 1006, DS 1002, Resource 1102, DHP 1104, AuthF 2102, MFAF 2104

PVF 2106, PF 2108, PS 2402, RD 2404 SAEP, RAP and logical entities to produce the GUIs of

Figures 29 and 30 may be hosted within a M2M service layer instance hosted by an M2M node,

such as an M2M server, M2M gateway, or M2M device, as shown in Figure 3IB. For example,

the logical entities such as Client 102, RO 104, AS 106, RS 108, CAM 702, SAMs such as D-

SAM 704, Sensors such as sensor 802, SAEF 1010, RLE 1008, RHE 1004, SCF 1006, DS 1002,

Resource 1102, DHP 1104, AuthF 2102, MFAF 2104 PVF 2106, PF 2108, PS 2402, RD 2404

SAEP, RAP and logical entities to produce the GUIs of Figures 29 and 30 may comprise an

individual service capability within the M2M service layer instance or as a sub-function within

an existing service capability.

[0314] The M2M applications 20 and 20' may include applications in various industries

such as, without limitation, transportation, health and wellness, connected home, energy

management, asset tracking, and security and surveillance. As mentioned above, the M2M

service layer, running across the devices, gateways, servers and other nodes of the system,

supports functions such as, for example, data collection, device management, security, billing,



location tracking/geofencing, device/service discovery, and legacy systems integration, and

provides these functions as services to the M2M applications 20 and 20'.

[0315] Generally, the service layers 22 and 22' define a software middleware layer that

supports value-added service capabilities through a set of Application Programming Interfaces

(APIs) and underlying networking interfaces. Both the ETSI M2M and oneM2M architectures

define a service layer. ETSI M2M's service layer is referred to as the Service Capability Layer

(SCL). The SCL may be implemented in a variety of different nodes of the ETSI M2M

architecture. For example, an instance of the service layer may be implemented within an M2M

device (where it is referred to as a device SCL (DSCL)), a gateway (where it is referred to as a

gateway SCL (GSCL)) and/or a network node (where it is referred to as a network SCL

(NSCL)). The oneM2M service layer supports a set of Common Service Functions (CSFs) (i.e.,

service capabilities). An instantiation of a set of one or more particular types of CSFs is referred

to as a Common Services Entity (CSE) which can be hosted on different types of network nodes

(e.g. infrastructure node, middle node, application-specific node). The Third Generation

Partnership Project (3GPP) has also defined an architecture for machine-type communications

(MTC). In that architecture, the service layer, and the service capabilities it provides, are

implemented as part of a Service Capability Server (SCS). Whether embodied in a DSCL,

GSCL, or NSCL of the ETSI M2M architecture, in a Service Capability Server (SCS) of the

3GPP MTC architecture, in a CSF or CSE of the oneM2M architecture, or in some other node of

a network, an instance of the service layer may be implemented as a logical entity (e.g., software,

computer-executable instructions, and the like) executing either on one or more standalone nodes

in the network, including servers, computers, and other computing devices or nodes, or as part of

one or more existing nodes. As an example, an instance of a service layer or component thereof

may be implemented in the form of software running on a network node (e.g., server, computer,

gateway, device or the like) having the general architecture illustrated in Figure 31C or Figure

3ID described below.

[0316] Further, logical entities such as Client 102, RO 104, AS 106, RS 108, CAM

702, SAMs such as D-SAM 704, Sensors such as sensor 802, SAEF 1010, RLE 1008, RHE

1004, SCF 1006, DS 1002, Resource 1102, DHP 1104, AuthF 2102, MFAF 2104 PVF 2106, PF

2108, PS 2402, RD 2404 SAEP, RAP and logical entities to produce the GUIs of Figures 29 and

30 can implemented as part of an M2M network that uses a Service Oriented Architecture (SOA

and/or a Resource-Oriented Architecture (ROA) to access services of the present application.

[0317] Figure 31C is a block diagram of an example hardware/software architecture of

a M2M network node 30, such as an M2M device 18, an M2M gateway 14, an M2M server, or



the like. The node 30 can execute or include logical entities such as Client 102, RO 104, AS

106, RS 108, CAM 702, SAMs such as D-SAM 704, Sensors such as sensor 802, SAEF 1010,

RLE 1008, RHE 1004, SCF 1006, DS 1002, Resource 1102, DHP 1104, AuthF 2102, MFAF

2104 PVF 2106, PF 2108, PS 2402, RD 2404 SAEP, RAP and logical entities to produce the

GUIs of Figures 29 and 30. The device 30 can be part of an M2M network as shown in Figure

31A-B or part of a non-M2M network. As shown in Figure 31C, the M2M node 30 may include

a processor 32, non-removable memory 44, removable memory 46, a speaker/microphone 38, a

keypad 40, a display, touchpad, and/or indicators 42, a power source 48, a global positioning

system (GPS) chipset 50, and other peripherals 52. The node 30 may also include

communication circuitry, such as a transceiver 34 and a transmit/receive element 36. It will be

appreciated that the M2M node 30 may include any sub-combination of the foregoing elements

while remaining consistent with an embodiment. This node may be a node that implements the

SMSF functionality described herein.

[0318] The processor 32 may be a general purpose processor, a special purpose

processor, a conventional processor, a digital signal processor (DSP), a plurality of

microprocessors, one or more microprocessors in association with a DSP core, a controller, a

microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate

Array (FPGAs) circuits, any other type of integrated circuit (IC), a state machine, and the like. In

general, the processor 32 may execute computer-executable instructions stored in the memory

(e.g., memory 44 and/or memory 46) of the node in order to perform the various required

functions of the node. For example, the processor 32 may perform signal coding, data

processing, power control, input/output processing, and/or any other functionality that enables

the M2M node 30 to operate in a wireless or wired environment. The processor 32 may run

application-layer programs (e.g., browsers) and/or radio access-layer (RAN) programs and/or

other communications programs. The processor 32 may also perform security operations such as

authentication, security key agreement, and/or cryptographic operations, such as at the access-

layer and/or application layer for example.

[0319] As shown in Figure 31C, the processor 32 is coupled to its communication

circuitry (e.g., transceiver 34 and transmit/receive element 36). The processor 32, through the

execution of computer executable instructions, may control the communication circuitry in order

to cause the node 30 to communicate with other nodes via the network to which it is connected.

In particular, the processor 32 may control the communication circuitry in order to perform the

transmitting and receiving steps described herein and in the claims. While Figure 31C depicts the



processor 32 and the transceiver 34 as separate components, it will be appreciated that the

processor 32 and the transceiver 34 may be integrated together in an electronic package or chip.

[0320] The transmit/receive element 36 may be configured to transmit signals to, or

receive signals from, other M2M nodes, including M2M servers, gateways, device, and the like.

For example, in an embodiment, the transmit/receive element 36 may be an antenna configured

to transmit and/or receive RF signals. The transmit/receive element 36 may support various

networks and air interfaces, such as WLAN, WPAN, cellular, and the like. In an embodiment,

the transmit/receive element 36 may be an emitter/detector configured to transmit and/or receive

IR, UV, or visible light signals, for example. In yet another embodiment, the transmit/receive

element 36 may be configured to transmit and receive both RF and light signals. It will be

appreciated that the transmit/receive element 36 may be configured to transmit and/or receive

any combination of wireless or wired signals.

[0321] In addition, although the transmit/receive element 36 is depicted in Figure 31C

as a single element, the M2M node 30 may include any number of transmit/receive elements 36.

More specifically, the M2M node 30 may employ MIMO technology. Thus, in an embodiment,

the M2M node 30 may include two or more transmit/receive elements 36 (e.g., multiple

antennas) for transmitting and receiving wireless signals.

[0322] The transceiver 34 may be configured to modulate the signals that are to be

transmitted by the transmit/receive element 36 and to demodulate the signals that are received by

the transmit/receive element 36. As noted above, the M2M node 30 may have multi-mode

capabilities. Thus, the transceiver 34 may include multiple transceivers for enabling the M2M

node 30 to communicate via multiple RATs, such as UTRA and IEEE 802. 11, for example.

[0323] The processor 32 may access information from, and store data in, any type of

suitable memory, such as the non-removable memory 44 and/or the removable memory 46. For

example, the processor 32 may store session context in its memory, as described above. The non

removable memory 44 may include random-access memory (RAM), read-only memory (ROM),

a hard disk, or any other type of memory storage device. The removable memory 46 may

include a subscriber identity module (SIM) card, a memory stick, a secure digital (SD) memory

card, and the like. In other embodiments, the processor 32 may access information from, and

store data in, memory that is not physically located on the M2M node 30, such as on a server or a

home computer. The processor 32 may be configured to control lighting patterns, images, or

colors on the display or indicators 42 to reflect the status of an M2M service layer session

migration or sharing or to obtain input from a user or display information to a user about the

node's session migration or sharing capabilities or settings. In another example, the display may



show information with regard to a session state. The current disclosure defines a RESTful

user/application API in the oneM2M embodiment. A graphical user interface, which may be

shown on the display, may be layered on top of the API to allow a user to interactively establish

and manage an E2E session, or the migration or sharing thereof, via the underlying service layer

session functionality described herein.

[0324] The processor 32 may receive power from the power source 48, and may be

configured to distribute and/or control the power to the other components in the M2M node 30.

The power source 48 may be any suitable device for powering the M2M node 30. For example,

the power source 48 may include one or more dry cell batteries (e.g., nickel-cadmium (NiCd),

nickel-zinc (NiZn), nickel metal hydride (NiMH), lithium-ion (Li-ion), etc.), solar cells, fuel

cells, and the like.

[0325] The processor 32 may also be coupled to the GPS chipset 50, which is

configured to provide location information (e.g., longitude and latitude) regarding the current

location of the M2M node 30. It will be appreciated that the M2M node 30 may acquire location

information by way of any suitable location-determination method while remaining consistent

with an embodiment.

[0326] The processor 32 may further be coupled to other peripherals 52, which may

include one or more software and/or hardware modules that provide additional features,

functionality and/or wired or wireless connectivity. For example, the peripherals 52 may include

various sensors such as an accelerometer, biometrics (e.g., figure print) sensors, an e-compass, a

satellite transceiver, a digital camera (for photographs or video), a universal serial bus (USB)

port or other interconnect interfaces, a vibration device, a television transceiver, a hands free

headset, a Bluetooth® module, a frequency modulated (FM) radio unit, a digital music player, a

media player, a video game player module, an Internet browser, and the like.

[0327] The node 30 may be embodied in other apparatuses or devices, such as a sensor,

consumer electronics, a wearable device such as a smart watch or smart clothing, a medical or

eHealth device, a robot, industrial equipment, a drone, a vehicle such as a car, truck, train, or

airplane. The node 30 may connect to other components, modules, or systems of such

apparatuses or devices via one or more interconnect interfaces, such as an interconnect interface

that may comprise one of the peripherals 52. Alternately, the node 30 may comprise apparatuses

or devices, such as a sensor, consumer electronics, a wearable device such as a smart watch or

smart clothing, a medical or eHealth device, a robot, industrial equipment, a drone, a vehicle

such as a car, truck, train, or airplane.



[0328] Figure 3ID is a block diagram of an exemplary computing system 90 which

may also be used to implement one or more nodes of an M2M network, such as an M2M server,

gateway, device, or other node. Computing system 90 may comprise a computer or server and

may be controlled primarily by computer readable instructions, which may be in the form of

software, wherever, or by whatever means such software is stored or accessed. Computing

system 90 can execute or include logical entities such as Client 102, RO 104, AS 106, RS 108,

CAM 702, SAMs such as D-SAM 704, Sensors such as sensor 802, SAEF 1010, RLE 1008,

RHE 1004, SCF 1006, DS 1002, Resource 1102, DHP 1104, AuthF 2102, MFAF 2104 PVF

2106, PF 2108, PS 2402, RD 2404 SAEP, RAP and logical entities to produce the GUIs of

Figures 29 and 30. Computing system 90 can be an M2M device, user equipment, gateway,

UE/GW or any other nodes including nodes of the mobile care network, service layer network

application provider, terminal device 18 or an M2M gateway device 14 for example. Such

computer readable instructions may be executed within a processor, such as central processing

unit (CPU) 91, to cause computing system 90 to do work. In many known workstations, servers,

and personal computers, central processing unit 9 1 is implemented by a single-chip CPU called a

microprocessor. In other machines, the central processing unit 9 1 may comprise multiple

processors. Coprocessor 8 1 is an optional processor, distinct from main CPU 91, that performs

additional functions or assists CPU 91. CPU 9 1 and/or coprocessor 8 1 may receive, generate,

and process data related to the disclosed systems and methods for E2E M2M service layer

sessions, such as receiving session credentials or authenticating based on session credentials.

[0329] In operation, CPU 9 1 fetches, decodes, and executes instructions, and transfers

information to and from other resources via the computer's main data-transfer path, system bus

80. Such a system bus connects the components in computing system 90 and defines the

medium for data exchange. System bus 80 typically includes data lines for sending data, address

lines for sending addresses, and control lines for sending interrupts and for operating the system

bus. An example of such a system bus 80 is the PCI (Peripheral Component Interconnect) bus.

[0330] Memories coupled to system bus 80 include random access memory (RAM) 82

and read only memory (ROM) 93. Such memories include circuitry that allows information to

be stored and retrieved. ROMs 93 generally contain stored data that cannot easily be modified.

Data stored in RAM 82 can be read or changed by CPU 9 1 or other hardware devices. Access to

RAM 82 and/or ROM 93 may be controlled by memory controller 92. Memory controller 92

may provide an address translation function that translates virtual addresses into physical

addresses as instructions are executed. Memory controller 92 may also provide a memory

protection function that isolates processes within the system and isolates system processes from



user processes. Thus, a program running in a first mode can access only memory mapped by its

own process virtual address space; it cannot access memory within another process's virtual

address space unless memory sharing between the processes has been set up.

[0331] In addition, computing system 90 may contain peripherals controller 83

responsible for communicating instructions from CPU 9 1 to peripherals, such as printer 94,

keyboard 84, mouse 95, and disk drive 85.

[0332] Display 86, which is controlled by display controller 96, is used to display

visual output generated by computing system 90. Such visual output may include text, graphics,

animated graphics, and video. Display 86 may be implemented with a CRT-based video display,

an LCD-based flat-panel display, gas plasma-based flat-panel display, or a touch-panel. Display

controller 96 includes electronic components required to generate a video signal that is sent to

display 86.

[0333] Further, computing system 90 may contain communication circuitry, such as for

example a network adaptor 97, that may be used to connect computing system 90 to an external

communications network, such as network 12 of Figure 3 1A and Figure 3IB, to enable the

computing system 90 to communicate with other nodes of the network.

[0334] User equipment (UE) can be any device used by an end-user to communicate. It

can be a hand-held telephone, a laptop computer equipped with a mobile broadband adapter, or

any other device. For example, the UE can be implemented as the M2M terminal device 18 of

Figures 3 1 A-B or the device 30 of Figure 3 1 C .

[0335] It is understood that any or all of the systems, methods, and processes described

herein may be embodied in the form of computer executable instructions (i.e., program code)

stored on a computer-readable storage medium which instructions, when executed by a machine,

such as a node of an M2M network, including for example an M2M server, gateway, device or

the like, perform and/or implement the systems, methods and processes described herein.

Specifically, any of the steps, operations or functions described above, including the operations

of the gateway, UE, UE/GW, or any of the nodes of the mobile core network, service layer or

network application provider, may be implemented in the form of such computer executable

instructions. Logical entities such as Client 102, RO 104, AS 106, RS 108, CAM 702, SAMs

such as D-SAM 704, Sensors such as sensor 802, SAEF 1010, RLE 1008, RHE 1004, SCF

1006, DS 1002, Resource 1102, DHP 1104, AuthF 2102, MFAF 2104 PVF 2106, PF 2108, PS

2402, RD 2404 SAEP, RAP and logical entities to produce the GUIs of Figures 29 and 30 may

be embodied in the form of the computer executable instructions stored on a computer-readable

storage medium. Computer readable storage media include both volatile and nonvolatile,



removable and non-removable media implemented in any non-transitory (i.e., tangible or

physical) method or technology for storage of information, but such computer readable storage

media do not includes signals. Computer readable storage media include, but are not limited to,

RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital versatile

disks (DVD) or other optical disk storage, magnetic cassettes, magnetic tape, magnetic disk

storage or other magnetic storage devices, or any other tangible or physical medium which can

be used to store the desired information and which can be accessed by a computer.

[0336] In describing preferred embodiments of the subject matter of the present

disclosure, as illustrated in the Figures, specific terminology is employed for the sake of clarity.

The claimed subject matter, however, is not intended to be limited to the specific terminology so

selected, and it is to be understood that each specific element includes all technical equivalents

that operate in a similar manner to accomplish a similar purpose.

[0337] This written description uses examples to disclose the invention, including the

best mode, and also to enable any person skilled in the art to practice the invention, including

making and using any devices or systems and performing any incorporated methods. The

patentable scope of the invention is defined by the claims, and may include other examples that

occur to those skilled in the art. Such other examples are intended to be within the scope of the

claims if they have elements that do not differ from the literal language of the claims, or if they

include equivalent elements with insubstantial differences from the literal language of the claims



What is Claimed:

1. A apparatus comprising a processor and a memory, the apparatus further including

computer-executable instructions stored in the memory of the apparatus which, when executed

by the processor of the apparatus, cause the apparatus to:

obtain information about a resource from a resource listing, the information being related

to authorization;

evaluate the information;

interact with a server so that the server can determine whether a client at the apparatus is

authorized; and

if the server authorizes, access the resource at another server.

2 . The apparatus of claim 1, wherein the information related to authorization includes whether

proxy authentication is allowed.

3 . The apparatus of claim 1, wherein the information related to authorization includes a list of

supported models.

4 . The apparatus of claim 1, wherein the interaction with the server allows the server to

determine if the client is the entity that it claims it to be.

5 . The apparatus of claim 1, wherein the interaction with the server allows the server to

determine whether the client follows appropriate security behavior.

6 . The apparatus of claim 1, wherein the server checks if any necessary payment has been made

before any authorization.

7 . A apparatus comprising a processor and a memory, the apparatus further including

computer-executable instructions stored in the memory of the apparatus which, when executed

by the processor of the apparatus, cause the apparatus to:

obtain data from a data source;

determine a security classification of the data;

send an indication of the data to a listing server ; and



receive a request from a client for the data.

8 . The apparatus of claim 7, wherein the apparatus provides data to the client if authorized.

9 . The apparatus of claim 7, wherein the apparatus determines security information . .

10. The apparatus of claim 9, wherein the apparatus uploads onto the listing server a Unique

Resource Identifier (URI) of the resource, and security information associated with the resource.

11. A method for use by a apparatus, wherein the apparatus comprises a processor and

memory, and wherein the apparatus further includes computer-executable instructions stored in

the memory which, when executed by the processor, perform functions of a method comprising:

obtaining information about a resource from a resource listing, the information being

related to authorization;

evaluating the information;

interacting with a server so that the server can determine whether a client at the apparatus

is authorized; and

if the server authorizes, access the resource at another server.

12. The method of claim 11, wherein the information related to authorization includes whether

proxy authentication is allowed.

13. The method of claim 11, wherein the information related to authorization includes a list of

supported models.

14. The method of claim 11, wherein the interaction with the server allows the server to

determine if the client is the entity that it claims it to be.

15. The method of claim 11, wherein the interaction with the server allows the server to

determine whether the client follows appropriate security behavior.

16. The method of claim 11, wherein the server checks if any necessary payment has been made

before any authorization.



17 . A method for use by a apparatus, wherein the apparatus comprises a processor and

memory, and wherein the apparatus further includes computer-executable instructions stored in

the memory which, when executed by the processor, perform functions of a method comprising:

obtaining data from a data source;

determining a security classification of the data;

sending an indication of the data to a listing server ; and

receiving a request from a client for the data.

18 . The method of claim 17, wherein the apparatus provides data to the client if authorized.

19 . The method of claim 17, wherein the indication of the data is security information associated

with the resource.

20. The method of claim 19, wherein the security information associated with the resource and a

a Unique Resource Identifier (URI) of the resource is sent to the listing server.
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