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OPIOID MANAGEMENT SYSTEM

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Patent Application Serial No.
15/626,045, filed on June 16, 2017, entitled “OPIOID MANAGEMENT SYSTEM”, the contents

of which is incorporated by reference herewith in its entirety.

TECHNICAL FIELD

[0002] The subject matter described herein relates generally to the dispensation of

pharmaceuticals and more specifically to a management system for injectable opioids.

BACKGROUND

[0003] Opioid pain medications, such as morphine, hydromorphone, and fentanyl, are
typically administered in single doses by medical professionals via intramuscular injections. By
contrast, patient-controlled analgesia pumps provide patients direct control over the delivery of
opioid pain medications. A patient-controlled analgesia pump is a computerized pump that
houses a reservoir of containing multiple doses of opioid pain medication and is connected
directly to a patient’s vein. The patient-controlled analgesia pump may be configured to deliver
a constant flow of opioid pain medication to the patient. Alternatively and/or additionally, the
patient-controlled analgesia pump may allow the patient to self-administer individual doses of

opioid pain medication on an as-needed basis.

SUMMARY

[0004] Systems, methods, and articles of manufacture, including computer program

products, are provided for detecting diversion of an opioid pain medication. In one aspect, there
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is provided a system. The system may include at least one data processor and at least one
memory. The at least one memory may store instructions that result in operations when executed
by the at least one data processor. The operations may include: determining, based on location
data from a positioning system, a presence of a cartridge at a location, the cartridge including a
substance; determining, based on content data from a content meter at the location, a quantity of
the substance in the cartridge; and detecting, based on the cartridge being present at the location

and/or the quantity, a diversion of the substance included in the cartridge.

[0005] In some variations, one or more features disclosed herein including the
following features can optionally be included in any feasible combination. The quantity may be
determined by at least measuring, by the content meter, a volume of a liquid in the cartridge

and/or a concentration of the substance in the liquid.

[0006] In some variations, the substance may be a controlled substance and/or an

opioid pain medication.

[0007] In some variations, diversion may be detected based on the cartridge having
been handled by an individual in response to determining that the individual is not authorized to
handle the cartridge. The individual may not be authorized based on the individual not being

associated with a patient who is prescribed the substance.

[0008] In some variations, an individual responsible for the diversion may be identified
in response to detecting the diversion. The individual may be identified based on identification
information. The individual may be identified by at least querying a database including a record.

The record may indicate a time when the cartridge is checked into the location and/or checked
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out of the location. The record may further indicate that the individual checked the cartridge into

location and/or checked the cartridge out of the location.

[0009] In some variations, diversion may be detected based on a travel time between
the location and another location exceeding an expected travel time. The location may be a
pump for delivering the substance from the cartridge to a patient. The other location may be a
dispensation cabinet for storing the cartridge. Diversion may be detected based on a first
quantity measurement performed when the cartridge is inserted into the pump being less than a

second quantity measured when the cartridge is removed from the dispensation cabinet.

[0010] In some variations, diversion may be detected based on the location being a

detour from an expected travel path of the cartridge.

[0011] In another aspect, there is provided a pump. The pump may include: a content
meter configured to determine a quantity of a substance in a cartridge inserted into the pump; and
a reader configured to determine identification information of an individual who inserted the
cartridge into the pump and/or removed the cartridge from the pump. The pump may be
configured to deliver the substance from the cartridge to a patient. The pump may further be
configured to send, to a diversion controller, the quantity of the substance and/or the
identification information of the individual. The quantity of the substance and/or the
identification information of the individual may enable the diversion controller to detect a

diversion of the substance.

[0012] In some variations, the content meter may include a flow meter, a gravimeter,

and/or a refractometer. The pump may be a patient-controlled analgesic pump.
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[0013] In another aspect, there is provided a method. The method may include:
determining, by a content meter at a pump, a quantity of a substance in a cartridge inserted into
the pump; determining, by a reader at the pump, identification information of an individual who
inserted the cartridge into the pump and/or removed the cartridge from the pump; and sending, to
a diversion controller, the quantity of the substance and/or the identification information of the
individual, the quantity of the substance and/or the identification information of the individual

enabling the diversion controller to detect a diversion of the substance.

[0014] In another aspect, there is provided a cartridge. The cartridge may include: a
content meter configured to determine a quantity of a substance held in the cartridge; and a
position tracker configured to determine a location of the cartridge. The cartridge may be
configured to send, to a diversion controller, the quantity of the substance and/or the location of
the cartridge. The quantity of the substance and/or the location of the cartridge may enable the

diversion controller to detect a diversion of the substance.

[0015] In some variations, the apparatus may further include an identification tag
including an identifier for the apparatus. The location of the apparatus may be further

determined based on one or more scans of the identification tag.

[0016] In another aspect, there is provided a method. The method may include:
determining, by a content meter at a cartridge, a quantity of a substance held in the cartridge;
determining, by a position tracker at the cartridge, a location of the cartridge; and sending, to a
diversion controller, the quantity of the substance and/or the location of the cartridge, the
quantity of the substance and/or the location of the cartridge enabling the diversion controller to

detect a diversion of the substance.
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[0017] Implementations of the current subject matter can include, but are not limited to,
methods consistent with the descriptions provided herein as well as articles that comprise a
tangibly embodied machine-readable medium operable to cause one or more machines (e.g.,
computers, etc.) to result in operations implementing one or more of the described features.
Similarly, computer systems are also described that may include one or more processors and one
or more memories coupled to the one or more processors. A memory, which can include a non-
transitory computer-readable or machine-readable storage medium, may include, encode, store,
or the like one or more programs that cause one or more processors to perform one or more of
the operations described herein. Computer implemented methods consistent with one or more
implementations of the current subject matter can be implemented by one or more data
processors residing in a single computing system or multiple computing systems. Such multiple
computing systems can be connected and can exchange data and/or commands or other
instructions or the like via one or more connections, including, for example, to a connection over
a network (e.g. the Internet, a wireless wide area network, a local area network, a wide area
network, a wired network, or the like), via a direct connection between one or more of the

multiple computing systems, etc.

[0018] The details of one or more variations of the subject matter described herein are
set forth in the accompanying drawings and the description below. Other features and
advantages of the subject matter described herein will be apparent from the description and
drawings, and from the claims. While certain features of the currently disclosed subject matter
are described for illustrative purposes in relation to web application user interfaces, it should be
readily understood that such features are not intended to be limiting. The claims that follow this

disclosure are intended to define the scope of the protected subject matter.
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DESCRIPTION OF DRAWINGS

[0019] The accompanying drawings, which are incorporated in and constitute a part of
this specification, show certain aspects of the subject matter disclosed herein and, together with
the description, help explain some of the principles associated with the disclosed

implementations. In the drawings,

[0020] FIG. 1 depicts a system diagram illustrating a opioid management system, in

accordance with some example embodiments;

[0021] FIG. 2 depicts a flowchart illustrating a custody chain, in accordance with some

example embodiments;

[0022] FIG. 3 depicts a block diagram illustrating a deployment of an indoor

positioning system, in accordance with some example embodiments;

[0023] FIG. 4 depicts a flowchart illustrating a process for detecting diversion of an

opioid pain medication, in accordance with some example embodiments; and

[0024] FIG. 5 depicts a block diagram illustrating a computing system, in accordance

with some example embodiments.

[0025] When practical, similar reference numbers denote similar structures, features, or

elements.

DETAILED DESCRIPTION

[0026] Patient-controlled analgesic pumps may allow patients to directly control the
delivery of opioid pain medication instead of having to rely on medical professionals to

administer the opioid pain medication via intramuscular injections. Unlike single-dose
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intramuscular injections administered by medical professionals, a patient-controlled analgesic
pump includes a cartridge that typically contains more doses of opioid pain medication than is
ultimately used by the patient. Given the high likelihood for surplus opioid pain medication and
a lack sufficient custodial oversight over such cartridges, opioid pain medication dispensed via
patient-controlled analgesic pumps may be especially susceptible to diversion. As used herein,
diversion may refer to a transfer and/or an attempt to transfer a controlled substance, such as an
opioid pain medication, to a third-party who is not legally authorized to receive, possess, and/or
consume the controlled substance. For example, the third party may not be a patient having a
valid prescription for the controlled substance. Diversion of an opioid pain medication may
occur at any point in time including, for example, during the compounding, dispensation,

administration, and/or wasting of the opioid pain medication.

[0027] Thus, in some example embodiments, an opioid management system may be
configured to establish a custody chain for cartridges containing opioid pain medication.
Diversion of opioid pain medication may be detected based on the custody chain for the opioid
pain medication cartridges. Establishing the chain for cartridges containing opioid pain

medication may reduce and/or eliminate opportunities for diversion.

[0028] In some example embodiments, the opioid management system may establish a
custody chain for a cartridge of opioid pain medication by tracking the location the cartridge.
For example, the custody chain may include location data indicative of the movement of the
cartridge within a facility such as, for example, a pharmacy, compounding pharmacy, a hospital,
and/or the like. The custody chain may further include location data indicative of the movement
of the cartridge between facilities such as, for example, when the cartridge is transported from a

compounding pharmacy to a hospital. Alternatively and/or additionally, the opioid management



WO 2018/231801 PCT/US2018/037069

system may establish the custody chain for the cartridge by tracking the contents of the cartridge.
For example, the custody chain may include data indicative of the quantity, such as volume
and/or concentration, of opioid pain medication in the cartridge at various points during the
compounding, dispensation, administration, and/or wasting of the opioid pain medication.
Furthermore, the opioid management system may establish the custody chain for the cartridge by
tracking the identities of the individuals handling the cartridge. For instance, the custody chain
may include identification information such as, for example, biometric data, identification
numbers, and/or passcodes, that identify one or more individuals who compounded, dispensed,
administered, and/or disposed of the opioid pain medication in the cartridge. The opioid
management system may detect diversion when the custody chain for the cartridge indicates
anomalies with respect to the movement of the cartridge, the content of the cartridge, and/or the

individuals who handled the cartridge.

[0029] For clarity and conciseness, various embodiments of the present disclosure are
described with respect to opioids and/or opioid pain medications. However, it should be
appreciated that various embodiments of the present disclosure may be applicable to other

substances instead of, and/or in addition to, opioids and/or opioid pain medications.

[0030] FIG. 1 depicts a system diagram illustrating an opioid management system 100,
in accordance with some example embodiments. The opioid management system 100 may
include a diversion controller 110, a cartridge 120, a pump 130, a dispensation cabinet 140, an
indoor positioning system 150, and a wasting site 160. The diversion controller 110, the
cartridge 120, the pump 130, the dispensation cabinet 140, the indoor positioning system 150,
and/or the wasting site 160 may be communicatively coupled via a network 170. The network

170 may be any wired and/or wireless network including, for example, a public land mobile



WO 2018/231801 PCT/US2018/037069

network (PLMN), a local area network (LAN), a wide area network (WAN), the Internet, and/or

the like.

[0031] The cartridge 120 may be configured to include an opioid pain medication such
as morphine, hydromorphone, fentanyl, and/or the like. It should be appreciated that the
cartridge 120 may be a syringe, a vial, an intravenous (IV) bag, and/or any other appropriate
form factor. In some example embodiments, the cartridge 120 may be inserted into the pump
130, which may be a patient-controlled analgesic pump configured to deliver the opioid pain
medication on demand to a patient via a direct connection to the patient’s vein. However, the
opioid pain medication in the cartridge 120 may be delivered via a different mechanism instead

of and/or in addition to the pump 130.

[0032] The pump 130 may deliver a constant flow of the opioid pain medication and/or
allow the patient to self-administer individual doses of the opioid pain medication. As noted,
diversion of an opioid pain medication may occur at any point in time such as, for example,
during the compounding, dispensation, administration, and/or wasting of the opioid pain
medication. Thus, in some example embodiments, the diversion controller 110 may be
configured to detect diversion of the opioid pain medication by establishing a custody chain for
the cartridge 120. The diversion controller 110 may detect diversion when the custody chain for
the cartridge 120 indicates one or more anomalies with respect to the movement of the cartridge

120, the content of the cartridge 120, and/or the individuals who handled the cartridge 120.

[0033] FIG. 2 depicts a flowchart illustrating a custody chain 200, in accordance with
some example embodiments. Referring to FIGS. 1 and 2, the diversion controller 110 may track
the cartridge 120 by establishing the custody chain 200. The custody chain 200 may include data

indicative of the movement of the cartridge 120, the content of the cartridge 120, and/or the
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individuals who have handled the cartridge 120 during compounding, dispensation,

administration, and/or wasting.

[0034] As shown in FIG. 2, the cartridge 120 may originate at a compounding facility
210 (e.g., a compounding pharmacy) where the cartridge 120 is filled with an opioid pain
medication. The cartridge 120 may subsequently be transferred from the compounding facility
210 to a treatment facility 220 (e.g., a hospital). At the treatment facility 220, the cartridge 120
may initially be stored in the dispensation cabinet 140. Dispensing the opioid pain medication
may include removing the cartridge 120 from the dispensation cabinet 140. The opioid pain
medication may then be administered to a patient by inserting the cartridge 120 into the pump
130. It should be appreciated that the cartridge 120 may contain multiple doses (e.g., 30 to 150)
of the opioid pain medication while only a portion of these doses may be delivered to the patient
via the pump 130. Accordingly, when the cartridge 120 is removed from the pump 130, any
doses of the opioid pain medication that remain in the cartridge 120 may be wasted at the
wasting site 160. As used herein, wasting may refer to a procedure for disposing a controlled
substance such as opioid pain medication. For instance, the procedure for wasting may be

subject to state and/or federal regulations that require, for example, the presence of a witness.

[0035] Diversion of an opioid pain medication may occur at any point in time
including, for example, during the compounding, dispensation, administration, and/or wasting of
the opioid pain medication. For example, referring again to FIG. 2, diversion of the opioid pain
medication may occur in the interim between when the cartridge 120 is removed from the
dispensation cabinet 140 and when the cartridge 120 is inserted into the pump 130. Here, a
portion of the opioid pain medication may be removed from the cartridge 120 and replaced by

another substance that is visually indistinguishable from the opioid pain medication.

10



WO 2018/231801 PCT/US2018/037069

Alternatively and/or additionally, diversion of the opioid pain medication may occur after the
cartridge 120 is removed from the pump 130. The doses of the opioid pain medication
remaining in the cartridge 120 may be diverted instead of being properly wasted at the wasting
site 160. Thus, according to some example embodiments, the diversion controller 110 may
detect diversion based on the custody chain 200. In particular, the diversion controller 110 may
detect diversion when the custody chain 200 include any anomalies with respect to the
movement of the cartridge 120, the contents of the cartridge 120, and/or the individuals who

handled the cartridge 120.

[0036] As noted, the custody chain 200 may include data indicative of the movement of
the cartridge 120 during the compounding, dispensation, administration, and/or wasting of the
opioid pain medication contained in the cartridge 120. The cartridge 120 may be tracked using
an identification tag 122 included with the cartridge 120. For example, the identification tag 122
may be, for example, a barcode, a quick response (QR) code, a radio frequency identification
(RFID) tag, and/or the like. The identification tag 122 may store data that uniquely identifies the
cartridge 120. Furthermore, the identification tag 122 may store data identifying the patient who
is prescribed the opioid pain medication contained in the cartridge 120. In some example
embodiments, the identification tag 122 may be scanned and/or tracked at various points during
the compounding, dispensation, administration, and/or wasting of the opioid pain medication
contained in the cartridge 120. Scanning the identification tag 122 may generate a digital record
that becomes a part of the custody chain 200 for the cartridge 120. For instance, this record may
indicate when and where the identification tag 122 is scanned. The record may also indicate one
or more actions taken with respect to the cartridge 120 such as, for example, whether the

cartridge 1s being checked into a location and/or checked out of a location. Furthermore, the

11
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record may indicate the individual taking the action with respect to the cartridge 120. These
records may reflect the movement of the cartridge 120 between two or more locations. It should
be appreciated that the diversion controller 110 may store at least some of these records at a

database 115 coupled with the diversion controller 110.

[0037] To illustrate, the identification tag 122 may be scanned when the cartridge 120
is placed into and/or removed from the dispensation cabinet 140. Here, scanning the
identification tag 122 may generate a record indicating a checkout of the cartridge 120 from the
dispensation cabinet 140 at a first time t;. The identification tag 122 may also be scanned when
the cartridge 120 is inserted into the pump 130. Scanning the identification tag 122 here may
generate a different record indicating a checkin of the cartridge 120 at the pump 130 at a second
time t,. Similarly, the identification tag 122 may be scanned when the cartridge 120 is removed
from the pump 130. Scanning the identification tag 122 here may generate a record indicating a
checkout of the cartridge 120 at the pump 130 at a third time t3. Furthermore, the identification
tag 122 may be scanned when any remaining doses of the opioid pain medication is wasted at the
wasting site 160. Scanning the identification tag 122 here may generate a record indicating the

cartridge 120 being checked in at the wasting site 160 at a fourth time t,.

[0038] It should be appreciated that these records may include identification
information for the one or more individual handling the cartridge 120 at each of the first time ¢4,
the second time t,, the third time t5, and/or the fourth time t,. This identification information
may be provided when the identification tag 122 is scanned during a checkin and/or a checkout
at the dispensation cabinet 140, the pump 130, and/or the wasting site 160. For example, along
with scanning the identification tag 122, the individual handling the cartridge 120 at the time

may also be required to input an identification number, a passcode, and/or biometric data that

12
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uniquely identify the individual. Based on this identification information, the diversion
controller 110 may identify the one or more individuals who removed the cartridge 120 from the
dispensation cabinet 140 at the first time t;, inserted the cartridge 120 into the pump 130 at the
second time t,, removed the cartridge 120 from the pump 130 at the third time t3, and/or wasted

the remaining doses of opioid pain medication at the wasting site 160 at the fourth time t,.

[0039] Alternatively and/or additionally, the movement of the cartridge 120 may also
be tracked based on positioning system coordinates of the cartridge 120 including, for example,
global positioning system (GPS) coordinates and/or indoor positioning coordinates. In addition
to and/or instead of the identification tag 122, the cartridge 120 may also include a position
tracker 124. The position tracker 124 may be configured to determine one or more global
positioning system coordinates of the cartridge 120. These global positioning system
coordinates may be part of the custody chain 200 and may enable the diversion controller 110 to
track the movement of the cartridge 120 between facilities such as, for example, when the
cartridge 120 is transferred from the compounding facility 210 to the treatment facility 220. It
should be appreciated that the indoor movements of the cartridge 120 (e.g., within a facility) may
not be tracked based on global positioning system coordinates. As such, the position tracker 124
may be configured to interact with the indoor positioning system 150 to generate indoor
positioning coordinates for the cartridge 120. The indoor positioning coordinates may also be
part of the custody chain 200 and may enable the diversion controller 110 to track the movement
of the cartridge 120 within a facility such as, for example, the compounding facility 210 and/or
the treatment facility 220. At least some of the global positioning system coordinates and/or
indoor positioning coordinates tracking the movement of the cartridge 120 may be stored at the

database 115.

13
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[0040] In some example embodiments, the indoor positioning system 150 may include
a plurality of sensors deployed around the interiors of a facility such as, for example, the
compounding facility 210 and/or the treatment facility 220. The sensors may be configured to
detect a signal emitted by the position tracker 124. It should be appreciated that the position
tracker 124 may interact with the indoor positioning system 150 using any wireless technology
including, for example, radio frequency identification (RFID), near-field communication (NFC),
magnetic field, Wi-Fi, acoustic signal, and/or the like. The strength and/or the orientation of the
signal detected at the sensors may enable the indoor positioning system 150 to generate one or
more indoor positioning coordinates indicative of the location of the cartridge 120 within a

facility such as, for example, the compounding facility 210 and/or the treatment facility 220.

[0041] To further illustrate, FIG. 3 depicts a block diagram illustrating a deployment of
the indoor positioning system 150, in accordance with some example embodiments. Referring to
FIGS. 1-3, the indoor positioning system 150 may be deployed at the treatment facility 220. For
example, as shown in FIG. 3, the indoor positioning system 150 may include a plurality of
sensors including, for example, a first sensor S;, a second sensor S,, a third sensor S3, a fourth
sensor S, a fifth sensor S5, and a sixth sensor Sg. As shown in FIG. 3, these sensors may be
deployed at different areas around the treatment facility 220 such as, for example, near the
dispensation cabinet 140, the pump 130, and/or the wasting site 160. In some example
embodiments, the position tracker 124 may send a periodic polling signal that includes a unique
identifier associated with the cartridge 120. Meanwhile, the sensors may be configured to detect
the polling signals emitted by the cartridge 120 as the cartridge 120 moves around within the
treatment facility 220. The indoor positioning system 150 may determine one or more indoor

positioning coordinates indicative of the location of the cartridge 120 within the treatment

14
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facility 220 based on a strength and/or an orientation of the signal detected at the first sensor Sy,
the second sensor S,, the third sensor S5, the fourth sensor S, the fifth sensor S, and/or the sixth

sensor Sg.

[0042] Data associated with the identification tag 122 and/or the position tracker 124
may enable the diversion controller 110 to track the movement of the cartridge 120 between one
or more locations within the facility. For example, based on this data, the diversion controller
110 may determine that the cartridge 120 was at the dispensation cabinet 140 before being
moved to the pump 130. The cartridge 120 may then move from the pump 130 to the wasting
site 160. As noted earlier, the movement of the cartridge 120 between one or more locations
within the treatment facility 220 may be part of the custody chain 200 of the cartridge 120. The
diversion controller 110 may detect diversion based on the presence of any anomalies in this
custody chain 200 including, for example, anomalies with respect to the movement of the

cartridge 120 between two or more locations.

[0043] One example of an anomaly in the movement of the cartridge 120 may be an
abnormally long travel time from one location to another location. For example, the diversion
controller 110 may detect diversion if the travel time between two locations exceeds an expected
travel time. Data indicative of the expected travel times between different locations within a
facility (e.g., the compounding facility 210, the treatment facility 220) may be stored at the
database 115. These expected travel times may be determined based on an average travel time
between different locations. In some example embodiments, the travel time between two
locations may correspond to a quantity of time that elapses between when the cartridge 120 is
checked out of one location and when the cartridge 120 is subsequently checked into the next

location. For instance, the diversion controller 110 may detect diversion when a quantity of

15
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elapsed time between when the cartridge 120 is removed from the dispensation cabinet 140 and
when the cartridge 120 is inserted into the pump 130 exceeds a threshold value. That is, the
diversion controller 110 may detect diversion if a difference between the first time ¢; and the
second time t, exceeds the threshold value. Alternatively and/or additionally, the diversion
controller 110 may detect diversion when a quantity of elapsed time between when the cartridge
120 1s removed from the pump 130 and when the cartridge 120 arrived at the wasting site 160
exceeds the threshold value. Here, the diversion controller 110 may detect diversion if the

difference between the third time t; and the fourth time t, exceeds the threshold value.

[0044] Another example of an anomaly in the movement of the cartridge 120 may be a
detour in an expected travel path of the cartridge 120. In some example embodiments, the
database 115 may store data indicative of one or more expected travel paths of the cartridge 120.
For instance, the one or more expected travel path may be determined based on the shortest paths
between different locations, the most frequently used paths between different locations, and/or
any other paths stored in the database 115. The diversion controller 110 may detect diversion if
the diversion controller 110 determines that the cartridge 120 has detoured from these expected
travel paths. For example, the expected travel path for the cartridge 120 may include moving
from the dispensation cabinet to the pump 130 then to the wasting site 160. A detour from this
expected travel path may include the cartridge 120 being present at one or more locations that are
not part of the expected travel path. For example, the diversion controller 110 may detect
diversion if the cartridge 120 moves from the dispensation cabinet 140 to the locker room 310
and/or the office 320 instead of moving directly from the dispensation cabinet 140 to the pump
130. Alternately and/or additionally, a detour from the expected travel path may include the

cartridge 120 moving to a location in the expected travel path in a different order than the order
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indicated by the expected travel path. To illustrate, the diversion controller 110 may detect
diversion if the cartridge 120 moves from the dispensation cabinet 140 to the wasting site 160

instead of moving from the dispensation cabinet 140 to the pump 130.

[0045] The identification tag 122 associated with the cartridge 120 may provide data
identifying the patient who is prescribed the opioid pain medication contained in the cartridge
120. The pump 130 may also be associated with this specific patient. Furthermore, this patient
may be under the care of one or more specific medical professionals including, for example,
physicians and/or nurses. Thus, the diversion controller 110 may detect diversion if the
individual who removed the cartridge 120 from the dispensation cabinet 140 is not one of the
medical professionals assigned to care for the patient associated with the cartridge 120. For
example, as noted, this individual may be required to enter identification information such as, for
example, biometric data, an identification number, and/or a passcode when removing the
cartridge 120 from the dispensation cabinet 140. The diversion controller 110 may detect
diversion of the identification information provided by the individual does not match the
identification information associated with the medical professionals assigned to care for the
patient associated with the cartridge 120. Alternatively and/or additionally, the diversion
controller 110 may also detect diversion if the cartridge 120 is inserted into a different patient-
controlled analgesic pump and not the pump 130 associated with the patient. It should be
appreciated that data indicative of the associations between patients, cartridges, patient-
controlled analgesic pumps, and/or medical professionals may be stored at the database 115. As
such, the diversion controller 110 may query the database 115 in order to determine whether the
cartridge 120 is being inserted into the proper patient-controlled analgesic pump and/or handled

by the appropriate individuals.
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[0046] In some example embodiments, the custody chain 200 may further include data
indicative of the content of the cartridge 120 at various points during the compounding,
dispensation, administration, and/or wasting of the opioid pain medication contained in the
cartridge 120. Thus, referring again to FIG. 1, the opioid management system 100 may include a
plurality of content meters including, for example, a first content meter 132, a second content
meter 162, and a third content meter 126. The first content meter 132, the second content meter
162, and/or the third content meter 126 may be configured to determine the content of the
cartridge 120 including, for example, a quantity of the opioid pain medication contained in the
cartridge 120. As shown in FIG. 1, the first content meter 132 may be deployed at the pump 130
while the second content meter 162 may be deployed at the wasting site 160. Meanwhile, the
third content meter 126 may be incorporated into the cartridge 120. It should be appreciated that
the first content meter 132, the second content meter 162, and/or the third content meter 126 may
be Internet-of-Things (IoT) devices capable of communicating with the diversion controller 110
via the network 170. For example, the first content meter 132, the second content meter 162,
and/or the third content meter 126 may send, to the diversion controller 110, data indicative of
the content of the cartridge 120 at various points in time. Furthermore, content meters such as
the first content meter 132, the second content meter 162, and/or the third content meter 126 may
be deployed at different and/or additional locations including, for example, the dispensation

cabinet 140.

[0047] As expressed by Equation (1) below, the quantity (e.g., g grams) of opioid pain
medication present in the cartridge 120 may be a product of a total volume of liquid (e.g., v
milliliters) present in the cartridge 120 and a concentration (e.g., ¢ grams per milliliter) of the

opioid pain medication present in the cartridge 120.
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q=vXc (1)

[0048] In order to determine the quantity of opioid pain medication present in the
cartridge 120 at various points in time, the first content meter 132, the second content meter 162,
and/or the third content meter 126 may include a flow meter and/or a gravimeter configured to
measure the volume of a liquid present in the cartridge 120. Furthermore, the first content meter
132, the second content meter 162, and/or the third content meter 126 may also include a
refractometer configured to determine the concentration of opioid pain medication present in the
cartridge 120. The volume of liquid present in the cartridge 120 and the concentration of opioid
pain medication present in the cartridge 120 may be used to determine the quantity of opioid pain
medication that is present in the cartridge 120 at any one point in time such as, for example,
during compounding, administration, dispensation, and/or wasting. However, it should be
appreciated that the first content meter 132, the second content meter 162, and/or the third
content meter 126 may include different and/or additional mechanisms for determining the

quantity, volume, and/or concentration of opioid pain medication in the cartridge 120.

[0049] The diversion controller 110 may detect diversion when the custody chain 200
indicates one or more anomalies with respect to the contents of the cartridge 120. In particular,
the diversion controller 110 may detect diversion if the quantity of opioid pain medication
present the cartridge 120 is inconsistent with the expected quantity of opioid pain medication at a
particular location. For example, the third content meter 126 may determine a first quantity g, of
opioid pain medication present in the cartridge 120 when the cartridge 120 is removed from the
dispensation cabinet 140. Meanwhile, the first content meter 132 and/or the third content meter
126 may also determine a second quantity g, of the opioid pain medication present in the

cartridge 120 when the cartridge 120 is inserted into the pump 130. The diversion controller 110
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may detect diversion if the second quantity g, is less than the first quantity q;. Alternatively
and/or additionally, the first content meter 132 and/or the third content meter 126 may also
determine a third quantity g; of the opioid pain medication present in the cartridge 120 when the
cartridge 120 is inserted into the pump 130. The second content meter 162 and/or the third
content meter 126 may determine a fourth quantity g, of the opioid pain medication wasted at
the wasting site 160 from the cartridge 120. Here, the diversion controller 110 may detect

diversion if the fourth quantity q, is less than the third quantity gs.

[0050] In some example embodiments, the custody chain 200 may further include data
indicative of the individuals who handled the cartridge 120 during compounding, dispensation,
administration, and/or wasting. The individuals handling the cartridge 120 may be identified
based on a variety of identification information, which these individuals may be required to
provide at various points in time including, for example, during compounding, dispensation,
administration, and/or wasting. For instance, as noted, the individuals handling the cartridge 120
may be required to provide identification numbers and/or passcodes, which may be entered via a
keyboard and/or by scanning a keycard that provides this data via near-field communication,
radio frequency identification, barcode, quick response code, and/or the like. Alternatively
and/or additionally, the individuals handling the cartridge 120 may be required to provide on

biometric data.

[0051] Referring again to FIG. 1, the opioid management system 100 may include one
or more biometric readers including, for example, a first biometric reader 134, a second
biometric meter 145, and a third biometric reader 164. It should be appreciated that the first
biometric reader 134, the second biometric meter 145, and/or the third biometric reader 164 may

implement any type of biometric authentication technology including, for example, facial
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recognition, fingerprint identification, iris scan, retina scan, signature analysis, voice analysis,
and/or the like. As shown in FIG. 1, the first biometric reader 134 may be deployed at the pump
130, the second biometric reader 145 may be deployed at the dispensation cabinet 140, and the
third biometric reader 164 may be deployed at the wasting site 160. However, biometric readers
may be deployed at different and/or additional locations including, for example, the cartridge

120.

[0052] The diversion controller 110 may detect diversion when the custody chain 200
indicates one or more anomalies with respect to the individuals who handled the cartridge 120.
These anomalies may include a change and/or inconsistency in the individuals who handled the
cartridge 120 between two locations. As noted, the database 115 may store data indicative of the
individuals who handled the cartridge 120 at various points in time including, for example,
during compounding, dispensation, administration, and/or wasting. For instance, the database
115 may store records indicating the one or more individuals who removed the cartridge 120
from the dispensation cabinet 140, inserted the cartridge 120 into the pump 130, removed the
cartridge 120 from the pump 130, and/or wasted the remaining doses of opioid pain medication
at the wasting site 160. The diversion controller 110 may query the database 115 and detect
diversion if the records at the database 115 indicate that the individual who removed the
cartridge 120 from the dispensation cabinet 140 is different from the individual who
subsequently inserted the cartridge 120 into the pump 130. Alternatively and/or additionally, the
diversion controller 110 may detect diversion if the individual who removed the cartridge 120
from the pump 130 is different from the individual who disposed the cartridge 120 at the wasting

site 160.
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[0053] It should be appreciated that the diversion controller 110 may further use
biometric data from the first biometric reader 134, the second biometric reader 145, and/or the
third biometric reader 164 to identify one or more individuals who may be responsible for the
diversion of the opioid medication contained in the cartridge 120. As noted earlier, the diversion
controller 110 may detect diversion based on the presence of one or more anomalies in the
movement of the cartridge 120, the content of the cartridge 120, and/or the individuals who
handled the cartridge 120. In response to detecting the diversion, the diversion controller 110
may identify, based on the biometric data, one or more individuals who had previously handled

the cartridge 120.

[0054] To further illustrate, the diversion controller 110 may detect diversion based on
an anomaly in the movement of the cartridge 120 and/or the content of the cartridge 120. For
example, the diversion controller 110 may detect diversion in response to detecting the cartridge
120 being present in an unauthorized location (e.g., the locker room 310) subsequent to being
removed from the dispensation cabinet 140. As such, the diversion controller 110 may identify,
based on biometric data from second biometric reader 145 at the dispensation cabinet 140, the
individual who removed the cartridge 120 from the dispensation cabinet 140 as a possible

perpetrator of the diversion.

[0055] Alternatively and/or additionally, the diversion controller 110 may detect
diversion based on an inconsistency in the content of the cartridge 120, when the cartridge 120 is
inserted into the pump 130. For example, the diversion controller 110 may detect diversion if the
quantity of opioid pain medication present in the cartridge 120 when the cartridge 120 is inserted
into the pump 130 is less than the quantity of opioid pain medication present in the cartridge 120

when the cartridge 120 is removed from the dispensation cabinet 140. In response to detecting
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this diversion, the diversion controller 110 may identify the individual who removed the
cartridge 120 from the dispensation cabinet 140. The diversion controller 110 may further
identify the individual who inserted the cartridge 120 into the pump 130. These individuals may
be identified as possible perpetrators of the diversion. It should be appreciated that the diversion
controller 110 may identify these individuals based on the identification information (e.g.,
biometric data, identification number, password, and/or the like) that is entered when the
cartridge 120 is removed from the dispensation cabinet 140 and/or when the cartridge 120 is
inserted into the pump 130. As noted, this identification information may be stored at the
database 115. Thus, the diversion controller 110 may identify these individuals by at least

querying the database 115.

[0056] According to some example embodiments, the diversion controller 110 may use
identification information to track the behavior of various individuals over time. As noted,
identification information may be entered when one or more individuals perform an action with
respect to the cartridge 120 such as, for example, removing the cartridge 120 from the
dispensation cabinet 140, inserting the cartridge 120 into the pump 130, removing the cartridge
120 from the pump 130, and/or wasting the remaining doses of opioid pain medication from the
cartridge 120 at the wasting site 160. This identification information may include biometric data
from the first biometric reader 134, the second biometric reader 145, and/or the third biometric
reader 164. Alternatively and/or additionally, this identification information may include an
identification number and/or a password input via a keyboard and/or by scanning a keycard. The
diversion controller 110 may wuse this identification information to differentiate data
corresponding to the behavior of various individuals over time. Furthermore, the diversion

controller 110 may identify norms in the behavior of each single individual (e.g., Nurse A from
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the treatment center 220) as well as norms in behavior across one or more groups of individuals
(e.g., all nurses at the treatment center 220). The diversion controller 110 may detect diversion if

the diversion controller 110 identifies behavior that deviates from one or more of these norms.

[0057] Tracking the behavior of various individuals may include correlating, based on
the biometric data, various types of data collected by the opioid management system 100. For
example, based on the biometric data of Nurse A, the diversion controller 110 may track all
instances of when Nurse A removed a cartridge, such as the cartridge 120, from the dispensation
cabinet 140. The diversion controller 110 may further track, based on the biometric data of
Nurse A, all corresponding instances of when Nurse A then inserted the cartridge into a patient-
controlled analgesic pump, such as the pump 130. The diversion controller 110 may determine a
norm for a quantity of time (e.g., x minutes) required for Nurse A to travel from the dispensation
cabinet 140 to a patient-controlled analgesic pump such as the pump 130. Alternatively and/or
additionally, the diversion controller 110 may determine a norm for Nurse A’s travel speed (e.g.,
y meters per minute) from the dispensation cabinet 140 to a patient-controlled analgesic pump.
The diversion controller 110 may detect diversion when Nurse A’s travel time and/or travel
speed between the dispensation cabinet 140 and a patient-controlled analgesic pump exceeds the
norms for Nurse A. Alternatively and/or additionally, the diversion controller 110 may also
detect diversion if Nurse A’s travel time and/or travel speed exceeds the norms for all of the

nurses at the treatment center 220.

[0058] In some example embodiments, the database 115 may store a plurality of other
data that may be used by the diversion controller 110 when determining whether diversion has
taken place. For example, the database 115 may store data tracking the movement of one or

more individuals within a facility such as, for example, the compounding facility 210 and/or the
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treatment facility 220. To further illustrate, the movement of Nurse A may be tracked as Nurse
A travels between the dispensation cabinet 140, the pump 130, the wasting site 160, the locker
room 310, and/or the office 320. Here, the movement of Nurse A may be tracked based on
signals emitted by a location tracker worn by Nurse A and/or by scanning a keycard upon entry
to one or more locations. The diversion controller 110 may detect diversion if the data from the
database 115 indicate that Nurse A spent an excessive amount of time in the locker room 310
and/or the office 320 between moving from the dispensation cabinet 140 to the pump 130 and/or

from the pump 130 to the wasting site 160.

[0059] Alternatively and/or additionally, the database 115 may store event data
indicating the occurrences of one or more events at the treatment facility 220 that may introduce
deviation in the behavior of one or more individuals. For example, the database 155 may store
event data indicating the occurrence of a medical emergency at the treatment facility 220 that
may have delayed Nurse A’s travel time and/or travel speed between the dispensation cabinet
140 and the pump 130. Alternatively and/or additionally, the database 115 may store scheduling
data indicating the individuals staffing the treatment facility 220 at various times. This
scheduling data may indicate a shift change, which may account for a discrepancy in the
individuals who handled the cartridge 120. For instance, the diversion controller 110 may
determine that Nurse A removed the cartridge 120 from the pump 130 but Nurse B wasted the
remaining doses of opioid pain medication from the cartridge 120 at the wasting site 160. Here,
the diversion controller 110 may detect diversion based on the discrepancy in the individuals
who handled the cartridge 120 and the scheduling data from the database 115. As such, the
diversion controller 110 may not detect diversion even though Nurse B wasted the remaining

doses of opioid pain medication instead of Nurse A if scheduling data from the database 115
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indicates a shift change from Nurse A to Nurse B. By contrast, the diversion controller 110 may
detect diversion if the Nurse B wasted the remaining doses of opioid pain medication while the

scheduling data from the database 115 indicate that Nurse A is still on duty.

[0060] FIG. 4 depicts a flowchart illustrating a process 400 for detecting diversion of
an opioid pain medication, in accordance with some example embodiments. Referring to FIG. 4,

the process 400 may be performed by the opioid management system 100.

[0061] At 402, the opioid management system 100 may determine, based at least on
location data from positioning system, a presence of a cartridge of opioid pain medication at a
location. In some example embodiments, the cartridge 120 may include the identification tag
122 and/or the position tracker 124, which enable the diversion controller 110 to track the
movement of the cartridge 120 both within a facility (e.g., the compounding facility 210, the
treatment facility 220) and/or between facilities. For example, the identification tag 122 may be
scanned when the cartridge 120 is checked into and/or out of a location such as, for example, the
dispensation cabinet 140, the pump 130, and/or the wasting site 160. Alternatively and/or
additionally, the position tracker 124 may interact with the indoor positioning system 150 to
generate location data indicative of the location of the cartridge 120 within the treatment center
220 such as, for example, at the dispensation cabinet 140, the pump 130, the wasting site 160, the

locker room 310, and/or the office 320.

[0062] At 404, the opioid management system 100 may determine, based at least on
content data from a content meter at the first location, a quantity of the opioid pain medication in
the cartridge. In some example embodiments, the opioid management system 110 may include a
plurality of content meters deployed at various locations. For instance, the first content meter

132 may be deployed at one location, such as the pump 130, to determine a volume of liquid and
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a concentration of opioid pain medication in the liquid present in the cartridge 120, when the
cartridge 120 is inserted into and/or removed from the pump 130. Meanwhile, the second
content meter 162 may be deployed at another location, such as the wasting site 160, to
determine a volume of liquid and a concentration of opioid pain medication in the liquid wasted
at the wasting site 160. Furthermore, the third content meter 126 may be included in the
cartridge 120 and may be configured to determine a volume of liquid and a concentration of
opioid pain medication in the liquid present in the cartridge 120. As noted, the diversion
controller 110 may determine, based on the volume of liquid and the concentration of opioid pain
medication in the liquid present in the cartridge 120, a quantity of opioid pain medication present
in the cartridge 120. In doing so, the diversion controller 110 may track the quantity of opioid
pain medication present in the cartridge 120 as the cartridge 120 is moved from the dispensation

cabinet 140 to the pump 130 and to the wasting site 160.

[0063] At 406, the opioid management system 100 may detect diversion based on the
cartridge being present at the first location and/or the quantity of the opioid pain medication in
the cartridge. For example, the diversion controller 110 may detect diversion based on
anomalies in the movement of the cartridge 120. For example, the diversion controller 110 may
detect diversion if the cartridge 120 is present in an unauthorized location such as, for example,
the locker room 310 and/or the office 320. Alternatively and/or additionally, the diversion
controller 110 may detect diversion if the cartridge 120 detours between two or more authorized
locations. For instance, after being removed from the dispensation cabinet 140, the cartridge 120
may detour to an authorized location such as the wasting site 160. Nevertheless, the detour may

still represent an anomaly because moving directly to the wasting site 160 from the dispensation
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cabinet 140 is inconsistent with the requirement for the cartridge 120 to be transferred directly to

the pump 130 after being removed from the dispensation cabinet 140.

[0064] Alternatively and/or additionally, the diversion controller 110 may also detect
diversion if the content of the cartridge 120 is inconsistent with the expected content of the
cartridge at a particular location. For example, the diversion controller 110 may detect diversion
if content data from the first content meter 132 and/or the third content meter 126 indicate that
the cartridge 120 contains less than an expected quantity of the opioid pain medication, when the
cartridge 120 is inserted into the pump 130. Alternatively and/or additionally, the diversion
controller 110 may detect diversion if the content data from the second content meter 162 and/or
the third content meter 126 indicate that the quantity of the opioid pain medication wasted at the
wasting site 160 is less than the quantity of the opioid pain medication remaining in the cartridge

120, when the cartridge 120 is removed from the pump 130.

[0065] At 408, the opioid management system 100 may identify, based on
identification information, at least one individual who handled the cartridge as being responsible
for the diversion. In some example embodiments, in response to detecting diversion, the
diversion controller 110 may identify, based on identification information, one or more
individuals who had previously handled the cartridge 120. As noted, the diversion controller 110
may detect diversion based on an anomaly in the movement of the cartridge 120, the content of
the cartridge 120, and/or the individuals who handled the cartridge 120. Accordingly, if the
diversion controller 110 determines that the cartridge 120 is present in an unauthorized location
(e.g., the locker room 310) subsequent to being removed from the dispensation cabinet 140, the
diversion controller 110 may identify, based on biometric data from the second biometric reader

145, the individual who removed the cartridge 120 from the dispensation cabinet 140 as being a
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possible perpetrator of the diversion. Alternatively and/or additionally, the diversion controller
110 may detect diversion due to an inconsistency in the content of the cartridge 120 when the
cartridge 120 is inserted into the pump 130. Here, the diversion controller 110 may identify,
based on biometric data from first biometric reader 134 and/or the second biometric reader 145,
the individual who removed the cartridge 120 from the dispensation cabinet 140 and/or the
individual who inserted the cartridge 120 into the pump 130. Alternatively and/or additionally,
these individuals can be identified based on an identification number and/or a passcode entered
via a keypad and/or by scanning a keycard. The diversion controller 110 may identify these

individuals as being possible perpetrators of the diversion.

[0066] FIG. 5 depicts a block diagram illustrating a computing system 500 consistent
with implementations of the current subject matter. Referring to FIGS. 1 and 5, the computing
system 500 can be used to implement the diversion controller 110 and/or any components

therein.

[0067] As shown in FIG. 5, the computing system 500 can include a processor 510, a
memory 520, a storage device 530, and input/output devices 540. The processor 510, the
memory 520, the storage device 530, and the input/output devices 540 can be interconnected via
a system bus 550. The processor 510 is capable of processing instructions for execution within
the computing system 500. Such executed instructions can implement one or more components
of, for example, the diversion controller 110. In some example embodiments, the processor 510
can be a single-threaded processor. Alternatively, the processor 510 can be a multi-threaded
processor. The processor 510 is capable of processing instructions stored in the memory 520
and/or on the storage device 530 to display graphical information for a user interface provided

via the input/output device 540.
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[0068] The memory 520 is a computer readable medium such as volatile or non-
volatile that stores information within the computing system 500. The memory 520 can store
data structures representing configuration object databases, for example. The storage device 530
is capable of providing persistent storage for the computing system 500. The storage device 530
can be a floppy disk device, a hard disk device, an optical disk device, or a tape device, or other
suitable persistent storage means. The input/output device 540 provides input/output operations
for the computing system 500. In some example embodiments, the input/output device 540
includes a keyboard and/or pointing device. In various implementations, the input/output device

540 includes a display unit for displaying graphical user interfaces.

[0069] According to some example embodiments, the input/output device 540 can
provide input/output operations for a network device. For example, the input/output device 540
can include Ethernet ports or other networking ports to communicate with one or more wired
and/or wireless networks (e.g., a local area network (LAN), a wide area network (WAN), the

Internet).

[0070] In some example embodiments, the computing system 500 can be used to
execute various interactive computer software applications that can be used for organization,
analysis and/or storage of data in various formats. Alternatively, the computing system 500 can
be used to execute any type of software applications. These applications can be used to perform
various functionalities, e.g., planning functionalities (e.g., generating, managing, editing of
spreadsheet documents, word processing documents, and/or any other objects, etc.), computing
functionalities, communications functionalities, etc. The applications can include various add-in
functionalities or can be standalone computing products and/or functionalities. Upon activation

within the applications, the functionalities can be used to generate the user interface provided via
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the input/output device 540. The user interface can be generated and presented to a user by the

computing system 500 (e.g., on a computer screen monitor, etc.).

[0071] One or more aspects or features of the subject matter described herein can be
realized in digital electronic circuitry, integrated circuitry, specially designed ASICs, field
programmable gate arrays (FPGAs) computer hardware, firmware, software, and/or
combinations thereof. These various aspects or features can include implementation in one or
more computer programs that are executable and/or interpretable on a programmable system
including at least one programmable processor, which can be special or general purpose, coupled
to receive data and instructions from, and to transmit data and instructions to, a storage system,
at least one input device, and at least one output device. The programmable system or
computing system may include clients and servers. A client and server are generally remote
from each other and typically interact through a communication network. The relationship of
client and server arises by virtue of computer programs running on the respective computers and

having a client-server relationship to each other.

[0072] These computer programs, which can also be referred to as programs, software,
software applications, applications, components, or code, include machine instructions for a
programmable processor, and can be implemented in a high-level procedural and/or object-
oriented programming language, and/or in assembly/machine language. As used herein, the term
“machine-readable medium” refers to any computer program product, apparatus and/or device,
such as for example magnetic discs, optical disks, memory, and Programmable Logic Devices
(PLDs), used to provide machine instructions and/or data to a programmable processor,
including a machine-readable medium that receives machine instructions as a machine-readable

signal. The term “machine-readable signal” refers to any signal used to provide machine
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instructions and/or data to a programmable processor. The machine-readable medium can store
such machine instructions non-transitorily, such as for example as would a non-transient solid-
state memory or a magnetic hard drive or any equivalent storage medium. The machine-readable
medium can alternatively or additionally store such machine instructions in a transient manner,
such as for example, as would a processor cache or other random access memory associated with

one or more physical processor cores.

[0073] To provide for interaction with a user, one or more aspects or features of the
subject matter described herein can be implemented on a computer having a display device, such
as for example a cathode ray tube (CRT) or a liquid crystal display (LCD) or a light emitting
diode (LED) monitor for displaying information to the user and a keyboard and a pointing
device, such as for example a mouse or a trackball, by which the user may provide input to the
computer. Other kinds of devices can be used to provide for interaction with a user as well. For
example, feedback provided to the user can be any form of sensory feedback, such as for
example visual feedback, auditory feedback, or tactile feedback; and input from the user may be
received in any form, including acoustic, speech, or tactile input. Other possible input devices
include touch screens or other touch-sensitive devices such as single or multi-point resistive or
capacitive track pads, voice recognition hardware and software, optical scanners, optical

pointers, digital image capture devices and associated interpretation software, and the like.

[0074] In the descriptions above and in the claims, phrases such as “at least one of” or
“one or more of” may occur followed by a conjunctive list of elements or features. The term
“and/or” may also occur in a list of two or more elements or features. Unless otherwise
implicitly or explicitly contradicted by the context in which it used, such a phrase is intended to

mean any of the listed elements or features individually or any of the recited elements or features
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in combination with any of the other recited elements or features. For example, the phrases “at
least one of A and B;” “one or more of A and B;” and “A and/or B” are each intended to mean
“A alone, B alone, or A and B together.” A similar interpretation is also intended for lists
including three or more items. For example, the phrases “at least one of A, B, and C;” “one or
more of A, B, and C;” and “A, B, and/or C” are each intended to mean “A alone, B alone, C
alone, A and B together, A and C together, B and C together, or A and B and C together.” Use
of the term “based on,” above and in the claims is intended to mean, “based at least in part on,”

such that an unrecited feature or element is also permissible.

[0075] The subject matter described herein can be embodied in systems, apparatus,
methods, and/or articles depending on the desired configuration. The implementations set forth
in the foregoing description do not represent all implementations consistent with the subject
matter described herein. Instead, they are merely some examples consistent with aspects related
to the described subject matter. Although a few variations have been described in detail above,
other modifications or additions are possible. In particular, further features and/or variations can
be provided in addition to those set forth herein. For example, the implementations described
above can be directed to various combinations and subcombinations of the disclosed features
and/or combinations and subcombinations of several further features disclosed above. In
addition, the logic flows depicted in the accompanying figures and/or described herein do not
necessarily require the particular order shown, or sequential order, to achieve desirable results.

Other implementations may be within the scope of the following claims.
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CLAIMS

What is claimed is:

1. A system, comprising;
at least one data processor; and
at least one memory storing instructions which, when executed by the at least one data
processor, result in operations comprising;

determining, based on location data from a positioning system, a presence of a
cartridge at a location, the cartridge including a substance;

determining, based on content data from a content meter at the location, a quantity
of the substance in the cartridge; and

detecting, based on the cartridge being present at the location and/or the quantity,

a diversion of the substance included in the cartridge.

2. The system of claim 1, wherein the quantity is determined by at least measuring,
by the content meter, a volume of a liquid in the cartridge and/or a concentration of the substance

in the liquid.

3. The system of any of claims 1-2, wherein the substance comprises a controlled

substance and/or an opioid pain medication.

4. The system of any of claims 1-3, further comprising:
detecting the diversion based on the cartridge having been handled by an individual in

response to determining that the individual is not authorized to handle the cartridge, the
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individual determined to be not authorized based on the individual not being associated with a

patient who is prescribed the substance.

5. The system of any of claims 1-4, further comprising:
in response to detecting the diversion, identifying, based on identification information, an

individual responsible for the diversion.

6. The system of claim 5, wherein the individual is identified by at least querying a
database including a record, wherein the record indicates a time when the cartridge is checked
into the location and/or checked out of the location, and wherein the record further indicates that
the individual checked the cartridge into location and/or checked the cartridge out of the

location.

7. The system of any of claims 1-6, wherein the diversion is detected based on a

travel time between the location and another location exceeding an expected travel time.

8. The system of claim 7, wherein the location comprises a pump for delivering the
substance from the cartridge to a patient, wherein the other location comprises a dispensation

cabinet for storing the cartridge.

9. The system of claim 8, wherein the diversion is detected based on a first quantity
measurement performed when the cartridge is inserted into the pump being less than a second

quantity measured when the cartridge is removed from the dispensation cabinet.

10.  The system of any of claims 7-9, wherein the location comprises a wasting site for
wasting unused substance remaining in the cartridge, wherein the other location comprises a

pump for delivering the substance from the cartridge to a patient, and wherein the diversion is
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detected based on a wasted quantity of the substance wasted at the wasting site being less than an
unused quantity of the substance remaining in the cartridge when the cartridge is removed from

the pump.

11.  The system of any of claims 1-10, wherein the diversion is detected based on the

location being a detour from an expected travel path of the cartridge.

12. A computer-implemented method, comprising;

determining, based on location data from a positioning system, a presence of a cartridge
at a location, the cartridge including a substance;

determining, based on content data from a content meter at the first location, a quantity of
the substance in the cartridge; and

detecting, based on the cartridge being present at the location and/or the quantity, a

diversion of the substance included in the cartridge.

13.  The method of claim 12, wherein the quantity is determined by at least measuring,
by the content meter, a volume of a liquid in the cartridge and/or a concentration of the substance

in the liquid.

14.  The method of any of claims 12-13, wherein the substance comprises a controlled

substance and/or an opioid pain medication.

15. The method of any of claims 12-14, further comprising:
detecting the diversion based on the cartridge having been handled by an individual in

response to determining that the individual is not authorized to handle the cartridge, the
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individual determined to be not authorized based on the individual not being associated with a

patient who is prescribed the substance.

16. The method of any of claims 12-15, further comprising:
in response to detecting the diversion, identifying, based on identification information, an

individual responsible for the diversion.

17. The method of claim 16, wherein the individual is identified by at least querying a
database including a record, wherein the record indicates a time when the cartridge is checked
into the location and/or checked out of the location, and wherein the record further indicates that
the individual checked the cartridge into first location and/or checked the cartridge out of the

first location.

18.  The method of any of claims 16-17, wherein the diversion is detected based on a

travel time between the location and another location exceeding an expected travel time.

19.  The method of claim 18, wherein the location comprises a pump for delivering the
substance from the cartridge to a patient, wherein the other location comprises a dispensation

cabinet for storing the cartridge.

20. The method of claim 19, wherein the diversion is detected based on a first
quantity measurement performed when the cartridge is inserted into the pump being less than a

second quantity measured when the cartridge is removed from the dispensation cabinet.

21. The method of any of claims 18-20, wherein the location comprises a wasting site
for wasting unused substance remaining in the cartridge, wherein the other location comprises a

pump for delivering the substance from the cartridge to a patient, and wherein the diversion is
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detected based on a wasted quantity of the substance wasted at the wasting site being less than an
unused quantity of the substance remaining in the cartridge when the cartridge is removed from

the pump.

22, The method of any of claims 16-21, wherein the diversion is detected based on

the location being a detour from an expected travel path of the cartridge.

23. A non-transitory computer-readable storage medium including program code,
which when executed by at least one data processor, cause operations comprising:

determining, based on location data from a positioning system, a presence of a cartridge
at a location, the cartridge including a substance;

determining, based on content data from a content meter at the first location, a quantity of
the substance in the cartridge; and

detecting, based on the cartridge being present at the location and/or the quantity, a

diversion of the substance included in the cartridge.

24. A pump, comprising:

a content meter configured to determine a quantity of a substance in a cartridge inserted
into the pump; and

a reader configured to determine identification information of an individual who inserted
the cartridge into the pump and/or removed the cartridge from the pump, wherein the pump is
configured to deliver the substance from the cartridge to a patient, wherein the pump is further
configured to send, to a diversion controller, the quantity of the substance and/or the

identification information of the individual, and wherein the quantity of the substance and/or the
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identification information of the individual enable the diversion controller to detect a diversion

of the substance.

25.  The pump of claim 24, wherein the content meter comprises a flow meter, a

gravimeter, and/or a refractometer.

26. The pump of any of claims 24-25, wherein the pump comprises a patient-

controlled analgesic pump.

27. A method, comprising:

determining, by a content meter at a pump, a quantity of a substance in a cartridge
inserted into the pump;

determining, by a reader at the pump, identification information of an individual who
inserted the cartridge into the pump and/or removed the cartridge from the pump; and

sending, to a diversion controller, the quantity of the substance and/or the identification
information of the individual, the quantity of the substance and/or the identification information

of the individual enabling the diversion controller to detect a diversion of the substance.

28. A cartridge, comprising:

a content meter configured to determine a quantity of a substance held in the cartridge;
and

a position tracker configured to determine a location of the cartridge, wherein the
cartridge 1s configured to send, to a diversion controller, the quantity of the substance and/or the
location of the cartridge, and wherein the quantity of the substance and/or the location of the

cartridge enable the diversion controller to detect a diversion of the substance.
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29.  The apparatus of claim 28, wherein the cartridge further comprises an
identification tag including an identifier for the cartridge, and wherein the location of the

cartridge is further determined based on one or more scans of the identification tag.

30. A method, comprising:

determining, by a content meter at a cartridge, a quantity of a substance held in the
cartridge;

determining, by a position tracker at the cartridge, a location of the cartridge; and

sending, to a diversion controller, the quantity of the substance and/or the location of the
cartridge, the quantity of the substance and/or the location of the cartridge enabling the diversion

controller to detect a diversion of the substance.

31 An apparatus, comprising:

means for determining, based on location data from a positioning system, a presence of a
cartridge at a location, the cartridge including a substance;

means for determining, based on content data from a content meter at the location, a
quantity of the substance in the cartridge; and

means for detecting, based on the cartridge being present at the location and/or the

quantity, a diversion of the substance included in the cartridge.

32. An apparatus, comprising:

means for determining a quantity of a substance in a cartridge inserted into the apparatus,
wherein the apparatus is configured to deliver the substance from the cartridge to a patient; and

means for determining identification information of an individual who inserted the

cartridge into the apparatus and/or removed the cartridge from the apparatus; and
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means for sending, to a diversion controller, the quantity of the substance and/or the
identification information of the individual, the quantity of the substance and/or the identification
information of the individual enabling the diversion controller to detect a diversion of the

substance.

33. An apparatus, comprising:

means for determining a quantity of a substance held in the apparatus; and

means for determining a location of the cartridge; and

means for sending, to a diversion controller, the quantity of the substance and/or the
location of the apparatus, the quantity of the substance and/or the location of the apparatus

enabling the diversion controller to detect a diversion of the substance.

34.  The apparatus of any of claims 31-33, wherein the apparatus is configured to

perform the method of any of claims 12-22, 27, and 30.
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