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METHOD AND APPARATUS FOR MANAGING 
AN INTERACTIVE NETWORKSESSION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of claims priority 
to and the benefit of, U.S. Ser. No. 10/999,570 filed Nov.30, 
2004 and entitled “Method and Apparatus for Managing an 
Interactive Network Session.” which is incorporated herein in 
its entirety. 

FIELD OF INVENTION 

0002 This disclosure generally relates to multi-computer 
data transferring, and in particular it relates to computer-to 
computer session parameter settings. 

BACKGROUND OF THE INVENTION 

0003 Proper management of sessions between users and a 
server over a computer network is important, for example, in 
regulating network availability of server resources and data. 
Those users who have entered into a session with a server are 
generally timed out (e.g., the user session is terminated) after 
a period of inactivity so that such server resources and data 
may be made available to other users on the network. 
0004 Most session timeout policies, as currently prac 
ticed in many business network environments and over very 
large public networks such as the World WideWeb, are actu 
ally very old in their thinking. They generally dictate that a 
user session should automatically timeout after anywhere 
from ten to twenty minutes of inactivity, on the general 
assumption that the user has left their terminal and/or intends 
to abandon the session. In those instances where the session 
involves the transfer of confidential or sensitive information 
(e.g., financial data of the user), there is a further concern that 
Such information may be exposed to other parties on the 
user's terminal in the user's absence. Consequently, this pro 
vides a further motivation to simply timeout the user session, 
thereby eliminating the display or usefulness of the informa 
tion entered by the user. 
0005. These prolific timeoutstandards may be described 
as embodying a '3270-centric' view of the networking 
world, in reference to the IBM 3270 terminal communica 
tions originally developed in the dawn of network computing 
to manage remote terminal communications with a main 
frame computer. Since that time, there have been vast 
improvements in the speed and security of network commu 
nications and the functionality of remote terminals. However, 
the original general session timeout standards remain. As a 
consequence, in present network management applications, 
there is no recognition that a user's terminal or computing 
device can provide relevant data to a server, such that intelli 
gent decisions can be made as to when to automatically tim 
eout a session. There's also no notion that the security fea 
tures found on most computing devices can be leveraged to 
contribute to Such automated decision-making. 
0006 Outdated session timeout policies can cause prob 
lems for employees, customers, and other types of network 
users, who use some network applications and then may 
switch to a different application for a period of time, or 
temporarily have to leave or discontinue use of their terminal. 
When a user returns to the network session, she very often 
finds that the session has timed out, thus deleting any data 
previously entered, and that it is now necessary to log on to the 
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server again and re-enter Such data. This common result can 
be a major nuisance for users, and negatively affects both their 
productivity, as well as their perceptions of the usability of 
any systems that behave this manner. In a public environment, 
Such as the Internet, an online merchant may frequently and 
needlessly frustrate its customers by employing such out 
moded timeout standards on its web site, and perhaps even 
inadvertently dissuade many potential customers from using 
the web site. 

0007 Accordingly, there is a need for a method and appa 
ratus for managing network sessions that addresses certain 
problems of existing technologies. 

SUMMARY OF THE INVENTION 

0008 To meet the above-identified needs, various aspects 
of a method and apparatus for managing interactive networks 
sessions is presented herein aimed at a user wishing to trans 
mit information to a server over a computer network. The 
server may maintain a network Session with a user and begin 
timing the session in any of a variety of manners. If the session 
time reaches a predetermined threshold before the form is 
completed by the user, or if there is otherwise a sufficient 
period of inactivity in the session, the server first determines 
whether the user is present at the computing device, and 
whether the computing device is secured from use by other 
users (e.g., by a system password protection scheme). The 
server may terminate the session thereafter, but only when 
neither of those conditions is confirmed. 

0009. The server may confirm a user's presence in any of 
a variety of manners. In some embodiments, the server trans 
mits an alert to the user that may require a user response in 
advance of the timeout threshold. A timely acknowledgement 
or other response to the alert by the user may then serve to 
confirm the user's presence at the terminal. 
0010. In various embodiments, the server may confirm 
that the user is present at their computing device by polling 
the operating system thereof to determine whether any of the 
following types of events has recently occurred at the termi 
nal: an update to an input device queue of the operating 
system, an opening or closing of an application registered in 
a registry of the operating system, an insertion or removal of 
media in the computing device, an activation or deactivation 
of any component in communication with the computing 
device, and an expansion or collapse of any window of the 
operating system. Any one or more of these events may serve 
to confirm that the user is at the terminal, but interacting with 
it outside the network session. In Such instances, the network 
session timer may be reset, and the session may persistas long 
as such activity at the user terminal continues to be periodi 
cally or continuously detected. 
0011. In additional embodiments, the server may be con 
figured to poll specific types of components in communica 
tion with the user's terminal, such as biometric or proximity 
sensors of various types, to see if they have recently registered 
or verified the user's presence at the terminal. 
0012. In still further embodiments, as the threshold tim 
eout period is reached, the server may determine whether the 
computing device is secured from use by other users before 
the session is terminated. This may be accomplished, in one 
example, by determining whether a password protection 
scheme has been activated by the operating system on the 
user's terminal, whereby the password protection scheme 
requires an entry of a valid password to continue using the 



US 2015/01 63070 A1 

computing device. The network session may be maintained 
and continued if the user enters a valid password upon return 
ing to her computing device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 Further aspects of the present disclosure will be 
more readily appreciated upon review of the detailed descrip 
tion of its various embodiments, described below, when taken 
in conjunction with the accompanying drawings, of which: 
0014 FIG. 1 is a block diagram of an exemplary computer 
network over which the processes of the present disclosure 
may be performed; 
0015 FIG. 2 is a flowchart depicting an exemplary online 
session management process performed over the network of 
FIG.; and 
0016 FIG.3 is a block diagram of an exemplary computer 
system useful for implementing the present disclosure. 

DETAILED DESCRIPTION 

0017 Referring now to FIGS. 1-2, wherein similar com 
ponents of the present disclosure are referenced in like man 
ner, various embodiments of a method and apparatus for 
managing user sessions over a computer network will now be 
disclosed. In accordance with various general aspects of the 
disclosure, a server may obtain and utilize relevant data from 
a user's local computing device and its operating system to 
determine whether a network session with the user should be 
timed out or terminated after a period of inactivity. 
0018 To accomplish this, the server may download pro 
gramming code (such as an ACTIVE-X control, JAVA code or 
a JAVASCRIPT applet) to the user's computing device at the 
start of an interactive session. The programming code polls 
the user's operating system to determine if certain events have 
occurred, which indicate that the user is still present at the 
terminal. The programming code may also confirm that a 
password protection scheme is in place on the user's terminal, 
or that the terminal is otherwise presently secured, such that 
other users are prevented from accessing the terminal. If 
either or both of these conditions are true, and current net 
work conditions permit, the server will continue the user 
session, rather than automatically terminating it. The server 
may periodically re-check the presence of the user and/or 
accessibility of the user's computing device to ensure that 
either condition remains valid, and will eventually terminate 
the user session only when neither condition can be con 
firmed. 

0019 Turning now to FIG. 1, there is depicted an exem 
plary network 100 over which the processes of the present 
disclosure may be implemented. The network 100 may 
include a plurality of user terminals 104 in communication 
with a network-accessible server 104. It is readily contem 
plated that network 100 may be any type of network over 
which computer data and instructions may be transmitted, 
including but not limited to, a local area network (LAN), a 
wide area network (WAN), a corporate intranet, a fiber optic 
network, a wireless network, the Internet, or any combination 
or interconnection of the same. The network 100 is also not 
necessarily restricted to the number of components, or their 
manner of interconnection, as shown in FIG.1. The network 
100 may include various effective and well-known security 
measures, such as encryption and secure transmission proto 
cols, to securely communicate data. 
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0020. The user terminals 102 may be any type of comput 
ing device that can communicate with server 104 over net 
work 100, in order to accomplish the functions described 
herein. Accordingly, the user terminals 102 may heapersonal 
computer (PC) including a desktop, palmtop, laptop or note 
book computer, a workstation, a set-top box, a personal digi 
talassistant (PDA), a wireless computing device with Internet 
access, or the like. 
0021. The server 104 may be any type of suitable comput 
ing device, including, for example, an enterprise network 
server of the type commonly manufactured by SUNMICRO 
SYSTEMS OR IBM CORPORATION, and having a proces 
Sorand memory for storing and executing processing instruc 
tions necessary to complete the functions described herein. 
The server 104 may also be a group of distributed servers 
rather than a single server as shown in FIG. 1. 
0022 Turning now to FIG. 2, there is depicted a flowchart 
of an exemplary process 200 for managing interactive net 
work sessions, as may be performed, for example, between a 
user terminal 102 and server 104 of FIG.1. The process 200 
commences when a user logs into server 104 over network 
100 via the user's terminal 102 (step 202). The user may log 
into server 104 in any of a variety of known manners. In an 
embodiment in which network 100 includes the Internet, step 
202 may be accomplished by directing an Internet browser to 
the network address of server 104. The server 104 then ini 
tiates an interactive network session with the user (step 204). 
0023. During the interactive session, the user submits a 
request to provide information to the server (step 206). In one 
example, the user may be a customer, and server 104 may be 
operated by a credit card issuer or other financial institution. 
In Such an embodiment, the user may, at step 206, request to 
open an account with the issuer, and Submit the necessary 
personal and financial information. In such embodiments in 
which confidential or sensitive information is being submit 
ted by a user, the transfer of information may be performed 
securely, for example, using a secure socket layer (SSL) or 
Secure-HTTP (S-HTTP) protocol. 
0024 Continuing with the process 200, server 104 ini 
tiates a timer of the interactive session and may transmit a 
form to the user that contains one or more fields for entering 
the information (step 208). The purpose of the timer, as in 
existing technologies, is to track the length of time a user 
session has been initiated, and set a threshold period of time 
after which the session is subject to being timed-out or ter 
minated for inactivity. According to the presently disclosed 
processes alone however, server 104 may only terminate the 
user session after a period of inactivity if (a) the presence of 
the user can not be confirmed at user terminal 102, or (b) user 
terminal 102 is not secured from use by other users. The 
manner in which either of these conditions may be confirmed 
by server 104 is described in detail below. 
0025. In various embodiments, the timer may be initiated 
at the start of the interactive session, or initiated or reset at the 
time the form is transmitted to the user at step 208. In various 
embodiments, the timer may be reset upon receipt or entry of 
any portion of the information from the user, or other detec 
tion of user activity within the session. 
0026. In some embodiments, it is readily contemplated 
that the transfer of information between the user and server 
104 may take place without the use of a form, such as by 
exchanging data, a file or the like. In Such embodiments, the 
user session may be subject to being timed out if the data or 
file is not transferred before the threshold time period. 
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0027. In various embodiments, the predetermined thresh 
old time period may, for example, be in the range often to 
twenty minutes, inclusive. The length of time for this thresh 
old may be set by an administrator of the server based on 
typical network resource demands and bandwidth availabil 
ity, and may vary with the current network demand being 
experienced. 
0028. It should be readily appreciated that server 104 may 

initiate the timer by referencing an internal system clock or 
the like, as is well known in the art, and need not activate any 
separate timing device. 
0029. Returning to the process 200, server 104 may con 
tinuously or periodically monitor the user session to deter 
mine if all form data has been entered, or if the user has 
otherwise completed the user session (step 210). If so, the 
process 200 continues to step 218 below. Otherwise, the 
process 200 continues to step 212, where server 104 deter 
mines whether the threshold time limit has been reached. If 
the threshold time has not been reached, the process 200 may 
return to step 210 above in an iterative manner. If, on the other 
hand, the threshold time has been reached, and the informa 
tion has not been completed by the user (or there is otherwise 
a period of inactivity in the user session), the process 200 
continues. 

0030. Next, at step 214, when the user session is not com 
pleted and the threshold time period has been reached or is 
imminent, server 104 polls user terminal 102 to confirm 
whether the user is still present and whether user terminal 102 
is secured from use by other users 214. In order to achieve 
this, server 104 may, at any time before or during the user 
session, transmit programming code for temporary or perma 
nent installation on user terminal 102. The programming code 
may be any component, such as an ACTIVE-X, JAVA or 
JAVASCRIPT component, with processing instructions that 
enable server 104 to interact with the operating system of user 
terminal 102 and/or additional applications accessible 
thereto. 

0031. In various embodiments described below, when 
server 104 needs to make a decision about whether a timeout 
should occur, it may send a policy expression to user terminal 
102. This may be a formula that describes the types of data 
should be used in the decision-making process, and what 
values should be used. One exemplary command may be a 
machine expression (i.e., programming code logic) of the 
following: “Timeout is No, IF any Interactive Session has 
been used in the last 10 minutes, or any keyboard keystrokes 
have occurred in the 5 minutes, or any mouse movements 
have been made in the last 5 minutes'. The user terminal 102 
would then evaluate that expression, and based on local activ 
ity, send a Timeout or No Timeout message back to server 
104. The user terminal 102 may use values in the registry, 
information in the file system itself, or meta-data in the file 
system (e.g., date/time of files being updated) to evaluate the 
policy expression. 
0032. The programming code may determine whether the 
user is present at user terminal 102 in any of a variety of 
contemplated manners. In one embodiment, the program 
ming code is operative to present a visual and/or audio alert to 
the user as the threshold time is reached or is imminent. The 
alert may take the form of a pop-up window that is presented 
on a display associated with user terminal 102. In some cases, 
the alert may require a response from the user, such as a 
mouse click or another user-initiated event. In additional 
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cases, the response from the user must be received within a 
predetermined time that may or may not be based on the 
initial threshold period. 
0033. In an alternate embodiment in which server 104 may 
confirm the presence of a user, the programming code trans 
mitted by server 104 may contain processing instructions that 
enable recognition that any of the following types of events 
have recently occurred on user terminal 102: (a) an update to 
an input device queue (e.g., a keyboard queue, a mouse queue 
or other user input device interface) of the operating system, 
(b) an opening or closing of another Software application, (c) 
an insertion or removal of media in a media read/write device 
(e.g., a floppy disc drive, a compact disc (CD) drive, a digital 
video disc (DVD) drive, or the like) associated with user 
terminal 102, (d) an activation or deactivation of any compo 
nent in communication with the computing device (e.g., a 
scanner, a printer or the like), and (e) an expansion or collapse 
of any window of the operating system. 
0034. These events may be recognized, for example, by 
polling or examining the registered entries in a WINDOWS 
Registry of user terminal 102 (when user terminal 102 oper 
ates a MICROSOFT WINDOWS operating system) to deter 
mine if an entries corresponding to these events have occurred 
within a recent period time (e.g., less than one minute). Since 
these events are all user-initiated, the entry of Such events, as 
detected by the programming code, may serve to confirm the 
user's presence at user terminal 102. The programming code 
may, in turn, report a confirmation of any of these events to 
server 104. 

0035. In various operating system environments, event 
logs similar to the WINDOWS Registry may be examined in 
order to detect such events. It is readily contemplated that the 
programming code may also be able to interface with any of 
a variety of commonly used software applications to deter 
mine if they are currently in use on user terminal 102. 
0036. In a third embodiment in which server 104 may 
confirm the presence of a user, the programming code trans 
mitted by server 104 may contain processing instructions that 
enable recognition of biometric devices (e.g., fingerprint, 
retinal scanners) or proximity sensing devices (e.g., an infra 
red or motion-sensing device or a device enabled to detect a 
badge or the like within a certain distance) that may be asso 
ciated with user terminal 102. In such case, the programming 
code may poll these devices through an appropriate vendor 
specific software interface to determine whether the devices 
have recently registered the presence of the user. 
0037. The other condition under which a user session will 
not be automatically timed out by server 104 is where it can be 
confirmed that user terminal 102 is presently secured from 
use by anyone other than the user that initiated the operating 
system. This condition may be confirmed concurrently with 
determining the users presence, or may be confirmed only 
when the user's presence cannot be. 
0038. The programming code may confirm this condition 
for example, when there is a local timeout on user terminal 
102 and a password protection scheme has been activated 
thereon, in which a valid password must be entered in order to 
continue using user terminal 102. For example, most current 
WINDOWS-based computers have configurable security 
policies which control if and when a screen saver is executed, 
and whether a password is needed to unlock the screen or 
keyboard. In Such case, the programming code could examine 
user terminal 102 to determine whether the screensaver and 
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password protection have been activated. Other methods for 
determining Whether user terminal 102 is secure may like 
wise be used. 
0039. When the user's presence is confirmed or user ter 
minal 102 is secured from use by others (step 216) as 
described in the foregoing, server 104 may keep the user 
session active even after the threshold period expires (step 
218), and may maintain the user session for as long as these 
conditions remain to be true or network conditions allow. If, 
on the other hand, neither of the conditions can be confirmed, 
server 104 may terminate the user session (step 220). 
0040. In any instance where a user session is terminated 
after the threshold period, it is readily contemplated that 
server 104 may store (permanently or for a set period of time) 
any data entered by the user prior to the timeout. If there is a 
Subsequent interactive session with the user, the previously 
entered information can be retrieved and restored so that the 
user does not have to re-enter Such data. 

Example Implementations 

0041. The processes disclosed herein (i.e., process 200, 
and/or any part(s) or function(s) thereof) may be imple 
mented using hardware, Software or a combination thereof 
and may be implemented in one or more computer systems or 
other processing systems. In fact, in one embodiment, the 
hardware may include one or more computer systems capable 
of carrying out the functionality described herein. An 
example of a computer system 300 is shown in FIG. 3. The 
computer system 300 includes one or more processors, such 
as processor 304. The processor 304 is connected to a com 
munication infrastructure 302 (e.g., a communications bus, 
cross-over bar, or network). Various software embodiments 
are described in terms of this exemplary computer system. 
After reading this description, it will become apparent to a 
person skilled in the relevant art(s) how to implement the 
processes disclosed herein using other computer systems and/ 
or computer architectures. 
0042 Computer system 300 can include a display inter 
face 305 that forwards graphics, text, and other data from the 
communication infrastructure 302 (or from a frame buffer not 
shown) for display on the display unit 330. 
0043 Computer system 300 also includes a main memory 
308, preferably random access memory (RAM), and may also 
include a secondary memory 310. The secondary memory 
310 may include, for example, a hard disk drive 312 and/or a 
removable storage drive 314, representing a floppy disk drive, 
a magnetic tape drive, an optical disk drive, etc. The remov 
able storage drive 314 reads from and/or writes to a remov 
able storage unit 318 in a well-known manner. Removable 
storage unit 318, represents a floppy disk, magnetic tape, 
optical disk, etc. which is read by and written to by removable 
storage drive 314. As will be appreciated, the removable 
storage unit 318 includes a computer usable storage medium 
having stored therein computer software and/or data. 
0044. In alternative embodiments, secondary memory 310 
may include other similar means for allowing computer pro 
grams or other instructions to be loaded into computer system 
300. Such means may include, for example, a removable 
storage unit 318 and an interface 320. Examples of such may 
include a program cartridge and cartridge interface (such as 
that found in video game devices), a removable memory chip 
(such as an electronically programmable read-only memory 
(EPROM), or programmable read-only memory (PROM)) 
and associated Socket, and other removable storage units 318 
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and interfaces 320 which allow software and data to be trans 
ferred from the removable storage unit 318 to computer sys 
tem 300. 

0045 Computer system 300 may also include a commu 
nications interface 324. Communications interface 324 
allows software and data to be transferred between computer 
system 300 and external devices. Examples of communica 
tions interface 324 may include a modem, a network interface 
(such as an Ethernet card), a communications port, a Personal 
Computer Memory Card International Association (PCM 
CIA) slot and card, etc. Software and data transferred via 
communications interface 324 are in the form of signals 328 
which may be electronic, electromagnetic, optical or other 
signals capable of being received by communications inter 
face 324. These signals 328 are provided to communications 
interface 324 via a communications path (i.e., channel) 326. 
This channel 326 carries signals 328 and may be imple 
mented using wire or cable, fiber optics, a phone line, a 
cellular phone link, a radio frequency (RF) link and other 
communications channels. 

0046. In this document, the terms “computer program 
medium' and "computer usable medium' are used to gener 
ally refer to media such as removable storage drive 314, a hard 
disk installed in hard disk drive 312, and signals 328. These 
computer program products are means for providing Software 
to computer system 300. The disclosure is directed to such 
computer program products. 
0047 Computer programs (also called computer control 
logic) are stored in main memory 308 and/or secondary 
memory 310. Computer programs may also be received via 
communications interface 324. Such computer programs, 
when executed, enable the computer system 300 to perform 
the features of the present disclosure as discussed herein. In 
particular, the computer programs, when executed, enable the 
processor 304 to perform the features of the present disclo 
Sure. Accordingly, such computer programs represent con 
trollers of the computer system 300. 
0048. In an embodiment where the process is imple 
mented using software, the Software may be stored in a com 
puter program product and loaded into computer system 300 
using removable storage drive 314, hard drive 312 or com 
munications interface 324. The control logic (software), 
when executed by the processor 304, causes the processor 
304 to perform the functions of the invention as described 
herein. 

0049. In another embodiment, the process is implemented 
primarily in hardware using, for example, hardware compo 
nents such as application specific integrated circuits (ASICs). 
Implementation of the hardware state machine so as to per 
form the functions described herein will be apparent to per 
sons skilled in the relevant art(s). 
0050. In yet another embodiment, the process is imple 
mented using a combination of both hardware and software, 

Conclusion 

0051 Although the best methodologies of the disclosure 
have been particularly described above, it is to be understood 
that such descriptions have been provided for purposes of 
illustration only, and that other variations both in form and in 
detail can be made thereupon by those skilled in the art 
without departing from the spirit and scope thereof, which is 
defined first and foremost by the appended claims. 
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1-17. (canceled) 
18. A method comprising: 
receiving, by a first computer, information from a second 

computer, wherein the information indicates that a user 
corresponding to the second computer has provided user 
information to the first computer via an interactive ses 
sion established with the first computer; 

based on a time attribute associated with the user informa 
tion, the first computer requesting that the second com 
puter provide additional information indicative of a 
location of the user; and 

upon receiving a response from the second computer, the 
first computer determining to maintain the interactive 
session. 

19. The method of claim 18, further comprising: 
the first computer providing a program to the second com 

puter, wherein the program is executable by the second 
computer to provide the additional information to the 
first computer. 

20. The method of claim 18, further comprising: 
based on the response, wherein the response indicates that 

the location of the user corresponds to the second com 
puter, the first computer resetting a timer for the inter 
active session. 

21. The method of claim 18, further comprising: 
calculating, by the first computer, a length of time associ 

ated with the interactive session based on the time 
attribute; 

based on information indicating that the length of time 
exceeds a threshold value, the first computer requesting 
the additional information, wherein the response 
includes the additional information and further informa 
tion indicating that the second computer is associated 
with a particular security feature. 

22. The method of claim 18, further comprising: 
based on the response, the first computer detecting that the 

user has interacted with an external device that is com 
municatively coupled to the second computer, and 

based on the detecting, the first computer determining that 
the location of the user corresponds to the second com 
puter. 

23. The method of claim 18, further comprising: 
based on the response, the first computer detecting that the 

user has performed an action on the second computer 
without using the interactive session; and 

based on the detecting, the first computer determining that 
the location of the user corresponds to the second com 
puter. 

24. The method of claim 18, wherein the interactive session 
is a web-based session implemented via a networked connec 
tion between the first computer and the second computer. 

25. A system comprising: 
a processor; 
a memory configured to communicate with the processor, 

the memory having instructions stored thereon that are 
executable by the processor to cause the system to per 
form operations comprising: 

receiving, from a user of a computer, a request to imple 
ment an interactive session for the user, 

in response to the request, initiating the interactive session; 
Subsequent to the initiating, determining that the user has 
been inactive for a particular time interval; and 

Jun. 11, 2015 

based on information indicating that the computer meets 
one or more security requirements, maintaining the 
interactive session. 

26. The system of claim 25, wherein the operations further 
comprise: 

in response to the request, causing a program to be installed 
on the computer, wherein the program is executable by 
the computer to collect the information from the com 
puter and send the information to the system, and 
wherein the information further indicates that the com 
puter has been secured from unauthorized uses. 

27. The system of claim 25, wherein the operations further 
comprise: 

based on a determination that the user has been inactive 
within the interactive session, evaluating an input device 
queue corresponding to the computer; and 

based on particular information indicating that the input 
device queue corresponding to the computer has not 
been updated over the particular time interval, determin 
ing that the user is not present at the computer. 

28. The system of claim 25, wherein the operations further 
comprise: 

detecting that the user has not inserted or removed a physi 
cal media item into or from the computer during the 
particular time interval; and 

based on the detecting, determining that the user has been 
inactive. 

29. The system of claim 25, wherein the operations further 
comprise: 

Subsequent to determining that the user has been inactive, 
transmitting a program to the computer; 

receiving the information from the program, wherein the 
information is collected from the computer, and wherein 
the information indicates that the computeris configured 
to activate a password protected screensaver based on 
inactivity of the user; and 

based on information, determining that the computer meets 
one of the one or more security requirements. 

30. The system of claim 25, wherein the operations further 
comprise: 

implementing a timer to track a length of the interactive 
session; 

based on the timer, determining that the interactive session 
has been inactive for the particular time interval, 
wherein the particular time interval exceeds a threshold 
value; and 

determining that the user has been inactive for the particu 
lar time interval. 

31. The system of claim 25, wherein the operations further 
comprise: 

requesting that the user provide a confirmation to indicate 
that the user is present at the computer; and 

based on confirmation information indicating that the con 
firmation was not received during the particular time 
interval, determining that the user has been inactive. 

32. An article of manufacture including a non-transitory 
computer readable medium having instructions stored 
thereon that are executable by a processor to cause a computer 
system to perform operations comprising: 

communicating, via a networked connection, with a com 
puter; 

based on the communicating, initiating an interactive ses 
sion with a user of the computer; 
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based on a threshold time interval, inquiring the computer 
for additional information indicative of at least one 
action of the user outside of the interactive session; and 

based on the inquiring, continuing the interactive session. 
33. The article of manufacture of claim 32, wherein the 

operations further comprise: 
tracking a time interval of the interactive session; 
comparing a length of time for the interactive session to the 

threshold time interval; 
based on a result of the comparing, wherein the result 

indicates that the time interval exceeds the threshold 
time interval, instructing the computer to download a 
program from the computer system; and 

Subsequent to the instructing, detecting that a result of the 
inquiring includes user activity information collected by 
the program. 

34. The article of manufacture of claim 32, wherein in 
initiating the interactive session, the operation further com 

prises initiating the interactive session via a browser on 
the computer, and 

receiving, from the computer additional information, 
wherein the additional information indicates that the 
user performed an act, and wherein the additional infor 
mation indicates that the act does not include the 
browser. 
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35. The article of manufacture of claim 32, wherein the 
operations further comprise: 

Subsequent to continuing the interactive session, receiving 
further information from the computer indicating that 
the user has been inactive for a particular time interval; 
and 

based on the further information, terminating the interac 
tive session. 

36. The article of manufacture of claim 32, wherein the 
operations further comprise: 
upon receiving a response from the computer, resetting a 

timer for tracking a length of time of the interactive 
session. 

37. The article of manufacture of claim 32, wherein the 
operation of inquiring further comprises inquiring the com 
puter for at least one security feature of the computer, and 
wherein the operations further comprise: 

receiving a result of the inquiring, wherein the result indi 
cates that the user has not performed the at least one 
action outside of the interactive session, and wherein the 
result further indicates that the security feature of the 
computer meets a threshold requirement. 
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