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A DONGLE

This invention relates to a method for preventing use of
unauthorised copies of software and to a protected recording
medium, unauthorised copies of which are rendered useless.

The invention also provides a communication link between
any device using a memory, whether physical or virtual, and
also provides security for such a device. The invention is
thus useful for protecting software and also the
confidentiality of certain data.

The use of magnetic recording media such as diskettes to
record computer programmes has become very widespread in recent
years. Conventional diskettes are easily copied and this leads
to the problem that wunauthorised copies can be widely
disseminated thus depriving the software copyright owner from
his rightful fees or royalties.

It has been proposed to prevent copying of information
from diskettes by encoding on them instructions which normally
prevent the writing of the contents of the diskette onto
another disk or diskette. However, what can be protected by
software can be changed by software and sophisticated copiers
can circumvent such protection.

Another approach to software protection is the use of
some sort of circuitry plugged into one of the computer ports
and having a communication between itself and the software
thereby providing security for the software since the latter
could not be activated without communicating with this circuit.
The latter is known as a ''Dongle". However, the use of a
conventional dongle is not generally favoured especially
because it is inconvenient for the user who must place the
required circuitry into a computer port or bus slot. Moreover,
where several different types of software are employed each
needing a different dongle, the computer user may need to
change dongles between programmes which could well cause him to
use other proprietary brands of software not employing this
form of protection. '

In addition, such devices are never transparent and may
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therefore cause problems when it is required to interface other
devices such as printers, modems etc with the computer.

The invention seeks to provide an improved form of dongle
for use in protecting computer software and data.

According to a first aspect of the invention there is
provided a device comprising means for changing information at
a particular memory location forming part of a computer system.

The device may be a dongle.

The memory may be either real or virtual.

The dongle according to the invention may comprise
circuitry in the form of electronics which circuitry may be
built onto a cable between a controller card (IDE, SCSI, EISA
controller cards etc) and the computer hard disk.

Alternatively, the dongle forming the present invention
may comprise circuitry which may be included within the hard
disk controller circuitry or on the controller card (IDE, SCSI,
EISA controller cards etc)or in the input/output controller
thus providing a simple solution to security problems.

The present invention may be positioned on any device
such as a floppy disk, game cartridge, memory card etc which
comprises a memory whether physical or virtual.

The circuitry, which may be in the form of an integrated
circuit, silicon chip etc may be formed to perform a
mathematical algorithm. A well known algorithm is the RSA
algorithm which is virtually impossible to crack. The dongle
of the present invention will contain a key code on which the
circuitry will perform the algorithm. The software to be
protected will look for a particular code which is the output
produced by the circuitry to a memory location, and once it
sees this string of digits, will run the programme.

The software may be programmed to address a particular
memory location in the hard disk. However, the software may
also be programmed to address a location which does not
actually exist on the hard disk or any other memory. In such
a situation, on receipt of a signal from the software, the
circuitry will emulate a memory and will produce an appropriate

code using a predetermined algorithm. By means of a virtual
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memory, none of the memory spaces in the hard disk is taken up
with codes.

Alternatively, the means for changing information
comprises a dongle which comprises a computer disk having
circuitry enabling it to change the information on a particular
location of the disk according to a predetermined pattern.

It will be understood that the term 'disk" is used
generally to include software recording media and includes
magnetic tapes disks and diskettes as well as memory cards,
optical disks and the like as well as hard disks.

The invention seeks to provide a transparent operation
which is invisible to the user and also to other devices such
as printers interfacing the computer.

The means for changing the data may comprise an
integrated circuit, a read write head and a battery attached to
a magnetic diskette. In addition there is provided a
synchronisation point so that the integrated circuit can be
synchronised with the disk drive control circuitry. The
circuit targets a particular location, which may be a sector or

-cluster, for example sector 1, on the disk and changes the data
recorded on that location each time the disk revolves according
to a predetermined pattern which could be as simple as zero one
zero one etc. or could be more complicated than this. The
software to be protected '"looks" for this changing pattern on
the disk and will not respond, that is start the programme
running, unless the relevant pattern is detected. Thus the
disk may be used as a "key" to start the programme running.

The disk of the invention cannot be successfully copied
since any attempted copy will only record one value of the
location having changing information and this will not be
sufficient subsequently to run the software being protected.

Where a magnetic diskette 1is employed, it may be
activated as soon as the metal covering is open (when inserted
into the computer disk drive). However, there are other
methods of activating the disk for example manual, revolution
caused activation, or even a key pad on the disk which may, for

instance, need to have a PIN number inserted for it to be
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activated. It is currently preferred to activate the disk from
the opening of the metal cover after insertion into the disk
drive. The disk will be directly in synchronisation with the
disk drive provided this is compatible with the disk operating
system of the computer.

It is possible to provide a switch or key which will
cause the dongle of the invention to write to a different
location on the disk. This may be useful if the particular
sector on which the changing information is written on is
destroyed which would otherwise render the dongle of the
invention unusable. If another sector can be utilised then the
life of the dongle is extended.

Exactly the same principle of operation can be used on
hard disks. In this case then the floppy dongle of the
invention need be used once only since the identification code
of the hard disk can be transferred to the chip on the diskette
only allowing that particular identified computer to use the
software. Other variations or modifications can be included
such as features allowing the software to be used in a
different computer provided it is deleted from the previous
computer, protection against accidental deletion, and the like.

In one mode of operating the invention the disk or
diskette in accordance with the invention is used as a "key"
every time the software is run in order to start it. This
would give complete protection with simplicity provided that
the hard disk is designed in accordance with the invention.
Alternatively, the floppy dongle of the invention would need to
remain in place as long as the software is being used.

In an alternative mode of operation, the read/write head
of the disk can be in direct communication with the read/write
head of the computer and information may be passed directly
without passing through the magnetic or other recording medium.

The invention will now be described further, by way of
example, with reference to the accompanying drawing in which:

Figure 1 is a diagrammatic view of a diskette modified in
accordance with the invention; |

Figures 2 to 9 are flow charts showing functions which
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may be performed by means of the present invention;

Figure 10 is a schematic representation of a system
including a dongle according to the present invention; and

Figure 11 is a schematic representation of a system
including a communications 1link according to the present
invention enabling an external device to communicate with a
computer.

Referring to Figure 1, a magnetic computer diskette
generally designated (10) comprises a disk of magnetic
recording material (12) within a housing (14) having a openable
metal covering (16) allowing the disk drive of the computer
access to the recording medium (12). This comprises a
conventional magnetic diskette. In accordance with the
invention the diskette (10) additionally carries an integrated
circuit (18) coupled to a battery (20) and a read write head
(22). 1In order that the position of the recording medium (12)
can be accurately known a synchronisation point (24) is also
provided. It is thus possible to pick a specific sector of the
recording medium (12), for example sector 1 (although any other
sector or indeed sectors could be used if desired) and change
the data on this sector on subsequent revolution via the read
write head (22) according to information held in the integrated
circuit (18). The particular pattern of change of information
will be predetermined and embedded in the software which it is
desired to protect so that the latter "looks for'" that
particular pattern and will not run unless it detects it.

In use the diskette (10) of the invention is inserted
into the or one of the disk drives of the computer on which the
software to be protected has already been loaded and the
relevant commands to run the software are entered. The
software will detect the pattern on the disk thus releasing it
to run and the user can use the software. Without the diskette
(10) the software will not run. Alternatively, the software
can be installed using the disk. Any attempt to copy the
diskette (10) will not be successful since only one value of

the protected location can be copied and thus the copy will not
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A second embodiment of the invention the dongle according
to the invention comprises circuitry which may for example be
built onto the cable between the controller card on controller
and the hard disk. The invention makes use of a dedicated
memory location in which the data within that location is
changed in predetermined manner by means of the invention. The
memory location effectively serves as a communication 1link
between the device which could be a security device or any
other device, and say a computer. The memory location may be
either physical or virtual.

Whenever the computer requests access to the security
device it wakes up the device by either addressing a particular
location, so that when that particular location is addressed
the device wakes up, or using any other control signals
available between the memory and the computer. 1In the case of
a hard disk, there are command and control signals or any
combination thereof, which are available and can be used to
wake up the device forming the invention at that particular
memory location.

Once the device is awake it performs its algorithm and
puts the output of the algorithm on the particular memory
location. If the output is longer than the particular memory
location then the device repeatedly puts segments of the
algorithm into the memory location as many times as necessary,
thus allowing the computer to read it in its entirety. Once
the software has read the entire algorithm and has identified
that it is the correct algorithm the software to be protected
will run.

By means of the present invention therefore a
communication link is established without the need for an extra
link between the computer and a security device. This is a
very useful feature, because it means that a security device
according to the present invention may be installed into any
computer without having to use available ports or bus slots or
any other communication link. This in turn will mean that by

means of the invention a standard security device can be built
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to be incorporated in every computer at very little cost. 1In
addition, due to the small size of the preferred embodiment of
the invention, the device will be able to fit any computer and
will effectively be transparent. This aspect of transparency
is a sharp contrast to any existing devices.

Because the invention also provides a communication link
between the security device according to the present invention
and the computer, it can also act as an additional port or bus
slot of the computer. In other words, a specially designed
slot may be provided on the device according to the invention
which would allow for input from other devices such as printers
into the computer.

Referring to Figure 10, a system including a dongle
according to the present invention is designated generally by
the reference numeral 90. The system 90 comprises an
input/output (I/0) controller 91, a comparator 92, a hard disk
93, a data control disable/enable device 94 and a dongle
according to the present invention 95. In use, the software to
be run is loaded into the computer system. This causes the I/0O
controller 91 to send a 'wake-up'" signal to the comparator.
The comparator 92 checks for the wake-up signal and if it is
present and correct, 'wakes up" the dongle 95. The dongle 95
changes the data in a predetermined manner in accordance with
an algorism programmed within it. The dongle 95 then sends the
data back from the data line and tells the disable/enable
device 94 that it has finished. The data is transmitted to the
software, and if the data returned to the software is
identified as being correct by the software, the software will
run.

Referring to Figure 11, a similar system is illustrated
in which the dongle 95 according to the present invention is
replaced by an external device 105. The device could be for
example a printer. It would be possible to have several
external devices for example a printer, a modem etc positioned
in series with one another. The software in the system shown
in Figure 11 would be able to communicate with the external

device 110 in exactly the same manner as described in respect
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of communication between the software and the dongle 95 in
Figure 10.

Functions which may be performed by way of the present
invention will now be described in more detail. The addresses
referred to have the following meanings:

X1 = When this address is addressed the Smart /
Intelligent Memory Emulation Circuitry (SMEC) forming the
dongle according to the present invention will start performing
an algorithm. This is the start signal for the algorithm
performing function.

X12 = This address will hold the secret key that is
needed to perform the algorithm. So when the request is made
for the algorithm this address must be read as well so that the
secret key can be obtained in order to perform the function.

X2 = This is the address which will act as the enabling
signal to the location locking function.

X21 = The locked location will require an authorisation
code for access and this address will store it.

X22 = This address will store the start address of the
location to be protected.

X23 = This address will store the ending address of the
location to be protected.

X3 = This address will act as the enabling signal for the
location unlocking function to start.

X4 = This address will act as the enabling signal for the
Data Encryption function (activation) to start.

X41 = This address will store a value which will tell the
circuitry whether an access code is required for encryption /
decryption.

X42 = This address will hold the access code value for
encryption.

X5 = This address will act as the enabling signal for the

initial activation of data encryption mode.

X6 = This address will start the data encryption
deactivation.
X7 = This address will start the selective data

encryption.
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X8 = This address will start the selective data
encryption deactivation.

Function 1) Algorithm performin

This function is useful for software protection. A
simple confirmation of the security device’s existence by
performing an almost uncrackable algorithm is sufficient for
the software to start. The function is explained below with
reference to Figure 2.

The circuit forming the dongle according to the invention
"looks for" a signal which is in the form of an address of
memory location (or any other control signal or combination
thereof) called X1. If it detects it the circuit disables the
data lines between for example the hard disk drive where the
memory locator is located (any other memory device could be
used such as floppy disk drive, memory card etc) and the host
controller and passes it onto the Smart / Intelligent Memory
Emulation Circuitry (SMEC) circuitry forming the present
invention. The software then puts a value, which is to be the
value of a secret key for performing the algorithm, on the
address X12 and the circuitry reads this as many times as
necessary in order to obtain a long key which might be up to
200 bytes long. In other words, the circuit would read the
location X12 200 times. After obtaining the secret key the
circuit performs the algorithm and generates an output of say
200 bytes and puts this value at address X12 for the software
to read say 200 times. 1In other words, the software accesses
this address X12 200 times. The operation is completeﬁ and,
depending on the output generated by the circuitry, the
software will either run or halt.

Function 2) Location protection

(a) Locking

This function is useful for protecting locations where
either confidential data has been stored or software resides.
The protection is provided by preventing access to the
locations / areas designated therefore providing security. The
function is explained below, with reference to Figures 3 and 4.

The circuit ''looks for" a signal which is in the form of
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an address of memory location called X2. If detected then the
SMEC circuit of the present invention reads the value of X22
which stores the starting address of the location to be
protected. This value is put there by the software. The SMEC
circuit of the present invention then reads the value at
address X23 which holds the ending address of the location, and
then reads the address X21 which holds the authorisation code
for accessing this location. After completing these operations
the circuit will activate itself to look for the commands
(anything from read / write to copy etc) relating to the memory
locations and which are located in between the memory location
starting address which was given by X22 and the memory locating
ending address which was given by X23. If it detects the
commands the circuit will ask for the authorisation code which
was stored at address X21. If the code is correct it will
grant access to these locations.

(b) Unlocking

The circuit of the invention looks for a signal which is

in the form of an address or memory location called X3. If it
detects it then it reads data at address X22, which stores the
information about the starting address of the location and then
reads X23, which stores the information about the ending
address of the location. It then reads the data at X21, which
stores the code for accessing the location and if it is correct
then it deactivates the circuit.

Function 3) Data encryption (Activation

This function is useful for storing confidential / non-
confidential data in an encrypted form therefore preventing
unauthorised users to gain access to the original data since it
is stored in an encrypted form and does not mean anything
unless the secret keys are obtained. The function is explained
below with reference to Figures 5 to 7.

The circuit of the present invention 'looks for'" a signal
which is in the form of an address or memory location called
X41. If it detects the code it reads the data stored at this
address, which will tell the circuit of the present invention

whether to expect an access code or not depending on the value
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of that address. If it requests the code, the code is stored
at address X42. The circuitry will then "look for'" a command
defining a function to be carried out. For example the
function may be to encrypt or decrypt a read / write sighal.
If the function relates to the write mode of the computer, the
circuit forming the present invention encrypts the data and
puts it into the memory. If the function relates to the read
mode, then depending on any previous procedure, it either asks
for an access code or not. If it requests the access code then
the circuit reads the address X42 and if the value is correct
it decrypts the data from the memory. If the value is
incorrect, the user has 3 tries before access is denied and the
system halted. If there are no access codes the data is
decrypted directly.
Function 3) Data encryption (initial activation)

This initial activation is needed because once the system
is invoked for data encryption, if the user tries to read a
location, even though that memory location is not encrypted,
the location will be decrypted therefore causing problems.
Initial activation is therefore needed to initially encrypt all
the data in the memory preparing it for the data encryption.
When the address X5 is detected each 1location is read,
encrypted and stored again.

Function 3) Data encryption (Deactivation

Address X6 reads address X41, which tells the SMEC
forming the present invention whether an access code is needed.
If an access code is required X42 is read, and if the value is
correct the data is read, decrypted and written back onto the
memory. If the code is incorrect access is denied, say three
times. The encryption circuit is then deactivated and remains
transparent.

Function 4) Selective data encryption (activation

This function is useful for protecting selected data by
encrypting). The function is explained below with reference to
Figure 8:

If address X7 check the control signals. If the control
signal is a read signal then start encryption if the control
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signal is a write signal start decryption and stay active.
Function 4) Selective data encryption (deactivation)
If address X8, decrypt the locations that were encrypted
with selective data encryption and stay transparent (Figure 9).

The invention provides a means of security without

occupying any port or bus slot therefore providing a very
desirable security since it uses a memory as a communication
link which would make the '"standard security'" a reality in
computers.

The dongle of the invention is very much more easy to use
than conventional dongles and provides a simple cheap and
effective way of protecting software against unauthorised

copying.
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CLAIMS

1. A dongle comprising means for changing information at
a particular memory location in a device having a memory.

2. A dongle according to claim 1 wherein the memory is
a virtual memory.

3. A dongle according to claim 1 wherein the memory is
a real memory.

4. A dongle according to any one of the preceding claims
comprising circuitry in the form of electronics which circuitry
may be built onto a cable between a control card (IDE, SCSI,
EISA control card) and a computer hard disk.

5. A dongle according to amy one of claims 1 to 3
wherein the dongle comprises circuitry which may be included
within a hard disk controller circuitry.

6. A dongle according to any one of claims 1 to 3
positionable on a device such as a floppy disk, game cartridge,
memory card.

7. A dongle according to any one of the preceding claims
comprising an integrated circuit.

8. A dongle according to any one of the preceding claims
adapted to perform a mathematical algorism.

9. A system comprising a dongle as claimed in any one of
the preceding claims, and further comprising software to be
protected by the dongle.

10. A system according to claim 9 wherein the software
is programmed to address a memory location.

11. A communication link established between a device
having a memory 1location and any other device, which
communications link comprises means for altering the
information in a particular memory location in a predetermined
manner.

12. A device comprising means for changing information

at a particular memory location in a device having a memory.
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