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B LU AR F DRI AT MERE R T, KUTBWT, VPNIIAT U MNEE
(A)101, VPNIZFAT L NEE(D)102, VPNF — R = A4 (B)103, (M E(S)1
04, KA =25 —/3 (DNS)105(3Z 1€ 1P (Internet Protocol) (29> Ttk
F w7 —2 (Wide Area Network:WAN) 10012858 C5, Fiz, BIEHEEC)1
1123, VPNZ — RV = A 4£E(B)103% 7 — "Ny = A B LT D — VYT Ry Y
—27 (LAN) 110IZ85RES LT D, iz, VPNS — R = A4 # (B) 103Xt 97577
BRI VIR E BT MR E A T HVPNT — by = A E B EM)112%
FIZWAN EIZERITTH R,

K213, K1OEEOEEEFHIA T 572D DK THD, KkiZIPsechs R/VE—R
IZEDBVPNZRL TN,

ZZ T, VPNZIA T MNEE(A)101 DA IZABI#EPUBLICKEY A (£7/213%
DNy 2fBEHASH A) | IPT R AIXIPADDRESS AkL9%, VPNITA 7 MEE (D)1
02DFRANMAITABHFEPUBLICKEY D (£7213% D/ v ¥ 2fEHASH.D) | IP7RL-A
IZIPADDRESS D& 9%, ¥/, VPNI — b7 = A & (B)103DHRA M 1T BA
PUBLICKEY B (FE7213% D/ ¥ 2fEHASH B), IP7 KU A[XIPADDRESS B& 3%,
Fiabh, VPNITAT LV NEECVPNS — oA 3B 1T, 2, ZDOABSR(
FTZED Y 2fE) THEA ARETHD, WEEEC)111DTTA_X—NPT RV
AVZIPADDRESS C&35,

VPNZFAT o NEEA)101IZHID 2 THAZIPT R AIPADDRESS A, VPN —h
7= AEE(B)103I12E]0 4 THNZIPT R AIPADDRESS B, K}, VPNZFA 7 b
(D) 102(2E10 Y4 THNZIPT KL AIPADDRESS DiZ W b IPR oy b —7 (
WAN) 100IZBWT—ETHY AEBEDOFE THRIZEID 4 THhhd, VPNT —hY
=A% & (B) 103D /AF#EPUBLICKEY_BLIPT R L AIPADDRESS_BiZ N AL F— L
P —/ 3 (DNS) 10512 N T—EICBEMITOILTEBEIND, F-, BEEEO)11
1ZEID Y THN =TT 4 X—KNPT7 RLAIPADDRESS_Cid—Hh VU7 R k7 —7
(LAN) 110IZB8WVWT—E THY LB DFBEE AW TEHRNICEI L Thh b,

VPNZIAT L NEE(A)101, VPNITAT U MNEE (D) 102, VPNS — by = A 35
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[0020]

[0021]

(B)103, KO, /35 E (S)1041%, IPsech TV AR —hE—R | E21X, IPsechi &
NE—RIZIVBEREE S TOFEREA T D, Fo, VPNITFAT U MEEA)10
113, ~BREEPUBLICKEY A&xf DFLE #EPRIVATEKEY A%, PUBLICKEY Aktd
IZBRE LA, VPN — Ry oA 35iE(B) 1031, ABH#EPUBLICKEY B& X DA
#EPRIVATEKEY B%, PUBLICKEY B&EBIZIRE L TS, VPNZFA T L MEE(D)
1021, ABASEPRIVATEKEY D& D%t DR HEPRIVATEKEY DA PUBLICKEY D&
EHREL TS, VPNT — by = A 2EE(B)1031%, = — W7 ko —2110 k
DOBEEE11 KT LT 7 BERACERSNWOFMEZTR L 72T 7ER2 ha—LY
AMACL)ZRE L TS,

KSIZAERFNZIITHT 7 A2 har— VY ZAMACL) DB 2R, 77 BRIk
1—/VUZANMACL) D 3iEIESPRIE BE 3558 D HEAFFF S0k 4 B OERSFF SCBRG T /E
BINTNWD, F8DHITIL, T/ EAEMRIZ, T V=M 7 41—V R (subject)iZ
WENTNDE Y ashal ICEDABED Y 2 EBHASH AZ AL TNOD I LM
EXI, H7 74—V (tag | ZFE# SN T=shal v 2 fEHASH B& A 9 AVPNZ —h
T AHEE103IC#E SN — )T Ry T —2110 LD T FAX—FPT R
L AIPADDRESS CE AT 518 E B 111 ~DT 7 EARA[RETHHILERLTND

BYETEER"ATTRIBUTE A" D7+ — /LRI, (NBSHEREL L TRRIT O, il 2 1T
Blta—F | LT —F TRV Y TESFAN— T L ARFEEZEZ T, VPN —
R AEEBB)103ITB N Ty NI AN Z) PO T v A TEB Y — " EEAb
SETZY, Web P — 37T A4T MR T2 —E 2% — AT RV RIZHESWT
BETEAHINTT B, "validity” D7 4 —/LRiE, ACLOZ DTN —H A% #i R
ZRL T3, “propagate” 137 7 B A FRARDMERZREFTF Al 2R 3743, ARZEH Tl
MERBRED RSN TUVRN D | DT 4 — VR EILCFRRED T D DHR DT — H 1K
LTRSS,

A EEE(S)1041%, KIBITRT LT, T78Ra ha—/ /LY ANMACL) L& F B
10418, FBFE/ 77 AHERHIEI FE 10428, IPTRL ARG FRBE10438, FHA G
THHRAEMFEREL TOSAERTFE1044&, 5L FE 10452 7 21815 FB¢1045
&, ZNOOBMEZHIET HEERIE FB 1046 L0 DRER S AL TD, IPTRLRHL
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[0022]

[0023]

BFE¥ 104313, VPN — 7 oA 48 (B)103D/ABI#PUBLICKEY B& R AL F—
LH—/3(DNS)1051Z#2/R LT, VPNT — 7 oA & (B) 103120 4 THNZIPT
RLZIPADDRESS BZ U159 %, ACLELEFE 104113, VPN — by =~4£[E(B)10
INLBERSINTT 7 EAa P — VY RANMACL) R R L TERLIET 2, AL/ T/
ZHEBRHI I TFBE10421%, SPKIFRUZESWT, VPNITA T REE(A)101, VPN
=t = AEEB) 103 RIEL . KO Fi2ld, 77 B A ERF#H % EITT 5,

B FBL104513 5 5L F B 10452 L TRV, BIE AR SLL T, [FHERE I

A5 5, HAREERAERTEEL CORA R TE 104413, 15RO AF8F

B L COIBHKEY_AB, KN KEY DBZA K5,

EFRIPTRL ARG FB1043 Tk, DNSHREMEITNA A — Ry NZBITH—
RREY7RIPT R A K38 5 2 (46 BT R 77 2 124> T AABA#EPUBLICKEY B35 1P
7 RURIPADDRESS BZ 1535, £, LiEACLETETE1041ClL, AR
PUBLICKEY_B:7 72z~ —/ /LU ZAMACL) &2l 2 IXK4AAITR T ROIZACLT
—7 V1041 TE L TREMNT TE BT 5, RILIZIZVPNS — Y = A B2 1 OLAVE
L TR, EERIIERDVPNS — T = A EE R Z N ENDR— VT T R
YT —2%WAN100IZ#H L TR, £o, Er—H LTI T Ry N —27 R
1 TIZ1IOLAVRL TRV, BEROBEEE PSRRI TN DLET D, K4A
T, ZNENDVPNT = T = A EEDARREBED Ny 2fEL SIS TT 7Ry
R — LY RR GRS AL TND,

ACLF—7 V1041 TH DK T 7 Az ha—/LY ZRACL, #ilx IFACLL, 11[X4B
WZRACLIELTRT I, B T2r— T Xy N —7 EDOZENE D
BEBDOTTAR—NPTRLAZIHEL T, ZNBIZT 7 2AT 5 E K (subject), H
ZIEVPNI ZAT  NMEENE A I L TOAABED v 2 fliE R L ThHD, X4
BOFEH D147 B OFITIL, FFA_X—KP7 R RIPADDRESS_C1 D15 HE %)
LT, AV afBHASH AZH T HVPNI ATV NERBIZT 7B AEFF A9 52 8%
LT, EERIIRNRORBIR TR TRk SN D, £ 7 7 B AR RIEEIC
LU CERITENDT 7 EAa b — LUANCLHF O T 7 v A E R, K4A KR QX8
BID IO RBHGED T 2721 TR B, HHEAEDH R THDHT LR
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[0024]

[0025]

TOHEER ., DD N—TOERETHAZLEHTHREES HOEKEAL
TWDZLZFEFTT5F 5, RE | RARBDRA[HETHD,

EFERREE T 7 AMERHIEI 1042 Tl SPKIFRUTHE Y, VPNITA T b

(A)101, VPNZ —hy = A ##E(B)103, XY, VPNZFA T MEE(D)102%F8FE T

BARRIZIZ, VPNZTA T NMA)DOREF#EPRIVATEKEY AL 5F 4 SIG ALL
BISEPUBLICKEY_ AR A /13N DE, ZDABSEE > TEBASIG AR THIE
(ZRD., £DABAFEPUBLICKEY Azt in 3~ 2 M B #EPRIVATEKEY_ AZH 9 VPN
TIAT L MADAENEEREA T %, £z, E#PRIVATEKEY BiZX5% 44 SIG B
EBHSEPUBLICKEY B~ TCASL T, BASIGBZHER T 5221280, fE#E
PRIVATEKEY B%H 3 5VPNY —h = A EE(B)DAR NMEZFER T 5, R, f
FEHEPRIVATEKEY DIZ L BB 4 SIGD, KUY, ARHEEPUBLICKEY DA AJIL T, &
ZSIG DEHERT DI, FEHPRIVATEKEY D& A 3 5VPNZ 747 2 ND)D
ARNMEZFEA T2,

F7o. ERERRGE T 7B ARERFIEI1042TlE, SPKIFZUZHEVY, VPNS —hT oA
HEEB)103IZx T BVPNITA T U MEB(A)101 R NVPNITA T > MEE (D) 102
DT 7 AEREE 95, VPNT — by =A2EE(B) 10314 HVPNI T AT Mk
E(A) 10107 7 E AMERREZHIHET A5 AL, VPN —h = A 2B (B)103DIPT
RLAIPADDRESS B #5957 DDNSZUQUERY, EB4SIG A, R T 7EA
arha—VUAMACLZ AL T, Zivba T —2EL L TEAL CSPKIC T 53
FFETSCHRA . TR OV, FRRFFFSCHERSIC RV TE RSN D5-tuple reductionfE EHHI, &
O/ E721. 4-tuple reductionfEH AN ESEREZIATLC HEFBREZH T
T5, Fl2, VPNT = 7 = A EE(B)1031Z% T AVPNI 747 L NMEE (D) 10207 7
B AERREHIET 256 101E, VPNT — Ry = A 2 #E (B)103DIPT RL-A
IPADDRESS BZ #5957 DDNSZ =UQUERY, B4 SIG_D, SPKICRE 2 FEKF
FFICERA K O FERF P SCBRB I B W CE RS IVAREB FHCERT, KON, T/ ER= /b
—/VUAMACL)Z AFIL T, SPKUCBS T 2FERFFSCIRA . KON, FERFIFSCIRG I8
WTERIND5-tuple reductionf BRI, KT £7213, 4-tuple reductionfHH#1
AN ESHEBEEZETLUC, HERREH 72, HEFBROBEHIZ VT,
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[0026]

[0027]

[0028]

K10%Z L iR+ 5,

F7e, EFREBAERTFEL0441%, VPNIIAT U MEEA) 101 EVPNS — by = A 25 (E
(B)103EDMIDIKEY = — X UZHITF HFRIEIZ AV HIEMKEY_AB, F721%, VPNZ
TAT M EED)102LVPNT — by 2 A E(B)103L D HDIKEY ==X 1ZEBIT D
SBFEIZHVWAKEY DB F NN AT 5,

F72, VPNITAT U NERB(A)1011%, SPRIFRUZHES T, VPNITA T hERE (D)
102{Z% LR ZEFRODFERAZECERT 2 31T HDRERZ A %, SPKICEI 5 3ERr T
SCHRA B O FERFEFSCRRDIZ BV T, MEFRALRAF (Authorization Certificate) &44 BT
fLPAE (Name Certificate) D 2FBIHDFERAFIZ DN T, ThENEZEREL TV
%o RERFNZIBNTEL, HAEHEICT 572012, fEAZFCERTIIAERIERAF O
VR THHEEHET D,

1 LA EHiB 2381 HFERA ECERTD A 445 %774, SPKIZEE4 B IH7F T
B4 B OFERFEF SCBRBIZ R AUIT, FEMRAERAZEI L, HATE ORERL— BTN L
NBRREIIZOABBED NN 2 BEEH T Hissuer7 1— /LR | HERDFTE
HIBZZTIIVPNI ZAT7 D), OMEFEL— BTG LT AR E 132 DA
ROy A EFET Dsubject 74— /LR | HERRN A% B2 LT- CF 5 &5 Totag
T4V MERRERRA T Al T OB EER LT LFHNZ & T delegation” 41— /b
R, RO HERGEFEDO A M EZ E R LT LFH 25 evalidity 7 4 — /LR DO iE
RENDT —% (LM, AT —FZFEEERINFOLIES) (TR L, FITH DR
BTEL LT —FZThbb,

ZOEFICEDE RIEMHNRITHIEAZCERTOIEAEFHRINFOIZRITS
issuer” 4 VR OHIE, FEFAZFHRINFODFITHE D ABSPUBLICKEY_ AE721X
LEDO NV 2iER T NI X LI DABFEPUBLICKEY_AD /Ny 2 EHASH.A
THDHEEFET D, subject 74— /LN DIEIL, HEIRE 1T HE DA
PUBLICKEY DE/IHMEE DNy ¥ 2l FE T ATV AL LHABEPUBLICKEY D
DY 2fEHASH D THEHEEFRT D, tag7 4—/VROAEIE, VPNT — by =35 E
(B)103DIP7 K- AIPADDRESS BZ##5R 957 MDDNS 7 LY ZFF A 572 DT
—ZTHY, £DHIZIL, VPNT =y =AEHE(B) 103D A BH#E PUBLICKEY B %7z
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[0029]

[0030]

IHEED N Y 2JEET NV XL LS8 PUBLICKEY B Dy 2B
HASH.B Z&#eL3 %, delegation” 4 —/LRDfEIL, FERFF CHRAICEB N TERS
NBILF4 propagate” THHLEFET D, — 77, validity 7+ —/LRDEIE, AFEHL
IREZEBRLZRNZO  WRAELERLRVSDET S, Fo, fEAZEEERINFO
I[ZFLE $EPRIVATEKEY A% W TB4L 15,

Wi, M2%S LT, K1OBEEEL AT 5, 77 ERa ba—/ L(ACL)D%
% (FLIB) B, VPNZ —ho oA 22 (B)1031%, AREPUBLICKEY B (F7213% D
HASH B) &7 7 A=a ba—/WACL) Z 25 E(S) 104125975 (AT v 7S1),
/151 (S) 10413 5% A BH#EPUBLICKEY B (£7-13 2 OHASH_B) & 7 7 2= hm
— /W ACL)ZFEE T 2.

VPN7 —h0 = A 2E & (B)103%#% ML C, VPNZIA T MEEA) 101 b1BIE 4
E(C)1111ZIPsechs RILE—RIZEBYE— I PNEEITTEEA, VPNIFTA Tk
2EE(A)1011, ABISEPUBLICKEY AL/ABHEPUBLICKEY B (X% DHASH A&
HASH_B) ZAf /T 44/ (S)1041TEEL T, VPNS — by = A % E(B)103 % VNl(54E
E(CIPT RV ADR R ERZATRD (AT 7'82),

44 B (S) 1041, SPKIFRUTHES TVPNZTA T MEB(A) 101D T 7 AKE
FREEZFEATL, 77 BRAEZFF AT 258 1E, KA R — L8 —/3(DNS)105%
AR L TVPNS — Y = A 2E{E(B)103IZHIV 4 THN-IPT R RIPADDRESS_B% HX
B35 (AT 7S3), 7z, (91041, T7EAR2 ha—/WACL)Z SR LT,
VPN — R = A 2B (B)103IC KD EFEEIDLANT 101 S 7o BIE £ E(O)11
1ITEI M THITZ T FA X —RPTF RLAIPADDRESS CE T %, EHIZ, fififr ik
E(S) 1041, VPNIZTA T NERE(A) 101 DRI DOFEFEIC AW D I BHKEY_AB% 4=
A5, LT, A EEE(S)1041%, VPNIZTA T L MNEE(A) 101 D2 BE
PUBLICKKEY A%~ TN EE & (S)104LVPNITA T MEE(A) 101 LD D@
EE Bl VPNZZA T hEE(A)101~IPADDRESS B, IPADDRESS_ C & O}
HEFEKEY ABZE(E T2 (AT v 7S4), Fiz, fhIr#EE(S)1041%, VPNT —hy =
A4 (B)103DABFEPUBLICKEY BAff - T/ 25 (S)104LVPNS — 1 = A
HEEB)103LDHDBFER L 5Ll VPNT —h =A% E(B)103~
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[0031]

IPADDRESS_ ALKEY AB% %1592 (A7 > 7°SE) . ZAUTKY, VPNITAT Nk E
(A)101EVPNS — T = A 24E(B) 10313 3L B FEKEY _ABAAff > TE2ITIE(E 7l /e
Lleb, 728 REMFITIX, VPNITAT L NEE(A) 101 EVPNA — Ry = A 4 (B)
103D RV 7 FabaL e LT IPsec N R/VE—R%E | £z, B AIZR
AET D7D EEE(S) 1046 E 52 e LT, lgda Hv o, Zoft,
YRV 7 Faban LT L2TP, PPTP 2L Rl 7 ah=L % = | 8 A NGEE
LT, ID, 7SAT—R | ILEOFUE | SPKI OMERRFEAZE 2 SO FEDOIE#%E
EELAHLTHEN,

VPN AT L MEE(A) 101 VPN — 7 = A 4E5E (B) 103 DIPT RLAEIR IR T 5
MERZVPNZ IA T M EE(D) 10278 T 5B 613, VPNIFA 7 MEE (D) 1021
%LU CSPKIF RUHE- CRERAFCERTZ £ §% (AT 7'S6) . VPN TA T - h4E
E(D)1021%, ABA#EPUBLICKEY DECERT, & OMABREPUBLICKEY B (£7-13%
DHASH B) Zfih A 45 & (S) 1041 23%(5 L T, VPNZ —h 7 = 45 E(B) 103} VNiE1E
EECDIPTRVADRREREZATRO (AT v 7'ST),

N EEE(S)1041%, SPRKIFRUHES TVPNZTA T MNEE (D) 1020 T 72 AKE
FREVEZEATL, 778 REZFF /] T 55 E 1%, RA R — L% — 3 (DNS)105%
R L CTVPNS — = A 2E B (B)103IZHID Y THA/2IPT R RIPADDRESS_BAER
B35 (RTvSS8), Eo, AEE©)1041%, Tr7ERAT ha—/HACL)EZSRL
T, VPN — b7 oA EEEB)103IC LD EHEINALANT 10 SN -85 2 E
(O 111IcEI S THN =7 FAX—NP7 RLRAIPADDRESS CEZEE T 5, EHIT,
A 4EE(S) 10413, VPNZFA T MEE(D)102L DM DOFRIEIC AV D3 m i
KEY DBZ4£ T %, 2L T, M@ (S)1041%, VPNIIA 7 MEE(D) 102028
BH#PUBLICKEY_DZ A > T/ & (S)104EVPNZ T AT L MEE(D) 102 D D
WEBERES{EL, VPNZIA T - MMERE(D)102~IPADDRESS_B, IPADDRESS_C X
USLEHKEY DBZE(E 95 (A7 7'S9), F7, & (S)1041%, VPNZ —h
A 3EE (B) 103D /ABSPUBLICKEY B f# o TN & (S) 104 VPNS — by =
AHEEB)103LDHE DOBIE R ZHE 5Ll VPNT — 7 = 2£1E(B) 103~
IPADDRESS_DEKEY DBZX(E §5 (AT 710) , ZHUZEY, VPNITAT L hEE
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[0032]

[0033]

[0034]

(D)102LVPNG — Ry = 4B (B) M3 B HEKEY DB - TE2ITIBIE FlREL/R
Do

Pk BUTRT VAT AOE B OB VB EOEIEZEZ R RT3 AL
V=t —3 (DNS) 105128 1F BIPT R L AD S HL K (M BiTfEIR 77 1%, IPsechT
AR =M= R EIIN R — NI L DBE B Ok 715, 3LBEEKEY ABK
UKEY DBOA LT, B OY, ARSEE W2 B L MR FTIEICOWTIE, YEHIC
Lo TELEDNTNWDD T, ZDFEMLMERKITENE T 5, F/z, SPRKIGTRUzEITS
T ZHERRFIENZ T, AERRRERAE TN A, ARIREAEL HWA 6 AR E
BILFIERD FVE CEMTEDTD | £ OFEMIZRFTAICOWTITERE T2,

AT, REMHFI1ICBIT D77 vR=a ba— VYRR ACL) DFLIEFIE, & OIP
TRUVADEG, HEEBOER, ZHHIPT LR IHREEOERE FIEIC OV TR
15, £, K5E2BMLT, 77ERarba—LUANACL) 22 (S) (ZFLE
FTHFIRIZOWTEHIIT D, 23, RIHHITIE, 77 E2Ra ba—/LYZR)VPN
T — = A4EEB)103 8 FIRE - FHEIN TWDZLERE T D,

VPNY — R = A 2E B (B) 103 LM £ B (S) 1041, IPsech 7 AR —ME—RIZLY
B35 (A7 v 71001), ZIUTVPNS — by = A 35 (B) 103 &/ 24 (S) 104 &
DEOBE BB FLEND, VPN —by = A 2B B)10313, B hIni-@E
W& T, AB#PUBLICKEY_BESKPIER DT 722z b —/LY ZAMACL) (K
8) k(335 (X7 v 71002) , T 4£E(S)1041%, VPNS — My =4£[E(B)103
DHIE(E ZNTZAB#EPUBLICKEY BT 7 A hr— LU AMACL)E5{EL T,
215 LT /AB#EPUBLICKEY B& 7 7 2z hrr— LY AMACL) % &S TR
B35 (R7271003), VPNT —hy = A48 (B)103L /T & (S) 10413, HEfea
GIkr4% (A7 »7°1004) ,

728, BT OVPNS — k7 = A 3 (B)10312% 957 7 A2 ha— LU AMACL)
BT OHERAE R T OVPNS — = A EHEEE M) 11225 T 7256815, K5I
RULTeT 7R3 b= LU ZNMACL) D B & FIRIZIV T, VPN — = A 45
(B)103IZXHMEITET, VPN — by =B HESE M) 11 212KV ETS N5,

WIZ, W6 KU 7TEZ ML T, (I EEE(S) 10473, VPNITA T MEE(A)101E
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[0035]

[0036]

[0037]

VPNG — k7 oA 348 (B) 103 DO DO LB EKEY ABZ A KL, VPNT — R~y o 13k
E(B)10312E|D 4 THTZIPT L AIPADDRESS B, i@ {Z #E E(CIZE LS Thh i
7 FA~X—HFP7 RV AIPADDRESS C., & UMEIB#KEY ABZ VPN IA 7 MEE
(AI10THEF L, F7o, VPNIZIAT U MEEA)101ICEID S THZIPT R LA
IPADDRESS_A, VPNZTA 7> MEE O BHIEHATTRIBUTE AR O, Fhid@ it
KEY_ABZVPNZ — k7 = A3 (B) 10312515 32 FIEIC WA T2,

K628V T, VPNZTT o NEE(A) 101 &N EEE(S) 1041, IPsech T AR —h
F—PICEVEERE S5 (AT v 7°1101), $72bh, VPNITAT U HEEA) 101 &
S EEE(S)104L DB OBIE B DIRE S L&D, VPNITAT U MEE(A)1011X, K
TS IZBE A HWT, VPNT — = A 248 (B) 103D BHEEPUBLICKEY_B
%4 TDNSZUQUERY, KT, VPNZIA T NERE(A) 101D /A B
PUBLICKEY A% (595 (A7»7°1102),

2418 (S)1041%, VPNZTA T U MER(A)101ICEIN Y THNZIPTRL-A
IPADDRESS_A, VPN% — k7 = A 35 (B)103IZH|0 4 THNIPT R LA
IPADDRESS_B, VPN#'— k= A 35 & (B) 1031 LV EBRE LA LANT 1018 S 4172
WEIEEC)11LIZE Y TONI=T T A~ —P7 R AIPADDRESS_C X U'VPNZ
FTAT L NEE(A) 101D BIEERATTRIBUTE AZ TS, VPNZTA T 2 NEE(A)
101&VPNG — by oA 25 (B) 103 D E DIKEE DFERFEIZ AV A 3@ #KEY_AB%
AT 5 (AT 71103), B7IEAT Y7 11030FMMLE 70— Th,

71BN T, A EEE(S)1041F, VPNZTAT U MEEA) 1010 bR E SN T
DNSZ =YQUERY LA B#EPUBLICKEY A% 25 L CA 1§75 (A7>71201), Ik
(2. AFIL7-DNSZ = UQUERY%Z ML TABH#EPUBLICKEY B ERV 7~ (X7 v
1202), iz, B HL7=ABRSPUBLICKEY B b2, BEMT O T /A=
= VYANACL)Z BT 5 (A7 71203), 77 Aa ha— LY ANACL)IE
KB R THRE LD, RIT, AT 7 1201IZBWTCA S L7ZDNSZ=UQUERY#% H
T, MNTRI RO T —HTAGE AT 5 (A7 71204),

A3 (S)1041E, LFEAT Y7 120 LB W T A A LIZ/AB#PUBLICKEY AL
AT 712041 BWTERK LT —FTAGERT v 7 1203ILBWTEH LT 7k
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[0038]

[0039]

2z ha—VUANACLYE AFI L, FIZIE, FERFFFSCIRA, B OY, FERFFTFSCHRS 12
BOTERSNWOEREHANAE - TEREZFETL (A7 7°1205)  EREIZHIT
BEIHETS (RTv71206), BEEICKBLIZEBE ., ZOR S TREEZK TET
Do

I EEE(S)1041F, A7 71206128\ T, HRICHILIZGE LHESNZ5
AITIRY, F10ISR T HROEER ROT —ZDATAZH 15, K10IRTH
BAERT —ZDATAITFERFFSCIRA . ROV, FEAERT SCIRE TEZES 1155 tuple B
DT —HThD, HEKERT —#DATADsubject 74— VR DEN AT 7120112
BWTZELIZABEPUBLICKEY ADSHA-1 7 VAU A AL D/ v 2/l
HASH ALFE2—EL TWAACLTU NI, 2771203128 W THRELIZT 7t
A2 h— VI AMACLIIC B ENAGEIZIRY, K10 DT —FDATADtag7 —
NRIZIEROD T —Z TAGEFEE—E T 53X FF & b,

34 (S)1041%, HAENTZK 10D T —ZDATADtag7 A —/VRE SR T,
DNSZ=UQUERY’ #4795 (A7 v 7°1207) ., RIZ, DNSZTUQUERY’ ZR AL
=L —/N(DNS)105IZHR L TR L, IP7 RL-AIPADDRESS BZEUf5F 35 (A
F57°1208), RIZ, AB#PUBLICKEY AD/ Ny 2MEHASH AZL EIZT 7822
v he— LY ARACLZ R FE L. (subject 7 4 —/LRDEIZ v 2 EHASH AL 5248 —
B2 FH% & T (ACL) = NENTRYZ BUfF 95 (A7 v 7°1209) , IRIZ, AT v
71209128 W THEAFLZACL= RNENTRY Dtag7 4 — AR ESIRL T, 774X
—HP7 RL-RIPADDRESS CR O BMEERATTRIBUTE AZ IS T 5 (AT v 7121
0), WIZ, VPNZIAT - FEE(A)101DIPT KL AIPADDRESS AR B54% (25w
71211), WiZ, FHEEKEY_ ABZARK T 5 (A7 71212),

6L, R EEE(S)1041%, AT v 7110128 W TS - @iE B4 H
WT, EFEEFSL72IPT L AIPADDRESS B, 774 ~X—RKP7 KL AIPADDRESS_C,
TN, AR L2 EHKEY_ABZ VPN 47 U NEB(A) 10112 F T2 (AT v 71
104) . RIZ, 79AT MEEA) 101 L/ (910413, Bz tili3 5 (A7
7°1105),

RIZ, VPNT — by = A 3EE(B)103& M 44E (S) 1041, [Psech T AR —hE—F
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[0040]

(RO T 5 (AT v 7°1106), T h, VPNS — My mA4EE(B) 103/ 5 E
($)104 LD DIEAE BAE BALS LD, WIT, FATEEE(S)1041T, AT 711061
BWTH SbS s 3 e AT, JelZBiGL72IPT R AIPADDRESS A, B
EHATTRIBUTE AR O, JElC CAR L2 @ #KEY_ABZ VPN — R = A & (B)
103IZEFT5 (AT 7 1107), WIZ, VPNZ —h7 = A 3EE (B) 103 & {h - 2 (S)
1041, SRz tllr4 5 (27> 71108),

D% B2ITRUIZRI7RVPNT — by = A 4EE(B) 1032 - LT, 7747 ME
E(A)101253BFEEE (C)1111ZIPsechy R E—RIZE AU E—KT 7 ZAVPNS
FEITINDN, ZOFEMITER TS,

WIZ, VPNIZTAT  NEB (A 10 I B W CEZECERTZ AT L, ¥1T U727
ZCERTZVPNIFAT L MERED)1021E ST FINEZ LA TR T, 2B, EOLET
o —XIE T D,

(1) VPNZZA T MEEA) 1011, SPKIFRIZB W TEBRINIZSHEIZHEN, FEA
ZCERTOFEH EFBMINFOE AT D, AREMHFNZI T HFEFIECERTD I
ZH1TITRY, K11IZBWT, EFAEFRINFOIZ I Hissuer 7 — /LR DIEIT,
NBAGEPUBLICKEY ADER D Ny V2B T VAV A MILD v 2BEHASHA
ThHDHETFT D, D3, subject 74 —/LRDIEIL, ABHFEPUBLICKEY_DMDSHA-1
TNAYX I LD/ Y 2fBEHASH D THDHEE T D, 73D, tag7 4 —/LVRDfEIE
. VPN#'— k7 = A BB BIZE]) 2 THZIPT RLAIPADDRESS BTHAHLEZET S
o 73D, delegation” 4 —/ VR DRI, FERFFF LIRS ICB W TE RS NS LT
“propagate” THHLEFHT D, —7F . validity 74— /LR DEIZ, ARFEFALITE R
LWz ATEDOHEERL ThEV,

(2)VPNIFAT U MEEA)1011E, LR (D ICBWTARLIZ T — I fiE#t
PRIVATEKEY AZHWTE4 T 5281240, FEIECERTZRIT T2,
(3)VPNI AT MERE(A)1011E, LR (2) 12 W THATU/FER FECERTZAER
DFETVPNITAT o EED) 10212 N TEFE T2,
(4)VPNZFAT L MEE(D)1021%, VPNZIA 7 L MNEE(A) 1012 HEE SIVZFEA
ZCERTEZAEEDFE T NTREL, BT 2.
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[0041]

[0042]

[0043]

I ERIE(S) 10423, VPNIZTA T MEE(D)102EVPNS — by =24 E(B)103L
DREIDIKEEDFIFEZ AW HIEHFKEY DBEZALL , KRIZ, IPTRL-A
IPADDRESS B, 7*FAX—HNP7 FL-ZIPADDRESS C, % O}, #£##KEY DB%VPN
74T NEBED)1021ZEE L, WIT, VPNZIAT U MEE (D) 1021280 L Thi
72IP7 L AIPADDRESS D, VPNZ 547 L hEE(A) 101D B HEESRATTRIBUTE A
K OSEHKEY DBZVPNY —hy = A& (B) 10312355 975 FIEIZ, SEDX6 K
VR 7IZEB W CHBAL 72 M EEE(S)B3, VPNZTAT L NEE(A)101EVPNT — 1
A %EE(B)103L DB D IEHKEY_ABZ AL L T, IPT KL RIPADDRESS B, 75
A~_—HKP7RLAIPADDRESS_C, KT, Li@#KEY_ ABZVPNZ 7 A7 hERE(A)1
OLITEFL, F7z, IPTRLAIPADDRESS A, BIHIFHRATTRIBUTE A, K& UM 3EiE#E
KEY_AB%ZVPNZ — b = A4E{E(B)10312EE T 5 FIRE FIRDOFIE TERTES,

DXL T, B2ITR LTI, VPNT — Y = A 2E1E(B)103%#% H1 LT, VPN
7747 NEE(D)1022358 85 5B (C) 11 11ZIPsechy RVE—RIZEAYE—]
T 7B AVPNA FAT§HI LA AIBEIZ R D,

P BRI AREFEFNTIBN T, I EEE(S)1041%, VPNS — Y = A 448
(B)103XVtfEENT-T 7 Rar bo— LY AMACL 2B T 528 T, BIE%E
(O11UZE Y THNT= T FAX—FNPT RV RIPADDRESS CAFEE T 5, AT K
2T, I EEE(S)1041%, VPNS — 7 = A2 E (B) 103721 A3 - TS, m—A1 /b
YT Ry T —27 (LAN) 1 10ICB S 785 25 E (C) 11 112HI0 S THhi/= 771
~—NP7 R RIPADDRESS CEEBIEMNTES, > T, VPNITAT U NEE(A)L
01, VPNZ — b7 = A 358 (B)103% At L= {E 25 & (C) 11 1 ~DIPsechs R/ E—
NZ& BV E—RT 7B AVPNIZL B 72T A~ —KNPY7 R ZAIPADDRESS C#%, UE—
N7 7 AVPNA FEAT T DRI EEE(S) 1041V &b 52812k 5 52 L
TED,

F, AERFNTBNT, M EEE(S)1041%, HBHEKEY ABZAERL, £ L7
JEHEKEY_ABZ VPN 747 L MEE(A) 101 EVPNS — o =/ 2 & (B) 103D @ #
\CEET D, ZHITE ST, VPNZFAT U RERE(A) 101 EVPNS — by = A 251E(B) 10
BILLBITHBEHAKEY_ ABZZAT TED, 1E>T, VPNITAT M EEA)101LVPN
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[0044]

[0045]

=7 A 3B (B)1031XIKE Y = — AU BIRIEIC AWV A B HEKEY AB% A
Y IALTHATED,

F72 AERFNEBOT, I EEE(S)1041%, VPNS —hr =35 E(B)103% 785
L., BFEICREI LTS G ICBRY , VPN — R = A 2518 (B) 103KV iE[E a7z, BIE4E
E(C)111IZEV L THN =T FA_X—KNPT7 KL RIPADDRESS C% ., /4 (S)10
AZFEET D, ZHICES T, A EEE(S)1041%, AZESILTORVWVPNG — Ry oA
HEE(B) 103 BERFE SN T T7AX—HNPT KL AIPADDRESS_CIZ[RVFEERE TS,
P> T, VPNITAT U MEEA)1011E, ELWWPNS —hy = A 2£1&(B)10370i%
EENT=7FFA_X—RNPT RL-AIPADDRESS CEZHA LN TES,

F7o, REMBNBOT, HAERES) 1041, VPNS —h7 =& (B)103% 77
L. BRI LT & ICBRY , VPNS — by = (25 E (B)1 03 KVEE Sz, BIELE
E(C)111IE L THN 7T TA_X—NPTRL AIPADDRESS_ CZ fel& 3 5L HE)
TEIZIBW T AT EERE () 104LVPNS — by = A 25 & (B) 103 D D (5 A 1 5
b33, ZHUZEo T, AN EERE(S)1041%, VPNS — by = A 44 (B) 1035 Hi%IFE
iz, BIEEEC 11 UTEH Y THN =774 X—NP7 R L AIPADDRESS CH %X
ASNBHT LR D30 BIRSNDZLRZAFTED, 1o T VPNI AT U MEE
(A)1011%, IELWPNS — by =A 2L E(B) 1030 HiXE STz, BE2EE(C)1111
E Y THNTZIELW T FARX—MPT RLAIPADDRESS CERHAZENTED, E7,
VPNZ —h = A 35 (B)103, BEEEE(C)111IZEIV Y THRIELNW T Z 4 —h
IP7 R AIPADDRESS_C%& AR B ZHUT MBI D Z L7 M 5B (S)1041Z3%(E T
D

E RERHNINT, I EE)1041%, VPNIZIA 7 MEEA)101
BFFEL, SAEICATBIL 2B AIZIRY, VPN — b7 = A B (B) 103128V S THAL
72IP7 R L RAIPADDRESS_B% N AA o f— 24—/ N (DNS) 10512 V& THEL
\ JESKEY_ ABAZ AL, BfFL7-IP7 KL AIPADDRESS B, #{F#E(C)1111C
F L THNIZIPT R AIPADDRESS C, XU, A L7z @ #tKEY ABZ§ T
VPNZZA T NEB A 10 UTEF T ALV EMER EFTT 5, ZhUtLoTC, fhfrdk
E(S)1041%, VPNZTA T MNEE(A) 101 AMAZES L TORNEEIZERY, VPN —
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[0046]

[0047]

[0048]

R A 3B (B) 103121V Y THNTZIPT KL AIPADDRESS B, #{F234&E(C)1111Z
H Y THNT= T T A_X—KPT7 RV RIPADDRESS C, RO, H@#KEY ABDT X
TEVPNI TAT L MEE(A)101IZIRE TED, o T, ELWWPNIZIAT L MEE
(A)101IZERY, VPN& —b7 = A 3EE(B)103% /T LT, WIEERE(C)111&IPsech %
NE—RIZEDVE—RT 7 EAVPNE EITTED,

Eo, RERBNTBONT, M EE(S)1041%, VPNZTA T U hERE(A)10123VPN
7= 7 A HEE(B)10312EID Y4 THNZIPT KL AIPADDRESS Ba# 5% 9" 2 HE[R %
BLTODDEDZHEL, HEREAL TOBIEAICRY, VPNS —hy = A E(B)1
03i2F10 4 CTHNZIPT R AIPADDRESS BZ R AA > F—LH—/3 (DNS) 10512 [
WEDETHREL, LBEKEY ABZ AR L, Bif5L72IP7 L AIPADDRESS B, 18
FHEREC111IZE Y THNZIPT KL AIPADDRESS.C, KO8, A2k L7z it
KEY ABZ T R CVPNITA T U MNEEA) 10 LIZEE T ALV EEL EITT5, Zh
(ZRo T, M EEE(S)1041%, VPNS — Ry = A2 EB)103IZHD Y THAZIPTR
L AIPADDRESS B, (234 E(C)11 1IzE10 4 Th /=7 T4 _X—RPTRL-A
IPADDRESS_C, KU, #iH#KEY ABDF T, VPNT —hy =/ 4£E(B)103, K&
O BEEE O LI LGN LD 7 7B AMERE AT HVPNI T4 7 MERE(A)
10172HTE(E TED, - T, VPN — by = A28 (B)103, KUY #EEEO1
1L 2, NEEEZEDHDIPsech s RAE—RIZRDUE—IT 7 EAVPNE RS
1ETES,

F72, RIEHEHNEBNT, I EEES)1041T, i EEES)104LVPNIFAT R
EENI01LDOHEDBELRE 5T D, ZIUTE-o T, fhIrE&E(S)1041%, VPN
— 7oA (B) 10312V 4 THNZIPT R AIPADDRESS B, W{E##&(C)111
2B Y CHNTZ T TA_—NPTRLAIPADDRESS C, KON, HLEHEKEY ABZ K
SAENDTERL, D30, WIESN AT L7 VPNI I AT L MEE(A) 10T EF TF
%o T, VPNIZFAT N ERE(A) 1011, IELVWWPNS — Ry = A4 &(B)103% 47
LT, ELWBFEEREC)111E, [Psech FE—RICLDUE—RT 7 EAVPNEZE
1T TED,

F, RERHFNBN T, A EES) 1041, VPN —h7 =/ 3EE(B) 103237
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[0049]

[0050]

L. REECEI LT3 A IZBRY  VPNI AT MEEA)101IZEID Y THNZIPTR
L ZIPADDRESS A, BHIEHRATTRIBUTE A, & O FEE#EKEY ABZVPNA —h7
ALEEB)103ITEETHEVIENELZ EIT T 5, ZHUZEo T, M EEE(S)1041F,
VPNZ =7 = A 3EE(B)103MBMAESIN TORWEAIZIRY, VPNIFA T N E
(A)1011ZEID S THN-IPT R RAIPADDRESS A, BIEBEHATTRIBUTE A, KO}
LIBHKEY_ ABZ VPN — 7 = A 4£{&(B) 10312385 T&E D, fE->T, VPNIIFAT

FEA1011T, ELWWPNS — 7= 4EE(B)103%2 /LT, BfFEEC)111E
[Psechy RNE—RIZLBVE— T 7 EAVPNEZ EIT TEXLHEVOMEBELND,

Eo, RERBNBNT, IR (S)1041%, VPNA —Rr =& (B)103% 785

L. BAECREILTZ G EIZERY VPN FAT U MEEA) 10 LIZED L THRZIPTR
L AIPADDRESS A, EMIESHATTRIBUTE A, K O F@#KEY ABZVPNY —h7 =
ALEE(B)103ITHEF T HLVIIEEICIN T, R ERE(S)104LVPNS — by = (4K
E(B)103L D DIB(EZHE BT DLVIEIELFAIT 5, ZIUTE- T, ik E
(91041, VPNZFA T MEE(A) 10 LIZEIN Y4 THN-IPT R AIPADDRESS A,
BYEBFHATTRIBUTE A, & OSEEHEKEY ABZ T R THREASINDIERL, 93D,
BIEENDT LI VPNT — My = A SEEBITIEE TED, €0 T, VPNT — =A%
E(B)103, B, #E3EC)1111%, IELWWPNZIA T hEE(A)101 L, [Psech
VRIVE—RIZEBYE— NV EAVPNE RITTE D,

F7o, REFHNEN T, MALEES)1044%, SPRIFRIHEST, VPNIFA T
HENI01, B\ VPNT — = A 4 [E(B)103ZFERET 5. ZIUTE- T, EA
HERRIZ KB NMEFE A DS ATREZR 723D, VPN T AT L MEE(A) 101 K VPN — R
= A%EEB) 103D E L M/ & (S) 10410 A BISEREA EA X E T 2L EN 72
725, HEoC, VPNZZAT L MEE(A) 101 R OVPNY — by = A 4EE(B)1034b % 1

SOME NIEHE I RS L TRk TE D,

Fo, REFHNCIBNT, VPNZIA TR EE(A) 1011, SPRIFRUZHE>THEA
ZCERTZ#HITL, VPNITAT U MNEED)1021CEF 5, Zhilk->T, VPNIZ
AT MEEA)1011E, VPNZFA T L MEE D) 102125 LT, VPNF —hT =1 3%
(B)1031ZEV 4 Th/=IP7 KL AIPADDRESS BZ R+ HHER A EHE TEX L7150
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[0051]

VPNZZ AT o MEED)102, VPNT — D =448 (B)103I2HIV 4 TH - IPT R
AIPADDRESS BZRF#ETHIENTED, 730, BIFEEC)I1UIEI LY OIS
T4 ~_X—NP7 KL RIPADDRESS CEMABIENTES, 1E-TC, VPNIFA T MNERE
(D)102%, VPNZ —hy = /4 (B)103% 4 L GRIGEE(C)111&IPsechy RIVE
—NIZEDUE—IT 7 EAVPNE EITTELLVIOMRBELND, Fo, Zhilk-
T, VPNZ =17 = A & (B) 1031 ZMDOVPNI T A 7o MEE (D) 102122\ TOIE 8
77 e A a— VY AMACIINZBNT B0 B2 flDVPNI T4 7 MEE (D)
10260 VE— T 7 BAVPNEZFF AT 52 LN TED, 6T, VPNT —hy =A%
EB)1031%, 77 tAar ha— VY ANACL) DL/ 2 E DEBIEEIZE 5 A
FPBCED,

B K1, K2R RA R =P =3 (DNS) 10528\ T, G
PUBLICKEY_B®D /w3 2fHEHASH_BEIPADDRESS B% BiE T CE BT 554,
VPNZ — k1 = A 358 (B)1 031X A B #EPUBLICKEY B/ Ny 2 EHASH BEA R L
Thb, Ny afEHASH BEIPT KL AIPADDRESS B R AA Y R— 24— 3DNSIZ
L., o, KGR T RIE (AT 7 1102) % AB#PUBLICKEY BOEED
Ny V2 BRBT NVAYAMIEL SNy 2EHASH BZ & TeDNSZ U QUERYIZZA &
FTHZEIZEVIALICE R TED,

F7-, M8ITRT T /A hr— /LY ANMACL), RIZ/RTT —FTAG, K102
RTIEEAEREDOT —ZDATA, kO, K11 I ECERTIZRBW T, SHA-17
NAYZXLDMDEZE DY 28 E T NAYR D% Ty 2EHASH A% TE
BLThEW, F77. issuer7 4 —/LRDEZ N~y 2fEHASH AD DI /A BR
PUBLICKEY ATH5EERL THEW, [FHRIZ, subject” 1 —/VFDHEEZ NNV 2 fH
HASH_ DDAV IZ /A BR#EPUBLICKEY DEEZEL Thd\, REFZERKL Th,
SPKIC B3R STk 4 B OFERERF SCIRBIC B W CE RSN AT BB 1E-
THEETHILICED, 772 AHIBNCBE L TE LW FETHE RGNS, SHA-1T L
TYRXLLUSND Ny 2 G ET NTY X LE A WAEGE OFEAECERTORA, KO
\ issuer” /LR &k Usubject 74— VR IZABSEE IR ETHHEE DT 7R3y ha
—/VUARACL, 7 —#DATA, KT, FEFAZCERTORRUC DU TIX, SPKIZEE 3
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[0052]

[0053]

BHIERFFF SCERBIZ B W TGREMIZEAI S TS T2 | 2O OV TIEA
W32, ARERIZEN, R TFIE (R 7> 71209) 2 ABgEPUBLICKEY_A%
RLTT 7 A3 b —/VYARACLZ SR L, ACL= RENTRYZHUST5F
JIEIZZE B3 A LI IV LN ERTED,

e, K2R TVPNI AT U NEE(A) 10112137 a— S VIPT R LA
IPADDRESS AD #%EI0 Y TTNAHA, VPNITA TV MEEA) 101 EVPNS —h
7 A4EE (B)103 DRI DIPsechy RAE—RDEvy Ty 7B WEF 04, FE
RSO LI T T EEZ W VPN IA T O MEEA) 10 LIZX L Cr—RH /L]
7 2y T —ZLANNDILE DT 54 _—NPT7 KL 2% VPNZ —hy = A2 E(B)10
3BDIERTENCHID Y TTH I, Fiz, M EE(S104LVPNI T4 T M
BEA101EDOMICRESN-IPsech T AR —MNE—RDWE KL EL T, K CEk
IR T HIEFE VT, VPNZ A7 U MEEA) 10 HZRI L Ta—H L) 7 Ry
T — I LANNDAEE DT FA_X—RPT RL R%, 4B (S) 1047604~ TEIAY
IZEVETTHRY,

Eyii

ARIFEHNL, FEFZCERTIZOWTELIZ TR, FEFECERTAE X509/ D2
BABEEAIZL LI D TH D, BARMRY AT MERIT LD T A1 LR THDH
RIERNKLETHD, RI12CAERF OB AT MERERT, K12128
WT, VPNIZFAT U MEE(A) 101, VPNS —bhy =25 (B)103, FBFE/E (CA) 106
AR = L% —3(DNS)105, TN, fhAT4E{E(S)10413 T 1B 1P (Internet
Protocol) (2> TF T —27 (WAN) 100IZ S LTV, E7-, BfE 3 E )11
LIVPNT — Ry = A 3EE(B)103% 7 — M oA B LT Hr— IV T Ry kT —7
(LAN) 110IZ#5fkesT5,

X131, K120 EOBELZHT 572D DK ThHL, KkitIPsechs RV E—
RIz&BYE—RT7 7 EAVPN, fBITIKEY = — X BT DFFEC BT, 38R (
CA) 10612 ABREERER ECERTZ IR T2 LR L TS, 22T, VPNIZTAT

HEE(A) 101 DRAR IT/ABEEPUBLICKEY A (F7213F D/ 3 2 fBEHASH A)
IP7RLAIXIPADDRESS A, VPNT —R = A 4E1E (B) 103D AN AN [ L B 8
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[0054]

[0055]

PUBLICKEY B (F7-13/ v 2fEHASH B), IP7 R A|ZIPADDRESS B, 1#15 #E
(O111DFFARX—FPT RLAXIPADDRESS CE 3%,

VPNZFAT o NEE(A) 10 LIZEID Y THAZIPT R AIPADDRESS A, &% T}, VPN
=t = A HEE (B) 10312 EV Y THNZIPT R L AIPADDRESS Bid\ b IP Ry
R7—27 (WAN) 100N T—E THY ALEDFE TEIN L ToiLd, VPNT —hy=A
4£1& (B)103DABEPUBLICKEY B (F7213 % D/ v 2 fEHASH B) EIPTRL-A
IPADDRESS BIZR AA > F— 2P —/3 (DNS) 10528 C—E I BB AF I TR B
5, BEEEC)1111I2EID S Toh /=754~ —NP7 L ZAIPADDRESS_Cidm—
INTEIT F R —7 (LAN) 110128\ CD A —E THY, DHCP (Dynamic Host
Configuration Protocol) . IPCP (PPP IP control protocol) & DfEE D FExa AT
BHIZE S THRA,

VPNZ A7 MERE(A)101, VPN —hy =/ 2£E(B)103, KT, /& (9)10
4F, Wb, [Psech T AR —RME—R | F72i3, [Psech R/ E—RIZXVIBIE
BB LT A FEE AT 5, AB#PUBLICKEY ADFME#IIPRIVATEKEY AT,
VPNZFAT o MEEA) 101 TRE SN D, CERT AL, S HPRIVATEKEY AL %F
L7 BN EEEPUBLICKEY A% & 12 X.509/E DA B GEEEAE T, FRFE/R(CA)106
DIMFEEEPRIVATEKEY RTE4 &, VPNIFA T MEEA) 101 TRE SN,
7= ZABR#EPUBLICKEY BO AR #PRIVATEKEY Bid, VPNZ —hy =A% {E(B)10
3THREIND, CERT B, R #EPRIVATEKEY BEXt &0 5 A B
PUBLICKEY B & #¢X.509JE DA B FALAE T, FUFRIAER(CA) 106 DFLE
BEPRIVATEKEY RTE 4 S, VPN —hy = A 2 E(B) 103 TIRE SN D, FRAES (
CA) 106, PKI(Public Key Infrastructure) FZUZHEVY, VPNZFA 7 L MEE(A)10
1DABSEREBIECERT A, KOV, VPNY — Ry = A & (B) 103D /A BSEL A E
CERT BZFFLT 5, £z, 77 A2 ha— VUANMACLIE, AR
PUBLICKEY_AK OMABI#EPUBLICKEY BOMA B HEIZK LT, FF7A4_X—KPT
RLZIPADDRESS_C K O'VPNZ 7147 MEE(A) 101D B HEIE SATTRIBUTE A%
RIS 727 —&C, Eufl1 OR8LFEREEIEEL D, VPN —h = 4£iE(B)
103 TREESND, F7-, BEFEPRIVATEKEY SiE, /M 4EE(S)104 TREENS,
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[0056]

[0057]

CERT_SIZ, FUFEEPRIVATEKEY Skt b7 58 B$PUBLICKEY S 12 X.5097
ROABRBEIERE T, 383ER (CA) 106 DFAZE FEPRIVATEKEY RCEL S, iy
LE (S 104 TREIND,

S 4B (S) 104 DHERI T K BIT AR L7 S Hi B 112361 DA 2218 (S) 104 DHE AR L

JEERRTHY, BAed 0%, 385E/ 7 7 B AERBIEHFE 1042230 T4 7 MEE
A KO =~ = A EEB)DIRAEZ AR (CA) 10612 L > TELINIIFAT b
FEEA KT — Y = A EEB) DAL ECERT A, CERT BIZL>TITHZ L
T, 12T, MM EEE ) 104D DOTBNTEIEL . LA T OBV TS
HEE(S) 104122V TIEK3E ST 5,

IPT R ARG FEL10431%, DNSHREMHTID A Z—Fy MTBIT H—HKEI72
A& BilfER 5 RACHE- T, ABASEPUBLICKEY B2>5IP7 KL AIPADDRESS B 3%
5, ACLFEEETB 10411, ABH#EPUBLICKEY BEEEAHT CT7 /A br—
NWIANACLZ B BT 5, AL/ 7 7 B AMEIRHIE F 104213, ARSI E
CERT AIZE ENAHABBEEPUBLICKEY A% 7 7t Az ha—/LUARACLIZHRRL
THREL., B EEL T, AB#PUBLICKEY AKX OVABI#PUBLICKEY BO#H 7
BRI L T—RBIZEEMN T2 7T A~ —KNP7 L ZIPADDRESS CR U
PEEBMATTRIBUTE AZ /195, F7z, SEAERTF B 104413, VPNIZIAT U MNEE
(A)101&VPNT — b 2 A 2B (B) 103D DIKEY = — AU HRBFE A NS
HBBEKEY ABERARLT D,

Wiz, K13% SR T, K120 EMEEZHE T2,

T vARA b — VY AMACL)D B &G, VPNT — =44 E(B) 1031
INBRSEPUBLICKEY B (£7213% D/~ 2fEHASH B) & 7 722 ha— LY 2|
(ACL)Z RS 4 (S) 1 04ITE(E T B(RT v/ 'S21), fhAr & (S) 1041335 A Bt
PUBLICKEY B (F7213% Dy 2BHASH B) EBEAHT CT7 7Rz ha—L
(ACL)ZM4A, B4BDFRELTRLE T D, VPNT —hy =/ 3E#E(B)103%# ML T,
VPN Z AT MEE(A) 1012 6iR(F2EE(C) 11 1IZIPsech R —RIZR DT E—
N7 7B AVPNE E4T4 554, VPNIZTA T RNERE(A)1011%, AR
PUBLICKEY_ALABH#EPUBLICKEY B (£7213% D/~ 2 EHASH B) % ff /T 25 &
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[0058]

[0059]

[0060]

()104IZXEL T, VPNT — U =A 4R E(B)103 K NE{E 2L E(C)DIPT R L AD %
REREATIRH(AT v T7'S22),

A EEE(S) 104123\ T, BREE/ 77 £ AHERR B F B 104213 PKIF AT~ T
VPNITAT U NEE(A) 101 DT 7 B ZHERBIEZ FEITL, 77 B RZFF T 556
(i, FAL L R—= L3 —/X(DNS) 1052 R FR L TVPNS — by = 35 {E(B) 103121V
L THNTZIPT R AIPADDRESS BZ /83§ 5(R7 v 7'S23), Fiz, f4r(S)1041%,
TreAa = W (ACL)ZSHL T, VPN — 7= E(B) 1031 X0 B HIh D
LAN110IZ e S 7B E 2EE (O111ZEID Y Thn /=7 F A~ —NPTRL R
IPADDRESS_C} VB MEAFHATTRIBUTE AZEUGT 5, 51T, /@& (S)1044%
L VPNZZAT U MEE(A)101£VPNS — Ry = A & (B) L DR DFRFEI VD308
#KEY ABZ AT 5, £L T, MM EZE(©)10413, /ML E()104EVPNI A7
YMEEAI01L DR OBFERZRE 5L, VPNZ T4 7 MEEA) 101~
IPADDRESS B, IPADDRESS_C & UMLIE#KEY ABZ X5 9 5(RX7Tv7'S24), E-,
A EERE(S) 1041, N EEE(S)104EVPNS — Ry = A HEE(B) 103 DR DWIF
FHEBLL . VPNZ —ho o3& (B)103~IPADDRESS ACATTRIBUTE A, KT}
KEY ABZ 45§ 5H(R7 v 7'S25),

Pl b BH12IR T VAT AOE LB OB K VAR OBEEE AR <7273, R A
A F— 2P — N (DNS) 10512811 BIPT RLADEER K O BIFER 715, BN,
IPsechZ >V AR —RE—REITb L RVE—RICLABIE KO 5L 7k, HLiEE
KEY ABDAERAIE, RO PRKIFRIZEDX.509TERDOARFEIEAZECERT AR T
CERT_BOFRFEHF RN DN T, YEF Lo TIHMLNTNED T, ZDFEAMR
WEUTERET D,

PAFC, AEEFI2ICBITAT 7 A2 ba— VY ANACL)DFEETIE, K OIPT
RUADEAS, ILBED AR, ZNOIPT R AL IBHE O 2F FIEIC OV TEER$
AN

7 K14K O 15% 2L T, VPNF —h = A 3EE(B) 10318 W THRE S
5T 7R b= VY ZAMACL) Z RS 4 (S) 1041 ZFE B 3 D FIEIC DUV TR
ERAR



WO 2005/004418 30 PCT/JP2004/009446

[0061]

[0062]

[0063]

K 14128\ T, VPNF — b7 oA HEEB)103L A2 E(S) 1041, [Psech T AR
—hE—RIZkVEER T 52T v 71301), IKEY =— XN BT AERIEIZPKIG 2t
W, VPN & — by = A 3L{E(B) 10313 A BEEFERN FCERT BAL{E L, T34 (S)10
AV BASERERA EFCERT S&E(E 775, VPNT — 7= A3 (B) 1031325 LA
LA ECERT_SZFEAL/A(CA106IZ RV vEho T, ABH#EEECERT_ SOIELS
ZPKIT U TRRES D, RIERIZ, I EE1E(S) 104133215 LI ABASERERA &
CERT_BZFHFERCAIZIVVEE T, AREFEASZFCERT BOELSZPKIT U
1> TRFET D,

VPNZ'—h = A3 (B)1031%, AT v 7 130U BV THE B{bS 7zl g A v
T, 77 BRI = VY ANMACL)Z 3 N CEE T5(R T v 71302), f/rEEE(9)1

413, VPNT = = A 4B (B) 1030 b X E SN2 778 A= to— LV AMACL) &
ek T H(AT YT 1303), ZDH%, VPNZ —hy =35 # (B) 1032 (/135 (S)104
i, B BT (X7 71304),

X151 fh M EEE(S)104 TO T 7 A= ha—/ LU AMACL)D B FIED LT
a—"Th5b, N EEES)1041F, TTVPNS —h7 oA EEEB) 10300 EFSNT
7R ARa = VI AMACL) 2T R TZAIETH(RT v 71401), IRIZ, FeDAT T
130 LI 31T DIKERRAE TRV V- AFEREAE CERT BEZZ ML T, AR
PUBLICKEY_BZ#EU& 3 5(X7»7°1402), RIT, ZOBIG LT/ B
PUBLICKEY B AT 7 1401 TZAG LT 7 7B A2 ha— LY ARACLE BE St
TRET2 (A7 71403),

KIT, 16 KR OH17E2Z LT, MAEEES)104723, VPNIFA 7 MEEA)10
1EVPNT —hy = A 2EE (B)103L D D @ FEKEY_ABZ A 5L, VPNS — Ky = A
$EE(B)10312EV Y4 CTHILZIPT R L AIPADDRESS B, @& HEE(C)1111ZE) 4T
BT TFA~_—hPTRLAIPADDRESS C, & O}, 3Li@4EKEY ABZ VPN FA 7
HEA10UTEFL, Fo, VPNIZIAT U MEEA 10 1LZED Y TORZIPTRL
AIPADDRESS_A, BIEESMATTRIBUTE A, & O3LiEH#EKEY_ABZVPNS —h7z A
2B (B)103IZEE T HFIEIC OV TEL T2,

H161Z8 T, VPNIZIA T MNEE(A) 101 &/ 3E&(S)10413, [Psech T AR



WO 2005/004418 31 PCT/JP2004/009446

[0064]

[0065]

[0066]

—hE—RIZLVEER T AR T v 7 1501), IKEZ =— R UTKITHFRIEIPKIFRIC
TEN, VPN 7547 L MEE(A) 10113 ABSFER ECERT AZRIE L, A E(®S)
104132 BRI ECERT S 4295, VPNIZIAT U MEBA)10LIZZELT-A
BRSAFERA FCERT_SZFRFE/R(CA) 10612 AT, AR #EFER ZCERT_SO IE
LEZPRIGRIE > TRAET D, [FIRRIC, M (S) 1041315 LT A BREERERA
ECERT_AZFEFLE/R(CA)106IZ IV VAT, ABSEREA FHCERT ADIE LS PKI
TR TRIET B,

VPNITAT U NEEA1011E, A7 v 7150 IR W T B{bahiEE B E A
W, VPNT — by = A 4£1&(B) 103D A B$EPUBLICKEY BZ & £¢DNSZ U QUERY
BT NTEETHRTYT1502), HIrdEiE(S)1041%, VPNZ T AT MEEA)10
1B Y CHI7ZIPT KL AIPADDRESS A, VPNZ — k= A 3 (B) 10312 E(0 24
THNZIPT RLAIZIPT R AIPADDRESS B, VPNZ —h7 = A #£ & (B) 10312 L0 &
FHSHDLANT10IZB SN HWEEE(C) 11 LIZH Y TON= T TAX—PTR
L AIPADDRESS CEEEL, VPNZTA T L NEE(A) 101 L VPN — 7 = A 35 E (B)
103LDR]DIKEFE DFEIEIZ AWV HILBEKEY ABZ AR T (X7 7°1503), K1
NIAT v 7 1503DFMMLE T 01— ThD,

K 17128V T, 3B ()1041%, £9°, VPNZFAT U MNERE(A) 10155 S
M7=DNSZTUQUERYZ § N TRIELTANTH(AT v 71601), KIZ, ASLT=
DNSZ=UQUERY%Z L T, ABA#EPUBLICKEY BZ 3 X TIETHRA T
1602), ¥IZ, G L= AB#PUBLICKEY B&EH &2, FHUCEEMTLNT-T 7
Az b — VU AMACL) & R TERAG$H(R7 v 71603), IRIZ, SFEDAT 7150

HZBITHIKEZ = — X TRFECHW - ABSEFERZECERT AZZ ML T, A5
PUBLICKEY A% 3~ THfST H(R7T v 7'1604), RIZ, ZOESLIZABH#E
PUBLICKEY A%H 2127 78Rz b — VY AMACL)Z R L, 7FA_—KNPTR
L ZIPADDRESS_C# Hf& 3 A(A7»7°1605), ZLC, 7 F7A~X—hKNPT7 KL A
IPADDRESS_CASHUS STz B L(RT v 7'1606), VWD BIPT RL AL S T&E72
WEEITIIRT 95,

774~ —hP7 R ZIPADDRESS CSBUGS V72725, IRIC, AT EEE ST, 52



WO 2005/004418 32 PCT/JP2004/009446

[0067]

[0068]

AT 71601 IRV TR AZ L72DNSZ =Y QUERY & R A1 R —ALH—/3(DNS) 105
I[Z#2/RL T, IP7 RL-RIPADDRSSS B& BG4 5(A7 v 7°1607),

VPNZ T A7 v NEBADIPT R AIPADDRESS A% E& 45 (A7 v 7°1608), Fhifhi
KEY ABZAR T 2(RT»71609),

KI16I1ZEE0, i HEE(S)1041%, AT v 7 1501 BT B LS @ E B &
T, AT v 71607 THAEL7ZIPT R L AIPADDRESS B, A7 71605 THIG L7 T A
~—RP7RLRIPADDRESS_ C, &Y, A7 71609 TR L7z HiB#KEY_ AB% 3
NTCVPNITA T MEEA)101ZEF T5(AT v 7' 1504), IRIZ, VPNIZZAT b
HEEA) 101 LI ERE(S) 10413, k2 Yl 4 (A7 >~ 7' 1505),

RIZ, VPNT — by = A $EE(B)103L T 25 {E(S) 1041, Psech T AR —RE—N

IV BT A(A T 71506), IKEY =— A U BT HFFEEPKIT RIS HEV, VPN
= oA HEE (B) 1031 XA B SEFE A ZECERT_ B E/E L, R 2E1E SIL A BSERL
BECERT SZIXME§ 5, VPNT — = A2EE(B)10313, ZE LI ABRBIEAE
CERT_SZFBIER(CA)106IZWEHH T, ARG ECERT_ SO ELEAPKIS
KIS TRRIET D, FIERIZ, fIMEEE(S)1041%, 15 LI AB#FEFIECERT B
ZFRAER(CALI06IZMWEHE T, AFEIER FECERT BOIEL&ZPKIJTRUTTE
S TREET D.

A EEE(S)1041F, A7 7 15061 2B\ THF B LS N- G 2 AV T, St
T 71605128V THEFSFL 72 B EHRATTRIBUTE A, JED AT 7 1608123V T
G L7-IPT RL-AIPADDRESS A, X MDD AT 71609 W TA R L 72 He ik g
KEY ABZ 4 X CVPNS —h7 = A E(B) 10312245 T 5(A 7T v 71507), VPN& —h
7o AHEEB) 103 L & (9)1041%, B a2 YT A(AT > 7°1508),

PAEIRA723512 REFHNZIBUNT, A EEE(S)1041%, VPN —h = A 2E#E
(B)103X0EESN-, BEEEBECIIUIE L TENETTAX—RNPTRL A
IPADDRESS CZ LB & T, & (S)10413, VPNI —hy = 4£&(B)103
IR THD, =V T7 Ry N —Z(LANNCEER S U7 B F 2EE(C) 111
2B Y THNTZ T FA_X—HNPT7 R RAIPADDRESS CEHIHZENTED, [T,
VPN IAT M EEE(A)1011%, VPN — by = A 2E1E(B)103% T LI B HEE(C)1



WO 2005/004418 33 PCT/JP2004/009446

[0069]

[0070]

11~DIPsechr RIVE—RIZEDVE— T 7 BEAVPNIZULE 2 77 A~ —KNPT R
AIPADDRESS_C#%, VE—h7 7 EAVPNA AT T DRI E(S) 1041V &
DELZLIZIVMBZ LR TED,

Fo, RERHNEBOT, A EES)1041%, HLBHKEY ABZAERKL, AR LTZ
FEIEKEY_ABZVPNZ T A 7 hEE(A)101 L VPN — R = 3E1E (B) 103D
[ZIEETHZNICE ST, VPNITAT U MEE(A) 101 E VPN — = A 241E(B)103
ITEHILBHKEY ABZRAE TED, 12T, VPNITAT L MEE(A) 101 VPN
— R = A2EE (B)1031LIKET = — AU EBIT AR WV A ILEHRKEY_ABZ A5
A THFTED,

F7o, REMBNBOT, HAERES) 1041, VPNS —h7 =& (B)103% 77
L. BRI LT & ICBRY , VPNS — by = (25 E (B)1 03 KVEE Sz, BIELE
E(C)111IZEW L THN =TT A _X—NPT7 KL ARIPADDRESS C%, /4 (S)10
ATFET 5, ZHUTES T, M EEE(S) 10413, BESILTVVRWVPNS — Ry = A
EEB)103NLEEFEINZT T4 X—NPTR
L RIPADDRESS_CIZIRVELIE TE D, 82T, VPNIZIFAT L MEREA) 1011, IEL
VWPNG — 7 = A 3B (B) 103925155 S 72 7T A X — NPT RL-AIPADDRESS_C
EHHZENTED,

F7o, REREFNEOT, HALEES) 10413, VPNS — 7= A4 E(B)103% 787
L. AL LB A ITIRY  VPNS — T = A 2E B (B) 103 LV 5 E S 417z, di5 %L
EO)111IZE S THNT= T T A_—NPT KL AIPADDRESS C#%, fh /M4 (S)10
CETDLVIEIEIZEB W T, M EE(S)104LVPNT — by = A 24 E(B)103%
DEDBEFEEIE LT D, ZIUTE ST, HAEE(S)1041F, VPNT —br = 2EE
(B)103bEEENZ, BIEEEC1ILZEN L TONZTTA_X—NPT LA
IPADDRESS CEES ASNDHT LR, 130, MIESNDHT LR ZIFTED, o T,
VPNZ AT NERE(A)1011%, IELWWPNA — R = A & (B) 1030 BEE STz,
WIFHEEC111IZED S TONZIELWT FA_—HP7 KL AIPADDRESS_C& 4l
HIEWTEDLWIMRIEDND, Fo, VPNT —hy = (4£{E(B)10313, W54
E(CO)111ZE L THNIZIEELW T FA X —HPT R XIPADDRESS C& RFFEZ

I}

4z

ol



WO 2005/004418 34 PCT/JP2004/009446

[0071]

[0072]

[0073]

b BT eI 4L E(S) 1041355 TE D,

FTo REFEFNEB T, M EEES) 1041, VPNITA T NEE(A) 101425787
L. BEECHIIL 2B AITIRY, VPNS — 7 = A 24E (B)103I2HID 4 THNZIPTR
L ZIPADDRESS B& R AA 2 F— L% —/N(DNS) 105 W&o THAFL | tiddt
KEY ABZ AL, B3 L72IP7 R AIPADDRESS B, {5 & (C)11 11 L TH
N7-IP7RLAIPADDRESS B, & Y, A LIz 3t@#EKEY ABZ 4~ CTVPNZFA 7
MEEA)I0TEFE T2, ZIUTEo T, fIrEEE(S)1041%, VPNIZIA T hE
E(A) 101 2MEZES I TORWNGEIZIRY, VPNT —hy = A4 (B)103I2FIW 4 TH
N7ZIPT7 R AIPADDRESS B, ##{E 4 E(C)1 1 LIZEW L TON T TA X —FPTR
L AIPADDRESS_C, & O}, #@#KEY ABO T X TEVPNIIA T MEEA)1011C
BETED, #oT, IELWWVPNITA T U NEREA)10TIZRY, VPNA — R x4k
E(B)103Z ML T, BEERE(C)111LIPsechy FE—RIZEBYE—RT /A
VPNZ ST TE D,

F7- REREFNCEBN T, M EEES) 1041, VPNITA T2 REE(A)10123VPN
=7 oA E (B) 103120 24 THZIPT R L AIPADDRESS B 1 32 § HHERR %
BLTCOBNEDEHEL, HEREAL TOBHEAICRY, VPNS — 7oA 3 E[B)1
031ZHID Y4 THNIPT R AIPADDRESS BZ R AA Y R—24—/3(DNS)105(ZfH
WEDETIREL., LIBEKEY ABZ AL, Btf5L7-IP7 L AIPADDRESS B, &
SEEE(C)111ITE L THNZIPT KU AIPADDRESS B, & OV, AL 7 i
KEY ABZVPNZ A7 v MEBA)10LIZEET5, ZHUTL-> T, M/ iEE(S)104
I%. VPNT — Ry = A28 (B)1011H[0 24 TH72IP7 R L AIPADDRESS B, i#{Z %&
E(C)11UIEN L THNTTTAX—RNPTRLAIPADDRESS_C, & O, $hi@st
KEY ABD4 T, VPNT —hy = A3LE([B)103, KU BEEECIILIIHLSD
BNCHT 7B AERE R T HVPNI AT o NEB(A) 101721 B IE TED, - T
V VPNZ —bhy =35 (B)103, KU}, BfFEEE(C)111Ix T 5, RFELEND
DIPsechr RVE—RIZLBYE—RT 7 EAVPNERS 1L TX 5,

Fio, RERHNTIBNT, I EEES) 1041, & (S)104EVPNI T ATk
EEA101EDEDOBFEEE LT 5, ZhUCE-> T, I EEiES)1041%, VPN



WO 2005/004418 35 PCT/JP2004/009446

[0074]

[0075]

[0076]

— 7= A 3EE(B)10312E1V 4 THNZIPT KL RIPADDRESS B, #{Z 3 E(C)111
2 Y THNT- T FA_X—RPT R AIPADDRESS C, &KUY, FE#KEY AB% L
SAENDZERL, 30 BIEINDTLIRVPNI FAT o MEE (MIZIHE TED,
P> T, VPNIZAT U NERB(A)1011E, IELWWPNS — Ry = A& (B)103% LT
IELVBEEE(C)111L8, [Psech RVE—RIZEAUE— N 7 EAVPNEZEITT
=2

F7o, RERBNEBNT, P EES)1041%, VPNS —hr o3& (B) 10345857
L. SRR LT ST IRY . VPN IA4 7 U MEE (A 10 LIZEIV Y THONZIPTR
L AIPADDRESS A, BHIEHATTRIBUTE A, & O EHKEY_ ABZVPNS —h7 =
AR B)103ITHEF T D, ZTHUTE o T, I EEE(S)1041%, VPNT — R = A 45
(B)103AMAIES TRV EIZIRY, VPNZZA 7 U MEE A 10 1IZEIN S Thh
72IP7 R AIPADDRESS A, & O}, Li@#KEY_ABZVPN/ — R = A 451 (B) 10312
KMETED, €T, VPNIIAT U MEBAIL, ELWWPNS — =1 4EE(B)103%
AT, BIELEEC)111EPsech s RAE—RIZLBVE—RF 7B AVPNE FITTE
2o

F7o, RIERHNEB T, P EEES)1041E, VPNA — R o35 E(B)103% 583
L. BREEICEREILTE AT IRY . VPN I 7 U MEE(A)10LIZHI Y THONZIPT R
L ZAIPADDRESS A, BHIERATTRIBUTE A, & O 3L E#KEY_ ABZ VPN —h7 -
AYEE(B)103ITEETHEVIBIMEICIN T, A B (S)104EVPNT — 7o %
E(B)103L DM DBEAIEF(LT D, ZAUTE-> T, M EEE(S)1041%, VPNIFA
7 NEE(A) 101210 S THNTZIPT KL AIPADDRESS A, B E#H
ATTRIBUTE A, X OEBHKEY ABZ§ N THREAINHILRL, o, IS
BT EIRKVPNT =R = A 3EE (B) 103121615 TE D, - C, VPN —hr o (i@
(B)103, KON GEEHEEC)1111E, IELWPNZIA 7 MEE(A)101&, IPsechy
FNE—RIZEDBUE—RT 7 BAVPNE EITTED,

F7o, REMBNBOT, HAERES)1041%, PRIFRIZHEHST, VPNITAT b
EE(A)101 K OVPNSF —hr oA 3EE (B) 103 % FEFET 5, ZHUZE T, VPNITA
7 NEEA) 101 DA BEFEAZCERT AL VPN — k7 = 35E (B) 103 DA B 8t



WO 2005/004418 36 PCT/JP2004/009446

[0077]

[0078]

[0079]

AEFAECERT BH I 4EE (S) 104IZIMME D ZLITLVFERETED, 16> T, VPN T
AT NEEA) 101D ANEHREZVPNG — b7 = A28 (B)103IZH L TRk TE 5,
[FRIZ, VPNT — Ry = A 4L E (B) 103DE N FHREVPNI T AT L MEE(A) 1016
LR T& D,

B, AERHNCEITHM12, K13IZRTRA R =L —/3(DNS)1052F80
T AF#PUBLICKEY BOTE D Ay 2 @B T NIV R E B v i
HASH_B& IPADDRESS B#% B #AH T CEHE T 5356, VPNF —hy = 45E(B)102
I3/ B#EPUBLICKEY_BOD /¥ 2 EHASH BE AR L T3, /v 2fBEHASH B
IP7 KL AIPADDRESS_B% N AA v S — A H—/3(DNS) 10528k T UL IV, Fi-,
K161~ T FIEDARAT »71502% , ZAB#PUBLICKEY BOLE D v a2 H
TNAYZLZE D 2fHEHASH BZ % 12DNSZ = UQUERYICAE 52812 5D
BAGINZE R TED,

F72. TrEARI bE— LU AMACLIZ I T, ABISEPUBLICKEY AZIPT RL-A
IPADDRESS_C% BH:#Af 1 TEF I 2 001T, ABE#EPUBLICKEY ADEED /Ny
ValBRT VIV ALCLD Ny 2fEHASH ALIPT KL ZIPADDRESS_C & B#Af1F
TEBELTHRW, ALEF I, M14TRTFIED T 71302128 T, VPN
B — b7 = A B (B) 10313 A B #EPUBLICKEY AD/ Ny 2 EHASH AZ AR L TH>
5, Ny 2 BEHASH ALIPT KL RIPADDRESS C& 7 7 & A=y hir— LU AMACL) &
UCRE N2 T — 2 & RE T AZLICIBALMC I TED, 2, K17IRT
FIEDAT v 71605% ABI#EPUBLICKEY AD/ Ny 2 EHASH AR AL, N
2fBEHASH AZHRRLCT 7B Ray ha— LY ARCLE R R TAHFIBICEF 52
LIZED, AL ERTED,

F7o, VPNIFAT o MEEA) 10112137 a— 3 )VIPT R L AIPADDRESS_AD A%
FIDLTTODAS, ZAUTINA T, M 2EE(S) 104128\ T, FRFFFF RIS 7
EEEHOCa—h )7 2y N —ZLANNOAEE DT T A ~_X—KNPTRL A% E|
DAETTHR,

FEHit3
B3 D FE R K MG 212 31 BVPNI T AT o NERE D5 72 B RERE A&



WO 2005/004418 37 PCT/JP2004/009446

[0080]

[0081]

[0082]

M18IZR"d, VPNIIAT U REEBE10LITIE, ZOEENGHEIIADNSE R A
L, REIGE T DDNSEWE D EHE - BN EHEERR 1011, RFEHA DM
—EADVPNIFAT o MRER FAT T2 —E 2R HVPNI A7 M RERR 1012
L VPNT 7B RELTH DR R 7 7 b VEREER 1013381 AL TS, F
7z, = DODNSHIWVE DR LN —E R DAL DL ERAIL , HHT 5720
DS —E R EET —7 11014, ffI— D EFEFEATH 2D DS —
EARFEREE #1015, E72, VPN — 7 =A L D DI SALBE Z1TI 72 D2
Uo7 e 7 aba VA R BEF R 1016 23R 1T B T,

i —E A HE BT — 711014120,

a) A —E 2 HPostfix: A —E RZEERES AR AL 4 (Bl +.vpn) |

b) M EEEIPT RUAUIRAN AN EEDIPTRL A,

c) 3R L OFEFET R (SPRKIF R, PKIGTE, FrL o DL AR AR, ddt
HHARE)

d) IR WDRERAE R E DA R FRIEF UKL LI iE & - fE 7 — 5% 5
)

N

DNRLERS VTN D,

i —E 2R HREREE 7T — 7 /110151213,

a) VPNT — Dy = A AEBERRBIAE DN OR A 4 Lt T D vV 2 fEDOT—T )V
b) VPN ZAT L NEB DI TAT Vv NRIED T O\ I A & A & FEZEH 4 (SPKI
FEEASE . PKIZEEASE, AT —R, HEHERLY) .

c) I EEE &Y — ST DBRICA H SN DAERAEF (SPKIFER ., PKIFER &,
PSR =R S@E#ed) |

DSELERS LT D,

NV T Fara ViR E T —7 1 1016121%, KRELS

(1) bRy N T v 735720 O RS BEIE 1,

@) By "Ny TSI RNV DAY N — 7 A 27 2 —ANw.I/F)E L TDHE
LB BRI



WO 2005/004418 38 PCT/JP2004/009446

[0083]

[0084]

DT DD, LA NI DFEMBIZ T,
(1) bRV EBy N T v 7§ 57 OERE PG H#
A) PRV B DIPT RVAR (VPN FAT V NEBIZ Ry NI — I b 5-&7]

P7RLR),

B) b A RIDIPT RUA (VPNS — by = A EEIC R N — 70304 B &7zl
P7RL A,

C) b RUv 7 D7 abzjl (IPsech #/VE—NK, PPP over [Psec/2d),

D) #AEH L (SPKIF R, PKIF R, FrL VL AR AFR, @ TR L)

BE) SRR WDIERAE R E DA TR GERES NUCKHIS U RER & - R T — 5 %

(2) By N T ENIZN TN DR NI =T A H T 2= A(Nw.]/F)ELTORRE

HIFH

a) RABNw.l/FOFER] (JAEPPP, RAEA—¥72L) |

b) (RAENw.I/FDIPT RLA,

¢) 7' —hU=A, DNSH—/3 WINSH—7ZREDIPT RV A,

&) AN I/ FA~DIV—TF 4 T IEHR,
ZDIG | S ENDBME DL O

(1) OFEHEE DB, B), M2 TC), D), E) bdHoTHEV,

(2) DFEHEADB), C), D)DHH, VPNG — Ry = A LB NHEN BB I LS D
(T 2EE LVPNS — My = A B O L H L ThH@EEI T T L, )

AREFF]TOMRMABIZLL T OIS L T ThiLS,

P, TV =T ar b, BIEICEN ST, 77 BALZWWVPNY—E 2 Z 124 L
TWABVPNS — N7 = A EEDIPT RL A% WA DEADNSHW G B3R A H
S (R7v7'S1),

ZOERIT, DNSHIW GO HEE - REISEEEEE 101 LIC R — Bffesh, Zh
S —E RIS DS — AR E T — 71101423 ML TS
N5, HL, N —ERZEHRROE DO THIVUE, — B DODNSHEWA T EREL



WO 2005/004418 39 PCT/JP2004/009446

[0085]

[0086]

[0087]

TDNSH—/31051Z%F Ui # ODNSIIE 3 FATSNE DIRENHIP T RL A% 15T
— R OB RT OIS (RTv7'S2),

HL, I —E RO ELD THIUL, ZDODNSHWGE R E R, i —
ERHVPNIZZA T MEREFR 101212852815 (A7 v 7'S3),

i —EAHVPNI Z AT MEREER 1012l N —EAHEHET —7 v
L0T4DNFIZHE, FTE DI — &R IR (X7 7' S4) | i —E A
ARG T — 7 V10155 FIWTH ARRERTTH (RT v 7S5),

WIARSTEEE 104IZATBR O ERF CHA LN EREHL (R7Y7'S6) D
INEEAGD (AT Y7 ST), ZOFHAEL LI, bRV T T uha VBT —7
V1016 DVPNS = = A TRL R @GR E DEWMEERFL (X7 7°S8) | &
72, FTEDR R DBELIV T RIT U, RV By N Ty P BERER RY -
Zah=)LER10131Z LTS (AT 7S 9),

R RY 7 7 abaVE10131%, h R T T aha Vg E T — 7 /11016%
ZRLU TR RV OFEFMTHOVPNS — My oA EEE103% B L (A7 7°S10) ,
Eiz, AR LR E SN LB AR AL T, VPN —hy =B 103D
IR S LBE DR RNy Ny T 4% (X7 7 S11),

R RARIEF By T vy 7 ENbE, VPNITAT L NEBE 101D 7T A _—KP
TRVA, WEIDNSRN—T 127 BIEIG e & DB RLE BB RO —E, FF X
BR4. FERFEFSCERL . FERFFF RS, FERFRFSCBR3ELEI D HIEE VT, VPN —h
VA E103DOERNCESNID, ZOBE, ThODERZ HAWT, oIy
cTahaVHERRE BT — 7 V10162 BT L (A7 v 7' S12) | ho By b Ty 758
T OREEMI I —E ZAHVPNI FAT L MERRE 10121218 § (A7 7°S13),

= ZRHVPNZ T4 7 MEREET 10121, VPN KA DBy T w7 N IER
T LimE ATy 7 STCTHAARLIZBEEE DT T4 ~N—hP7 R A%ZDNS[H
WEDEA~DIRELL T, DNSHWE DO - RSB R 101 LIRS (RT
v 7'S14), ZOISENE, FDOFEE, DNSHIWELEER LT 77— a 0BRSS
N5 (AT v 7 S18), TV r—raid, RESIZVPNR V&R LT, VPN
BIEEITY (RTY7S16),



WO 2005/004418 40 PCT/JP2004/009446

[0088]

[0089]

FhEFl4 ZOFEAEBSNT VAT AEEOERSIZ X 191w T, REHFIT
I3, VPNIZIAT L MEE 10T, 10213 NFE A LR HO2B THY, £ Eh,
NNV afEAL, A2EFFOL TS, F72, VPNT =y oA E103E BT
VPNiZ, AFEHHAVLANT 21 LRI VLAN1 2203850, VPN — Ry = A 2 103
%, A=V ZA»F123% ML CIEEE 802.1Q VLANZ 7' £ BE(LIZLVEVLANL 21,
122LFHRSILTCNDET D, Fiz, M rEE 1041213, RVPNS —hy = 4£{&103
DIz, K201 77 8RAa ha—/LYARNACL) B FHT v 7 B—RITH5
L5, ZOACLTIE, Ny afll HASH AL OABR#EEZFOVPNIIA T v MNEE 1

1L, BIEE#HR (VLAN AFHVLAN) ZFFS | Fiz, /i 2 fEHASH A2/ B8
FEH OVPNITAT L MEE1021%, BIERE 8 (VLAN BREEHVLAN) 2D L E
SN TN,

K2 LA ERHNZI 1T HVPNS — b oA $iE 103DOREREM R &7~ 3, VPN
—h7 = AEEE 1031, (I EEE 104L DE(E ABRAEATH /- —E A VPN
— 7= AFERERR1031&, BEDVPNITAT L MEBNLD R RV ZKEGT DR
RV FahaV 10328, Fo R AN HEI2 T —Z3ry MEVPNIN DT
TEDVLANIZHUAE L, EI2b RN T 537 v DO b EF 274 ERIED S
BLDERBRETEIANEN BT 4NEN T /VLANS BHEREER 1033 A3 5% 1T
HIVTWB, Ez, (B 104L OBEGRICLERIEREL SN —E 2 AEHET
—711034&, (I EEE 104 OBFEA DM —E 2 ARRGEEHR T — 7 /110358

VPNZIAT U MEE 101, 102LDE R R E T OERE EIFRE R T50
VRS T u b VR E BT — 7 110368, VPNA — R = A4 E 103V E H ¢
5 VLANIZ B3 DR i BRI B2 PR 5 9" DVLANAR AU BT — 7 /L1037 L AR T
LTS,

i —E AHE BT — 7 NV 103UTIIF T DN EE S LIZPL T OF R MR
FIhvTnag,

a) i EEBIP T L A UT R AN, /3@ DIPTRL A,

b) (/R L DRI (SPKIGTE, PRKIG R, F¥L o P AR A G R, gt
FHARE),



WO 2005/004418 41 PCT/JP2004/009446

[0090]

[0091]

[0092]

[0093]

c) WIRCAWV DI EZ 0L R I RIS LR E BT — 25 5 R
)o

- —E 2 AEBEEER T — 7 /10351213 A F OB HAMRRF SN T3,

a) VPNT — b = A B OFBAED 72O | | S 58 FEFER 48 (SPKIGERA &
PKIGERAE, /SAT—F, L@ d),

b) SR AR T A BRI A &N DAL & (SPKIFEA &, PKIREAE, /SRAD—

R B E),

N R 7 P uha VR B LT — 7 L 10361213VPNI T4 7 U MEE LD %
N EIZLLN T OB BPRFFINTND,

a) R RVEL R DIPT RL A (VPNZ T A T 2 MEBIZ Ry N — bt 5-& 72 1P
TRLR),

b) bRV D7 abaiL (IPsechy F/LE—NR | PPP over IPsec’2¥)

c) FRAE-FEF L FR(SPKILF R, PKIFR, FrL o PVARVAFRA, BHEAFH
KL, I —ERDFER, VPNT — = A EE LDy Ny 7SN Dh
RV, B TTRUTRD,

d) FIEICAVVDRERAEE DL R GRIEF UK LT SEAE - fE 7 — 2 %2 5 R
)

e) [ —E 2 bl sz LmdE, kK OBMEE R,

f) b RN DBEERESIVHOVLANA FR, " NFERVLANT, "IEFREVLAN" 2L,

g) VPNITAT U NEBITH W HEN T 77 A _X—KP7 R A (VLANFE R & B
TEER. DDOFHHERN)

VLANHE R BT — 7 L 103TICIZVLANINIZAFAE T HVLANT LIZ L FOfE 8%
REELTA,

a) VLANZ FR (" AZEHVLAN” , "R EEIVLAN" 72L),

b) VLAND v b — 74 5 8 BRI L,

)7 —h7x A DNSH—/3 WINSH—/ /2 EDIPTRL A,
ii) VPN FA T L MEBICBET DV —T 12 7 G,
) WHIT 57y N7 AN B G (T 7 B ARTREZR Y —E RZ IR E)



WO 2005/004418 42 PCT/JP2004/009446

[0094]

[0095]

d) VPNIZTA T L NEBITHNH L ATREZR 7 T A X — NP7 R L R i,

ARIHEFNZ I HVPNS —h7 = A HEE 103D P LERIT, LLFOEHICL T T
VR

VPNZ —h = A 3@ 1031%, i/ — AHEBERT—7 V1034 O
—EAHBRER#HRT —7 1 1035% VT, (HIMEEE104L D5 2 7 20l E Ak
RU, VPNT 7B A ERE H 3 (A7 v 7'S1-83) , @ 10413, Bz
VPNITAT L NEB10157FET HE, VPNF —hr = A 3B 10312% L, VPNT 7%
AP EHEATD (RT v 7'S4) . BHTFE (VPNI T4 T MEE101DIPTRL-A
IPADDRESS A1, £B#EKEY_AB, BIEIFMATTRIBUTE ALZ2E) 1L, bRk 7
Ta U RE BT — 7 V10361 SIS, Fiz, BIEFEHEDL LI, WA T D
VLAN12125RESIL, £DVLANA T AFFVLAN S, 20T —7 /WSS (
AT TS5), ZOEA, B20i2kD, VPNZFA T MEE1011E, (VLAN AZEE
VLAN) O BHEIFREZS DT EMEASIND, 162 T, VPNIITAT L MEE101:HD
R RNV ENEE T HVLANI, " NBEIVLAN” LIRES D,

VPN ZAT U MEBE 101 DDOVPNI Ry N Ty T BERBHEN DL (RT v
S6), h R T Fubha VR E BT — 7 V10362 BB L C (AT v 7 S7) | FTE
DFBFE B B LA T o7, XI5 T HVLANI 21 DOVLANEREH T — 7 /11037%
MR (A7 v 7 S8) LT, VPNITFAT L MEE 10 UTHWHL AIREZR T T A X —FIP
T RUAFF D HARME Aeb DERIRL , o N — I ERAE BIE® (57— =,
DNS, WINSH— 7228 DT R R E) LEHIT, VPNITA T MEE10LITEA TS
o ZOBFEVPNITGAT U NEB 101D T T A _X—RPT RV AIZ, AEFVLANDT
RUAT = A bIANTES D, FTz, 77 =A | DNSZRE DRy NI — IR RE B
B, AEEVLANNOS DSBS,

VPNZTAT NERB 10105 _EFE N RV E B L CVPN[AT T — 4/ o M 25
FTHE, PR PRBEESITOAVLAND T AV E S IO T4 N Z) o TSN
VLANNEERESIVG (AT v 7'S10),, ZOWEh, BAEBHIZED, b xZen7 v
HV T HBINREL ThEV, VPNZTAT U NEE 102200 E RS [RIAR I T
%o



WO 2005/004418 43 PCT/JP2004/009446

[0096]

R RAVEEIEIT 25 A1, LT 2 NER RS T a b Vg RS BT
— 7 V10367 0EREL, VPNZ TAT U MEBEICEID Y TON TN e T4 _R—MNPT
R ZZFTBVLAND T RL R — UZIRHT 5,

PAEFBALIZEDIZ, ZORBICIIUT, R EEEIZRBW T, IPARY R — 713
LIZVPNI FAT MEE, XY, VPNT — Y = A 3EE L VPNT — Ry = A B 128D
BHIN T—H N T X T — 2R LT E OBEHEE L OB DIPsec,
L2TPEDALE DN R 7 T aha VL L HUE—RT 7 BEAVPNA#ENL T 57201
HWBIEHR (2 ha— 7 7B R AR) ZiE BT 5. ZOFHITIL, BIEEEIZEY
L ToNTTARX—RPTRLANEEND,

I EEEIL, VPNITA T U NEB P HLVPNY — o A S B 2B S THNZIPTR
VADKRBEREZIF LD, VPNITA TV NEBRVPNS — R~ = A 3EE 125D Y
THONIPT RLRE AR IR T DHERR AR T 203 E DN ERFET D, €L T, HEREZH T
DHEIZRY, 77 RAar ha— VAN BT, VPNT — M = A EE I LD EH
ENDHR—H NI T Ry NI — 7R LT8R EEICEID Y THN= T T A~ —]
IP7RLVAKRNVPNZ FAT o NEB O BHEEREZTAGL . FAS R —255— 3 (DNS
) ERSR LU CVPNS — Ry = A ZEEIZEID Y THONIZIPT RV AZEG L, VPNIFAT
VN B LVPNG — R = A3 E L ORI DIKE S OFBIEIC AW DIt B EE £ K 15,
WAT, P SEE VPN A 7 NEE L ORI O (E A S{EL T, VPNF — 7=
AR IZE L TONIPT RU R, @R EE IR Y TN/ 7 I X—MNPT R
AR OCHERR LT B EEEVPNI T AT L MEBIZIME T 5, E7z, ML EEVPNS
—hy A HEBLEOBFEEREFLL T, VPN AT U MEBIZHID Y THNIPT
RUR, AR LT3R K N F4 7 MEE D BIEE #AVPNT — oA BT
B35, 728, VPNF =7 = A 3B ODNSZ 2B AR A N 13, WHEE)/2VPN
T =M= AEBELNDIY, BiZEE LR H L TRESHDOVPNOR =21 —ER
EHIRLTEN, ZOH—E R, TTAX—NPTRLR%EH DG HEEDIRES
b, OLDDVPNT — R = A LB U TEBRDOFANME 244 5L, DNSIZR$
FTHIET, BB T TAR—NPTRLREL OB OBFEEZBE-SIFTAZEMN
T&ED, Tebzld, BBt T LN RNIT O ST D DBFEEESVPNS — Ry =12



WO 2005/004418 44 PCT/JP2004/009446

[0097]

[0098]

EBEOEHRTHVPNNIZH LG H | BARDBANM E ETHZ8I2X0, BledT 7k
Ay b — VURNCERL, BB SEL N DVPNT 7 ERE B2 ENEIITHRL
WEEEICENTHI,

E72, RN, SPRIFRUTHES T, VPNITATUNERE | RO, VPNS —hr -
AEEBETHFET D, Flo, VPN TA T NEE T, SPRIGT R E> GERAZEZ RIT
T5, IBIT, A EEIFPKIGTRUCHES T, VPN IAT U NEE | KTV, VPNZ—]
U AEEERIL T HILLFREL T2,

F7o, M EEE I, ZAB#E, FQDN (Fully Qualified Distinguished Name), GUID (
Globally Unique Identifier), MAC7RL-Z, SPKI (Simple Public Key Infrastructure)
Local Name, X.500 Distinguish NameZEDAEE D4 HIFERIZHES TVPNZ TA Tk
&, VPNT —hy=A2EE, KO @EEEEZHNTOIEL LT D, ThICE
57T, IPsec, L2TP22E DAEE DR R 7 FubaL PKI, SPKI, /SAT —R72E8 D
EEOFIEFT REMA SO CYVE—NT 7 EAVPNE RITTED,

FRU 72 F i F 1 T B IHEFIA TR UV AT AR ITAREEDO—HL LT 2
HOMBHIEE 2 a2 DT as T LATHERL, 2070l I s5ka Ba—F%
FAWTEITUTARBEAZ LB THIENTELZ L, HDHV L, EHEH 1°F MBI 2T
RUTCMEFRZ 2 Ca—F D07l 5THERL, D70/ I 0530 a—~
(CFEITERDIENTEDZLITEHIETHR, 2B a— X TEDOLERHRER FEEL
TRODOTTT T A, HHNL, T 2—FE OB FEE RITSEL-HDT
17T L%, DALY 2—F D3t H B0 AT RERREER LR, #1213, FD, MO, ROM
AEUH—R, CD, DVD, UA—T VT4 A7 EIZFEEL T, RFLTED, $REL
VT HIENTEDLLEDBI, A F— RV NEDRY NI =I5 BLTEDT AT T 0%
BLA LD HZ LR REETH D,



WO 2005/004418 45 PCT/JP2004/009446

FHR O HIFH

[1] [PRYNT =TI —=F VT TARX = Ry T —7  LUTFVPN, 7747 L MNERE K
OVVPNZ — Ry = A ZEE DS AL, VPNT — oA B KBS b — L
TUT Ry M= CREEE DS, BTRRIPRY N — 2 IR SN TE D
VPNI AT MEE L VPNT =y =358 | K OY, VPNT — Ry = A 38 B
NH—H N YT Xy NI — 7R SN E OBFEE LD ORI 7T
BRI DY E— T 7 EAVPNZ FATTHV AT MIBITHVE—FT 7 EAVPN
TN TFETHY.,

(a) ATREIPAR Y MU —27 BIZERIT O P EEE I, BTREVPNS — D = A 4 E 5
RIRCIBIEEEICHI Y CONIZ T TAR—NPT RLRAE R TIEREE LT /A
v ha— VYA RTREM I R BT E 01 fR L,

(b) BTN SERE CRIZEE T VB AT M — LY AN AR EEVPNS — by = A 35 BT
KIGLCRLIE iR,

(c) RIEEVPNI T AT o NE B D LD B RITIGE L TRIFLVPNS — My oA S 15t
ST BIPTRL AL, BT 7ERar ha— LY RN bR T AR e S 4
BEDTFAX—NPTRLRAEZEEL, BIELVPNI AT NEB LD LI, RilFLY
FAT NEBEDIPT RUALRIREVPNS — 7 = A HE B 238D | BIFELVPNI F A7 /b
LA — N A B L DB OIS NI S b RN E 'y N T Yy T T 5T

DICHDFE E RS & A AL | RITFEVPNY 74 7 L MEE LRITFES — by = A

BEOWFICEEREE,

(d) BTACAH AFEFRETE #E O CRITGEVPNY T4 7 MEE LRTRE Y — by oA 2

CERRAESNZIE BALR RV By N o 7 %47V 2O SbR RV A L CRITELE
FEEBED T FAX—NPTRLRAZE > TYE— N7 EREETT DB,

LEET,

[2] PRI OV T — T 7 EAVENII FIEICR T, BT 72 A= ha—/L
UANIRIREVPNZ 747 VNGB IS D RIS & T

[3] AR OV T — T 7 BEAVPNIA FEIZBN T, ATREER ) 1, AP

SrAEE ERTREVPNG — by = A B T2 N BT OMRE A TOVPNS — by =



[4]

[5]

WO 2005/004418 46 PCT/JP2004/009446

AEBRILE L DR DWBE R Z 5L T, ATREVPNT — My = A ENGT 7B A=
= VRN RTRAT A S B IRE T 0 & Lo,

FERE2ULIFEHDOVE— T 7 BAVPNIRA FIEIZEW T, BTERiEARD) 1T, Al
LT EEE DN, BTRLVPNS — by = A 3B S AFERE T DIt e, FREICRIIL T2
B, BTREVPNS — b = A B I KD R ESIVRTEEVPNY T4 7 L MEEIZH 55
TR ha— VAN RRE T DilfE L A A T,

FHRE2IIBTZH DOV T =T 7 BAVPNIEA F BB T, BTRRIERC) 12,

(c=0) BIEEVPNITA T L MEBENORIFELVPNS — 7 = A E ICED L THZIP
TRUVADRBEREZIFELI7eb, RIFLVPNI 747 o NEB ARTFRVPNS — Ry =
AEBDOT VB AMEREZ R T H0EI0RIET 2L
TR AKEIRE R T DG EITIRY,

(c-1) 7RI b — VYA T, BEEEICE LS TONT I —h
IP7RLAZ A5 T DiEfRE,

(c=2) RAMU R =LY —NE B L TVPNS — N oA ZEEIZHID Y THONIPTR
VAZRAETDIRE,

(c=3) A3k LVPNI T AT MNEE L OWIE BE I BL LT, VPN — o3k
BEDOIPT RVAK NBEHEED T A _X—NPT7RUVAEVPNI FA T o NEBIZIEE
THHFEE,

(c—4) A4 LVPNA — o A 458 L O (E AR 5L L C, VPNITA T b
BOZa— \)VIPT RVAR T 7Rz ha— LY ANCRREE N VPNI Z AT
NEE 2B T ARTFLBIEIE A VPNS — o = MBI TG T HIRFE,

LEE A BTELIERR(d) 1,

(d-1) VPNZ AT o MEB LVPNS — Y = A £ & L D OFRFEI VW AHRTEEFE A
FRETE A BT HIEFE L,

(d-2) fh T3 VPN TA T L hEE L DOBIE B AERF S{LL T, VPNZ — 7 = A4
B O ARG S EREREVPNI TA T NEBIZEE TR 1E L,

(d-3) fRMEEE LVPNS — Ry = A 2B L OBIE B A R{LL T, VPNITA T M E
B LD AL NERIE R EVPNT —hy oA B I35 E T A,



[6]

[7]

8]

[9]

WO 2005/004418 47 PCT/JP2004/009446

LEEL,

FERIASFLMM DY E— T 7 EAVPNMI FIEIZIB VT, BTEEVPNS — I = A 25 E
3, VPNZTA T MEBLVPNT — = AR E L DR ORE 5L By Ty
R, R DA ESNIVPNI IA T NEE I T ARTF BRI E S
W, BIRLVPNY IA T MEBIZAT G NETTARX—RNPT L AL R E LA 55
HIEREL . VPNITA T MEEICE T 2RI B MEFHICE SV TIRE T HVLAN,
=R 7z A TR AR, NEDNST R A, WINSY—_TRU R, 2 E 2R E T DI EE
\ ATEE B MEESICE SV CHTEEVPN S — N = A B Dy NI N2V TR TE %
LA 588, D71 DB EITT DL,

EFRVPNT — R = A EE B, VPN TA T NERB L ORICHENLLTZ o RV 53]
72U SR 2SPTE DR L T2 B 812, N r D7) = 7y 7L VPN
ITAT NEBICEID Y Tl T A_X—NPT R ADIRHME, B3 VPNITAT
NEE DTDIAT T2 H VPN — N = A LEE DTy T A NF ) TR B 2R TT
THRREETs,

FERE2ULSFEEHOVE— T 7 BAVPNAA FIEIZEW T, BRI X, VPN
DGAT L NEE R, EENT TV —arbBOE, VPN FA T N EE DR
ESNTE-DNSEW GO ERRL ., BEBOEhE DY — AT RV ALWE
DENBETANZREEREL FMEZABLIZB AT, ZOMVWabEsr b
AP EEE SO WG DRI E T 5B E & 2, ATELiEfR) 13, Z0IREED
SRR 7 T a bV OB ERAE BRIF AT T - BT DA & 2, Bt
(&) 1T, BEITIEC TR RAZFHEL , DNSHIWA s R EL TN EEICLY
BESNBREEEDTIARN—NPTRLAZ WA ELEDT T U r—aic
F ARG REL CETIERE ST,

P RIESFLE DY E— R 7 EAVPNMAIT FIEIZIBV T, ATFEIERE () 1, RITETE
VPNIFAT U MEE D, SPRKIF RIS TGEAFEELFITL, RIELERIEEZEL
TZMLDVPNI T AT o MEE D RTEE I 2L E IR LT, BTREVPNS — Ry = 45 (2
EI L TONTZIPT RLUADKRRERZFE T o@REE T,

PRy NI —ZIZVPNY TA T o NEE L WVPNS — D = A ZEE D3RS AL, VPN



WO 2005/004418 48 PCT/JP2004/009446

[10]

[11]

—hy AR ICIVE RIS — I V)T Ry N — 2 G EE AR S AL,
BIERIP Ry N — 2 | SN B DOVPNI TA T NEB L | VPNA — b = 3
&, KO VPNT =y = A EEICE B IN D0 — I VT T Ry M — 2 TR S 4L
TALEOBFEEELOMON R 7 T abaic i o)E— T 7 EAVPNE EAT
THVAT MZBNT, IPRY N —7 BICERESIVT, VE—RT 7B AVPNOREL
AR DR EE TH T,

RIFEVPNS — by o A EE BN DEE SN ORTREFERICE L Toni T IA X
—HNP7RLVRERTE#RE ST T /A3 ha— Y&k, L FACL, 230E 35
ACLEEFE L,

BIECVPNI FA 7 U MEE , BTRLS — N = A B A FHFEL | 77 B AHERR | #1%

T BRIE/ T 7w AHERFIF B L

AL T 7 BRAa ha— VYRS ST, AT BEEEICE Y oS TA~
—HMP7RVRZERGL, FA A=Y — " E K L THIFLVPNS — by = 44E

ZHEID Y THONZIPT RLAR G THIPT RUARSSFEL,

HIELVPNI AT NMEE LRTFEVPNS — My = A 2L B L O OFBIES 7K 5k h
RN EEYRNT T OOV A BERAEIE A AR T DFRAETE AT B
&,

AIERVPNZ AT VU MEEIZ, ATREVPNS — 7 = A EEBOIPT R A BiFLiE(E %
BT 7A_X—NP7 NLR K ORI BRI EHREZEE L. §iELVPNS — oA
BT, BIRRVPNI FA 7 MEEDIPT N A K ORTREME ARGt E A 5595
W15 F B,

LEET,

FHREIGCEH DM RIS T, RIEEIEBE T, M EREELVPNITAT R

BELOMDIEE, I EELVPNT — =B LOMOBEL, TN ENE S
b3 2 S L FEE T,

FESRTE OGO (P ERB ITI T, ATERRERE, 7 7 B AHERRFIEI BT, AlTaE
VPNIFAT L NEBERIEL . RALIALTZHEITRY | B IPT R ARG F
B LATEEVPNS — M = A 2@ B S THONIZIPT R L RZ R A R— bt —

%ﬁ



WO 2005/004418 49 PCT/JP2004/009446

[12]

[13]

[14]

[15]

IZRWE D CERGS . RTEEME B RRAEE AR LR B X LR EEAR AL RRAETE
ZAERIE, ATRLEE FEIC, BUGLIZIPT R AL BIRRBEEEIZED Y THL
127 FAN—HNPT RV A, B O LT RTREH A RBAEE A L VPNI T4 7 &
BICEES TS,

FRORIHOFLHE DI BT I T, RIEEERFLE, 7 7 B AMERR I B I RTEC VPN
IIAT NEBPATFLVPNY —h = A B ZEID H TONTZIPT RV AR T 5
HEREB L TWDNENEEEL, HIRER L TODEEICIRY, BIFLIPT R A
FFERBICK LRTRLVPNS — by = A B ED L CONTZIPT R AZ R AL Re— L
= NGO TGS, BT0A ARGEE A R F B Tk U ATRCAE AGRRE
THEE RS, ATRLEE FRICH LEISLIZIPT RLA | RTLE(E2EEICED Y T
BNTZTTAR=NPTRLA, KON, AL TR0 A SRR A RTEEVPNI A7
VNEBITEESED,

FERIELL U1 2FEH O IEEITISN T, BIRERREE, 7 7 E AHERHI I R B 1T

. BIRRVPNG — by = A 4E B 2 FRAEL | SRS LT 5 a2 BRY | ATRLE(E FERIC
KTURTREVPNI A7 U MEBICEV Y THNTZIPT RV A RO, BTECHE A FREE
ZRTFCVPNT — b = AR EITEESE D,

FERIEITIE 13DV T INTERHE D P LB IV T, BilELFREL 77 B AME
FR#E1== B, SPKI(Simple Public Key Infrastructure) /7 242 HE-C, BTRRVPNZZ
AT MEE ., KON BIFEEVPNS = = A EBEZRAEL , RO 03, 77 2R
HlE 2 FAT 95,

FERIEITIE 13DV T AN ELH DI 2EEBITI T, BIRLRRAE 77 B AME
FR 1 F B, PKI(Public Key Infrastructure) 7 RUZHE-C, RIALVPNIZ 747 /b
2EE, KON ATELVPNS — D = A EE AT 5,



WO 2005/004418

[X1]

117

104
VPN
~ =k
EREEM
fNEES
101
W
VPN
SAPV R~
ZBA
S
102 —
/
VPN
DS P+
8D

WAN

PCT/JP2004/009446

105
L/
DNS
103
~
VPN
J—=kDxA
=EB
110 1M1
~
—| BIEREC
LAN

E41



2117

PCT/JP2004/009446

WO 2005/004418

[92]

O=

HEE

0 SS3daavd

L

N

NV10L}

PA LS

@ ADILVAIE NVM 001
) 0 sSMaavdi p
2o,~] GHSVH 21X 0”ADIONENG
Q== oL
Jiray 3 O A 1430
IS
_saa| [ 9
v ¥ o_ss3vaavdi _
g ADIALVAR | 8 SSIHAAvdl Y AINILVAIYd
g SSTMaavdl ) v SSAavd
g HSYH £I% 8 ADIOIENd ¥V HSVH 1% ¥ A340rand
/\/ M
€01 EN ey
e _ VB L
aEE,TC - 0°SS3AAVd LT NN
S AN NN\ mwmmn_mmﬁ_ 65~ ¢ & SS3aavd
1S <= zs
D & g-Axi0nand
8 ADionand <~ 'V Anand
8°SS3Yaavdi 0l
(8S)ES
SNG |
Sot



3117

PCT/JP2004/009446

WO 2005/004418

[IXI3]

0l
. - ,
| ) G . |
| semoym . gss;aavdl o ySvob _
| '§7SSIWAAVdI 'Y SSIHAQVdl [ oo W |
_ 7 g " ey A
| o0 HESH | | v sSTaavd |
HEEE® | ! .
_ e gy ADI[ 1------ ¥ 8y A3 |
_ ME£2@ | 975S3MAAVd] |
mmlmwmmaoé_ "0 g SSAdvdl _
, ™ Nﬂ%mwwm_ 3 MW%&E@%M “ - .
—— 1 == N
| & Aorand A0 — B HSVH ¥ HSVH _
~ & ~ 4 \
: v ol |
_ HEB _
' 0 SSayaavd <
_ ~7 10V _
: 190} _



4/17
WO 2005/004418 PCT/JP2004/009446

[[X]4]
4A Y4B
1041T ACL1
p/ ),
HASH B ACL PO AZNZR POLRAENR
HASH_B1 ACL1 IPADDRESS_C1 HASH_A
HASH_B2 ACL2 IPADDRESS_C2 HASH_D
[[%15]
5
IBNEES VPNGT — 7 1 %E8

(VPNT — kO 1 BIBREM)

1001
A~ IPsec kS RAM— FE— RICKDIBF

1002

~ PUBLICKEY_B, ACL
1003
M
PUBLICKEY_B&ACL%Z
EhEYIITRRTD .
100

BEEU

Y




517

PCT/JP2004/009446

WO 2005/004418

[IXI6]

LEGNINLA L4 —3 1
AN L2008

OR

A

BAS P2 =31 {09sdl

g -

A

=%

8011

\,\ >

_ NAEINRS ST
‘av’- A3 v SS3daavd

7
1014

-

Yozl

OF 2 =3 =L e~ 085

90

'

o
>

A

Y
G0LL

_ 8y A
‘O SS34AAvd ‘g SS3ddavd bOLL

n ROVB

0N CHESIKEOY 31NAId 1 | vEEIRE 'O SSIHAdvdl
LA ddiH — v} '8 SSFHAAV 'V SS3HAAVAIZ N+ Ldl

(L RMED) HIE[MFTOEV AIABE

gRF ) TG —4NdA

7
€oLL

<
e §

V' AIMONanNd ‘AdaINONM T LSNA \,\
¢01l

wE
0Pl — 3 — Y 2 E4935dl 1ot}

SEXERUd VN L S CNAN



6/17
WO 2005/004418 PCT/JP2004/009446

[XI7]

1201 | DNSOZUQUERY L/ABSBPUBLICKEY_AZ
SEUTANTD |
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8
| e I
(acl
l-(entry !

| 1
1 |
I 1
1 I
} 1 (subject hash sha1 |HASH_A|) :
: (tag(dns X -f >R =Lt —/\DNS&# (hash sha 1 [HASH_BY)) | |
L (ip IPADDRESS_C) |
! (attribute ATTRIBUTE_A)) :
I (propagate) I
: I (validity(not-before %15 — & )(not-after ggz15—4 ) :
] l
1 !
1 1
I 1

[E49]
29
:
| (tag(dns B X - >R — At)—/\DNSDO&#1 (hash sha 1 |HASH_B|))) I
1
|1 F-STAGELTEEENET-5
| .
[E110]
_________________________________________ |
(cert
(issuer Seif)

(subject (hash sha 1 |HASH_A|))

(tag(dns B X+ >R — /At —/\DNSOE# (hash sha 1 |HASH_B|)))
(propagate)

(validity(not-beforegszi—4 )(not-after g5 —% ))

10
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[X11]

(issuer (hash sha 1 [HASH_A|)) :
(subject (hash sha 1 |HASH_D})) |
(tag(dns K X« 7 — /st —/\DNS@&#T (hash sha 1 [HASH_B]))
< |
(

delegation (propagate))

validity(not-before g5 — & )(not-after pgzi=—5 ) I
- - - - - -

(signature &S )

| I EIBAECERTELTREERSNDT —F

| | mEEmBNFOCL TREENDT -

&11
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C e )
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16021 DNSZ TUQUERYZESRL T,
/ABSIRPUBLICKEY BEINTIIET D

1603~ | £BSHEPUBLICKEY. BE S LICP2 220> ~O—
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l
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I
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[X120]
(acl VPNDS4 P REBATDIESODIY
I“(entry

|
(subject hash sha1 |HASH_A1|)

(tag(dns B X > R—/tF—/\DNSD&#1 (hash shal |HASH_B|))
; (ip IPADDRESS_C1)

(attribute(VLAN AEE8 VLAN))) !
1 (propagate)
(validity(not-beforeggzi— & )(not-after 5157 —4 )) I

VPNOSA PV HERBA2DIZHDIY HJ

! (entry !
! (subject hash shal |HASH_AZ2|) !
! (tag{dns R X-r yR— AT —/\DNSDE70 (hash shal |HASH_B|)) !
! (ip IPADDRESS_C2) "
! (attribute(VLAN #Z3258 VLAN))) :
1 (propagate) :
i (validity(not-beforegg x> —4& )(not-after x> —4 )) :
| l

220
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