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SECURITY METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application claims the benefit of priority 
to Australian Provisional Patent Application No. 
2008905085, filed on Sep. 30, 2008, entitled “A SECURITY 
METHOD, which is herein incorporated by reference in its 
entirety. 

FIELD 

0002 The disclosure relates to a security method, a veri 
fication system and a client device. 

BACKGROUND 

0003. Devices having or associated with a high level of 
security, Such as gaming devices which have to meet stringent 
regulations, often utilize a secure boot chain so that there is a 
high level of certainty that the device has booted without 
being tampered with. One prior art technique is to provide a 
separate device on the board of the device to monitor an early 
part of the boot sequence to check that the boot loader (or 
BIOS) has not been tampered with. Further elements in the 
boot chain then build on the corner stone of the initial part of 
the boot sequence being secure to conduct further security 
checks. A problem with this technique is that if there is a need 
to update the boot loader, it is also necessary to update the 
monitoring device. There is a need for an alternative security 
method. 

BRIEF SUMMARY 

0004. In a first aspect, there is provided a security method 
for verifying a client device including: 

0005 loading and executing a boot loader at the client 
device which establishes a connection to a boot compli 
ance Server, 

0006 sending a first cryptographic element from the 
boot compliance server to the client device: 

0007 generating a first cryptographic response with the 
first cryptographic element based on at least part of the 
bootloader and sending the first cryptographic response 
to the boot compliance server for verification; and 

0008 continuing the boot process upon successful veri 
fication of the first cryptographic response. 

0009. In an embodiment, the method includes: 
0010 sending at least a second cryptographic element 
to the client device subsequent to the successful verifi 
cation of the first cryptographic response; 

0011 generating a second cryptographic response with 
the second cryptographic element based on at least part 
of the operating system; and 

0012 loading the operating system upon Successful 
Verification of the second cryptographic response. 

0013. In an embodiment, the client device takes at least 
one protective action upon unsuccessful verification of the 
first cryptographic response. 
0014. In an embodiment, the first cryptographic element is 
a first hash key and generating the cryptographic response 
includes applying a corresponding hash function to the boot 
loader using the first hash key. 
0015. In an embodiment, sending at least a second cryp 
tographic element includes sending a valid second crypto 
graphic response to the client device whereby the client 
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device can verify the operating system without further refer 
ence to the boot compliance server. 
0016. In an embodiment, the method includes sending a 
plurality of second cryptographic elements corresponding to 
respective ones of a plurality of possible operating versions to 
the client device and determining at the client device a rel 
evant one of the second cryptographic elements to apply. 
0017. In an embodiment, establishing a connection 
includes establishing an encrypted connection. 
0018. In a second aspect, there is provided a verification 
system including: 

0.019 a boot compliance server; and 
0020 a client device arranged to load and execute a boot 
loader at the client device to establish a connection to a 
boot compliance server, whereafter: 

0021 the boot compliance server sends a first crypto 
graphic element from the boot compliance server to the 
client device; 

0022 the client device generates a first cryptographic 
response with the first cryptographic element based on at 
least part of the boot loader and sends the first crypto 
graphic response to the boot compliance server for veri 
fication; and 

0023 the client device continues the boot process upon 
Successful verification of the first cryptographic 
response. 

0024. In an embodiment, the boot compliance server send 
ing at least a second cryptographic element to the client 
device subsequent to the successful verification of the first 
cryptographic response; 

0.025 the client device generates a second crypto 
graphic response with the second cryptographic element 
based on at least part of the operating system; and 

0026 the client device loads the operating system upon 
Successful verification of the second cryptographic 
response. 

0027. In an embodiment, the client device takes at least 
one protective action upon unsuccessful verification of the 
first cryptographic response. 
0028. In an embodiment, the first cryptographic element is 
a first hash key and the client device generates the crypto 
graphic response by applying a corresponding hash function 
to the bootloader using the first hash key. 
0029. In an embodiment, the boot compliance server sends 
a valid second cryptographic response to the client device 
whereby the client device can verify the operating system 
without further reference to the boot compliance server. 
0030. In an embodiment, the boot compliance server sends 
a plurality of second cryptographic elements corresponding 
to respective ones of a plurality of possible operating versions 
to the client device and the client device determines a relevant 
one of the second cryptographic elements to apply. 
0031. In an embodiment, establishing a connection 
includes establishing an encrypted connection. 
0032. In an embodiment, the client device is a gaming 
device. 
0033. In an embodiment, the gaming device is a player 
tracking module. 
0034. In an embodiment, the verification system further 
includes a bootloader update server adapted to communicate 
an updated boot loader to the client device, whereafter the 
client device replaces the current bootloader with the updated 
bootloader. 
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0035. In an embodiment, the verification system further 
includes an operating system update server adapted to com 
municate an updated operating system to the client device, 
whereafter the client device replaces the current operating 
system with the updated operating system. 
0036. In a third aspect, there is provided a client device 
arranged to: 

0037 load and execute a bootloader at the client device 
to establish a connection to a boot compliance server, 

0038 receive a first cryptographic element sent from a 
boot compliance server to the client device: 

0039 generate a first cryptographic response with the 
first cryptographic element based on at least part of the 
bootloader and send the first cryptographic response to 
the boot compliance server for verification; and 

0040 continue the boot process upon successful verifi 
cation of the first cryptographic response. 

0041 
0042 receive a second cryptographic element to the 
client device subsequent to the successful verification of 
the first cryptographic response; 

0043 generate a second cryptographic response with 
the second cryptographic element based on at least part 
of the operating system; and 

0044 load the operating system upon successful verifi 
cation of the second cryptographic response. 

0045. In an embodiment, the client device is arranged to 
take at least one protective action upon unsuccessful verifi 
cation of the first cryptographic response. 
0046. In an embodiment, the first cryptographic element is 
a first hash key and the client device generates the crypto 
graphic response by applying a corresponding hash function 
to the boot loader using the first hash key. 
0047. In an embodiment, the client device is arranged to 
receive a valid second cryptographic response to the client 
device whereby the client device can verify the operating 
system without further reference to the boot compliance 
SeVe. 

0048. In an embodiment, the client device is arranged to 
receive a plurality of second cryptographic elements corre 
sponding to respective ones of a plurality of possible operat 
ing versions and determine a relevant one of the second cryp 
tographic elements to apply. 
0049. In an embodiment, establishing a connection 
includes establishing an encrypted connection. 

In an embodiment, the client device is arranged to: 

0050. In an embodiment, the client device is a gaming 
device. 

0051. In an embodiment, the gaming device is a player 
tracking module. 
0052. In a fourth aspect, there is provided a security 
method for verifying a client device including: 

0053 loading and executing a boot loader at the client 
device to establish a connection to a boot compliance 
server; 

0054 receiving a first cryptographic element sent from 
a boot compliance server to the client device: 

0055 generating a first cryptographic response with the 
first cryptographic element based on at least part of the 
bootloader and sending the first cryptographic response 
to the boot compliance server for verification; and 
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0056 continuing the boot process upon successful veri 
fication of the first cryptographic response. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0057 Certain exemplary embodiments of the invention 
will now be described with reference to the accompanying 
drawings in which: 
0.058 FIG. 1 is a perspective view of a gaming machine; 
0059 FIG. 2 is a block diagram of a gaming machine; 
0060 FIG.3 is a block diagram of the memory of a gaming 
machine; 
0061 FIG. 4 is a block diagram of a player tracking mod 
ule of the of an embodiment; 
0062 FIG. 5 is a block diagram showing how a plurality of 
gaming machines are networked and in data communication 
with a boot compliance server, 
0063 FIG. 6 is a functional block diagram of a player 
tracking module; 
0064 FIG. 7 is a functional block diagram of a boot com 
pliance server, and 
0065 FIG. 8 is a flowchart of a method of an embodiment. 
0.066 Features, further aspects, and advantages of the 
present invention will become apparent from the following 
description of embodiments thereof, by way of example only, 
with reference to the accompanying drawings. Also, various 
embodiments of the aspects described in the preceding para 
graphs will be apparent from the appended claims, the fol 
lowing description and/or the accompanying drawings. It 
should be understood, however, that the present invention is 
not limited to the arrangements and instrumentality shown in 
the attached drawings. 

DETAILED DESCRIPTION 

0067. One example problem with using a secure boot 
chain technique is that if there is a need to update a boot 
loader, it is also necessary to update a related monitoring 
device. There is a need for an improved security method. 
0068 Referring to the drawings, there is shown a verifica 
tion system which has a boot compliance server controller 
which participates in the verification of a client device, such 
as a gaming device. Advantageously, the Verification system 
is provided so as to maintain a secure boot sequence while 
enabling the boot loader and operating system of the client 
device to be updated by downloading an updated bootloader 
or updated operating system to the client device. In the 
example embodiments described below, the client devices are 
gaming devices at gaming venues which require a high level 
of trust because of regulatory requirements. 
0069 Persons skilled in the art will appreciate that some 
venues have electronic gaming tables playable by a plurality 
of players under control of a controller. For the purpose of this 
specification, such a table should be understood as being 
within the meaning of 'a gaming device'. Accordingly, 
within this specification gaming device' includes any gam 
ing device adapted to be coupled to a network, for example, a 
single player, electronic gaming machine arranged to play 
one or more games, a player tracking module adapted to be 
fitted to a gaming machine, an interactive video gaming ter 
minal in a server based gaming system, a bonus controller, a 
jackpot controller, a display server etc. 
0070 Agaming device in the form of a typical standalone 
gaming machine 10 is illustrated in FIG. 1. The gaming 
machine 10 includes a console 12 having a display 14 on 
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which is displayed representations of a game that can be 
played by a player. A mid-trim 20 of the gaming machine 10 
houses a bank of buttons 22 for enabling a player to interact 
with the gaming machine, in particular during game play. The 
mid-trim 20 also houses a credit input mechanism for 
example a coin input chute and/or a bill collector 24B. Other 
credit input mechanisms may also be employed, for example, 
a card reader for reading a Smart card, debit card or credit 
card. 
0071 Artwork and/or information, for example pay tables 
and details of bonus awards and other information or images 
relating to the game may be provided on a front panel 29 of the 
console 12. A coin tray 30 is mounted beneath the front panel 
29 for dispensing cash payouts from the gaming machine 10. 
0072. The display 14 shown in FIG. 1 is in the form of a 
Video display unit, particularly a cathode ray tube Screen 
device. Alternatively, the display 14 may be a liquid crystal 
display, plasma screen, any other suitable video display unit, 
or the visible portion of an electromechanical device. The top 
box 26 also includes a display which may be of the same type 
as the display 14, or of a different type. 
0073. Another gaming device in the form of a player track 
ing module (PTM) 50 (also known as a player marketing 
module) having a display 52 coupled to the gaming machine 
10. One purpose of the PTM 50 is to allow the player to 
interact with a player loyalty system. The PTM has a mag 
netic card reader for the purpose of reading a player tracking 
device in the form of a magnetic Swipe card, for example as 
part of a loyalty program. However other reading devices may 
be employed and the player tracking device may be in the 
form of a card, flash drive or any other portable storage 
medium capable of being read by a reading device. 
0074 FIG. 2 shows a block diagram of operative compo 
nents of a typical gaming machine which may be the same as 
or different to the gaming machine of FIG. 1. 
0075. The gaming machine 100 includes a game controller 
101 having a processor 102. Instructions and data to control 
operation of the processor 102 are stored in a memory 103. 
which is in data communication with the processor 102. 
Herein the term “processor is used to refer generically to any 
device that can process game play instructions in accordance 
with game play rules and may include, for example, a micro 
processor, microcontroller, programmable logic device or 
other computational device, a general purpose computer (e.g. 
a PC) or a server. 
007.6 Typically, the gaming machine 100 will include 
both volatile and non-volatile memory and more than one of 
each type of memory, with Such memories being collectively 
represented by the memory 103. 
0077. The gaming machine has hardware meters 104 for 
purposes including ensuring regulatory compliance and 
monitoring player credit, an input/output (I/O) interface 105 
for communicating with peripheral devices of the gaming 
machine 100. The input/output interface 105 and/or the 
peripheral devices may be intelligent devices with their own 
memory for storing associated instructions and data for use 
with the input/output interface or the peripheral devices. A 
random number generator module 113 generates random 
numbers for use by the processor 102. Persons skilled in the 
art will appreciate that the reference to random numbers 
includes pseudo-random numbers. 
0078. In the example shown in FIG. 2, a player interface 
120 includes peripheral devices that communicate with the 
game controller 101 has one or more displays 106, a touch 
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screen 107, a card and/or ticket reader 108, a printer 109, a bill 
acceptor and/or coin input mechanism 110 and a coin output 
mechanism 111. Additional hardware may be included as part 
of the gaming machine 100, or hardware may be omitted 
based on the specific implementation. 
0079. In addition, the gaming machine 100 may include a 
network card 112 to enable the gaming machine to commu 
nicate over the network with the boot compliance server. The 
network card may also send status information, accounting 
information or other information to a central controller, server 
or database and receive data or commands from the central 
controller, server or database. 
0080 FIG. 3 shows a block diagram of the main compo 
nents of an exemplary memory 103. The memory 103 
includes RAM 103A, EPROM 103B and a mass storage 
device 103C. The RAM 103A typically temporarily holds 
program files for execution by the processor 102 and related 
data. The EPROM 103B may be a boot ROM device and/or 
may contain some system or game related code. The mass 
storage device 103C is typically used to store game programs, 
the integrity of which may be verified and/or authenticated by 
the processor 102 using protected code from the EPROM 
103B or elsewhere. 
I0081. It is also possible for the operative components of 
the gaming machine 100 to be distributed, for example input/ 
output devices 106,107.108,109,110,111 to be provided 
remotely from the game controller 101. 
I0082 FIG. 4 is a block diagram of a player tracking mod 
ule 50. The player tracking module (PTM) 50 is coupled via 
input/output port 57 to a serial input output port of the input/ 
output section 105 of the electronic gaming machine. The 
PTM50 has a card reader 54 and a display 52 which may be 
a touchscreen display. The PTM50 may also have buttons 53 
for receiving a player input (at least in embodiments where 
there is no touch screen display) and a speaker 51. Input 
received from the card reader 54 is processed by processor 55 
based on the data stored in memory 56. The PTM 50 is 
coupled to the network by network card 58 enabling it to 
communicate with a loyalty system, the boot compliance 
server, and the update server. Thus, in the embodiment, the 
gaming machine 10 communicates with the loyalty system 
via the PTM. Processor 55 is also arranged to communicate 
with a gaming machine 10 via input output port 54 to cause 
locking of the gaming machine in response to an instruction 
received via the network card 58. 
I0083 FIG. 5 shows an embodiment of a verification sys 
tem 500 for verifying the boot sequence of a plurality of 
player tracking modules. A series of electronic gaming 
machines 10 have respective player tracking modules 50 
coupled via communications network 510 to a boot compli 
ance server 520. Persons skilled in the art will appreciate that 
if the gaming machines 10 have a network card they could be 
coupled to the network in the same manner. The communi 
cations network 510 may be any suitable communications 
network for example an Ethernet. 
I0084 Verification system 500 also includes an update 
server 540 which has a first database 541A storing bootloader 
updates and the second database 541B Storing operating sys 
tem updates. The update server also stores in databases 541A 
to 541 B the versions of each player tracking modules 50 so 
that it can control the update process to bring each player 
tracking machine up to the relevant version. In this manner, 
the update server provides both a boot loader update server 
and an operating system update server. 
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0085. A person skilled in the art will appreciate that terms 
such as bootloader, boot strap or BIOS are used in different 
contexts to refer to a set of instructions to be operated by a 
processor upon start-up in order to initiate operation of the 
processor. Herein, the term bootloader is used to invoke all of 
these terms. Persons skilled in the art will appreciate that the 
actual files included within the bootloader may vary depend 
ing on the implementation and generally, the boot loader is 
split into a series of separate segments. Further, in some 
implementations some functions may be formed by the oper 
ating system rather than the boot loader. Accordingly, it will 
be appreciated that in many implementations in order to 
verify the bootloader it will only be necessary to verify a part 
of the boot loader and it may not be necessary to verify the 
entirety of it in order to be sure of having a secure platform. 
For example, in the example described in further detail below 
it may only be necessary to verify a part of the boot loader 
having the instructions which enable a connection with the 
boot compliance server to be made as well as the instructions 
which have been used as part of the verification process. 
I0086) Referring to FIG. 8 the method 80 of the embodi 
ment, involves starting the boot 805 at the player tracking 
module 50 and early in the boot sequence establishing 810 an 
Ethernet session to the boot compliance server. This session is 
established 810 by establishing a secure channel by obtaining 
the public key of the boot compliance server and encrypting 
further communications with the public key. Once a secure 
channel has been established, the boot compliance server 815 
sends a cryptographic element in the form of a hash key to the 
client gaming device to enable it to compute a message digest. 
Persons skilled in the art will appreciate that if other tech 
niques are employed other types of cryptographic responses 
could be generated, for example in one embodiment, the 
Verification may be performed using a cyclic redundancy 
check or the like. 
0087. It will be appreciated from the above description 
that the boot compliance server either knows the version of 
the operating server run by this client or the gaming client 
device communicates the bootloader version when establish 
ing a channel with the boot compliance server. 
0088. In one example, the key is for the MD5 message 
digest algorithm provided by RSA Data Security, Inc. MD5 is 
a cryptographic hash function which produce a 128 bit hash 
value. Accordingly, the boot loader program includes the 
MD5 algorithm to enable the bootloader to calculate 820 the 
MD5 message digest of the bootloader program and sending 
825 the message digest to the boot compliance server. A 
person skilled in the art will appreciate that other algorithms 
could be chosen such as RSA or DSA. In this embodiment 
MD5 is chosen because it enables different keys to be sent to 
the client each time it is necessary to compute a message 
digest. Advantageously, the server, determines 830 whether 
the message digestis valid. If it is invalid the boot compliance 
server informs 835A the client gaming device that it is invalid 
and the bootloader halts 840 the boot processor and outputs 
an appropriate error message on its display. 
0089. In the alternative, the boot compliance server 
informs 845 the client device that the message digest is valid 
upon which the boot process continues by the boot compli 
ance server sending 850 a plurality of keys and digest results 
for all operating systems which could be installed on the 
client gaming device. Generally, there will only be a small 
number of valid operating systems and it is quicker for the 
boot compliance server to send the keys and digest results for 
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all valid operating systems rather than initiate a cycle where 
the server requests the identity of the operating system and 
sends the relevant key and operating system digest. 
(0090. The bootloader then calculates a hash 855 using the 
relevant key and compares this to the relevant result. If it is 
valid, the bootloader proceeds by loading the operating sys 
tem 870. Alternatively, if it determined 860 that the result is 
invalid the boot process halts 865 and an error message is 
displayed. 
0091 An advantage of this process is that as the boot 
compliance server verifies the bootloader, the bootloader can 
be changed at the gaming device. Similarly, the operating 
system can be changed. 
0092. The modules which are instantiated by the player 
tracking module and the boot compliance server to carry out 
the above process are illustrated in FIGS. 6 and 7. The pro 
cessor 55 of the player tracking module implements an 
encrypted communication module 55A within the bootloader 
which is established in order to carry out communications 
with the boot compliance server 520. It also has a hash cal 
culation module 55B for calculating the message digest to be 
sent to the server and the case of the first message digest 
which is calculated and a comparison module 55C which 
compares the hash to the result sent by the boot compliance 
server in the case of the hash of the operating system. A 
preventive action module 55D is activated if either message is 
invalid. The example given above of a preventative action is to 
halt the boot process and issue an error message. A person 
skilled in the art will appreciate that other techniques can also 
be used to take preventative action, for example by disabling 
Some functions of the player tracking module. 
(0093. The boot compliance server 520 also has an 
encrypted communication module 522 and a verification 
module 523 for verifying any message digest sent to the boot 
compliance server 520 it has a crypto module 524 for gener 
ating any required hashes and database 521 stores digest of 
the live operating systems and boot loaders. Crypto module 
524 generates the keys to be sent via encrypted communica 
tion module 522 to the gaming device. To this end a crypto 
graphic element Supply module 524 controls Supply of the 
relevant keys. 
0094 Persons skilled in the art will appreciate that while 
hash key results are transmitted in this embodiment, other 
cryptographic elements could be transmitted in other embodi 
ments to be used to generate a cryptographic result. For 
example, rather than sending a key, an alternative would be to 
use a signature or a certificate or the like. 
0095. Further aspects of the method will be apparent from 
the above description of the gaming system. Persons skilled 
in the art will also appreciate that the method could be embod 
ied in program code. The program code could be supplied in 
a number of ways, for example on a tangible computer read 
able medium, Such as a disc or a memory (for example, that 
could replace part of memory 103) or as a data signal (for 
example, by downloading it from a server). 
0096. It will be understood to persons skilled in the art of 
the invention that many modifications may be made without 
departing from the spirit and scope of the invention, in par 
ticular it will be apparent that certain features of embodi 
ments of the invention can be employed to form further 
embodiments. 
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0097. It is to be understood that, if any prior art is referred 
to herein, Such reference does not constitute an admission that 
the prior art forms a part of the common general knowledge in 
the art in any country. 
0098. In the claims which follow and in the preceding 
description of the invention, except where the context 
requires otherwise due to express language or necessary 
implication, the word "comprise' or variations such as "com 
prises' or “comprising is used in an inclusive sense, i.e. to 
specify the presence of the stated features but not to preclude 
the presence or addition of further features in various embodi 
ments of the invention. 
0099. It will be appreciated by persons skilled in the art 
that numerous variations and/or modifications may be made 
to the invention as shown in the specific embodiments without 
departing from the spirit or scope of the invention as broadly 
described. The present embodiments are, therefore, to be 
considered in all respects as illustrative and not restrictive. 
Several embodiments are described above with reference to 
the drawings. These drawings illustrate certain details of spe 
cific embodiments that implement the systems and methods 
and programs of the present invention. However, describing 
the invention with drawings should not be construed as 
imposing on the invention any limitations associated with 
features shown in the drawings. It will be understood that the 
invention disclosed and defined in this specification extends 
to all alternative combinations of two or more of the indi 
vidual features mentioned or evident from the text or draw 
ings. All of these different combinations constitute various 
alternative aspects of the invention. 
0100. The present invention contemplates methods, sys 
tems and program products on any electronic device and/or 
machine-readable media Suitable for accomplishing its 
operations. Certain embodiments of the present invention 
may be implemented using an existing computer processor 
and/or by a special purpose computer processor incorporated 
for this or another purpose or by a hardwired system, for 
example. 
0101 Embodiments within the scope of the present inven 
tion include program products comprising machine-readable 
media for carrying or having machine-executable instruc 
tions or data structures stored thereon. Such machine-read 
able media can be any available media that can be accessed by 
a general purpose or special purpose computer or other 
machine with a processor. By way of example, such machine 
readable media may comprise RAM, ROM, PROM, EPROM, 
EEPROM, Flash, CD-ROM or other optical disk storage, 
magnetic disk storage or other magnetic storage devices, or 
any other medium which can be used to carry or store desired 
program code in the form of machine-executable instructions 
or data structures and which can be accessed by a general 
purpose or special purpose computer or other machine with a 
processor. When information is transferred or provided over a 
network or another communications connection (eitherhard 
wired, wireless, or a combination of hardwired or wireless) to 
a machine, the machine properly views the connection as a 
machine-readable medium. Thus, any Such a connection is 
properly termed a machine-readable medium. Combinations 
of the above are also included within the scope of machine 
readable media. Machine-executable instructions comprise, 
for example, instructions and data which cause a general 
purpose computer, special purpose computer, or special pur 
pose processing machines to perform a certain function or 
group of functions. 
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1. A security method for verifying a client device compris 
ing: 

loading and executing a boot loader at the client device 
which establishes a connection to a boot compliance 
server; 

sending a first cryptographic element from the boot com 
pliance server to the client device; 

generating a first cryptographic response with the first 
cryptographic element based on at least part of the boot 
loader and sending the first cryptographic response to 
the boot compliance server for verification; and 

continuing the boot process upon Successful verification of 
the first cryptographic response. 

2. A method as claimed in claim 1, comprising: 
sending at least a second cryptographic element to the 

client device subsequent to the successful verification of 
the first cryptographic response; 

generating a second cryptographic response with the sec 
ond cryptographic element based on at least part of the 
operating system; and 

loading the operating system upon Successful verification 
of the second cryptographic response. 

3. A method as claimed in claim 1, wherein the client 
device takes at least one protective action upon unsuccessful 
Verification of the first cryptographic response. 

4. A method as claimed in claim 1, wherein the first cryp 
tographic element is a first hash key and generating the cryp 
tographic response comprises applying a corresponding hash 
function to the bootloader using the first hash key. 

5. A method as claimed in claim 2, wherein sending at least 
a second cryptographic element comprises sending a valid 
second cryptographic response to the client device whereby 
the client device can verify the operating system without 
further reference to the boot compliance server. 

6. A method as claimed in claim 2, comprising sending a 
plurality of second cryptographic elements corresponding to 
respective ones of a plurality of possible operating versions to 
the client device and determining at the client device a rel 
evant one of the second cryptographic elements to apply. 

7. A method as claimed in claim 1, wherein establishing a 
connection comprises establishing an encrypted connection. 

8. A verification system comprising: 
a boot compliance server; and 
a client device arranged to load and execute a bootloader at 

the client device to establish a connection to a boot 
compliance server, whereafter: 

the boot compliance server sends a first cryptographic ele 
ment from the boot compliance server to the client 
device; 

the client device generates a first cryptographic response 
with the first cryptographic element based on at least 
part of the bootloader and sends the first cryptographic 
response to the boot compliance server for verification; 
and 

the client device continues the boot process upon Success 
ful verification of the first cryptographic response. 

9. A verification system as claimed in claim 8, wherein: 
the boot compliance server sending at least a second cryp 

tographic element to the client device Subsequent to the 
Successful verification of the first cryptographic 
response; 

the client device generates a second cryptographic 
response with the second cryptographic element based 
on at least part of the operating system; and 



US 2010/O 122076 A1 

the client device loads the operating system upon Success 
ful verification of the second cryptographic response. 

10. A verification system as claimed in claim8, wherein the 
client device takes at least one protective action upon unsuc 
cessful verification of the first cryptographic response. 

11. A verification system as claimed in claim8, wherein the 
first cryptographic element is a first hash key and the client 
device generates the cryptographic response by applying a 
corresponding hash function to the bootloader using the first 
hash key. 

12. A verification system as claimed in claim 9, wherein the 
boot compliance server sends a valid second cryptographic 
response to the client device whereby the client device can 
verify the operating system without further reference to the 
boot compliance server. 

13. A verification system as claimed in claim 9, wherein the 
boot compliance server sends a plurality of second crypto 
graphic elements corresponding to respective ones of a plu 
rality of possible operating versions to the client device and 
the client device determines a relevant one of the second 
cryptographic elements to apply. 

14. A verification system as claimed in claim 8, wherein 
establishing a connection comprises establishing an 
encrypted connection. 

15. A verification system as claimed in claim8, wherein the 
client device is a gaming device. 

16. A verification system as claimed in claim 15, wherein 
the gaming device is a player tracking module. 

17. A verification system as claimed in claim 8, further 
comprising a bootloader update server adapted to communi 
cate an updated boot loader to the client device, whereafter 
the client device replaces the current boot loader with the 
updated boot loader. 

18. A verification system as claimed in claim 8, further 
comprising an operating system update server adapted to 
communicate an updated operating system to the client 
device, whereafter the client device replaces the current oper 
ating system with the updated operating system. 

19. A client device arranged to: 
load and execute a bootloader at the client device to estab 

lish a connection to a boot compliance server; 
receive a first cryptographic element sent from a boot com 

pliance server to the client device; 
generate a first cryptographic response with the first cryp 

tographic element based on at least part of the boot 
loader and send the first cryptographic response to the 
boot compliance server for verification; and 

continue the boot process upon Successful verification of 
the first cryptographic response. 
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20. A client device as claimed in claim 19, arranged to: 
receive a second cryptographic element to the client device 

subsequent to the successful verification of the first 
cryptographic response; 

generate a second cryptographic response with the second 
cryptographic element based on at least part of the oper 
ating System; and 

load the operating system upon Successful verification of 
the second cryptographic response. 

21. A client device as claimed in claim 19, arranged to take 
at least one protective action upon unsuccessful verification 
of the first cryptographic response. 

22. A client device as claimed in claim 19, wherein the first 
cryptographic element is a first hash key and the client device 
generates the cryptographic response by applying a corre 
sponding hash function to the bootloader using the first hash 
key. 

23. A client device as claimed in claim 20, arranged to 
receive a valid second cryptographic response to the client 
device whereby the client device can verify the operating 
system without further reference to the boot compliance 
SeVe. 

24. A client device as claimed in claim 20, arranged to 
receive a plurality of second cryptographic elements corre 
sponding to respective ones of a plurality of possible operat 
ing versions and determine a relevant one of the second cryp 
tographic elements to apply. 

25. A client device as claimed in claim 19, wherein estab 
lishing a connection comprises establishing a encrypted con 
nection. 

26. A client device as claimed in claim 19, which is a 
gaming device. 

27. A client device as claimed in claim 26, wherein the 
gaming device is a player tracking module. 

28. A security method for verifying a client device com 
prising: 

loading and executing a bootloader at the client device to 
establish a connection to a boot compliance server; 

receiving a first cryptographic element sent from a boot 
compliance server to the client device; 

generating a first cryptographic response with the first 
cryptographic element based on at least part of the boot 
loader and sending the first cryptographic response to 
the boot compliance server for verification; and 

continuing the boot process upon Successful verification of 
the first cryptographic response. 
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