wo 2018/017496 A1 | 0000 OO OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual Propert <
0T rpmivation = 0T 0 0
International Bureau = (10) International Publication Number
(43) International Publication Date -—-/ WO 201 8/ 017496 Al

25 January 2018 (25.01.2018) WIPOI|PCT

(51) International Patent Classification: (74) Agent: DOBBYN, Colm, J.; Mastercard International In-
G060 30/06 (2012.01) G06Q 20,20 (2012.01) corporated, 2000 Purchase Street, Purchase, NY 10577
(US).

(21) International Application Number:
PCT/US2017/042441  (81) Designated States (unless otherwise indicated, for every

kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
17 July 2017 (17.07.2017) CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,

(25) Filing Language: English DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,

(22) International Filing Date:

(26) Publication Language: English KR, KW.KZ LA, LC,LK,LR, LS, LU, LY, MA, MD, ME,
(30) Priority Data: MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
62/363,525 18 July 2016 (18.07.2016) UsS OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,

(71) Applicant: MASTERCARD INTERNATIONAL IN- TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

CORPORATED [US/US]; 2000 Purchase Street, Pur-

chase, NY 10577 (US). (84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

(72) Imventors: PHILLIPS, Simon; 17 Clifton Green, York
YO30 6LN (GB). JOHNSON, Alan; Broad Marsh, The
Street Salcott, Maldon CM9 8HW (GB).

(54) Title: DYNAMIC SCREEN LOGO THAT TRANSMITS SHOPPING BASKET CONNECTION INFORMATION TO MOBILE
DEVICE

200
212 108 11S 0

MERCHANT PAYMENT
SYSTEM ACQUIRER NETWORK

103
M2 _—~{ ISSUER
206

DISPLAY H

POS
N\—204

MOBILE
DEVICE

( \208

210 pynamic
DESIGN

ELEMENT FIG. 2

(57) Abstract: A design element is displayed on a display screen. The design element is modulated over time to encode data in the
design element. The design element is presented by a merchant. A camera component of a mobile device is used to capture images over
time of the design element. A payment application in the mobile device analyzes the captured images to obtain the encoded data. The
payment application uses the encoded data to establish a communication channel with a merchant device operated by the merchant. As
a result of communication over the communication channel, a purchase transaction is implemented, including transmission of payment
credentials to the merchant from the payment application.

[Continued on next page]



WO 2018/017496 A1 {10000 N 0

EE, ES, FL, FR, GB, GR, HR, HU, IF, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



WO 2018/017496 PCT/US2017/042441

10

15

20

25

30

DYNAMIC SCREEN LOGO THAT TRANSMITS SHOPPING BASKET
CONNECTION INFORMATION TO MOBILE DEVICE

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of, and priority to, U.S. Application
No. 62/363,525 filed on July 18, 2016. The entire disclosure of the above application

is incorporated herein by reference.

BACKGROUND

FIG. 1 is a block diagram that illustrates a conventional payment
system 100,

The system 100 includes a conventional payment card/device 102. As
is familiar to those who are skilled in the art, the payment card/device 102 may be a
magnetic stripe card, an IC (integrated circuit) card, a fob, a payment-enabled
smartphone, etc. The payment card/device 102 is shown being carried and used by an
account holder/user 103.

The system 100 further includes a reader component 104 associated
with a POS terminal 106. In some known manner {depending on the type of the
payment card/device 102) the reader compenent 104 is capable of reading the
payment account number and other information from the payment card/device 102,

The reader component 104 and the POS terminal 106 may be located at
the premises of a retail store and operated by a sales associate of the retailer for the
purpose of processing retail transactions. The payment card/device 102 is shown in
FIG. 1 to be interacting with the reader component 104 and the POS terminal 106 for
the purpose of executing such a transaction,

A computer 108 operated by an acquirer (acquiring financial
institution) is also shown as part of the system 100 in FIG. 1. The acquirer computer
108 may operate in a conventional manner to receive an authorization request for the
transaction from the POS terminal 106. The acquirer computer 108 may route the
authorization request via a payment network 110 to the server computer 112 operated
by the issuer of a payment account that is associated with the payment card/device
102. As is also well known, the authorization response generated by the paiment card
issuer server computer 112 may be routed back to the POS terminal 106 via the

payment network 110 and the acquirer computer 108.
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One well known example of a payment network is referred to as the
“Banknet” system, and is operated by Mastercard International Incorporated, which is
the assignee hereof.

The payment account issuer server computer 112 may be operated by
or on behalf of a financial institution (“FI”) that issues payment accounts to individual
users. For example, the payment account issuer server computer 112 may perform
such functions as (a) receiving and responding to requests for authorization of
payment account fransactions to be charged to payment accounts issued by the FI; (b)
tracking and storing transactions and maintaining account records; (c) rendering
periodic account statements; and (d) receiving and tracking payments to the issuer
from the account holders.

The components of the system 100 as depicted in FIG. 1 are only those
that are needed for processing a single transaction. A typical payment system may
process many purchase transactions (including simultaneous transactions) and may
include a considerable number of payment account issuers and their computers, a
considerable number of acquirers and their computers, and numerous merchants and
their POS terminals and associated reader components. The system may also include
a very large number of payment account holders, who carry payment catds or other
devices for initiating payment transactions by presenting an associated payment
account number to the reader component of a POS terminal.

Still further, and as is well-known, for e-commerce transactions, an e-
commerce server computer (not shown) may function as the POS terminal. The e-
commerce server computer may be operated by or on behalf of a merchant and may
be accessed by the account holder via a browser program running on (for example) a
personal computer (not shown) or a smartphone (not shown apart from payment
device 102), To arrange for the payment portion of the e-commerce transaction, the
account holder may manually enter a payment account number, or authorize a charge
from a payment account number held on file by the merchant, or access a digital
wallet, etc.

In eatlier patent applications having a common inventor with this
application, various techniques have been disclosed in which payment transactions
may be initiated by using a suitably programmed smartphone to scan a QR code or
other type of barcode. These earlier applications have been assigned U.S. Patent and

Trademark Office application numbers 14/050,974 (“the “*974 application™) and
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14/980,968 (the “’968 application”) and have been published as U.S. patent
publication nos. 2014-0101036 and 2016-0155112. These earlier applications are
incorporated herein by reference.

The present inventors have now recognized that there are opportunities
to increase convenience and user-appeal in connection with payment transactions in
which payment credentials are stored in or accessed via a suitably programmed
mobile device such as a smartphone.

BRIEF DESCRIPTION OF THE DRAWINGS

Features and advéntages of some embodiments of the present
disclosure, and the manner in which the same are accomplished, will become more
readily apparent upon consideration of the following detailed description taken in
conjunction with the accompanying drawings, which illustrate preferred and example
embodiments and which are not necessarily drawn to scale, wherein:

FIG. 1 is a block diagram that illustrates a conventional payment
system.

FIG. 2 is a block diagram that illustrates an embodiment of a payment
system provided according to aspects of the present disclosure.

FIG. 3 is a block diagram that illustrates another embodiment of a
payment system provided according to aspects of the present disclosure,

FIG. 4 is a simplified block diagram illustration of a mobile device that
may be used in the payment system of FIG. 2 or 3.

FIG. 5 is a block diagram that illustrates a computer system that may
be a component of the payment system of FIG. 2 or 3.

FIG. 6 is a flow chart that illustrates a process that may be performed
according to éspects of the present disclosure in the payment system of FIG. 2 or 3.

FIGS. 7-9 show example screen displays that may be provided in the

payment system of FIG. 3 in accordance with aspects of the present disclosure.

DESCRIPTION

In general, and for the putpose of introducing concepts of
embodiments of the present disclosure, a mobile device that runs a payment
application may scan a design element/brand logo in a screen display provided at the
point of sale or by an e-commerce website page downloaded to the user’s PC/laptop

computer. The design element/brand logo may be dynamic/animated and may be
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modulated over time to present encoded data. The mobile device may capture the
encoded data by capturing and analyzing a sequence of images of the modulated
design element/brand logo. Using the encoded data, the mobile device may initiate
communications and/or a payment phase of a transaction with the merchant’s
device/e-commerce computer.

FIG. 2 is a block diagram that illustrates an embodiment of a payment
system 200 provided according to aspects of the present disclosure.

FIG. 2 shows a user 103 operating a mobile device 202 (e.g., a suitably
programmed smartphone) which performs payment functions in connection with the
payment system 200. The user 103 and the mobile device 202 are present at a point
of sale, which is not separately indicated apart from a POS device 204 and a display
device 206 present at the point of sale (which may be a checkout counter in a retail
store). The display device 206 displays a display image, which is not indicated in the
drawing apart from a dynamic design element 208 that is part of the display image.
As indicated at 210, the mobile device 202 scans the dynamic design element 208
(also known as the designated image element) via a camera component (not separately
indicated in FIG. 2) that is part of the mobile device 202.

Block 212 in FIG. 2 represents a merchant device that the mobile
device 202 may contact in response to data obtained by the mobile device 202 by
scanning the dynamic design element 208. The contact from the mobile device 202
may open a communication channel with the merchant device 212. The
communication channel may be via short-range communication (e.g., via Wi-Fi) or
longer-range communication (e.g., via a mobile telecommunication network (not
shown) and/or via the internet).

In some embodiments, the merchant device 212 may at least partially
overlap with the POS device 204.

The system 200 may further include the acquirer computer 108,
payment network 110 and issuer computer 112, as referred to above in connection
with FIG. 1. The latter three elemenfs may provide essentially the same functionality
as in the conventional payment system 100 described above in connection with FIG.
1.

FIG. 3 is a block diagram that illustrates a payment system 300
provided according to aspects of the present disclosure. Although payment systems

200 and 300 are shown separately in FIGS. 2 and 3, nevertheless, in a practical
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embodiment, the systems 200 and 300 may simply be different aspects of a common
system that incorporates some or all of the functionality desctibed herein with respect
to both systems 200 and 300.

In the payment system 300 of FIG. 3, a conventional personal
computer or laptop computer 302 is being operated by the user 103 to engage in an
online shopping session. To do this, the PC/laptop 302 engages in data
communications via the internet 304 with a merchant e-commerce server 306. Thus,
a browser (not separately shown) running on the PC/laptop 302 allows the PC/laptop
302 to access an online shopping website hosted by the e-commerce server 306. The
user 103 also has available a suitably programmed mobile device 202,

~ A display device 308 is part of or associated with PC/laptop 302. It is
assumed, for purposes of FIG. 3, that the online shopping session has reached a
checkout phase, and that the display device 308 is accordingly displaying a checkout
page downloaded from the e-commerce server 306 to the PC/laptop 302 in accordance
with aspects of the present disclosure. The checkout page displayed by the display
device 308 includes a dynamic design element 310 generated by the e-commerce
server 306 in accordance with aspects of the present disclosure. As indicated at 312,
the mobile device 202 scans the dynamic design element 310 via a camera function
that is part of the mobile device 202. In response to data obtained by the mobile
device 202 by scanning the dynamic design element 310, a payment app (not
separately shown in FIG. 3) running on the mobile device 202 may open a
communication channel 314 with the e-commerce server 306. The communication
channe! 314 may be via a mobile telecommunication network (not shown).

As in FIGS. 1 and 2, the payment system 300 may also include an
acquirer computer 108, a payment network 110 and an issuer computer 112.

Both the illustrations in FIGS. 2 and 3 only show system components
required for a single transaction. As noted in connection with FIG. 1, in practical
embodiments of the system({s) 200, 300, there may be a considerable number of
acquirers and issuers, as well as numerous merchants and many users operating
mobile devices/PCs/laptops. Moreover, other functionality provided by system(s)
200, 300 may accommodate conventional POS and/or online shopping transactions.

FIG. 4 is a simplified block diagram illustration of the mobile device
202 shown in FIGS. 2 and 3.
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The mobile device 202 may include a housing 403. In many
embodiments, the front of the housing 403 is predominantly constituted by a
touchscreen (not separately shown), which is a key element of the user interface 404
of the mobile device 202.

Further, as is quite typical of smartphones or other mobile devices, the
mobile device 202 includes a digital camera component (block 405) contained
in/supported on the housing 403. The digital camera component 405, as is also now
typical, includes functionality that captures and stores digital moving images.

The mobile device 202 further includes a mobile processor/control
circuit 406, which is contained within the housing 403. Also included in the mobile
device 202 is a storage/memory device or devices (reference numeral 408). The
storage/memory devices 408 are in communication with the processot/control circuit
406 and may contain program instructions to control the processor/control circuit 406
to manage and perform various functions of the mobile device 202. The processor
406 may be in communication with the digital camera component 405. As is well-
known, a device such as mobile device 202 may function as what is in effect a pocket-
sized personal computer (assuming for example that the mobile device is a
smattphone), via programming with a number of application programs, or “apps”, as
well as a mobile operating system (OS). (The apps are represented at block 410 in
FIG. 4, and may, along with other programs, in practice be stored in block 408, to
program the processor/control circuit 406.)

Also shown in FIG. 4 is a payment app 411. The payment app 411 is
shown apart from the other apps represented at block 410, in part due to the particular
relevance of the payment app 411 to the subject of this disclosure. In addition, the
separate representation of the payment app 411 also may be considered to represent
the possibility that it is stored in a secure element (SE—not shown apart from block
411 or block 408), which may be provided in some embodiments of the payment-
enabled mobile device 202 to provide enhanced security for the payment app 411
and/or sensitive data associated therewith. The SE, if present, may be conventional in
its hardware aspects. In addition or alternatively, security for the payment app 411
may be enhanced by known alternatives to an SE, such as a TEE (trusted execution
environment),

To the extent that the SE includes processing capabilities, it may

functionally (though likely not physically) overlap with block 406; to the extent that

6




WO 2018/017496 PCT/US2017/042441

10

15

20

25

30

the SE includes storage (and particularly program storage) capabilities, it may
functionally (though likely not physically) overlap with block 408.

In some embodiments, the payment app 411 may in many respects
resemble a conventional payment app that permits the mobile device 202 to engage in
contactless payment transactions at a point of sale. In addition, however, the payment
app 411 may be programmed to provide functionality as described herein.

As is typical for mobile devices, the mobile device 202 may include
mobile communications functions as represented by block 412. The mobile
communications functions may include voice and data communications via a mobile
communication network (not shown) with which the mobile device 202 is registered.

* In addition, to facilitate use as a payment-enabled device at a point of
sale, the mobile device 202 may include short-range radioc communications
capabilities (block 414), including for example NFC (near field communication).
Thus block 414 may represent a suitable antenna (not separately shown) that is
appropriate for NFC communications as well as driving and receiving circuitry
associated with the antenna. It will be appreciated that the NFC antenna may be
separate and different from the antenna (not separately shown) utilized by the mobile
device 202 for the mobile communication functions represented by block 412.

Also shown in FIG. 4 is a biometric sensor 416, which may be one of
the components of the payment-enabled mobile device 202. The biometric sensor 416
may be, for example, a fingerprint sensor, and may operate to assist in verifying the
user of the device in connection with payment transactions.

From the foregoing discussion, it will be appreciated that the blocks
depicted in FIG. 4 as components of the mobile device 202 may in effect overlap with
each other, and/or there may be functional connections among the biocks which are
not explicitly shown in the drawing. It may also be assumed that, like a typical
smartphone, the mobile device 202 may include a rechargeable battery (not shown)
that is contained within the housing 403 and that provides electrical power to the
active components of the mobile device 202,

It has been posited that the mobile device 202 may be embodied as a
smartphone, but this assumption is not intended to be limiting, as mobile device 202
may alternatively, in at least some cases, be constituted by a tablet computer, a

smartwatch or by other types of portable electronic devices.
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FIG. 5 is a block diagram that illustrates an example embodiment of
the merchant device 212 shown in FIG. 2. In some embodiments, the merchant
device may take the form of a server computer; accordingly, for purposes of
discussing this drawing, the apparatus depicted therein will be referred to as a
“merchant computer.” The merchant computer is generally indicated by reference
numeral 502,

Referring now to FIG. 5, the merchant computer 502 may, in its
hardware aspects, resemble a typical server computer, but may be controlled by
software to cause it to function as described herein.

The merchant computer 502 may include a computer processor 500
operatively coupled to a communication device 501, a storage device 504, an input
device 506 and an output device 508. The communications device 501, the storage
device 504, the input device 506 and the output device 508 may all be in
communication with the processor 500.

The computer processor 500 may be constituted by one or more
processors. Processor 500 operates to execute processor-executable steps, contained
in program instructions described below, so as to control the merchant computer 502
to provide desired functionality.

Communication device 501 may be used to facilitate communication
with, for example, other devices (such as customers’ mobile devices; POS devices).
Communication device 501 may comprise numerous communication ports (not
separately shown), to allow the merchant computer 502 to communicate
simultaneously with a number of other devices, including communications as required
to simultaneously handle numerous interactions with other devices referred to in
connection with FIG. 2.

Input device 506 may comprise one or more of any type of peripheral
device typically used to input data into a computer. For example, the input device
506 may include a keyboard and a mouse. Qutput device 508 may comprise, for
example, a display and/or a printer,

' Storage device 504 may comprise any appropriate information storage -
device, including combinations of magnetic storage devices (e.g., hard disk drives),
optical storage devices such as CDs and/or DVDs, and/or semiconductor memory
devices such as Random Access Memory (RAM) devices and Read Only Memory

(ROM) devices, as well as so-called flash memory. Any one or more of such
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information storage devices may be considered to be a computer-readable storage
medium or a computer usable medium or a memory.

Storage device 504 stores one or more programs for controlling
processor 500. The programs comprise program instructions (which may be referred
to as computer readable program code means) that contain processor-cxecutable
process steps of the merchant computer 502, executed by the processor 500 to cause
the merchant computer 502 to function as described herein.

The programs may include one or more conventional operating
systems (not shown) that control the processor 500 so as to manage and coordinate
activities and sharing of resources in the merchant computer 502, and to serve as a
host for application programs (described below) that run on the merchant computer
502.

The programs stored in the storage device 504 may include, for
example, a software interface 510 that facilitates communication with the POS device
204 (FIG. 2) and/or other POS devices (not shown) operated by the merchant.

In addition, the storage device 504 may store a software interface 512
that facilitates communication with the mobile device 202 operated by the user 103
and/or other customers’ mobile devices.

Still further, the storage device 504 may store a transaction handling
application program 514. The transaction handling application program 5 14 may
control the processor 500 so as to enable the merchant computer 502 to engage in
transaction handling pursuant to requests from customers’ mobile device (¢.g., mobile
device 202) and in accordance with aspects of the present disclosure. Details of the
operation of the merchant computer 502 pursuant to the transaction handling
application program 514 will be described below.

" The storage device 504 may also store, and the merchant computer 502
may also execute, other programs, which are not shown. For example, such programs
may include a reporting application, which may respond to requests from system
administrators for reports on the activities performed by the merchant computer 502.
The other programs may also include, e.g., device drivers, database management
programs, communications software, etc,

The storage device 504 may also store one or more databases

(reference numeral 516) required for operation of the merchant computer 502.
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Tt should be noted that the e-commerce server 306 shown in FIG. 3
may be similar in its hardware architecture and components to the merchant computer
502 depicted in FIG. 5. Moreover, the e-commerce server 306 may engage in
handling of transaction requests from customers’ mobile devices (e.g., mobile device
202) in a fashion that may resemble transaction handling by the merchant computer
502. Still further, the e-commerce server may perform website hosting and other
functionality associated with a typical e-commerce server.

FIG. 6 is a flow chart that illustrates a process that may be performed
according to aspects of the present disclosure in the payment system(s) of FIG. 2
and/or 3.

At 602, the customer/user selects one or more items to be purchased.
In a “bricks and mortar” retail store environment, the user may pick one or more items
from a shelf or shelves in the store and place the items in a physical shopping cart or
basket. Alternatively, in an online shopping session, the user may interact with the
merchant’s online shopping website to view products and to designate one or more
products for inclusion in a virtual shopping cart or basket.

At 604, the customer/user commences the checkout process. In the
retail store environment, this may involve bringing the shopping basket/cart to a
checkout counter and allowing a sales associate to scan barcodes on the selected items
to input the product identifiers into a POS device (reference numeral 204, FIG. 2). In
an online shopping session, the user may merely actuate a virtual button on a
shopping webpage downloaded to the user’s PC/laptop (reference numeral 302, FIG.
3) to indicate that the user has selected all items desired at the present time and is
ready to proceed to checkout. The e-commerce server 306 then initiates a checkout
phase of the online shopping session.

Continuing to refer to FIG. 6, at 606 a design element/branding
element in a display image is presented to the user such that the design element is
modulated over time to encode certain data to facilitate completion of the purchase
transaction. Because the design element/branding element is modulated over time, it
varies ovet time (though perhaps not in any manner that is perceptible to the human
eye); accordingly the design element/branding element may be referred to as dynamic.
The design/branding element may also be dynamic in the sense that it exhibits
animation features or the like that are visible/attractive to the user, with the visible

dynamic effects not necessarily directly involved in presenting coded information.
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FIGS. 7 and 8 are simplified example display images that may be downloaded from
the e-commerce server 306 to the PC/laptop 302 as part of the checkout process and
in accordance with aspects of the present disclosure.

In the particular example display images of FIGS. 7 and 8, a
design/branding element in the form of an animated/dynamic “cube” visual element
702 (hereinafter, the “dynamic cube”) is featured. The dynamic cube may spin,
wobble, appear to increase ot decrease in size (i.e., appear to move closer to or further
away from the viewer) and/or change position within a virtual frame defined by four
corner image elements 704, 706, 708, 710. Simulated shading and lighting effects
and so forth may be applied to the dynamic cube 702 and/or its faces. In one effect
that can be clearly seen in FIGS. 7 and 8, a shadow 712 is presented as being cast by
the dynamic cube 702. As the dynamic cube 702, moves, changes size, etc., the
shadow 712 may also move, and change size and shape in the display (and within the
virtual frame 704, 706, 708, 710) to enhance the simulation of realism that enhances
the appearance and attractiveness of the dynamic cube 702.

A number of faces of the dynamic cube 702 may each display the
brand/logo of a respective payment account network. For example, one face, as
indicated at 714, may “wear” the famous logo of Mastercard International
Incorporated, which is the assignee hereof. Other faces of the dynamic cube 702,
which are not visible in the drawing, may respectively bear the logos of other
payment networks, such as, for example, Visa, Discover, American Express, etc.

In addition, one face (best seen at 802 in FIG. 8) may show the words
“SCAN TO PAY”. This may serve as a cue to the user that the dynamic cube 702 has
a functional aspect (as described herein) as well as being visually appealing and
attracting the user’s attention. It is to be understood that with the apparent motion and
rotation of the dynamic cube 702, possibly at a rapid pace, each of its faces may be
presented to the user within a short time to convey the payment network brands

available and to indicate the utility of the dynamic cube 702 as an encoded display

- element.

The optically-scannable encoding associated with the dynamic cube
702 may be implemented in a number of different ways. Preferably, the encoding
features involve modulation over time in a manner that is not visible or noticeable to
the human eye, such that the esthetic appearance of the dynamic cube 702 (and/or its

shadow 712) is not adversely affected. For example, in some embodiments, one or a
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number of selected locations (perhaps only a few pixels in diameter/size) may be
“pulsed” to represent encoded information, with the pulsing exhibited (subject to
image analysis but preferably below the threshold of human optical perception) in
terms of one or more changes in color, tone, brightness, position, speed and/or
direction of movement, contrast, and/or intensity, eic. In addition or alternatively, the
modulation may affect the shading/lighting effects applied to the currently visible
faces of the dynamic cube 702 and/or the size, shape and/or position of the shadow
712.

In some embodiments, instead of modulating/encoding a dynamic
display element, an apparently static display element (c.g., a brand logo) may be
modulated in one or more of the manners described above to represent encoded
information to be obtained by scanning the display element. In some embodiments,
modulation of the dynamic cube 702, and encoding of information, may be
accomplished by moving one or more portions of the dynamic cube 702 or the entire
dynamic cube 702 or its shadow 712 relative to the frame 704, 706, 708, 710. (Thus,
the frame 704, 706, 708, 710 may serve as a reference element for the image
processing that is discussed below.) In some embodiments, a design element or other
portion of a display page that is not a brand or brand logo may be modulated to
encode information for the purposes described herein, In some embodiments, an
animated/dynamic design element other than a cube may be employed for modulation
to represent encoded information. For example, an animation that portrays
assembling of a brand logo from suitably colored (visual) bits may be modulated to
represent data in addition to providing the aesthetically pleasing cffect of the
animation.

Returning to the display images depicted in FIGS. 7 and 8, it will be
noted that other elements are included, intended to represent typical information that
may be present in the checkout display page in an online shopping session. Those
who are skilled in the art will recognize that additional and/or different information or
elements (including, e.g., the merchant’s name and/or logo) may also be included.
For purposes of illustration, the dynamic cube and the frame are presented as rather
large in size relative to other elements of the image. In alternative embodiments, the
actual size of the dynamic cube and frame may be smaller so as not to throw the

overall layout of the display image out of balance.
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It was noted above that the display images depicted in FIGS. 7 and 8
may be generated as checkout page images by the e-commerce server 306 which
appears in FIG. 3. In the case of the embodiment of FIG. 2, a suitable transaction
status/checkout display image may be presented on the display device 206 of the POS
device 204 (i.e., generated by the POS device 204) and may include display clements
like the dynamic cube, shadow and frame of FIGS. 7 and 8 and/or other display
elements that may be modulated over time to encode information for purposes
described herein,

Referring again to FIG. 6, at 608, the user 103 may operate the mobile
device 202 (FIGS. 2, 3) to open the payment application 411 (FIG. 4). In some
embodiments, the opening of the payment application 411 may be accomplished by
the user 103 presenting his/her fingertip to a fingerprint scanner (biometric sensor
416, FIG. 4), such that user authentication along with opening of the payment
application 411 are accomplished with a single action. Alternatively, the payment
application may be opened by selecting a virtual button suitably displayed on the
mobile device user interface and user authentication may then proceed biometrically
and/or by PIN entry and verification, etc.

Continuing to refer to FIG. 6, at 610, the user 103 may operate the
mobile device 202 to scan the dynamic cube 702 or other designated
design/brand/image element to launch the next stage of the payment process. The
user 103 may be prompted to do so by, for example, the mobile device 202 displaying
a message such as “Scan the cube to pay.” The prompt may be issucd by the mobile
device 202 under the conirol of the payment application 411, In the scanning process
step, the camera component 405 (FIG. 4} of the mobile device 202 may be positioned
relative to the designated image element (item 208 in FIG. 2 or 310 in FIG. 3) on the
display device 206 (FIG. 2) or display device 308 (FIG. 3), as the case may be, so that
the camera component 405 may capture a sequence of images of the image element
208 or 310. The scanning of the designated image element 208 or 310 (e.g., the
dynamic cube, etc.) may involve obtaining moving images of the designated image
element 208 or 310 to capture the modulation over time of the designated image
element, _

Referring still to FIG. 6, at 612, the mobile device 202, via the
payment application 411, may analyze the moving images captured at 610 to detect

the encoded information represented by the modulation of the designated image
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element 208 or 310.. The encoded information may include, for example, an address
(e.g. a web address) for the merchant system 218 (FIG. 2) or for the mobile device
interface of the e-commerce server 306 (as the case may be). The encoded
information may also include a “basket number” that points to transaction data for the
current transaction that has been stored in the merchant system 218 or the e-
commerce server 306. In some embodiments, as an alternative or supplement to the
basket number, the modulated design element may also encode, and the payment
application 411 may also detect, transaction data, such as total transaction amount,
merchant identifier, etc.

Still referring to FIG. 6, at 614, the mobile device 202 (under control
by the payment application 411) may use the merchant address information to contact
the e-commerce server 306 or the merchant device 212 so as to establish a channel of
communication with the e-commerce server 306 or the merchant device 212. Once
the channel of communication is established, the mobile device 202/payment
application 411 may transmit the basket number to the e-commerce server 306 or the
merchant device 212.

At 616 in FIG. 6, the e-commerce setver 306 or the merchant device
212 may use the basket number to retrieve the relevant transaction data, and then may
transmit the transaction data to the mobile device 202. At 618, the mobile device
202/payment application 401 may display the transaction data and prompt the user
103 to indicate whether he or she approves the transaction. The user 103 may indicate
approval by suitable interaction with the mobile device user interface. (In some
embodiments, the user authentication—e.g., biometrically—may occur at this stage
rather than in conjunction with opening the payment app, as referred to above in
connection with step 608.)

At 620, in response to the user’s approval of the transaction, the mobile
device 202/payment application 411 may transmit the user’s payment credentials to
the merchant device 212 or the e-commerce server 306 (as the case may be) or may
cause the payment credentials to be transmitted to the merchant device 212 ot the e-
commerce server 306. As will be understood by those who are skilled in the art, the
payment credentials may include a payment account number or a token that poinis to
the user’s payment account, as well as related information,

Using the payment credentials provided by the mobile device 202, the

e-commerce server 306 (or the merchant device 212) may initiate an essentially
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conventional payment account transaction authorization request (block 622, FIG. 6),
of the kind referred to above in connection with FIG. 1. The payment account
transaction may then be completed in a conventional manner, as indicated by block
624 in FIG. 6.

The modulated design/brand ¢lement, encoded with information to
launch a mobile device payment transaction, may be a more esthetically appealing
aiternative to the QR codes mentioned in the ‘974 and ‘968 applications referred to
above and incorporated herein, The modulated design/brand element may function or
faunch functionality in any of the manners described in the ‘974 and *968
applications. One aspect of the acsthetic appeal of the design/brand element
illustrated herein may be that, unlike QR codes, the encoding of the transaction-
launching data in the design/brand element may not be perceptible to human optical
perception and thus may allow for maximum attractiveness of the display presented to
the user.

It is within the contemplation of this disclosure that encoding
techniques like those described above or other encoding techniques may be employed.
Among the encoding techniques that may be employed is steganography in the spatial
and/or frequency domain or adaptive steganography (which operates in both the
spatial and frequency domains). Watermarking is another encoding technique that
may be employed. The watermarking may use an LSB (least significant bit) method
or a thresholding approach, or may be carried out in the frequency domain using
transforms such as the Fast Fourier Transform (FFT) or the Discrete Cosine
Transform (DCT).

Machine vision techniques may also be employed to tecognize
encoded features of the brand/design element. One or more machine vision
techniques such as color or “blob” detection, feature or shape detection, template
matching and motion detection may be employed. Furthermore, pattern recognition
techniques may also be used for the same purpose. Still another technique that may
be used is motion tracking to recognize hidden moving features that bear the encoded
data in the brand/design element. Still another technique that may be employed is
color change tracking.

1t is further contemplated that animationl recognition may be employed,
such that the animated brand/design element is uniquely generated (but not

perceptibly differently generated) for each user. For detection purposes a hash may
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be calculated over the captured animation to identify the user and launch the
transaction.
In embodiments described above, all the information obtained by the
mobile device 202 by scanning the displayed image was encoded information
5  represented by modulation of a dynamic or (apparently) static design element.
Alternatively, however, and in addition to obtaining some information from encoded-
by-modulation detected data, the mobile device 202/payment application 411 may
also obtain information from other aspects of the display image. For example, the
mobile device may perform optical character recognition (OCR processing) on
10 portions of the display image to obtain information (e.g., transaction information)
therefrom. In addition or alternatively, the mobile device 202/payment application
411 may scan a static encoded display element. One such possible element is
represented by the dot-dash frame 902 shown in FIG. 9 (which is another example
display image that may be displayed at 606 in FIG. 6). For simplicity of illustration,
15  the dots and dashes in frame 902 are in a uniform sequence, and thus would not be
suitable themselves for encoding information statically. However, in a practical
embodiment of the frame 902, the dots and dashes may be in a sequence that varies
along the frame, thereby potentially encoding information. It should also be noted
that the resolution of the dots and dashes may be much higher (i.e., the dots and
20 dashes may be much smaller in length) in a practical embodiment of the frame 902, so
that a relatively large amount of data may be encoded therein. (In addition to serving
as a static encoded element, the frame 902 may also serve as a reference clement
relative to the dynamic cube 702, etc. and/or portions of the frame 902 may be
modulated over time to provide dynamic encoding of data.) Other possible types of
25  static encoded display elements may include conventional or other barcode types.

' Although embodiments referred to above have been described in the
context of a payment card account system in which credit card account transactions,
debit card account transactions and other typical payment card account system
transactions are performed, the teachings of this disclosure are not limited to such

30 transactions. In other embodiments, the teachings of the present disclosure may also
be applied to payment transactions that utilize an ACH (automated clearing house)
system and/or to transfers of value that utilize blockchain technology.

The above descriptions and illustrations of processes herein should not

be considered to imply a fixed order for performing the process steps. Rather, the
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process steps may be performed in any order that is practicable, including
simultancous performance of at least some steps.
Although the present invention has been described in connection with
specific example embodiments, it should be understood that various changes,
5  substitutions, and alterations appatent to those skiiled in the art can be made to the
disclosed embodiments without departing from the spirit and scope of the invention as

set forth in the appended claims.
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WHAT IS CLAIMED IS;

1. A method comprising:

displaying a design element on a display screen, the design clement modulated
over time to encode data in the design element, the design element presented by a merchant;

using a camera component of a mobile device to capture images over time of
the displayed, modulated design element;

analyzing the captured images by a payment application running on the mobile
device to obtain the enceded data;

the payment application using the encoded data to establish a communication
channel with a merchant device, the merchant device operated by or on behalf of the
merchant;

the payment application engaging in a purchase transaction with the merchant
device via the communication channel, the purchase transaction including the payment
application causing payment credentials to be transmitted to the merchant device; and

the merchant device using the payment credentials to initiate a request for

payment.
2. The method of claim 1, wherein:
the mobile device is present at a retail store operated by the merchant; and
the design element is displayed by a point-of-sale terminal at the retail store.
3. The method of claim 1, wherein the design element is presented by the

merchant via being included in a web page downloaded by the merchant to a computer

operated by a user of the mobile device.

4. The method of claim 1, whetein the encoded data is communicated by pulsing

at feast one selected location on the design element.

5. The method of claim 1, wherein the pulsing is not perceptible to human optical
perception.
6. The method of claim 1, wherein the design element is modulated by being

moved relative to a reference display element.
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7. The method of claim 1, further comprising:
using the camera component to read transaction information from the display

screen via optical character recognition (OCR).

8. The method of claim 1, wherein the design element includes an animated

cube.

9. A method comprising:

displaying a design element on a display screen, the design element including
encoded data in a manner that is not perceptible to human optical perception, the design
element presented by a merchant;

using a camera component of the mobile device to capture images over time of
the design element,

analyzing the captured images by a payment application running on the mobile
device to obtain the encoded data;

the payment application using the encoded data to establish a communication
channel with a merchant device, the merchant device operated by or on behalf of the

merchant;

the payment application engaging in a purchase transaction with the merchant
device via the communication channel, the purchase transaction including the payment
application causing payment credentials to be transmitted to the merchant device; and

the merchant device using the payment credentials to initiate a request for

payment.
10.  The method of ¢laim 9, wherein:
the mobile device is present at a retail store operated by the merchant; and

the design element is displayed by a point-of-sale terminal at the retail store.

11.  The method of claim 9, wherein the design element is presented by the
merchant via being included in a web page downloaded by the merchant to a computer

operated by a user of the mobile device.

12.  The method of claim 9, further comprising:
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using the camera component to read transaction information from the display

screen via optical character recognition (OCR).

13.  The method of claim 9, wherein the design element includes an animated

cube.

14. A mobile device comprising:
a processor;
a digital camera in communication with the processor; and
~ amemory in communication with the processor, the memory storing program
instructions, the processor operative with the program instructions to perform functions as
follows:
capture images over time, via the digital camera, of a design element
displayed on a display screen, the design element modulated over time to encode data in the
design element, the design element presented by a merchant;
analyzing the captured images by a payment application executed by
the processor to obtain the encoded data;
the payment application using the encoded data to establish a
communication channel with a merchant device, the merchant device operated by or on
behalf of the merchant; and
the payment application engaging in a purchase transaction with the
merchant device via the communication channel, the purchase transaction including the
payment application causing payment credentials to be tfransmiited to the merchant device to

permit the merchant device to use the payment credentials to initiate a request for payment.

15.  The mobile device of claim 14, wherein:
the mobile device is present at a retail store operated by the merchant; and

the design element is displayed by a point-of-sale terminal at the retail store.
16.  The mobile device of claim 14, wherein the design element is presented by the

merchant via being included in a web page downloaded by the merchant to a computer

operated by a user of the mobile device.
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17.  The mobile device of claim 14, wherein the encoded data is communicated by

pulsing at least one selected location on the design element.

18.  The mobile device of claim 14, wherein the pulsing is not perceptible to

human optical perception.

19. The mobile device of claim 14, wherein the design element is modulated by

being moved relative to a reference display element.

20.  The mobile device of claim 14, wherein the processor is further operative with
the program instructions to use the camera component to read fransaction information from

the display screen via optical character recognition (OCR).
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