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(57) Abstract: A cryptographic expansion device that can be attached to a communication component of a communication device to
enable the communication device to perform cryptographic operations on communications sent to and from the communication
device is described. The cryptographic expansion device can be a small-form factor cryptographic expansion device that can be used
with a small-form factor communication component such as a micro-SIM (subscriber identity module) card. When used with a com -
munication device, the cryptographic expansion device enables the communication device to send and received end-to-end secure
encrypted communications. The end-to-end secure communications enabled by the cryptographic expansion device can be utilized
by a user of the communication device to perform financial and/or banking transactions.



WO 2013/166278 PCT/US2013/039252

SMALL FORM-FACTOR CRYPTOGRAPHIC EXPANSION DEVICE
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CROSS-REFERENCES TO RELATED APPLICATIONS
[661]  This application claims priority from United States Provisional Patent Applcation
No. 51/641,686, entitled “CHIP ARCHITECTURE FOR COMMUNICATION CARD,” filed
May 2, 2012, the contents of which is hereby incorporated in its entirety by reference for all

10 purposes.

BACKGROUND
[86862] In developing countrics and rural areas, less than 1096 of the population may have
access to banking services from traditional brick-and-mortar banks. o such arcas, a bank
15 wmay be physically located too far away for a majority of the population to fravel to. And
even it a bank 13 nearby, it may be the only bank location in the vicinity of a vast region
covering a large number of the population. The brick-and-mortar bank may not have the
resources and capacity to adequately support such a large number of customers, resulting in
long wait times and inconvenience for the bank’s customers. In most developing countries,
2 building additional bank branches and/or installing automated teller machines (ATMs) at
various locations are often not a viable solution due to the high costs of the complex
infrastructure involved. Hven in developed countries where there arc more baok branches
and ATM locations available, costomers may still have hmited access to banking services
such as services that are not available from ATMs during non-business hours. Furthermore,
25 certain customers such as the elderly or customers with disabilities may still have difficulty

getting to the bank branches or ATM locations.

[6843] Inrecent years, the use of mobile devices in developed and developing countrics has
geown rapidly. As such, one way of providing these commumitics with access to banking
services is to enable users of mobile devices to perform mobile banking transactions, such as
30 making mobile payments or money transfers, or checking account balances or performing
other account related services, divectly from their mobile devices. However, security
concerns are often a stambling block that hinders the wide adoption and growth of mobile
banking. Most mobile devices lack the capability to securely send end-to-end encrypted

communication. As a result, sensitive information, such as a Personal Identification Numbers

[N
(]

{(PINs) and Primary Account Numbers (PANs), might be seot in plaintext form, creating a
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vulnerability in which such sensitive information can be intercepted by malicious parties and

be used for fraudulent porposes.

[6634]  Whilc some security measures can be provided by mobile network operators, for
example, to provide eneryption capabilities at a base station, the protection provided by such
sohutions is still limited because the communication is still sent in plainiext form at some
point during the transmission. Other solutions require re-provisioning of users” mobile
devices, for example, by over the air (OTA) provisioning, and such solutions can be costly in
terms of both deployment and operating costs. Consequently, mobile operators have to either
pass this cost onto their customers or absorb it themselves, Thus, the total cost of ownership
(TCO) 15 alse often a stumbling block that prevents the uptake and growth of mobile banking.
Without a cost-effective and efficient way to securely send and receive communication with
mobile devices, mobile banking operators are destined to incur losses or fail to roll cut their

mobile banking services entirely.

[8865] Embodiments of the present invention address these and other problems

mdividually and collectively.

BRIEF SUMMARY
[6866] Embodiments of the present invention disclose a cryptographic expansion device
that can be attached to a communication compoenent of a communication device to cnable the
communication device to perform cryptographic operations on communications sent to and
from the commuonication device. In some embodiments, the cryptographic expansion device
is a small-form factor eryptographic expansion device that can be used with a small-form
factor communication component such as a vricro-SIM (subscriber identity module) card.
When used with a communication device such as a mobile phone, the cryptographic
expansion device enables the commumication device to send and received end-to-end secure
encrypted communications. The cryptographic expansion device according to various
embodiments can be used with a communication device without requiring any changes to the
internal software or hardware of the commumication device and withowt requiring any
modification to the commnication protocols used by the communication device. In some
embodiments, the end-to-ond secure communications enabled by the cryptographic expansion
device can be utilized by a user of the communication device to perform financial and/or

banking transactions.

186847]  According to some embodiments, the small-form factor eryptographic expansion

device is in the form of a label that mchudes a top electrical contact plate for interfacing to a
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commumication device, a bottom clectrical contact plate for interfacing to a connmunication
component, and a substrate disposed between the top electrical contact plate and the bottom
clectrical contact plate. The small-form factor cryptographic expansion device also includes
& hardware security module embedded within the substrate and between the top and bottom
clectrical contact plates. The havdware security module is coupled to the top and bottom
clectrical contact plates, and includes a secure processing unit and a public processing unit,
In some embodiments, the small-form factor cryptographic expansion device ncludes an
adhestve material disposed on the bottom of the small-form factor cryptographic expansion
device to attach the small-form factor cryptographic expansion device to a commuonication

component, such as a SIM card.

[8888] According to some embodiments, a communication system for sending secure
communications includes a communication component and a cryptographic label that is
attached 1o the communication component. The eryptographic label enables a
communication device using the communication component 1o send encrypted data using a
cryptoprocessor embedded in the cryptographic label. The cryptographic label inchudes a top
clectrical contact plate, a bottom clectrical contact plate clectrically coupled to the
conununication component, a eryptoprocessor embedded in the eryptegraphic label between
the top and botiom electrical contact plates, and a processor coupled to the cryptoprocessor

and embedded n the cryptographic label between the top and bottom electrical contact plates.

[B80%] According to some embodiments, a method for enabling the transmission of secure
communications from a communication device involves the use of a cryptographic label
having two electrical contact plates and a cryptographic processor embedded in the
cryptographic label. The cryptographic label is attached to a communication component of
the communication device via one of the electrical contact plates. The method includes
receiving a message at the cryptographic label, and determining if the message is associated
with 2 secure operation. The messages is defermined to be associated with a secure
operation, for example, if the messages 1s being used in a financial or payment transaction, or
if the message mnclades sensitive data or information such as account numbers and PINs. A
secure operation can involve one or more of encryption, decryption, message authentication
code generation or verification, hash generation or verification, or other functions to be

performed by the cryptographic label.

{80187  ifitis determined that the message is associate with a secure operation, the
cryptographic processor embedded in the label between the two elecirical contact plates

performs a eryptographic operation on the data or information associated with the secure
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operation. The data or information processed by the cryptographic processor is sent from the
cryptographic label to the commumication device via one of the electrical contact plates for
transtission in a sccure communication. if the message is determined to be associated with a
non-sceure operation, the message 15 passed through between the communication component
and the communication device without being processed by the cryptographic processor. In an
exemplary embodiment, the commumnication device can be a mobile phone, the
communication component can be a SIM card, and the secure conununication can be sent as
an encrypted Short Message Service (SMS) message, an Unstructured Supplementary Service
Drata (USSD) message, a Near Filed Commuonication (NFC) communication, or a Radio

Frequency {(RF} communication.

(8611} These and other embodiments of the invention are deseribed in further details

below.

BRIEF DESCRIPTION OF THE DRAWINGS
[66812] Fig. 1A illostrates a perspective view of a cryptographic expansion device and a
communication component of a communication device, according to one embodiment of the

present imvention.

[6813] Fig 1B ilustrates a top view of a cryptographic expansion device, according o one
embodiment of the present invention.

[66814] Fig. 1C illustrates a bottom view of a cryptographic expansion device, according to
one embodiment of the present invention.

[B815] Fig. 1D illustrates a cross section view of a cryptographic expansion device,
according to one cmbodiment of the present nvention.

[8816] Fig. 2A illustrates a cross-sectional view of a cryptographic expansion device,
according to another embodiment of the present invention.

[B817]  Fig 2B illustrates a cross-sectional view of a cryptographic expansion device,
according to a further embodiment of the present invention.

[66818] Fig. 2C illustrates a cross-sectional view of a cryptographic expansion deviee,
according to an alternative embodiment of the present invention..

[8018)  Fig 3 illustrates a block diagram of the components of a cryptographic expansion

device, according to one embodiment of the present invention.
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[B08268] Fig 4 illustrates a conceptual block diagram of the functional blocks of a

cryptographic expansion device, according to one embodiment of the present invention.

18621} Fig. § illustrates a communication system for sending and receiving secure
communications using a cryplographic expansion device, according to one embodiment of

the present nvention.

[8822] Fig 6 illustrates a diagram showing the process of mitializing a communication
component in a communication device equipped with a cryptographic expansion device,

according to one cmbodiment of the present nvention.

[66823] Fig. 7 illostrates a disgram showing the process of installing a user menuina
communication device equipped with a cryptographic expansion device, according to one

erabodiment of the present invention.

[6824] Fig 8 illustrates a diagram showing the process of performing a non-secure
operation 1o a conmmunication device equipped with a cryptographic expansion device,

according to one embodiment of the present mvention.

[6825] Fig. 9 illustrates 2 diagram showing the process of performing a secure operation in
a commumcation device equipped with a cryptographic expansion device, according to one

embodiment of the present mvention.

186261 Fig 10 illustrates a diagram showing the process of setting up a secure
communication channel between devices using a cryptographic expansion device, according

to one embodiment of the present invention.

{88271 Fig. 11 illustrates a flow diagram of performing a secure operation with a

cryptographic expansion device, according to one embodiment of the present invention.

[6628] Fig. 12 illustrates a block diagram of a comnumication device, according to one

embodiment of the present invention.

DETAILED DESCRIPTION
[682¢] Embodiments of the present jovention disclose a cryptographic expansion device
that can be attached to a communication component of a communication device to enable the
communication device to perform cryptographic operations on communications sent to and

from the communication device. The cryptographic expansion device includes embedded
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processors and storage capabilitics that can be used to implement a Federal Information
Processing Standards (FIPS) comphant hardware security module (HSM) to provide the
communication device with the set of security features and functions as found in industry-
standard HSMs., When used with a commumnication device, the eryptographic cxpansion
device enables the comnumication device to send and received end-to-end secure
communications, and enables mobile operators to utilize their otherwise unsecure
communication channels to send and receive encrypted communications. Furthermore, the
cryptographic expansion device according to various embodiments can be used with a
communication device without requiring any changes to the internal software or hardware of
the communication device and without requiring any modification to the communication
protocols of the communication device. Thus, the cryptographic expansion device according
10 embodiments of the invention can be widely deployed in a cost-effective and efficient way.
In some embodiments, the end-to-end secure commaunications enabled by the cryptographic
expansion device can be utilized by a user of the commumication device to perform financial

and/or banking transactions.

[6838] Examples of the security features that the crypilographic expansion device can
provide fnclude running a secure operating systern and secure key managerent related
functions such as cryptographic key generation, configuration of security Hmits and
capabilities of the cryptographic keys, cryptographic keys backup and recovery, secure
cryptographic keys storage, and revocation and destruction of cryptographic keys. The
cryptographic expansion device can enerypt and decrypt data using various encryption
standards and protocols including but not fimited to Advance Encryption Standard (AER),
Data Encryption Standard (DES), Tripic Data Eneryption Standard/Algorithm
(TDES/TDEA), Secure Socket Layer (S5L), Blowfish, Serpent, Twofish, international Data
Encryption Algorithm (JDEA), Rivest, Shamir, & Adleman (RSA), Digital Signatare
Algorithm (DSA), Tiny Encryption Algorithm (TEA), extended TEA (XTEA), and/or other
encryption algorithms or protocols. The eryptographic expansion device can also gencraie
and vertfy message autheutication codes (MAC) and cryptographic bashes on

compnmications sent to and from a commumnication device.

[6631] It should be appreciated that the eryptographic expansion device according to
embodiments of the fnvention uses dedicated cryptographic hardware components provided
in the cryptographic expansion device to perform cryptographic operations. This is different
from software encryplion technologies that use software with a general purpose processor to

perform encryption, and provides enhanced sccurity protection over such software encryption
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technologies. Tn some embodiments, the cryptographic expansion device is implemented as a
dual processing-unit device that includes a FIPS compliant secie processing unit and a
public processing unit, Thig division in hardware roles introduces an additional level of
security by providing a physical and logical separation between interfaces that are used 1o
communicate critical security parameters and other interfaces that are used to commumicate
other data. Furthermore, the cryptographic expansion device can also provide a tamper-
resistant mechanism that provides a high risk of destroying components in the cryptographic
expansion device and the cryptographic kevs stored therein, if any attempt is made to remove

or externally access the cryptographic expansion device.

1668321  According to some embodiments, the eryptographic expansion device is 2 Jabel that
is attachable to a commumication component such as a subscriber identity module (SIM) card
of a mobile device such as a mobile phone. In implomentations in which the SIM card is a
full-size SIM or a mini-S1M, the circuitry of the cryptographic expansion device
mplementing the HSM or the processing units ave positioned on the label in an arca that is
located away from and outside the footprint of the electrical contact regions of the label that
nterfaces with the SIM card. While this may be a viable option for form-factors that have
considerable unused area outside the electrical contact region, for smaller form-factors such
as that of 8 micro-51IM, the avea outside of the electrical contact region may be too small to
accommodate the circaitry of the cryptographic expansion device. Accordingly,
embodiments of the invention provide a way to outfit a small form-factor communication
component, such as a moicro-SIM card, with a cryptographic expansion device by
sandwiching the circuiiry of the cryptographic expansion device implementing the HSM or
the processing units between two electrical contact plates that form the electrical contact

region of the cryptographic expansion device.

(86337  As used herein, the term "secure communication” refers t0 a communication that
includes at least some portion of the communication that is sent or received in an encrypted
format. The term "secure operation” refers to a process or a function that mvolves
performing one or more cryptographic operation. Examples of a “secure operation” can
include sending or receiving of a sccure or encrypted communication, or performing a
financial or banking transaction with encrypted data. The term "cryptographic operation”
refers to any of encryption, decryption, MAC generation or verification, hash generation or
verification, and/or any of the functions provided by the cryptographic expansion device as

described herein. The term "non-secure communication” refers to a conumunication that is

-~
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sent or received in plaintext form. The term "non-secure operation” refers t0 a process ora

function that does not nvolve perforiming a8 secure operation.

[66834]  According to various embodiments, the cryptographic expaunsion device can be
attached to a commumication component of a communication device to enable the
communication device to send and receive secure communications. A communication device
is a device that is capable of sending and receiving conynunications with a rocipiont device.
The communication device can be a mobile device such as a mobile phone or other types of
portable conmmunication device {¢.g., a personal digital assistant, portable computing devices
such as tablet computers or laptops, or portable multi-fimetional devices that can send and
receive conumunications such as portable media players/readers, portable gaming devices,
etc.). The recipient device that the communication device communicates with can be another
communication device, a payment device such as point-of-sale (POS) device or an automated
telier machine (ATM), networking equipment, and/or telecoramunication equipment of a
mobile network operator. In some embodiments of the present invention, the communication
device may lack the capability to perform cryptographic operations to encrypt and decrypt
conmumunications sent o and from the communication device. A cryptographic expansion
device can be attached 1o a communication component of the communication device to
provide the commumication device with the capability to perform cryptographic operations.
In other embodiments, the commumication device may be capable of performing some
cryptographic operations, for example, to encrypt or decrypt data using encryption software.
In such embodiments, a cryptographic expansion device can sill be used with the
communication device to expand and/or enhance the cryptographic capabilities of the
communication device, for example, to provide encryption algorithms that may otherwise be

unavailable in the encryption sefiware of the compunication device.

[8035]  According to some embodiments, the commumnication component that the
cryptographic expansion device attaches to is a user-removable comnunication component of
a commumcation device, For example, the communication component can be a subscriber
dentity module (SIM) card or other types of commumnication card that is used in conjunction
with the conununication device to send and reccive communications. The commumication
component can zlso be other types of user-removable component of 2 comuumnication device
such as various types of memory card, for example, a secure digital (5D) memory card that
can be vsed in conjumetion with the commumication device to send and receive

communications.
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[8036] The commumication component of a commumnication device can come in various
form factors. For example, in embodiments in which the communication component is a SIM
card, the communication component can have a form factor according to a full-sized SIM
card or a puni-5iM card as specified in the ISO/IEC 7810 standard, or a micro-SIM card or a
nano-SIM card as specified inthe ETSI TS 102 221 standard. In other embodiments, for
example, in which the conmmonication component is a SD memory card, the communication
component can have a form factor according to a full-size 8D card, a micro-SP card, ora

oini-SD card as specified in the SD standard of the Secure Digital Association.

18637} Physical Characieristics of Cryptographic Expansion Device

[8838] According to various embodiments, the cryptographic expansion device inclodes
one or more integrated circuits implementing 8 hardware security moduole (HSM) disposed
therein. Figs. 1A-D illustrate a eryptographic expansion device according to one embodiment
of the invention. According to the embodiment as shown, the eryptographic expansion
device is a cryptographic label 100, and the compumication component that the cryptographic
fabel 100 atiaches to is a SIM card 190, such as a micro-SIM card as shown. Fig. 1A
ithustrates a perspective view of cryptographic label 100 over SIM card 190, Figs. I1B-C
ithustrate the planar views of the top and bottom of cryptographie label 100, respectively.

Fig. 1D illustrates a cross section view of crypiographic label 104, 1t should be noted that the

figures are illustrative and may not nocessarily be drawn to scale.

[683%] It should be understoed that while the description and explanation provided herein
may be made with reference to a particular erobodiment, the description and explanation
provided below are applicable to and can be adapted for other embodiments, for example,
embodiments in which the cryptographic expansion device is used with a SIM card with a
different form factor, or in which the cryptographic expansion device is used with other types

of commumication component such as a memory card.

[6848] Cryptographic label 100 includes 3 top clectrical contact plate 115 for interfacing to
& communication device disposed on the top side of cryptographic label 100, 2 bottom
clectrical contact plate 110 for interfacing with a communication component disposed on the
bottom side of cryptographic label 100, and a substrate 102 disposed between the top
clecirical contact plate 115 and the bottom electrical coniact plate 110, Cryptographic label
100 also includes a HSM 150 embedded within substrate 102 and between the top and bottors
contact plates 115 and 110, HSM 150 1s electrically coupled to the top and bottom contact

plates 115 and 110, and mchudes a public processing anit (PPU)Y which can be implemented
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with one or more processors or controllers, and a secure processing unitt (SPU) which can be
mmplemented with one or more eryptoprocessors. In some embodiments, HSM 15015 a
packaged semiconductor chip that includes both SPU and PPU in a single package, but with a
logical and physical separation between SPU and PPUL In other embodiments, SPU and PPU
can be individually packaged semiconductor chips or semiconductor dies that are coupled

together in cryplographic label 100 to implement HSM 150

[8841] Cryptographic label 100 can also inchide a coupling element that can be used to
attach cryptographic label 100 to a communication component such as SIM card 190, In
some embodiments, the coupling element is an adhesive material 140 (2.g., shown in Figs. 1C
and 1D} disposed on the bottom side of cryptographic label 100, Thus, eryptographic tabel
104 can be applied to the surface of SIM card 190 similar to an adhesive label or a sticker, In
other cmbodiments, the coupling element can be a mechanical mechanism such as notches
provided on eryptegraphic label 100 or a clip that can be used to physically secure
cryptographic label 100 to SIM card 190, In some embodiments, cryptographic label 100 can
have a substrate 102 that s flexible or semi-flexible, for example, to facilitate the application
of cryptographic label 100 to the surface of SIM card 190. Substrate 102 of cryptographic
fabel 100 can also be rigid or senv-rigid, for example, to provide stiffoess to protect the

cryptographic label 100,

[6842]  According to various cobodimends, eryptographic label 100 can have varicus
different form factors. In some embodiments, eryptographic label 100 can have a form factor
with planar dimensions {e.g., length and/or width) that are substantially the same as the
planar dimensions of a micro-SIM card as shown o the figures. One or more planar
dimensions of cryptographic fabel 100 can be within 1%, 2%, 5%, 10%, 15%, or 20% of the
corresponding planar dimension of a micre-8IM card. For example, in a particular
embodiment in which the length of a micro-SIM card 1s 15 millimeters (mm) and the length
of cryptographic label 100 is within 10% of the length of the SIM card, the lengih of
cryptographic label 100 can be between 13.5 mn (90% of 15 mony) and 16.5 num (110% of 15

mmy.

166843]  In other embodiments, cryptographic label 100 can have a form factor with one or
more planar dimensions that is different than the corresponding planar dimension of the
communication component with which cryptographic label 100 attaches to, if the size of
cryptographic label 100 does not prevent the commumication component from being used
with a communication device. In other words, referring to the embodiment shown n Fig. 14,

the planar dimensions of cryptographic label 100 should allow SIM card 190 attached with

10
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cryptographic label 100 to fit into a S1IM card receiving slot of 8 comnumication device, It
should be noted that this does not mean that the planar dimensions of cryptographic abel 10{
has to be smaller than SIM card 190, For example, in some embodiments, cryptographic
fabel 100 can be longer than SIM card 190 and can extend out of a SIM card recciving slot of
a communication device if the communication deviee can tolerate such a configuration. In
other embodiments in which the substrate of cryptographic label 100 is a flexible substrate,
when cryptographic labef 100 is applicd to SIM card 190, the excess portions of
cryptographic label 100 that extends over the surface of SIM card 190 can be folded over to

wrap around SIM card 190,

[#844] Furthormore, 1o seme ermnbodiments, a cryptographic label with a form factor
corresponding to one type of SIM card can be used with 2 SIM card that has a different form
factor. For example, although cryptographic label 100 as shown in Figs. 1A-D has a form
factor with planar dimensions that are substantially the same as a micro-SIM card,
cryptographic label 100 can be attached to a full-size SIM card or a mini-SIM card mstead of

a micro-SIM card.

166845] Fig 18 illustrates a planar view of the top side of eryptographic label 100 according
to one embodiment. Electrical contact plate 115 disposed on the top side of cryptographic
label 100 1s used for interfacing cryptographic label 100 to s commumications device; that is,
to electrically couple cryptographic label 100 to a SIM card reader of a commuunications
device when a SIM card attached with eryptographic label 100 1s mserted mto a SIM card
receiving slot of the commmumication device. Thus, clectrical contact plate 115 is positioned
on the top side of cryptographic label 100 to align with the clecirical contacts of a SIM card
reader of the commuuication device. o some embodiments, electrical contact plate 115 is an
1D-000 contact plate that is compliant with the [SO/IEC 7810 standard, and can be made of

copper or other metallic or electrically conductive materials.

[B046]  According to some embodiments, electrical contact plate 115 15 etched, cut, or
otherwise has grooves formed thereon to define individual electrical contacts and to
clectrically isolate the defined electrical contacts from one another. In some embodiments,
clectrical contact plate 115 may have eight electrical contacts Ci-CR8 defined and formed
thercon in accordance with ISO/IEC 7810 as shown i Fig. 1B. The eight electrical contacts
are arrangoed with four electrical contacts C1-C4 in one colomn along one edge of clectrical
contact plate 115, and with four clectrical contacts C5-C¥ in another colomn along an
opposing edge of electrical contact plate 115, In some embodiments, the C5 electrical

contact is an electrical ground and can be electrically connected with the central region 106

ii



e

10

15

30

WO 2013/166278 PCT/US2013/039252

of electrical contact plate 115, which 1s the area between the two columns of clectrical
contacts. In some embodiments, the CS5 electrical contact may be electrically isolated from
ceniral region 106, or the etch pattern of clecirical contact plate 115 may lack a central region
106, In other embodiments, clectrical contact plate 115 may ondy have six electrical contacts
with C1-C3 in one column and CS-C7 in the opposing colunm because electrical contacts C4
and C8 may be unused. In further embodiments, any munber of electrical contracts can be
used to correspond to the number of elecirical contacis on the communication component

with which cryptographic label 100 interfaces to.

[#847] It should also be understood that the etch pattern as shown in the figures is for
itlustrative purpose only, and different embodiments may use difforent ctch patterns to define

the electrical contacts in accordance with ISG/IEC 7814,

[6848] Fig. 1C illustrates a planar view of the bottors side of cryptographic label 100
according to one embodiment. Electrical contact plate 110 disposed on the bottom side of
cryptographic label 100 is used for interfacing cryptographic label 100 to a communications
component, for example, to elecirically couple cryptographic label 100 to a communication
card such as SIM card 190. Thus, electrical contact plate 110 1s positioned on the bottom
side of cryptographic label 100 to align with the electrical contacts of the commumnications
component (¢.g., SIM card 190) that cryptographic label 100 attaches to. According to some
erabodiments, electrical contact plate 110 18 an 1D-000 contact plate that is compliant with
the [SO/IEC 7810 standard, and can be made of copper or other metallic or elecinically

conductive materials.

18648} Sinular to electrical contact plate 115, electrical contact plate 110 can be etched,
cut, or otherwise has grooves formed thereon to define individual electrical contacts and to
clectrically separate cach clecirical contact from one ancther. In some embodiments, the eich
pattern of electrical contact plate 110 raay be similar to that of electrical contact plate 115,
and is a mirror image of clectrical contact plate 110 when viewed from the bottom as shown
m Fig. 1C. The nomber of electrical contacts defined on electrical contact plate 110 may
correspond to the number of electrical contacts on electrical contact plate 115 {c.g., clectrical
contact plates 110 and 1135 may each have cight electrical contacts defined, or may cach have
six electrical contacts defined in accordance with ISQ/IEC 7810). In other embodiments, the
number of clecirical contacts formed on electrical contact plate 110 may be different than
clectrical contact plate 115 (e.g., one clectrical contact plate may have eight electrical

contacts, and the other electrical contact plate may have six clectrical contacts, etc.).
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[B85¢] According to some embodiments, an adhesive material 140 is disposed on the
bottom side of cryptographic label 100 around at least a portion of the perimeter of electrical
contact plate 110. The planar arca of subsirate 102 is sized larger than clectrical contact plate

110, and in some crubodiments, is substantially the same size as the planar arca of a micro-

e

SIM card. The planar area of subsirate 102 that extends beyond the footprint of electrical
contact plate 110 allows an adhesive skirt of adhesive material 140 to be disposed on the
bottom of substrate 102, In some embodiments, the adhesive skirt corresponds to the plastic
region of a micro-51M card surrounding the electrical contact region of the micro-3IM card.
When eryptographic label 160 is applied to a micro-SIM card, the adhesive skirt attaches to
10 the plastic region of the micro-5IM card and cryptographic label 100 in place to physically

and clectrically couple the crypiographic label 160 to the micro-SIM card.

[6831] Insome embodiments, adhesive material 140 may be disposed along the outside of
all four edges of clectrical contact plate 110 such that adhesive material 140 surrounds
electrical contact plate 110 as shown in Fig. 1C. In other embodiments, adhesive material
140 may be disposed along the cutside of just one or two or three edges of electrical contact
plate 110, In some embodiments, adhesive material 140 may extend from the edges of
clectrical contact plate 110 all the way to the edges of the bottom surface of substrate 102 or
cryptographic fabel 100 as shown. In other embodiments, adhesive material 140 may cover
just a portion of the area between the edges or perimeter of electrical contact plate 110 and

2 the edges or perimeter of the botiom surface of substrate 102 or cryptographic label 100,

[8852] In addition to securing cryplographic label 100 to SIM card 190, in some
embodiments, the adhesive material 140 can also serve as a tamper-resistant mechanism to
provide a high risk of destroying cryptographic label 100 if an atteropt is made to remove
cryptographic label 100 from SIM card 190 after cryptographic label 100 has been attached to

25 SIM card 190, For example, after cryptographic label 100 has been applied to the surface of
SIM card 190, if an atterapt 18 made to remove crypiographic label 100 from SIM card 190 by
pecling off cryptographic label 100, the adhesive material 140 may rip apart the electrical
contacts of cryptographic label 100, and/or the interconnects and circuits electrically coupling
the components of cryptographic label 100 to render cryptographic label 100 vnusable.

30 Alternatively or in addition, the adhesive material 140 may rip apart portions of SIM card 190
to render SIM eard 190 unusable as well if an atterapt 15 made to remove cryptographic label

100 from SIM card 190.

[B853]  Fig. 1D illustrates a cross section view of eryptographic label 100 along the line X-
X’ as illustrated in the planar views of Figs. 1B-C according to one embodiment.

-
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Cryptographic label 100 mcludes a substrate 102 disposed between the top and bottom
electrical contact plates 115 and 110, Substrate 102 can be made of a plastic material such as
polyimide or other suitable materials. According to some embodiments, the circuitry of HSM
150 is completely embedded within substrate 102 of cryptographic label 100 as shown. In
other words, the circuitry of HSM 130 does not protrude out of eryptographic label 100, and
in some embodiments, may not be visible from the top or bottom of cryptographic label 100
HSM 150 is electrically coupled to the top and bottom electrical contact plates 115 and 110,
and is embedded in substrate 102 at a positioned 1n between the top and bottom electrical
contact plates 115 and 110, In some embodiments, the footprint of the circaitry of HSM 150
fits entirely within the footprints of the top and bottom clectrical contact plates 115 and 110.
In other emnbodiments, the footprint of the circuitry of HSM 150 may extend beyord the

footprint of either electrical contact plate.

[6854] The thickness of eryptographic label 100 is made to be thin enough such that when
cryptographic label 1090 is attached to SIM card 190, SIM card 190 can still be inserted or
removed by a user from a SIM card receiving slot of a commaunication device such as a
mobile phone without the use of complicated tools. In one embodiment, substrate 102 has a
thickuess of 50 microns (um), the bottom clectrical contact plate 110 has a thickness of 30
um, and the top electrical contact plate 115 has a thickness of S0 um fo yield a total thickness
of 130 um for cryptographic label 100, In other embodiments, the total thickness of
cryptographic label 100 maybe less than 200 v, and in some embodiments, iess than 150
um. By keeping the thickness of cryptographic label 100 to be less than 200 um,
cryptographic label 100 can be applied to a SIM card and still allows the SIM card to be

scrted into a SIM card receiving slot of 8 commumication device.

186851  As mentioned above, HSM 150 can be a single packaged semiconductor chip or die.
Alternatively, SPU and PPU of HSM 150 can be individually packaged semiconductor chips
or semiconductor dies that are coupled together in substrate 102 to tmplement the circuitry of
H3M 150, Interconnects and circuits electrically coupling the various components (ie.
electrical contact plates 110 and 155, HSM 150, and/or SPU and PPU) of eryptographic label
100 can be formed by etching the circuits into substraie 102 of eryptographic label 100,
scroen-printing the circuits in substrate 102, or by providing the components of eryptographic
fabel 100 with soiderble contacts that when heated, would bind to civeuitry in substrate 102 to

form the interconnects and circaits.

[3856] In the embodiment as shown in Fig. 1D, the planar arca of the circuitry of HSM 150

{which includes SPU and PPU) is substantially the same size or smaller than the planar area
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of the central region 106 or 116 of the top ov bottom electrical contact plate 115 or 116, Thig
allows the interconnects 122 and 124 1o be routed from top eloctrical contact plate 115 to the
boitom of HSM 150 around the sides of HSM 150 instead of having interconnect routing in
the region between top clectrical contact plate 115 and the top of HSM 150, This moay allow
substrate 102 to be made as thin as possible, because the substrate does not need to

accommodate any intereommect routing on the top of HSM 150,

{88587 It should be noted that some signals such as a clock signal corresponding to the C3
electrical contact in accordance with ISQG/IEC 7810 can be directly connected between top
clectrical contact plate 115 and botiom electrical contact plate 110 as shown with
mterconnect 122, if the signal can be passed through from the comumumication component
{¢.g., SIM card 190) to the communication device (e.g., mobile phone) without security
consequences. For other signals such as the data /0 signal {e.g., interconnect 124)
corresponding to the C7 electrical contact in accordance with ISO/EC 7810, which is used to
transmit data such as sensitive mformation or data of financial transactions, there 1s no direct
connection between the top electrical contact plate 115 and bottom electrical contact plate
110, because the signal carrying the sensitive data should first be processed by HSM 150
(e.g., 10 encrypt the data) before being sent to the comvmunication device for transmission o 2

recipient device.

[G858] It should also be noted that although Fig. 1D shows, for illustrative purpoese, the
routing of data /O signal from top electrical contact plate 155 to HSM 150 (i.e. intercommect
124} as being above or on top of the routing of data 1O signal from HSM 150 to bottom
clectrical contact plate 110, the two intorconnects can be routed on the same interconngct
fayer, and only one interconnect layer is required between HSM 150 and bottom clectrical

contact plate 110,

[G059]  Fig. 2A illustrates a cross-sectional view of a crypiographic label 200A according to
another embodiment. In this embodiment, the planar area of the circuitry of HSM 2504 is
larger than the planar area of the central region of the top or bottom electrical contact plates
215A or 2104, but doces not extend beyond the footprint of the top and bottom clectrical
contact plates 215A and 210A. The circuitry of HSM 250A according to such embodiments
may require a larger area, for example, to have a larger storage or memory capacity
implemented in the HSM. In these embodiments, the interconnect routing arca available
aloug the sides of HSM 250A in the substrate 202A 15 reduced. Nevertheless, there is still
sufficient vouting area in that region to enable the substrate 202A 10 be made as thin as

possible
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3868 Fig. 2B illustrates a cross-sectional view of a eryptographic label 2008 according to
a different embodiment. In this embodiment, the planar area of the circuitry of HSM 2508
extends to the foolprint of the top or bottom clectrical contact plates 115 or 110, In this
embodiment, the size of the HSM 2508 leaves little room for interconnect routing in
substrate 2028 around the sides of the HSM 2508 under the footprint of top electrical contact
plate 213B. Thus, some interconmects are routed between the top clectrical contact plate
2158 and the top of HSM 250B. In somc embodiments, cryptographic label 200B and
substrate 2028 may be made thicker than the embodiments described above to accommodate
the extra layer of interconnect routing between the top clectrical contact plate 2158 and the

top of H5M 2508.

{8061} Fig. 2C illustrates a cross-sectional view of a cryptographic label 200C according to
a further eobodiment. Similar to the embodiment shown in Fig. 2B, the planar arca of the
cireuitry HSM 250C extends to the footprint of the top or bottora clectrical contact plates
215C or 210C. In this embodiment, because the size of HSM 250C leaves little room in
substrate 202C to accommodate the interconnect routing, the top and bottom clecirical
contact plates 215C and 2108 are formed directly on the package of HSM 250C and is
partially embedded in substrate 202C. The intercomnects between the top and bottom
clectrical contact plates 215C and 210C and the components of HSM 250C can be formed by
using interconmect vias and through-hole vias formed within H3M 250C. By forming the top
and bottom clectrical contact plates 215C and 210C dircetly on the package of HSM 250C,
the thickness of cryptographic label 200C may be reduce as compared to the embodiment
shown in Fig. 2B, because the interconnect routing in subsirate 202C between the top
clectrical contact plate 215C and the top of HSM 250C, and between the botiom electrical
contact plate 210C and the bottom of HSM 250C can be eliminated. According 1o such
embodiments, the planar area of the circuitry of HSM 250C can be extended to the edge of

cryptographic label 200C.

(80621 It should also be understood that in embodiments in which the circuitry of HSM i
of other sizes such as those described with reference to Figs. 2A-2B, the clectrical contact
plates can also be formed directly on the package of HSM as shown in Fig. 2C. Furthermore,
i some ernbodiments, there ay be ondy oune electrical contact plate 215C or 2100 that is

formed directly on the package of HSM 230C.

(8063} Internal Components and Features of Crvptographic Expansion Device
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[B864] Fig. 3 shows a block diagram illustrating the hardware components {e.g., HSM 350}
of a cryptographic expansion device 300 (e.g., any of cryptographic label 100 of Figs. 1A-D,
or eryptographic label 200A-C of Figs. 2A-C, respectively), according to one embodiment.

Cryptographic expansion device 300 includes a public processing vnit (PPU} 330, and a

e

secure processing unit {SPUY 320 coupled to PPU 330, 1t should be noted that although SPU
320 is coupled to PPU 330, cryptographic expansion device 300 provides a logical and/or
physical separation between SPU 320 and PPU 3306, A “physical separation” refers to some
physical boundary between SPU 320 and PPU 330, For example, SPU 320 and PPU 330 can
be mmplemented with and manufactored as separate semiconductor dies or separately
10 packaged semiconductor chips, and the physical boundary of the dics or chips can serve as
the physical separation. A “logical separation” refers to the separation of the comnumication
mterface and storage memory between SPU 320 and PPU 330. As shown in Fig. 3, SPU 320
has its own communication interfaces 344, 345, and 350, which is separate from
communication interface 360 of SPU 320, PPU 330 also has its own memory 33&, which is
15 scparate from secure memory 390 of SPU 320, As will be explained below, the logical
and/or physical separation provided between SPU 320 and PPU 330 creates a division in
hardware roles to protect SPU 32{ and the contents stored in sccure memory 390 from

unauthorized accesses,

[8065] According to some embodiments, PPU 330 imchudes processor 337, memory 338, a
24 communication device interface 340, a communication component interface 345, and a PPU-

=
/
/

to-SPU interface 350, Processor 337 can be implemented as one or more processors or
controllers. Memory 338 is coupled to processor 337, and provides storage to store data and
executable code that when executed by processor 337, causes processor 337 to run an

operating system (OS) and/or applications that can be complaint with Payment Card Industry

(S
e

(PCH and International Organization for Standardization (180) standards to manage the
fumctionality and operations of cryptographic expansion device 300, and to process the

exchange of information between the various interfaces of PPU 330.

[8866] Commumication device interface 340 is coupled to electrical contact plate 315 that

nterfaces with a communication device such as a mobile device (¢.g., 2 mobile phone), and

]
<>

provides g set of signals that can include a clock signal and ove or more data input/output
(1/0) signals 1o send and receive commands and information between PPU 330 and the

communication device. Comnumication component interface 345 is coupled to electrical
contact plate 310 that interfaces {0 a comuwnication component such as a communication

card {c.g., a 5IM card), and provides a sct of signals that can include a clock signal and one
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or more data fnput/output (1/0) signals to send and receive commands and mformation
between PPU 330 and the communication component. PPU-to-SPU interface 350 is coupled
to SPU 320, and provides a set of signals that can inchide a clock signal and one or more data
mput/output (/0) signals te send commands and mformation such as encryption and
decryption requests 1o SPU 326, and to receive conmands and mformation such as
encryption and decryption results from SPU 320. Because of the logical and physical
separation between SPU 320 and PPU 330, SPU 320 is exposed to PPU 330 only, and is not
accessible to the commumication device or to the communication component, except through
PPU 330. Hence, PPU 330 can serve as a firewall or a gatckeeper to ensure unauthorized or

unwanted commumications such as hacking attempts are not sent to SPU 320.

[8867] According to some embodiments, SPU 320 inchudes eryptoprocessor 380, secure
memory 390, and SPU-to-PPU interface 360. SPU 320 can also include tamper detection
sensors 370, As mentioned above, SPU 320 15 accessible from PPU 330 only, and receives
commands and information from PPU 330 through SPU-10-PPU interface 360. SPU-to-PPU
mterface 360 provides a set of signals that can include a clock signal and one or more data
wput/output (V0) signals coupled to PPU-to-SPU interface 350 that SPU 320 can use to
conununicate with PPU 330, Tu some embodiments, SPU 320 will enly respond to
encryption and decryption requests to perform cryptographic operations from PPU 330

recetved through SPU-to-PPU interface 360.

(80681 Cryptoprocessor 380 can be implemented as one or more crvptographic processors.
A cryptographic processor is different from a general purpose processor in that a
cryptographic processor inchudes dedicated circuitry and hardware such as one or more
cryptographic arithmetic logic units (ALU) 382 that arc optimized 1o perform computational
mtensive cryptographic functions. Cryptographic ALU 382 can inclade optimized pipelines
and widen data buses to enable cryptoprocessor 380 to perform crypiographic operations

faster and more officiently than general purpose processors.

[886%] Secore memory 390 1s coupled to cryptoprocessor 380, and can be partitioned into a
cryptographic key storage 392 and a data storage 394. Data storage 394 can be read and
written by cryptoprocessor 380, and provides storage memory to store user data such as data
that are received on SPU-to-PPU mterface 360 from PPU 330, and encryption and decryption
results that are sent to PPU 330 through SPU-to-PPU interface 360. Cryptographic key
storage 392 can be read-only to eryptoprocessor 380, and s used to store cryptographic keys
and encryption algorithms. The ceryptographic keys and algorithms stored in cryptographic

key storage 392 are provisioned by the manufachwer doring manufacturing of cryptographic
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expansion device 300, and canmot be altered by an external source without a master key that
1s only known to the manufacturer and/or authorized parties who are agthorized to provision
cryptographic expansion device 304 such as a mobile network operator or a wireless service
provider. In soroe erobodiments, the contents of cryptographic key storage 392 are never
ransmutted outside of SPU 320, and 15 inaccessible by PPU 330, The cryptographic keys and
algorithms stored n cryplographic key storage 392 can be provisioned to perform varions
encryption standards and protocols including but pot limited fo Advance Encryption Standard
{AES), Data Encryption Standard (DES), Triple Data Encryption Standard/Algorithm
{(TDES/TDEA), Secure Socket Laver (SSL), Blowfish, Serpent, Twofish, International Data
Encryption Algorithm (IDEA), Rivest, Shamir, & Adieman (RSA), Digital Signature
Algorithm (DS A)Y, Tiny Encryption Algorithm {TEA), extended TEA (XTEA}, and/or other

encryption algorithms or protocols.

[8078]  in some ombodiments, SPU 320 may also include tamper detection sensors 370 to
detect external attempts to tamper with cryptographic expansion device 300. For example,
tamper detection sensors 370 may inclode temperatore sensors to detect temperatures that
may be indicative of someone attempting io desolder components of cryptographic expansion
device 300, and/or mechanical sensors to sense structural changes to cryptographic expansion
device 300 that may be indicative of someone attempting to dissect or cut open eryptographic
expansion device 300. Tamper detection sensors 370 may also include clectrical sensors to
sense cortain voltage, current, or imapedance changes to the circuitry of crypiographic
expansion device 300 that may be indicative of someone attemnpting to probe the components
of cryptographic expansion device 30, and/or electromagnetic sensors 1o sense certain
radiation such as X-rays that may be indicative of someone attompting (o cxamine
cryptographic expansion device 300, In some embodimenis, tamper detection sensors 370
may include circuitry that can erase and whip out the contents of secure memory 390 to
render SPU 320 and/or cryptographic expansion device 300 unusable in response to detecting
an attempt to tamper with cryptographic expansion device 300. Cryptographic expansion
device 300 can also be configured with organic or soluble interconnects that can be dissebved
by a solvent released by tamper detection sensors 370 in response to detecting an attempt to

tamper with cryptographic expansion device 300.

[6671] Fig 4 shows a conceptual block diagram illastrating the functional features of a
cryptographic expansion device 430, according to one embodiment. Cryptographic
expansion device 400 can be implemented with, for example, the bardware components

described with reference to the cryptographic expansion device 300 of Fig. 3. PPU 430 of

19



e

10

20

]
<>

WO 2013/166278 PCT/US2013/039252

cryptographic expansion device 400 includes an operating system {OS) 434, a
communication device application programming interface (AP 432, and a communication
component APL433, OS 434, communication device AP1 432, and communication
component AP 433 together form an access laver 431, which represents the publicly
accessible portion of cryptographic expansion device 400, By “publicly accessible,” it is
meant that any device or components of communication device 415 {e.g., a mobile phone)
that can communicate directly with communication component 410 (c.g., a SIM card), or
with a communication component reader of a communication device 415 (e.g., a SIM card
reader of @ mobile device), would be able to send and receive commands and information to

and from access layer 431,

[6672] Communication device APT432 provides a programming interface to translate
commands and information received from commumnication device 415 into instructions and
data that O5 434 can process and execute, and vice versa. For example, conumunication
device AP 432 may translate commands from commumnication device 415 according to a
mobile phone’s SIM toolkit protocol into structions and data that OS 434 can process and
execute to respond to the commands, and vice versa. Communication component APL 433
provides a programming interface to translate commands and information received from
communication component 410 into instructions and data that OS 434 can process and
execute, and vice versa. For example, commuonication component API 433 may translate
commands from communication component 410 according to a SIM card’s SiM toolkit
protocol futo instroctions and data that O8S 434 can process and execute to respond to the

commands, and vice versa.

16731 OS5 434 manages the functionality and operations of cryptographic expansion device
400, and responds to commands and information from commumication device 415 {e.g., a
mobile device such as a mobile phone) and/or commmmication component 410 {e.g., a SIM
card). The functionality and operations of crypiographic expaonsion device 400 that 08 434
can manage inchides responding to user input received on commumication deviee 415 that
relates to cryptographic operations, masking PIN entries on a user interface of
conmumunication device 415, creating 1SO PIN blocks in SPU 420, sending cneryption and
decryption requests to SPU 420 for secure conumunications sent 1o and froma
communication interface of communication device 415, sending requests to 5PU 420 to
create or verify MAC or hash values for messages or portions of messages sent to and froma
communication interface of comymumication device 413, providing certificates for HTTPS

applications, storing encrypied communications history, providing basic encryption fo
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external apphications, and managing commands and information exchange through the
varions interfaces such as passing through commands and information between

communication device 415 to communication component 410,

[86874] For example, in response to encryption and decryption commmands received from
communication device 415 on commumication device APL 432, OS 434 can seud encryption
and decryption requests and associated data to SPU 420, 05 434 may access and process
mformation stored in communication component 410 in response to a command to perform
as such received from conmmonication device 415 on commumication device AP1432. OS
434 can also access information stored in communication component 410 and forward the
mformation to SPLJ 420 inrespouse to encryption and decryption conmmands involving such
information. OS5 434 can forward encryption and decryption results from SPU 420 to
communication device 415 and/or commumication component 410, 08 434 can also issue
commands to comummnication device 413 and/or conmumication componerd 410, for
example, commands 1o request communication device 4135 to send a secure communication

with data encrypted by SPU 420,

1867587 For non-secure commands and information (i.e. commands and information that do
not involve cryptographic operations), OS 434 can pass through or forward the non-secure
commands and information between commumication device 415 and communication
compoenent 410, For example, in response to non-secure cornmands and information from
communication device 415 intended for communication component 410 received on
communication deviee AP1 432, OS 434 can pass through or forward the non-secure
commands and information to communication component 410 through communication
component AP1433. In response to nov-secure comnmands and information from
communication component 410 intended for communication device 415 received on
communication component AP 433, OS 434 can pass through or forward the non-secure
commands and information fo communication device 415 through communication device

AP§ 432

[6876] SPU 420 of cryplographic expansion device 400 includes a cryptographic module
APY 421 and cryptographic module 422, Cryptographic modulec API 431 provides a
programming interface to translate commands and information received from OS 434 nto
instructions and data that cryptographic module 422 can process and execute, and vice versa.
For example, OS 434 may send an encryption/decryption request to SPU 420, and
cryptographic modide APY 431 may translate the encryption/decryption request into an

encryption/decryption instruction for eryptographic module 422 to execute.  In some
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embodiments, cryptographic module API 431 may also include, in the transiated
encryption/decryption instruction, which particolar encryption algorithm cryptographic
module 422 should use based on the particular application that is requesting the

crypiographic operation

186777 According to various embodimenis, cryptographic module 422 includes a secure
application module 441, an encryption/decryption module 442, a secure key maedule 451, a
seed key module 452, a random number gencrator 4533, an SO (/1 PIN module 454, a
MAC/HASH module 455, and a certificate module 456. In other cmbodiments,
cryptographic module 422 may include additional medules to perform other cryptographic
operations. Sccure application module 441 can store one or more secure applications such as
mobile banking applications or contactless payment applications. Secure application module
441 can process user input selecting a particular function of the secure applications stoved
therein, and can respond with one or more coromands nstructing coramunication device 415
to perform certain operations, for example, to send an encrypted conmmunication or send a
seqoence of messages to indtiate commumication with another device to carry out the user
selected function. Secure application module 441 can also instruct encryption/decryption
modube 4472 to perform specific cryptographic operations depending on the user selected

function.

[8078] Hneryption/decryption module 442 can store and execute various encryption
algorithms such as Advance Eneryption Standard (AES), Data Encryption Standard (DES),
Triple Data Encryption Standard/Algorithm (TDES/TDEA), Blowfish, Serpent, Twofish,
International Data Encryption Algorithm (IDEA), Rivest, Shamir, & Adleman (RSA), Digital
Signature Algorithm (DSA), Tiny Encryption Algorithm (TEA), extended TEA (XTEA),
and/or other eryptographic or encryption algorithms. In response to encryption and
decryption requests from PPU 430 or from secure application module 441,
encryption/decryption module 442 can look up the requested cocryption algorithm, obtain
any necessary keys from other modules in eryptographic module 422, perform the

encryption/decryption request, and respond with the encrypted/decrypted data.

16687%]  Secure key module 451 stoves the set of cryptographic or encryption keys that are
used in the various encryption algorithms performed by encryption/decryption module 442,
The encryption keys can include symunetric keys and/or asymmeiric keys. Sced key module
4572 stores a set of seed keys that are used to jnttialize the encryption/decryption module 442
m certain encryption algorithms such as AES. Seed key module 4572 also stores seed keys
that arc used by random number generator 453 to generate random nombers used in certain

22
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encryption algorithms such as RSA and DSA. The encryption keys stored in secure key
module 451 and/or the sced keys stored in seed key module 452 are provisioned during
manufacturiog, snd cannot be altered by an exiernal source without a master key that was

used during manufacturing to program cryptographic module 422. The cneryption keys and

e

seed keys can also be provisioned to be specific to a particular cryptographic expansion
device, and hence the encryption keys and seed keys can be user-specific and anigue to the
user of the cryptographic expansion device 4. One advantage of providing user-specific
keys is that 1t the cryptographic keys stored in eryptographic module 422 1s somchow
compromised, the infiltration will be isolated to a single user, and the remaining vser base of
10 the mobile network will not be compromised. The affected user's keys can be changed

without impacting the configuration of the reraaining user base.

(80887 insome embodiments, crypiographic module 427 includes an ISO PIN module 454
to mask a user's PIN entry futo the coromumnication device 415 and to generate PEN blocks
{e.g., ISO format 0/1 PINs) in accordance with 50 9564 standard. The PIN blocks
generated by ISO PIN module 454 stores PINs in an encrypted format that are used to verify
a user's identity in banking transactions. The encrypted PINs stored in the PIN blocks of ISO
PIN module 454 can be passed from SPU 420 to PPU 430 to be inchuded in secure
communications sent from comnumication device 415, 1t should be noted that the PINs
stored tn ISO PIN module 454 are never stored in plaintext form, but are tnstead stored in an

20 encryption format.

{88811 Cryptographic module 422 also include Message Authentication Code (MAC)/
Hash module 455 {o generate and verify MACs and/or hashes for secure communications
sent to and from communication device 415, A MAC or a hash can be generated for 2
message or a portion of the message such that the recipient can verify the message's data

25 ntegrity and asthenticity. Cryptographic module 422 can also include 2 certificate module to
provide certificates such as Transport Layer Security (TLS} and Secure Sockets Layer (S51)
certificates used to verify a user's identity in Hypertext Transter Protocol Secure (HTTPS)
applications such as web applications accessed on a web browser of communication device

415,

3¢ [8682] Functional Operations of Cryptographic Fxpansion Device

[BOR3] Fig. 3 ilustrates a coromunication system 360 for sending and receiving secure
communication according to an exemplary embodiment of the present invention.

Communication system 500 inchedes a eryptographic expansion device attached to a

-]
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communication component installed in 2 communication device. In the exemplary
embodiment as shown, the cryptographic expansion device is a cryptographic label SO1, the
communication component is a SIM card 510, and the communication device is a mobile
phone 515, For example, cryptographic label 501 can be a small form-factor cryptographic
expansion device that can be attached to a micro-5IM card. It should be understood that
other embodiments, the cryptographic expansion device can be any of the embodiments
described herein, conununication device can be other types of commumnication device
described above, and the commumication component can be other types of aser-removable

communication component of a commumication device such as a memory card.

18084} o accordance with embodiments of the preseunt invention, when mobile device 515
is equipped with cryptographic label S01, mobile device 515 can use one or more of the
communication interface available in mobile device 515 to send and receive end-to-end
sccure communications with a recipiont device. For example, cryptographic label 501 can
enable mobile device 515 to send encrypted Short Message Service (SMS) or Unstructured
Supplementary Service Data (USSD) messages using the cellular interface of commumication
device §15. In some embodiments in which mobiie device 513 has g Near Filed
Commugication (NFC) or Radio Freguency (RF) interface, eryptographic label 501 can
enable mobile device 515 to send encrypted data in NFC or RF commmunication using the
NFC or RF interface of communication deviee S15. Thus, cryptographic label S01 can be
used with mobile device 515 to encrypt and decrypt any type of communication that mobile
device $15 1s capable of sending and receiving. In some embodiments, the end-to-end secure
communications enabled by the eryptographic label 501 can be utilized by a vser of the
comumumnication device to access mobile banking services soch as managing financial
accounts and performing various financial and/or banking transactions. Exanples of these
mobile banking services include but ave not Hmited to making mobile payments, making
mobile money transfers, buying and sclling of securities, checking account balances, and or

making other financial account inquiries.

#0857 When cryptographic label S01 is attached to SIM card 510 and installed in a SIM
card receiving slot of mobile device S15, cryptographic label 501 can provide and/or expand
the capability of mobile device 515 to perform cryptographic operations to send and receive
secure communications. It should be appreciated that in various embodiments, cryptographic
label 501 provides mobile device 515 with the cryptographic capabilitics without requoiring
any modifications to the infernal hardware and/or software of mobile device 515 and without

requiring any maoditfications to the internal bardware and/or software of 8IM card 510.
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According to various embodiments, 5IM card 510 is a standard 3IM card that conforms to the
ISOAEC 7810 or ETSI TS 102 221 standards, and cryptographic label 501 can be applied to
the surface of SIM card S10 without requiring any physical modifications to the SIM card
itself. For example, eryptographic label 501 can be attached to a standard SIM card and be
used in a mobile device without requiring the SIM card to be cut or trimmed, and without

requiring any holes or openings to be formed n the SIM card.

[8086] The interactions and the exchange of commands and information between
cryptographic iabel 501, mobile device 515, and SIM card 510 in the exemplary
comumunication system SO0 according to one embodiment wili now be described in more
details with reference to Figs. 6-9. 1t should be understood that while the description and
explanation provided below are made with reference to the particular embodiment shown in
Fig. 5, the description and cxplanation provided below arc applicable to and can be adapied
for other embodiments, for example, embodumenits in which the cryptographic expansion
device is used with other types of comnumication component such as a memory card.
Furthermore, the description and explanation provided below are made with reference to
conmunands according to SIM toolkit (STK) protocol to illustrate that cryptographic label 501
can ideroperate with mobile device 515 using the protocol that mobile device 515 uses 1o
communicate with SIM card 510, In other embodiments in which the communication device
communicates with a commaunication component using a different protocol, the description
and explanation provided below can be adapted to use the commands in accordance with that
protocol such that cryptographic label 501 can interoperate with the communication device

seamlessly with requiring any modifications to the software of the commumication device.

[B687]  Fig. 6 dlustrates an SIM card initialization sequence according to one embodiment
of the invention. When mobile device 515 powers up or is turned on, mobile device 518
issues a series of select file and read commands to the SIM card reader of the mobile device
to read subscriber information from a SIM card to register the SIM card with a mobile
network., Because cryptographic label 510 is attached to SIM card 510 and sits between SIM
card S10 and mobile device 515, when cryptographic label 510 receives these commands
from mobile device 515, cryptographic label 510 passes through or forwards these commands
to SIM card 510.

(8088} For example, after power up, mobile device 515 may send a select file command
6072 to select a designated file in the file system of SIM card 510 that stores subscriber
mformation or other types of SIM card related information. Upon receiving the select file

command 602, cryptographic label S01 determines that the file being requested is a file in the
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file system of SIM card 510, and passes through or forwards the seleet file command 602 to
SIM card 510, SIM card S10 reccives the select file command 602, accesses the requested
file, and sends an response 604 towards cryptographic label 501 indicating that the requested
file was accessed successfully and is ready to be read. Cryptographic label 501 then passes
through or forwards response 604 to mobile device 515, In response to receiving response
604 notifying mobile device 515 that the requested file is ready to be read, mobile device 515
sends a read command 610 towards SIM card 510, Upon receiving the read conmmand 610,
cryptographic label 501 passes through or forwards the read command 610 to SIM card S10.
In response to the read command 610, SIM card S10 sends file content 612 of the requested
file towards mobile device 5§15, Depending on the file being requested, file content 612 may
melude subscriber information, Jocation/region information, configuration mformation such
as language preference, and/or other types of SIM card information. Upon receiving file
condent 612, cryptographic label 501 passes through or forwards file content 612 to mobile
device 515. The above series of commands and exchange of information may occur multiple
times to allow mobile device 515 to read any jnformation stored in SIM card 510 that mobile

device S15 may use during its SIM card initialization sequence.

180897  After mobile device 515 finishes reading the information stored in SIM card 5106,
mobile device 515 may send a terminal profile 614 towards SIM card 510 to inform SIM card
510 of the properties and capabilitics of mobile deviee §15. The terminal profile may inchude
propertics of the mobile device such as the types of comamunication interfaces available on
the mobile device. Upon receiving terminal profile 614, cryptographic label 501 may inspect
terminal profile 614 to learn the propertics and capabilities of mobile device 5185,
Cryptographic labef 501 then passes through or forwards terminal profife 614 to SIM card
510, SIM card 510 may send a response 616 towards mobile device to indicate that torminal
profile 614 was successfully received. Upon receiving response 616, cryptographic label 501

passes through or forwards response 616 to mobile device 5185.

(80981  Next, the process of instaliing a user menu that lists the features of SIM card 510
and cryptographic label SO1 onto mobile device 515 according to one embodiment of the
mvention will be described with reference to Fig 7. After the SIM card initialization
sequence of Fig. 6, mobile device 515 may send a feich coramand 702 towards SIM card 510
10 obtain any pending commands that STM card 510 wants mobile device 515 to perform.
Upon receiving fetch command 702, eryvplographic label S61 may pass through or forward
fetch command 702 to SIM card 510, SIM card 510 may respond with a set-up-meny

command 706 that includes a fist of features of SIM card 510 to be ncluded o the user menu

)
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of mobile device 515, Upon receiving set-up-memi command 706 from SIM card 510,
cryptographic iabel 501 can add its own Hst of user selectable features to the features of SIM
card 510 listed in set-up-menu comumand 706, and generates a set-up-meny command 70¥
that lists the features of both SIM card 510 and cryptographic label 501, The list of features
added by cryptographic label 501 can include, for example, mobile banking features such as a
menu selection for making mobile payments, 2 meny selection for making mobile money
transfer, a menu selection for a financial account inquiry, a menu selection for making a
contactless payment, and/or other memu selections for services related to financial or banking
transactions that a aser can perform using mobile device S15 equipped with cryptographic
label 501, Cryptographic label 501 then sends set-up-menu command 708 that includes the
fist of features of both SIM card 510 and cryptographic label 502 1o mobile device 515, To
response to receiving set-up-menu conumand 708, mobile deviee 515 adds the Hat of features

of SIM card 510 and cryptographic label 501 to the user menu of mobile device §15.

(80811  Mobile device 515 can send a terminal response 710 towards SIM card 510 10
mdicate that the user meng 19 set up successfully. Upon receiving terminal response 710,
cryptographic label 501 passes through or forwards terminal response 710 to SIM card 510,
SIM card 510 may reply with a response 712 indicating acknowledgement of terminal
response 710 towards mobile device 515, Cryptographic label 501 then passes through or
forwards response 712 to mobile device 515, Mobhile device S15 can then display to a user
the features and services that cryptographic label 501 can provide on mobile device 515, and
the user can select one or more featares of eryptographic label 501 from the user menu of
mobile device 515 to send secure communication to perform varicus financial and/or banking
transactions. A user can also select non-secure features of SIM card 510, for example, to

send unencrypted SMS messages, from the user memu of mobile device 515,

[66892] Fig. 8 illustrates a non-secure operation being performed with mobile device 515
using SIM card 510, according to one embodiment. When a user selects a feature of SIM
card 510 to perform a non-secure operation {¢.g., send unencrypted SMS, or display 4
message stored on SIM card S14, ete.) from the user meng of mobile device 515, mobile
device 5§15 sends a menu selection command 802 indicating the sclection of the non-secure
operation towards SIM card 510, Upon receiving menu selection conunand 832,
cryptographic label 501 determines that the menu sclection command 802 1s requesting 4
feature of SIM card 510, Cryptographic label 501 then passes through or forwards menu
sclection command 802 to SIM card 510. In respouse to receiving meny selection command

802, SIM card 510 seonds a response 804 towards maobile device 515 to ndicate the menu

)
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selection command 8072 has been received. SIM card 510 processes menu selection
command 802 and prepares one of more device commands 1o send o mobile device S15 to

carry cut the non-secure operation being requested.

{8093} Upon receiving response 804 indicating meng selection command 802 has been
received by SIM card 514, cryptographic label S01 passes through or forwards response 804
to mobile deviee 515, Maobile device 515 may then send a fetch commmand 806 towards SIM
card 510 to obtain any pending commmands that SIM card 510 wants mobile device 515 to
perform to carry out the non-secure operation selected by the user. Upon receiving fetch
comunand 806, crypiographic label 501 passes through or forwards feich command 806 to
SIM card 510. SIM card 510 responds to tetch command 806 by sending a device command
8038 towards mobile device 515 to instract mobile device 515 to perform one or more
functions of mobile device 515 to carry cut the non-secure operation. For example, device
command 808 may instruct mobile deviee 515 1o send an unencrypted SMS over the cellular
miterface of mobile device S15, or display a stored SMS message on the screen of mobile
device §15. Upon receiving device command 808 from SIM card 519, cryptographic label
501 passes through or forwards device command 808 to mobile device 515, Maobile device
515 then exccutes device conmmand 808 to carry out the non-secure operation requested by

the user.

[8094] Fig. 9 illustrates a secure commwmnication being sent from mobile dovice 515 using
cryptographic label 501, according to one embodiment. When a user selects a secure
application such as a mobile banking application in cryptographic label 501 from the user
menu of mobile device 515 to perform a secure operation such as a financial and/or banking
transaction, for example, to make a mobile payment or to check an account balance, mobile
device 515 sends a menu selection command 902 indicating the secure operation the user
wants to perform to eryptographic label 501, Upon receiving menu selection command 902,
cryptographic label 501 determines that the menu selection conunand 9072 is requesting a

sccure application of cryptographic label 501 to perform a secure operation.

16895] Depending on the secure operation sclected by the user, cryplographic label 501
may opticnally retrieve information stored in eryptographic label 501 such as an encrypted
PIN to carry cut the sccure operation.  In some embodiments, certain information stored in
SIM card 510 may also be used to carry out the secure operation. For example, the secure
operation may include sending a secure communication from mobile device 515 to a recipient
device, and the vmique serial nurnber JCCID) of SIM card 510 and/or the international

mobile subscriber identity (IMST) of SIM card S10 may be inchuded in the secure
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communication to verify the identity of the SIM card holder. In such embodiments,
cryptographic label 501 may optionally send a select file command 904 to SIM card 510 to
access the designated file storing the information in SIM card 510. In response o receiving
select file command 904, SIM card 510 sends a response 906 to cryptographic label 501
indicating the designated file has been selected and is ready 1o be vead. Cryptographic label
501 then sends a read conumand to 908 to SIM card 510 to read the information from the
designated file. In response to read command 908, SIM card sends file content 910, for

example, the ICCID and/or IMSI of SIM card 519, to cryptographic label 501,

180967 Next, cryptographic label 501 sends a response 912 to mobile device §15 to
acknowledge that the moenu selection conumand 902 was received. Mobile device 515 then
sends a fetch command 914 to cryptographic label 501 to obtain any pending commands that
cryptographic label SO1 wanis mobile device 515 o perform to carry out the secure
operation. In some embodiments, depending on the sccure operation selected by the user, in
response o receiving fetch command 914, cryptographic label 501 may optionally send a
display command (not shown} to mobile device §15 to instruct mobile device S15 to prompt a
user for input on the display screen of mobile device, for example, to prompt the user to enter
& PIN, account information, payment recipient information, or other information related to
the secure operation being performed. When the user enters the requested information on the
user interface of mobile device 515, mobile device 515 sends a user-inpot-event command
{not shown} to cryptographic label 501 to notify cryptographic label 501 that oser input has
been received. Cryptographic label 501 can then send a get-user-input cormnmand 916 to
mobile device 515 to request the user input, In response, mobile device 515 sends the user
input 914 to eryptographic label 3G1. Cryptographic label 501 may perform cryptographic
operations on the user input such as cocrypting the user input using any of the encryption
algorithms stored in eryptographic label 501, or generate a MAC or hash of the user input.
Cryptographic label 501 sends a response 920 to mobile device acknowledging the user input

has been received.

{68971 Mobile device 515 may send another fotch command (not shown) to cryptographic
tabel 501 to obtain further device commands that cryptographic label 501 wants mobile
device 515 to execute to carry out the secure operation. Thus, mobile device 515 and
crypiographic label 501 can optionally exchange a series of fetch commands and device
commands in response to those fetch commands to instruct mobile device $15 to perform
various functions to carry out the securce operation selected by the user. Furthermore,

depending on the secure operation selected by the user, the information that cryptographic
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tabel 501 may request or use to carry out the secure operation is not just Hmited to user fnput.
For example, cryptographic label S41 may send commands to mobile device S15 to instruct
mobile device 515 o retrigve information using any of the interfaces of mobile device 515.

Cryptographic label 501 may instruct mobile device 515 to obtain location information from

e

a global positioning system interface of mobile device 515, Cryptographic label 501 may
request information received from an external NFC device through a NFC interface of mobile
device 515, Cryptographic label 501 may instruct mobile device 5§15 to retrioved information
from the internet through a wircless data interface of mobile device 5185, and so on.
Cryptographic label 501 may perform additional cryptographic operations on any information

10 obtaimed from the various interfaces of mobile device 515,

[8898] Omce cryptographic label SO1 has obtained and performed the desired cryptographic
operations on the information {e.g., account numbers, transaction amount, gtc.) that
cryptographic label 501 will use to carry out the secure operation, in response to a feich
command 922 veceived from mobile device 515, cryptographic label 501 can transmit a send
communication command 924 with an encrypted message that inclodes any of the
nformation described above to mobile device §15. The send communication command 924
can instruct mobile device 515 to transmit an encrypied message provided by cryptographic
fabel 501 using any of the compumication interfaces available on mobile device 515, For
example, the send communication command 924 may instruct mobile device 515 to send a
20 sccure SMS message with encrypted data provided by crypilographic label 541 to a server io
make a mobile payment or to check account balance. The send communication command
924 may instruct mobile deviee S5 to send a secure USSD message with encrypted data to
start 3 USSD two-way communication session with a banking server. The send

conununication conumand 924 may also fostruct mobile device 515 to send a sccure NFC or

(S
e

RF commumication with encrypted data via the NFC or RF interface of mobile device 515 to
a NFC or RF enabled recipient device such as a point-of-sale (POS) terminal. Because the
information that mobile device 515 transmits out in the secure communication is provided to
mobile device 515 in an encrypted format by cryptographic label 501, the seeure
communication is already encrypted when it leaves the commumication interface of mobile
30 device 515. In this manner, sccure encrypied end-to-end communication can be maintained

between mobile device 515 and a recipient device.

[8099] Referring now to Fig. 10, in some embodiments, the send commumication command
924 may instruct mobile dovice 515 to send a series of messages to a recipient device 585 to

st up a secure coranwmication channel or furnel. The series of messages 1012-1020 can be
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used to verify the identity of recipient device 585 and to vertfy the identity of mobile device
515 to recipient device 585, This way of verifying the identities of the commumicating
devices can be especially useful with NFC and/or RF communications where the identity of

the recipient device 585 may not be known to mobile device 515 prior to the communication.

e

The series of messages 1012-1020 can be a number challenge that includes a specific
sequence of numbers that 1s only known to mobile device S15 as provided by cryptographic
label 501, and only known to authorized recipient devices that are allowed to conumunicate

with mobile device 515,

#1668} When recipient device 585 first receives message 1012, recipient device 585 does
10 not initially respond to message 1012, Recipient device 585 will not respond until all
messages 1012-1020 has been received by recipient device 58S, and the munnber sequence
transmitted in messages 1012-1020 is confirmed o be a valid and correct sequence. Thus,
recipient device 585 can verify the identity of mobile device 515 based on the number
challenge received m the series of messages 1012-1020. Mobile device 515 can also use the
nomber challenge to verify the identity of recipient device 585, For example, if 8 recipient
device response fo message 1012, mobile device $15 can determing that the recipient device
is not an authorized recipiend device because an authorized recipient device would not
respond right away to message 1012, 1t should be appreciated that the serics of messages
1012-1020 1s not limited to five messages as shown, and can inchude any number of
20 messages, and that the number challenge can be any sequence of nombers, sequence of
alphamimeric characters, or sequence of other types of messages. Furthermore, in other
embodiments, mobile device §15 equipped with cryptographic label 501 can act as a recipiont

device and be on the receiving end of a number challenge.

18181} in some embodiments, to provide an additional level of secunity to verify the

25 identity of the devices, recipient device 585 can respond 1o the reception of a valid and
correct number challenge with an encryption key challenge 1024, The encryption key
challenge 1024 can be a symmetric key challenge or an asymmetric key challenge. In the
encryption key challenge 1024, recipient device 585 can send a random number to mobile

device 5§15 to request mobile device 515 to cnerypt the random number with an encryption

]
<>

key that would only be known 1o an authorized device. Mobile device 515 can send the
random mumber to eryptographic label 501 and request cryptographic label 501 to encrypt the
random mimber using the requested encryption key stored in cryptographic label SO1L.
Cryptographic label 501 can respond to mobiie device 515 with the encrypted random

vpumber , and mobile device 515 then sends the encrypted random munnber to recipiont device

31



e

10

30

WO 2013/166278 PCT/US2013/039252

5835, Recipient deviee 58S then decrypts the encrypted random number with a corresponding
key, which can be a symmmetric key or an asymmetric key. I the decryption results in the
random number that recipient device 585 has previously sent to mobile device 515, then
recipient device can be further assured that mobile device 515 equipped with eryptographic
fabel 501 15 an authorized device, and a secure communication channel or tunne! can be
established between mobile device 515 and recipient device 585, Exchange of sensitive

information with secure communications between the two devices can then proceed.

[#162] One advantage of the being able to verify the identitics of the commonicating
devices using cryptographic label 501 as describe above is that the number sequence of the
number challenge and the encryption key used in the encryption key challenge can be
provisioned to be unigue for each cryptographic label, and thus can be provisioned to be user
specific. If the number sequence and/or the encryption key used in the encryption key
challenge is somchow compromised, the infiltration will be isolated to a single user, and the
remaining user base of the mobile network will not be compromised. The affected user's

kevs can be changed without impacting the configuration of the remaining user base.
Y g 2 g £

161631 Fig 11 illusirates a flow diagram for enabling transmission of secure
communications from a communication device {e.g., mobile device 515 of Fig. 5) using a
cryptographic cxpansion device {¢.g., cryptographic label S01 of Fig. 5) aitached o a
communication comapoenent {e.g., SIM card 510 of Fig. 5) of the communication device,
according to various embodiments. The cryptographic expansion device can be in the form
of a label that includes a first electrical contact plate and a second electrical contact plate.
The eryptographic expansion device is attached to the communication component of the
conununication device via onc of the electrical contact plates, for cxample, the second
clectrical contact plate. The cryptographic expansion device also includes an embedded

cryptographic processor to perform cryptographic operations.

[#104] Atblock 1102, the eryptographic expansion device receives a protocol message
from the communication device according to a communication protocol that the
comumunication device uses to communicate with the communication component. The
protocol message can be a command or information that is associated with a secure operation
to be performed by the cryptographic expansion device. For example, the protocol message
can be a command associated with a request from a user to perform a financial or banking
trapsaction using a sccure application stored in the eryptegraphic expansion device such as a
mobile banking application or a contactless payvment application. The financial or banking

transaction can be a mobile payment, a2 mobile money transfer, an account balance inguiry, or
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other financial or banking transactions or account inguiries, and may involve sending or
receiving a secure communication. The protocol message can also be 2 command or
nformation associated with a non-secure operation that is intended for the communication
component of the comuwnication device. In soroe erobodiments, the protocol message can
melude a flag or a protocol identification (1D) ficld to indicate whether the protocol message

is tended for the comumunication component.

[#185]  Atblock 1104, the cryptographic expansion device determines if the protocol
message 1s associated with a secure operation. [f the eryptographic expansion device
determings that the protocol message involves a secure operation to be performed by the
cryptographic expansion device, for example, by examining the flag or the protocol 1D of the
protocol message, then at block 1106, using the embedded crvptographic processor, the
cryptographic cxpansion device processes the protoco! message and performs a crypiographic
operation on data ov information associated with the secure operation as indicated by the
protocol message. The data or imformation can be data or information that is stored in the
cryptographic expansion device and/or in the commenication component, or data or
mnformation such as user input or other information that is obtained from an inierface of the
conununication device. For example, 1o carry out a secure operation such s sending a secure
communication 1o perform a financial or banking transaction, the cryptographic expansion
device may retrieve an encrypted PIN from the cryptographic expansion device, obtain
subscriber information from the commumnication component, and/or obtain user input from the
communication device such as a PAN or a portion of a PAN entered by a user on the user
mterface of the commumication device. The data or information associated with the secure
operation can also be embedded in the protocol message received from the communication
device. For example, the protocol message received from the cormmunication device can

melude an enerypted commumication for the cryptographic expansion device to decrypt.

[8186] To perform the eryptographic operation on data or information associated with the
secure operation, the cryptographic expansion device may select a suitable encryption and/or
MAC or hash algorithm stored in the cryptographic expansion device. The cryptographic
expansion device then retricves a eryptographic or cncryption key associated with the
selected encryption, and performs a cryptographic operation such as encrypting or decrypting
the data or information associated with the secure operation using the encryption key and
selected algorithm. The cryptographic expansion device may also generate or verify a MAC

or hash on data or information associated with the secure operation.
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[#1¢7]  Then at block 1108, the cryptographic expansion device sends a device command
and/or the result of the cryptographic operation (1.e. processed data such as encrypted or
decrypted data) to the communication device in accordance with the protocol of the protocol
message. The processed data or device command can be sent from the cryptographic
expansion device to the commumnication device, for example, via the first clectrical contact
plate of the cryptographic expansion device. The device command can include commands
instructing the communication device to perform certain operations to carry out the sceure
operation such as sending encrypted data provided by the cryptographic expansion device in
a secure commmmication on a comumunication interface of the commumication device. In
some crubodiments, the communication interface can be g cellular interface for sending SMS
or USSD messages, or a NFC or RF interface for sending NFC or RF commumnications. In
other embodiments, the communication interface can be any of the communication interfaces
provided in the communication device. As another example, the device conumand can
instruct the communication device to display plaintext data or information {6 a user that the
cryptographic expansion device decrypted from an cocrypted message sent to the
communication device. It should be understood that depending on the secure operation that
1s being requested or associated with the protocol message received from the commumication
device in block 10172, the cryptographic expansion device may send more than one device
command to the communication device to carry out the secure operation, and that in some
embodiments, there can be moltiple iterations of protocol message and device command

exchanges (o carry out a socure operation.

[#168] Referning back to block 1104, if the eryptographic expansion device determines that
the protoco] message is associated with a non-secure operation that is infended for the
conununication componerd, then at block 1110, the cryptographic cxpansion device forwards
or passes through the protocol message to the compumication component. At block 1112, the
communication component may reply to the cryptographic expansion device with a response
to the protocol message. Upon receiving the response to the protocol message from the
commmunication comapoenent, at block 114, the eryptographic expansion device forwards or

passes through the response to the communication device.

1169 It should be appreciated that while the methods and apparatuses for sending and
receiving secure communications discussed above have been desceribed with reference to
performing {inancial and/or banking transactions from a mobile device, the methods and
apparatuses discussed above can also be used to perform sccure communications from a

mobile device tor other applications as well, such as personal or corporate secure
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commumication {(e.g., for sensitive or confidential communications to avoid industrial
espignage), health care communication {e.g., for confidential medical information or
clectronic prescription deliveryy, or governmental agency communication {¢.g., for law

enforcoment),

(@818} Fig. 12 shows a communication device 1200 according to the some of the
embodiments described above. The communication device 1200 includes a conununication
component reader 1225 for accepting a communication component such as a SIM card that
may be equipped with a eryptographic expansion device. The communication device 1200
also mcludes a display 1212, an input clement 1214, computer readable medium 1224 such as
volatile and non-volatile memory, processor 1218 and at least one andenna 1220, In addition,
the commumnication device 1200 may include a doal interface including both contact {not
shown} and contactless interface 1216 for travsferring information through dirvect contact or
through an integrated chip, which may be coupled to a second antenna. In addition, the
communication device 1200 may be capable of communicating through a cellular network,
such as GSM through an antenma 1220, Thus, the communication device 1200 may be
capable of transmitting and receiving information wirelessly through both short range NFC,

radio frequency (RF) and ccllular connections.

[8111] Incertain implementations, individual blocks (or steps) described above with
respect to the Figures may be combined, chintinated, or reordered. Any of the software
components or functions described in this application, may be implemented as software code
to be executed by a processor using any suaitable computer language such as, for example,
Java, C++ or Perl using, for example, conventional or object-criented techniques. The
scftware code may be stored as a series of instructions, or comnmands on a computer readable
medium, such as a random aceess memory (RAM), a read only memory (ROM), a magnetic
mediwm such as a hard-drive or a floppy disk, or an optical medivm such as a CD-ROM.
Any such computer readable medium may reside on or within a single computational
apparatas, and may be present on or within different computational apparatuses within a

systemn or network.

o

16112] The present nvention can be implemented in the form of control logic in software
or hardware or a combination of both. The control logic may be stored in an information
storage medium as a plarality of instructions adapied to direct an information processing
device to perform a sct of steps disclosed in embodiments of the present invention. Based on
the disclosure and teachings provided herein, a person of ordinavy skill in the art will

appreciate other ways and/or methods to implement the present invention.
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[8113]  Any recitation of "a”, "an" or "the" is intended to mean "one or more” unless
specifically mdicated to the contrary.

[6114] The above description is Hustrative and is not restrictive. Many variations of the
imvention will become apparent to those skilled in the art upon review of the disclosure. The
scope of the invention should, therefore, be determined not with reference to the above
description, but instead should be detormined with reference 1o the pending clains along with

their fall scope or equivalents.
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WHAT IS CLAIMED IS:

i. A label comprising:

a top clecirical contact plate for interfacing to a communication device;

a bottom electrical contact plate for interfacing to a commumication
component;

a substrate disposed between the top electrical contact plate and the boitom
clectrical contact plate, and

a hardware security module embedded within the substrate and between the
top and bottom clectrical contact plates, wherein the hardware security moduale 1s coopled to
the top and botiom clectrical contact plates, and includes a sccure processing unit and a

public processing unit.

2. The label of claim 1, further comprising an adhesive material disposed
on the bottom of the label to attach the label to the commumication component,
3 The label of claim 1, wherein the communication card is a Subscriber

Identity Module (SIM) card.

4. The label of claim 1, wherein the top clectrical contact plate includes a
first set of grooves to define a first set of electrical contacts, and the bottom electrical contact

plate inchides a second set of grooves o define a second set of electrical contacts.

wh

The label of claim 4, wherein the public processing unit comprises:

a commuication device interface coupled to the first set of clectrical contacts;
and

a commpnication component interface coupled to the second set of electrical
contacts;

ges received

&

wherein the public processing unit is configured to process messa
at the commaunication device interface and the communication component interface.
6. The label of claim 5, wherein the public processing unit is configired

to send, to the sccure processing unit, requests to perform cryptographic operations in
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response 10 receiving messages on the communication device interface that are associated

with secure operations,

7. The label of claim 5 wherein the public processing umit is configured to
pass through messages that are associated with non-secure operations botween the

communication device interface and the commumication component interface.

g. The label of claim 6, wherein the secure operations include sending
secure communications using a communication protocol selected from a group consisting of

Short Message Service (SMS) protocol, Unstractured Supplementary Service Data (USSD)

protocol, Near Field Commumication (NFC) protocel, and Radio Frequency (RF)

commuinications protocol.

9, The label of claim 8, wherein the secure communications are used in

financial transactions.

10. A system comprising:
a commumication component; and
a label attached to the communication component, the label comprising:

a top clectrical contact plate;

& hottom clectrical coutact plate clecirically coupled to the
connmunication component;

a crypioprocessor embedded in the label between the top and
bottom clectrical contact plates; and

a processor coupled to the cryptoprocessor and embedded in
the label between the top and bottom electrical contact plates,
wherein the label enables a communication device using the commumnication

compoenent to send encrypted data using the eryptoprocessor in the label

11 The systom of claim 10, wherein the communication component 1s a
communication card, and the label is attached to the communication card with an adhesive

material.

12.  The system of claim 11, wherein the label is configured to render the
cryptoprocessor and the processor unusable when an atferapt 18 made to remove the label

from the conmmmunication card.
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13. The systom of claim 10, wherein the cryptoprocessor 1s configured to

respond only to encryption and decryption requests from the processor.

14, The system of claim 10, whercin the encrypted data is sent using a

comumunication interface of the conumunication device.

15.  The system of claim 10, wherein the encrypted data is associated with

a payment transaction.

16, The system of claim 14, wherein the communications device s 4
mobile phone, and the communication interface is one of a cellular comnnnications interface
for trapsmitting SMS messages, a cellular communications interface for transmitting USSD

messages, a NFC nterface, and a RF interface.

17, A method for enabling transmission of secure commumications froma
communication device using a label having a first and second electrical contact plates,
wherein the label is attached to a communication component of the communication device
via the second clectrical coutact plate, the method conprising:

receiving, at the label, a first message;

determining that the first message is associated with a secire operation;

performing, by a cryptographic processor embedded in the label between the
first and second eloctrical countact plates, a cryptographic operation on data associated with
the secure operation; and

sending the data processed by the cryptographic processor from the label to
the communication device via the tirst electrical contact plate for fransmission in a secure

commumcation.

18.  The method of claim 17, further comprising:
sending the secure communication from the communication device in one of a

SMS message, a USSD message, a NFC communication, and a RF commumnication.

19, The method of claim 17, further comprising:
receiving, in the label a second message;
determining that the second message is associated with a non-secure

operation; and
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passing through the message between the communication component and the

communication device.

20. The method of claim 17, wherein the data processed by the
cryptographic processor is associated with a financial transaction being conducted with the

compmnication device,

21, The methed of claim 17, wherein the eryptographic operation is
performed in response to an encryption or decryption request sent to the cryptographic

processor from a public processor disposed in the label
22. The method of claim 17, wherein the cryptographic processor is
accessible to both the cormnumication compoenent and the commumication device only

through the public processor disposed in the label.

23, The method of claim 17, wherein the communication component is a

SIM card, and the comnmumication device 1s a mobile device.
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