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DEVICE SECURITY UTILIZING
CONTINUALLY CHANGING QR CODES

BACKGROUND
[0001] 1. Technical Field
[0002] The present disclosure generally relates to provid-

ing security for accessing personal electronic devices and in
particular to use of quick response (QR) codes to provide
security for accessing personal electronic devices.

[0003] 2. Description of the Related Art

[0004] Personal electronic devices such as smart phones,
tablets, and others are widely utilized to store data content
that the user prefers not to be generally accessible to the
public. Occasionally, the user of the device wishes to share
certain data content stored on the device with a user of a
second device via a direct transfer of that data content. Sev-
eral of these devices can include a pairing mechanism by
which the first device is able to communicatively connect to a
second device and exchange data content via a created pairing
or communication channel. The pairing of these devices can
involve an exchange of a pairing credential that is pre-estab-
lished for the first device and/or the second device to be able
to share the data content between the devices.

[0005] The use of quick response (QR) codes has grown
over the years as a mechanism for providing direct access via
a QR image to a website or other information that is embed-
ded within the QR image. With most personal devices now
including a display and a QR code scanner, the exchange of
QR codes from one device to another via direct QR image
capture is possible.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The disclosure will best be understood by reference
to the following detailed description of illustrative embodi-
ments when read in conjunction with the accompanying
drawings, wherein:

[0007] FIG. 1 provides a block diagram representation of
an example user equipment configured with various func-
tional components that enable one or more of the described
features of the disclosure, according to one embodiment;
[0008] FIG. 2 illustrates an example authentication QR
code generation environment with functional components
thereof, according to one or more embodiments;

[0009] FIG. 3 is a block diagram illustration of user inter-
face prompts that enable entry of authentication parameters
on a first user equipment, in accordance with one embodi-
ment;

[0010] FIG. 4 is a block diagram illustration of the user
interface of the first user equipment displaying an authenti-
cation QR code for communicating of the authentication QR
code to a second device via image capture, in accordance with
one embodiment;

[0011] FIG. 5 illustrates an example implementation sce-
nario in which an image of a generated authentication QR
code is communicated to a second device, in accordance with
one embodiment;

[0012] FIG. 6 illustrates an example implementation sce-
nario when a second device is paired with a first device and
authenticated using the generated and shared authentication
QR code, in accordance with one embodiment;

[0013] FIG.7isaflow chartillustrating aspects of a method
by which a periodically changing authentication QR code is
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periodically generated and tracked for usage within a preset
time limit, according to one or more embodiments;

[0014] FIG. 8is aflow chartillustrating aspects of a method
by which the periodically changing authentication QR code s
utilized as an authentication mechanism to enable secure
access to a user equipment, according to one or more embodi-
ments;

[0015] FIG.9is aflow chartillustrating aspects of a method
by which a periodically changing authentication QR code is
utilized by one or more second devices to access a first device
based on a pre-established usage policy, according to one or
more embodiments; and

[0016] FIG. 10 is a flow chart illustrating aspects of a
method by which the periodically-changing authentication
QR code is utilized to enable concurrent access by multiple
second devices, with a first access using a previously-gener-
ated QR code and a second, subsequent access requiring
newly generated QR code, according to one or more embodi-
ments.

DETAILED DESCRIPTION

[0017] The illustrative embodiments of the present disclo-
sure provide a method and device that provides access secu-
rity via use of periodically changing Quick Response (QR)
codes. According to one aspect, the method includes: gener-
ating a first authentication QR code and assigning the first
authentication QR code as a current authentication mecha-
nism for accessing a first device. Contemporaneously with
the generation of the QR code, at least one QR code validity
parameter is established that defines when access to the first
device can be provided to a second device that provides the
first authentication QR code along with an access request.
The method also includes, in response to a pre-defined trigger
associated with the selected at least one QR code validity
parameter: generating a new authentication QR code that is
different from a previously generated authentication QR
code; assigning the new authentication QR code as the current
authentication mechanism for accessing the first device; asso-
ciating a corresponding new QR code validity parameter to
the new authentication QR code; and initiating a tracking of
the corresponding new QR code validity parameter during
which the new authentication QR code remains valid.
[0018] According to one or more embodiments, the at least
one QR code validity parameter comprises at least one of (1)
a time window having an end time and (2) a defined location
within which an authentication QR code remains valid, and
outside of which the authentication QR code is invalid. A new
authentication QR code is automatically generated when the
first device moves outside of the defined location and a new
defined location is established for the new authentication QR
code. Also, the pre-defined trigger is an associated one of the
end time and movement of the first device outside of the
defined location. The method also includes enabling access to
the first device by at least one second device that communi-
cates an access request to the first device, where the access
request provides an authentication QR code that is the current
authentication parameter for accessing the first device, while
the selected at least one QR code validity parameter associ-
ated with the authentication QR code remains valid. In one
implementation, enabling access includes enabling pairing of
a second device with the first device in response to the second
device providing the first authentication QR code as the
authentication parameter during pairing of the second device
to the first device.
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[0019] Additionally, in response to the selected at least one
QR code validity parameter being the defined location, the
method then includes periodically triggering the generating
of'the new authentication QR code at the end of a second time
window associated with the first device remaining in a same
defined location for longer than the second time window.

[0020] In the following detailed description of exemplary
embodiments of the disclosure, specific exemplary embodi-
ments in which the various aspects of the disclosure may be
practiced are described in sufficient detail to enable those
skilled in the art to practice the invention, and it is to be
understood that other embodiments may be utilized and that
logical, architectural, programmatic, mechanical, electrical
and other changes may be made without departing from the
spirit or scope of the present disclosure. The following
detailed description is, therefore, not to be taken in a limiting
sense, and the scope of the present disclosure is defined by the
appended claims and equivalents thereof.

[0021] Within the descriptions of the different views of the
figures, similar elements are provided similar names and ref-
erence numerals as those of the previous figure(s). The spe-
cific numerals assigned to the elements are provided solely to
aid in the description and are not meant to imply any limita-
tions (structural or functional or otherwise) on the described
embodiment. It will be appreciated that for simplicity and
clarity of illustration, elements illustrated in the figures have
not necessarily been drawn to scale. For example, the dimen-
sions of some of the elements are exaggerated relative to other
elements.

[0022] It is understood that the use of specific component,
device and/or parameter names, such as those of the executing
utility, logic, and/or firmware described herein, are for
example only and not meant to imply any limitations on the
described embodiments. The embodiments may thus be
described with different nomenclature and/or terminology
utilized to describe the components, devices, parameters,
methods and/or functions herein, without limitation. Refer-
ences to any specific protocol or proprietary name in describ-
ing one or more elements, features or concepts of the embodi-
ments are provided solely as examples of one
implementation, and such references do not limit the exten-
sion of the claimed embodiments to embodiments in which
different element, feature, protocol, or concept names are
utilized. Thus, each term utilized herein is to be given its
broadest interpretation given the context in which that terms
is utilized.

[0023] As further described below, implementation of the
functional features of the disclosure described herein is pro-
vided within processing devices and/or structures and can
involve use of a combination of hardware, firmware, as well
as several software-level constructs (e.g., program code and/
or program instructions and/or pseudo-code) that execute to
provide a specific utility for the device or a specific functional
logic. The presented figures illustrate both hardware compo-
nents and software and/or logic components.

[0024] Those of ordinary skill in the art will appreciate that
the hardware components and basic configurations depicted
in the figures may vary. The illustrative components are not
intended to be exhaustive, but rather are representative to
highlight essential components that are utilized to implement
aspects of the described embodiments. For example, other
devices/components may be used in addition to or in place of
the hardware and/or firmware depicted. The depicted
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example is not meant to imply architectural or other limita-
tions with respect to the presently described embodiments
and/or the general invention.

[0025] The description of the illustrative embodiments can
be read in conjunction with the accompanying figures. It will
be appreciated that for simplicity and clarity of illustration,
elements illustrated in the figures have not necessarily been
drawn to scale. For example, the dimensions of some of the
elements are exaggerated relative to other elements. Embodi-
ments incorporating teachings of the present disclosure are
shown and described with respect to the figures presented
herein.

[0026] Turning now to FIG. 1, there is depicted a block
diagram representation of an example user equipment (UE)
within which several of the features of the disclosure can be
implemented. According to the general illustration, first UE
(UE1) 100 is a processing device that is designed to commu-
nicate with other devices via one of a wireless communication
network, generally represented by base station 140 and
antenna 142, and one or more near field communication
(NFC) devices 138. UE1 100 can be one of a host of different
types of devices, including but not limited to, a mobile cellu-
lar phone or smart-phone, a laptop, a net-book, an ultra-book,
and/or a tablet computing device. These various devices all
provide and/or include the necessary hardware and software
to enable generation of an authentication QR image for use
during pairing of UE1 100 with a second UE. Additionally,
UE1 100 includes the hardware and software to support the
various wireless or wired communication functions.

[0027] Referring now to the specific component makeup
and the associated functionality of the presented components,
UE1 100 comprises processor integrated circuit (IC) 102,
which connects via a plurality of bus interconnects (illus-
trated by the bi-directional arrows) to a plurality of functional
components of UE1 100. Processor IC 102 can include one or
more programmable microprocessors, such as a data proces-
sor 104 and a digital signal processor (DSP) 106, which may
both be integrated into a single processing device, in some
embodiments. The processor IC 102 controls the communi-
cation, image capture, and other functions and/or operations
of UE1 100. These functions and/or operations thus include,
but are not limited to, application data processing and signal
processing.

[0028] Connected to processor IC 102 is memory 108,
which can include volatile memory and/or non-volatile
memory. One or more executable applications can be stored
within memory for execution by data processor 104 on pro-
cessor IC 102. For example, memory 108 is illustrated as
containing Secure Access Authentication (SAA) utility 110,
which can include a QR code generation utility 112. The
associated functionality and/or usage of each of the software
modules will be described in greater detail within the descrip-
tions which follow. In particular, the functionality associated
with and/or provided by SAA utility 110 is described in
greater details with the description of FIG. 2 and several of the
flow charts and other figures. In one embodiment, and par-
ticularly where UE1 100 is utilized as the device that is being
used to capture an image of a QR code from a second device,
UE1 100 can also include QR reader 114 and/or camera
control/interface 116. Also, in one or more embodiments,
SAA utility 110 can be configured to access an externally
located QR code generating facility 180. As illustrated,
access to QR code generating facility 180 can be via wireless
network 170, although alternate access modes can also be
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supported. QR code generating facility 180 can be a server
that is accessible via the internet utilizing a specific universal
resource locator (URL) programmed into SAA utility 110, in
one embodiment.

[0029] Also shown coupled to processor IC 102 is storage
150 which can be any type of available storage device capable
of storing one or more application software and data. It is
further appreciated that in one or more alternate embodi-
ments, the device storage can actually be remote storage and
not an integral part of the device itself. As provided, storage
150 contains current authentication mechanism(s) 152,
which includes authentication QR code 155. The specific
usage and/or functionality associated with these components
are described in greater detail in the following descriptions.

[0030] UE1 100 also comprises one or more input/output
devices, including one or more input devices, such as camera
120, microphone 121, touch screen and/or touch pad 122,
keypad 123, and/or one or more output devices, such as dis-
play 125, speaker 126, and others. UE1 100 can also include
a subscriber information module (SIM) 127 which can pro-
vide unique identification of the subscriber that owns or uti-
lizes the UE1 100, as well as specific contacts associated with
the particular subscriber. In orderto allow UE1 100 to provide
time data, UE1 100 also includes system clock 128.

[0031] According to one aspect of the disclosure and as
illustrated by FIG. 1, UE1 100 supports at least one and
potentially many forms of wireless, over-the-air communica-
tion, which allows UE1 100 to transmit and receive commu-
nication with at least one second device. As a device support-
ing wireless communication, UE1 100 can be one of, and be
referred to as, a system, device, subscriber unit, subscriber
station, mobile station (MS), mobile, mobile device, remote
station, remote terminal, user terminal, terminal, communi-
cation device, user agent, user device, cellular telephone, a
satellite phone, a cordless telephone, a Session Initiation Pro-
tocol (SIP) phone, a wireless local loop (WLL) station, a
personal digital assistant (PDA), a handheld device having
wireless connection capability, a computing device, such as a
laptop, tablet, smart phone, personal digital assistant, or other
processing devices connected to a wireless modem. To sup-
port the wireless communication, UE1 100 includes one or
more communication components, including transceiver 130
with connected antenna 132, wireless LAN module 134,
Bluetooth® transceiver 137 and near field communication
transceiver module 138. As further illustrated, UE1 100 can
also include components for wired communication, such as
modem 135 and Ethernet module 136. Collectively, these
wireless and wired components provide a communication
means or mechanism 165 by which UE1 100 can communi-
cate with other devices and networks.

[0032] The wireless communication can be via a standard
wireless network, which includes a network of base stations,
illustrated by evolution Node B (eNodeB) 140 and associated
base station antenna 142. A first over-the-air signal 144 is
illustrated interconnecting base station antenna 142 with
local antenna 132 of UE1 100. Additionally, communication
with the at least one second device can be established via near
field communication transceiver module 138. In at least one
embodiment, UE1 100 can exchange communication with
one or more second devices, of which UE2 146 and UE3 148
are illustrated. As described in further detail below, each of
UE2 146 and UE3 148 can be second devices with which UE1
100 can establish a communication channel following the
exchange of specific authentication and/or access credentials.
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The path of communication between UE1 100 and the second
devices can be via near field communication, Bluetooth, or
via wireless network 170, as indicated by the second over-
the-air signal 172 between base station antenna 142 and UE2
146.

[0033] Turning now to FIG. 2, a more detailed diagram of
an example Authentication QR Code Generation and Usage
(QRGU) execution environment 200 is illustrated. QRGU
execution environment 200 includes a combination of hard-
ware, firmware, software and data components, which col-
lectively perform the various aspects of the disclosure by
execution of SAA utility 110 and other functional compo-
nents on data processor 104 and/or embedded device control-
lers. As shown, QRGU execution environment 200 includes
SAA utility 110, which comprises QR code generation utility
112, QR access authentication parameter validity tracking
module 210, authentication QR code checking module 220,
and user interface 230. QR code generation utility 112
receives one or more current device access authentication
parameter(s) 205 as input, and generates a corresponding
authentication QR code 155 representing the current authen-
tication parameter(s) 205. In one or more implementations,
the current device access authentication parameter(s) 205
include one or more of a password, a login-password combi-
nation, an alphanumeric pin, a swipe input sequence, or other
form of authentication parameter. The current authentication
parameter(s) 205 can be randomly generated or manually
inputted by a user of UE1 100 within user interface 230.
Importantly, the current authentication parameter(s) 205 have
a limited lifespan and are periodically changed and/or
updated. This aspect of the current authentication parameter
(s) 205 is reflected in the QR code 155, which also constantly
and/or periodically changes based on one or more triggers.
The one or more triggers are monitored and enforced by QR
access authentication parameter validity tracking module
210. As shown, QR access authentication parameter validity
tracking module 210 can include a timer 215 as well as a
location tracker 217, which in one embodiment can be a
global positioning system (GPS) location tracker. The func-
tional use of these two components is described in detail in a
following section of the disclosure. In one implementation,
location tracker 217 also has a second timer 219, which
determines a time during which a QR code remains valid
within a specific device location before a new QR code is
required to be generated.

[0034] In one or more embodiments, QR code generation
utility 112 comprises firmware, which packages and trans-
mits the current authentication parameter(s) 205 to an exter-
nal QR code generating facility 180 (FIG. 1), such as a web-
site on a remote server. The QR code generating facility 180
then generates the corresponding QR code 155, and returns
the QR code 155 to UE1 100. In these implementations, the
transmission of the authentication parameters 205 and sub-
sequent return transmission of the corresponding QR code
155 can occur via wireless network 170 or other communi-
cation medium.

[0035] Authentication QR code checking module 220 per-
forms a comparison of a received QR code being provided as
the authentication mechanism by a second device requesting
access to link to UE1 100 via a pairing channel. Authentica-
tion QR code checking module 220 either checks the received
QR code against the current authentication QR code 155 (e.g.,
via QR image matching) or deciphers the received QR code



US 2014/0282923 Al

and checks the deciphered parameters against the current
authentication parameter(s) 205.

[0036] In one or more embodiments, Authentication QR
Code Generation and Usage (QRGU) execution environment
200 can include a QR code usage profile 225 as well as an
associated usage register 227. In the illustrative embodiment,
the QR code usage profile 225 is maintained within authen-
tication QR code checking module 220, while usage register
227 is shown within storage 150. Regardless of their location
relative to the other components, the functionality provided
by these components can include limitations on the use of the
generated QR codes and functional enhancements related to
the implementation of the QR codes as the authentication
mechanism for UE1 100. More detail about these two com-
ponents is provided in the description of FIGS. 9 and 10.
[0037] QRGU execution environment 200 also comprises
non-volatile storage 150, within which is maintained several
types of data and information germane to execution of the
various different utilities. Specifically, storage 150 includes
current authentication mechanisms 152, which comprises
both current authentication parameter(s) 205 and current
authorization QR code 155. Also maintained in storage 150
are periodic timer value 232 and/or device location range
parameter 234, both respectively utilized by periodic timer
215 and (GPS) location tracker 225. Second timer value 236
corresponding to second timer 227 can also be maintained
within storage 150.

[0038] Also illustrated within storage 150 is data content
245, which can be divided into separate sets of data content,
each having different requirements for security and/or being
assigned different secure access parameters and/or being
tagged for access by specific second devices. As further
shown, storage 150 includes contacts 250, which is a database
or list of known persons or second devices or subscribers with
which UE1 100 can communicate. Each contact is repre-
sented by a separate row in contacts 250 and includes a
contact ID and/or device 1D 252. Additionally, each contact
can have an associated access permission parameter, which is
indicated as a device-specific QR code 254. Accordingly, one
or more embodiments enable granular assignment of QR
codes to specific second devices 252 for access to specific
data content 245 on UE1 100.

[0039] QRGU execution environment 200 also includes
pairing module 260, which controls the pairing functions of
UE1 100 to one or more second devices. Pairing module 260
includes pairing parameters 262, a pairing user interface 264,
and pairing device authentication module 266. Pairing device
authentication module 266 checks the received authentica-
tion and pairing parameters received from a second device
attempting to connect with UE1 100 to ensure the second
device has the correct authorization to complete the pairing.
In one embodiment, pairing device authentication module
266 triggers authentication QR code checking module 220 to
perform the authentication checking when a QR code is pro-
vided as the received authentication parameter. In an alternate
embodiment, pairing device authentication module 266 can
also perform the QR code checking features of authentication
QR code checking module 220.

[0040] The above described features of UE1 100 (FIG. 1)
and QRGU execution environment 200 (FIG. 2) presents a
first aspect of the disclosure, which provides an electronic
device (UE1 100) comprising: a display 125; a communica-
tion mechanism 165; and a processor 104 that is communi-
catively coupled to the display 125 and the communication
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mechanism 165. The electronic device (100) further includes
a secure access authentication (SAA) utility 110 that executes
on the processor 104 and configures the device (100) to:
generate a first authentication QR code 155; assign the first
authentication QR code as an authentication mechanism for
accessing a first device; and establish at least one QR code
validity parameter that defines when access to the first device
can be provided to at least one second device that provides the
first authentication QR code along with an access request.
The SAA utility 110 further configures the device (100) to, in
response to a pre-defined trigger associated with the selected
at least one QR code validity parameter: generate a new
authentication QR code that is different from a previously
generated authentication QR code 155; assign the new
authentication QR code 155 as the current authentication
mechanism for accessing the first device; associate a corre-
sponding new QR code validity parameter to the new authen-
tication QR code; and initiate a tracking of the corresponding
new QR code validity parameter during which the new
authentication QR code 155 remains valid.

[0041] In one or more embodiments, the at least one QR
code validity parameter comprises at least one of (1) a time
window having an end time and (2) a defined location within
which a current authentication QR code remains valid, and
outside of which the authentication QR code is invalid; and
(3) a defined location within which a current authentication
code remains valid until the end of a second time window (as
measured by second timer 227). According to validity param-
eter (3), the authentication QR code becomes invalid when
the first device remains in the same defined location for longer
than the second time window. Thus, the pre-defined trigger is
an associated one of the end time, movement of the first
device outside of the defined location, and the first device
remaining in the defined location for longer than a set period
of time. Additionally, the pre-defined trigger can include at
least one of: completion of a pre-defined amount of data
transfer from the first device to a requesting device; comple-
tion of a transfer of a specific set of data from the first device
to a requesting device; and movement of the requesting
device out of a communication range from the first device.

[0042] The SAA utility 110 further configures the device
(100) to: enable access to the first device by at least one
second device (e.g., UE2 146) that communicates an access
request to the first device (100), where the access request
provides an authentication QR code that is the current authen-
tication parameter for accessing the first device (100), while
the selected at least one QR code validity parameter associ-
ated with the authentication QR code remains valid.

[0043] According to one embodiment, the SAA utility 110
further enables access to the first device (100) by enabling a
pairing of a second device with the first device (100) in
response to the second device providing the authentication
QR code that is the current authentication parameter during
pairing of the second device to the first device. In at least one
implementation, the SAA utility configuring the device (100)
to pair with a second device includes configuring the device
(100) to perform at least one of: wireless communication
between the first device and the second device; data transfer
between the first device and the second device; an exchange
ofinformation between the first device and the second device;
accessing one or more of files and data on the first device by
the second device; and controlling of the first device via
inputs provided on the second device.
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[0044] Inyet another embodiment, the SAA utility config-
uring the device to generate the first authentication QR code
and periodically generate a new authentication QR code com-
prises the SAA utility further configuring the device to: peri-
odically generate a new QR code validity parameter required
to be entered before access is permitted to the first device;
convert the new QR code validity parameter into a corre-
sponding authentication QR code; discard the previous
authentication QR code; and prevent access to the first device
when a received access request includes the previous authen-
tication QR code.

[0045] Turning now to FIGS. 3-4, there are illustrated two
different views of UE1 100 and specifically features pre-
sented within different user interfaces on display 125 of UE1
100. FIG. 3 presents user interface prompts that enable entry
of authentication parameters on UE1 100, while FIG. 4 pre-
sents an example user interface displaying a current authen-
tication QR code for communicating to a second device via
image capture, in accordance with one embodiment. Within
FIG. 3, UE1 100 is shown with display 125 presenting SAA
UT 230. SAA UI 230 comprises two prompts and associated
entry spaces. First prompt 310 is a request to enter a new
authentication parameter. A user of UE1 100 can enter alpha-
numeric characters or values within first entry 315 as the
authentication parameters. In one or more alternate embodi-
ments, authentication parameters can be randomly generated
by SAA utility 110 (FIG. 1). First entry 315 can then be
utilized when specific user authentication parameters are to
be assigned to certain identified second devices. Second
prompt 320 presents a request to identify a specific second
device ID, which the user wants associated with the authen-
tication parameters entered at first entry 315. In one imple-
mentation, the user can enter multiple second devices or no
second devices. When no entry is provided within second
entry 325, the entered authentication parameters becomes the
global authentication parameters required by any and all sec-
ond devices. SAA UI 230 also provides a return soft button
330 and an end soft button 335 to allow the user to return the
entries for processing by SAA utility or to exit the SAA Ul
230, respectively.

[0046] Within FIG. 4, SAA UI 230 presents the QR code
image 410 that corresponds to the authentication parameters
provided within first entry 315 (FIG. 3). When the QR code is
being displayed within SAA UI230, UE1 100 supports trans-
fer of authentication QR code image 410 via image capture by
a second device. FIG. 5 illustrates an example implementa-
tion scenario in which an image of a generated authentication
QR codeimage 410 is communicated to a second device, UE2
146, in accordance with one embodiment. As shown, in order
for direct image transfer, both devices 100, 146 have to be
placed face to face within a maximum distance from each
other. These two requirements ensure that only a second
device that is known to the user of UE1 100 will likely be in
a position to capture the displayed QR code image 410 and
later utilize the QR code image 410 as the authentication
parameter to access data content on UE1 100.

[0047] According to one embodiment, the SAA utility 110
configures the device (100) to communicate the authentica-
tion QR code to at least one second device by displaying the
generated authentication QR code on a display of the first
device to allow a camera of the at least one second device that
is placed in proximity to the first device to capture an image of
the QR code. In one or more embodiments, authorization to
access the first device is limited to only second devices that
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are allowed to be placed in a position adjacent the display,
within a proximate distance to the display at which an image
of the authentication QR code can be captured.

[0048] In one alternate embodiment, the SAA utility 110
configures the device to communicate the authentication QR
code to at least one second device by transmitting the authen-
tication QR code via a text message to a second device. In yet
another embodiment, the SAA utility configures the device
to: communicate the authentication QR code to at least one
second device by transmitting the authentication QR code via
one of an electronic and a wireless communication medium to
a second device.

[0049] FIG. 6 illustrates an example implementation sce-
nario in which a second device, UE2 146, is paired with UE1
100, where the second device is authenticated using the gen-
erated and shared authentication QR code 410, in accordance
with one embodiment. As shown, both devices are oriented in
one of several alternate pairing configurations. UE1 100
includes pairing UI 264 presented on display 125. Pairing Ul
264 can present certain aspects of the pairing functions occur-
ring on UE1 100 within a status output area 610, including
three different status reports, namely, pairing, device access
authentication, and data transfer. UE2 146 also includes sec-
ond pairing UI 630, which presents three second device status
reports within second status output area 635, namely pairing,
device access approved, and data transfer. Both pairing Uls
264 and 630 include an end session soft button 620, 640, by
which each device can terminate an ongoing pairing session.
The connecting lines between the devices indicate two com-
munication paths during the pairing process. First connecting
line 625 indicates a transfer of a copy of QR code 155 from
UE2 146 to UE1 100 as the authentication mechanism during
initial pairing. Once authentication is completed, a commu-
nication channel, represented as bi-directional arrow 645, is
opened between the two devices and on which data content
245 can be transmitted from UE1 100 to UE2 146. Commu-
nication channel 645 actually enables two-way transfer
between paired devices, in one or more embodiments.
[0050] To facilitate the use of authentication QR code 155
as the authentication mechanism for accessing data content
on UE1 100, UE2 146 first captures and stores a copy of
authentication QR code 155 from UE1 100. According to a
least one embodiment, the SAA utility 110 further configures
the device (100) to, in response to receiving a request for
access to the first device from a second device: identify
whether the request for access includes a received QR code;
compare the received QR code with a currently assigned
authentication QR code; and enable the second device to
access the first device only in response to the received QR
code matching the currently assigned authentication QR
code.

[0051] With reference now to the flow charts, FIG. 7 is a
flow chart illustrating aspects of a method 700 by which a
periodically changing authentication QR code is periodically
generated and tracked for usage within a preset time limit,
according to one or more embodiments. FIG. 8 is a flow chart
illustrating aspects of a method 800 by which the periodically
changing authentication QR code is utilized as an authenti-
cation mechanism to enable secure access to an user equip-
ment, according to one or more embodiments. FIG. 9 is a flow
chart illustrating aspects of a method by which a periodically
changing authentication QR code is utilized by one or more
second devices to access a first device based on a pre-estab-
lished usage policy, according to one or more embodiments.
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Finally, FIG. 10 is a flow chart illustrating aspects of a method
by which the periodically changing authentication QR code
enables overlapping access by one or more second devices to
the first device while the QR code is changed for other second
devices not currently accessing the first device, according to
one or more embodiments.

[0052] With the descriptions that follow, certain aspects of
the various methods can be implemented by processor 104
executing code from one or more of SAA utility 110 and/or
pairing module 260 and/or other software or firmware com-
ponents of UE1 100. Generally, the methods 700, 800, 900,
and/or 1000 can be described as being performed by one or
more of UE1 100, processor 104 or a specific utility, e.g.,
SAA utility 110, without limitation.

[0053] FIG. 7 presents a method 700 for providing security
via Quick Response (QR) codes. The method 700 begins at
block 702 at which processor 104 executes SAA utility 110
on UE1 100. Processor 104 then generates or receives an
entry (e.g., via SAA UI 230) of one or more authentication
parameter(s) 205 (block 704). With the received or generated
authentication parameter(s) 205, processor 104 generates a
corresponding authentication QR code 155 (block 706), and
assigns the authenticated QR code 155 as the authentication
mechanism for pairing with and/or accessing UE1 100 from a
second device (block 708). At block 710, processor 104 estab-
lishes a QR code validity parameter 210. The QR code valid-
ity parameter 210 defines when access to the first device can
be provided to at least one second device that provides the
current authentication QR code along with an access request.
As provided herein, QR code validity parameter 210 can be
one or both of a time limit or a defined location within which
the authentication QR code remains valid and outside of
which the authentication QR code becomes stale or invalid
and is automatically replaced with a new QR code. In one or
more embodiments, the at least one QR code validity param-
eter comprises at least one of (1) atime window having an end
time; (2) a defined location within which an authentication
QR code remains valid, and outside of which the authentica-
tion QR code is invalid, wherein a new authentication QR
code is automatically generated when the first device moves
outside of the defined location and a new defined location is
established for the new authentication QR code; and (3) a
defined location within which a current authentication code
remains valid until the end of a second time window, where a
new authentication QR code is generated when the second
time window ends and a new defined location and time win-
dow is established for the new authentication QR code.

[0054] Thus, at decision block 712, processor 104 deter-
mines whether a pre-defined trigger associated with the QR
code validity parameter 210 is registered or detected. In one
embodiment, this determination can generally be represented
by a tracking value that indicates when the current authenti-
cation QR code 155 is still valid. In one embodiment, the
pre-defined trigger is an associated one of the end time, move-
ment of the first device outside of the defined location; and no
movement outside of the defined location within a defined
period of time. In one or more embodiments, the pre-defined
trigger may include at least one of: passage of a preset amount
of time following generation of a previously generated
authentication QR code; completion of a pre-defined amount
of data transfer from the first device to a requesting device;
completion of a transfer of a specific set of data from the first
device to a requesting device; and movement of the request-
ing device out of a communication range from the first device.
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[0055] While the QR code validity parameter 210 indicates
the current authentication QR code is still valid, method 700
includes processor 104 continuing to utilize the authentica-
tion QR code as the current authentication mechanism for
accessing UE1 100, unless one of a first periodic timer or a
second location timer expires (block 716). In one embodi-
ment, a second periodic timer is utilized to automatically
update the authentication QR code after passage of a certain
amount of time and/or after the device has not moved from a
general location following a pre-set amount of time. This
embodiment can be utilized primarily when the QR code
validity parameter 210 is a location based parameter and UE1
100 is not moved out of an initial location in which the first
assigned authentication QR code would remain valid.

[0056] Returning to the flow chart, when the authentication
QR code is no longer valid, e.g., in response to occurrence or
detection of a pre-defined trigger associated with the selected
QR code validity parameter 210, method 700 further includes
processor 104 discarding the current (or previous) authenti-
cation QR code and preventing any future access to UE1 100
where the received access request includes and/or utilizes the
discarded or stale QR code as the access mechanism (block
714). Method 700 also includes processor 104 returning to
block 704 and, after receiving or generating new authentica-
tion parameters, generating a new authentication QR code
that is different from a previously generated authentication
QR code. As with the previously generated authentication QR
code, the generation of a new authentication QR code
includes processor 104 also: assigning the new authentication
QR code as the current authentication mechanism for access-
ing the first device; associating a corresponding new QR code
validity parameter 210 to the new authentication QR code;
and initiating a tracking of the corresponding new QR code
validity parameter 210 during which the new authentication
QR code remains valid (blocks 708-712).

[0057] Thus, according to the above described embodi-
ments, generating the first authentication QR code and peri-
odically generating a new authentication QR code comprises
the processor 104: periodically generating a new QR code
validity parameter required to be entered before access is
permitted to the first device; and converting the new QR code
validity parameter into a corresponding authentication QR
code.

[0058] Turning now to FIG. 8, method 800 begins at start
block and proceeds to block 802 at which processor 104
generates a new authorization QR code 155 and associates the
new authorization QR code with a corresponding new QR
code validity parameter 210. At block 804, UE1 100 commu-
nicates the authentication QR code to at least one second
device by displaying the generated authentication QR code on
a display of UE1 100 to allow a camera or a QR reader of the
at least one second device that is placed in proximity to the
first device to capture an image of the QR code. With this
embodiment, authorization to access the first device can then
be limited to only second devices that are allowed to be placed
in a position adjacent the display, within a proximate distance
to the display at which an image of the authentication QR
code can be captured. In one or more alternate embodiments,
method 800 can involve UE1 100 communicating the authen-
tication QR code to at least one second device by transmitting
the authentication QR code via a text message to a second
device. In yet other embodiments, method 800 can involve
UE1 100 communicating the authentication QR code to at



US 2014/0282923 Al

least one second device by transmitting the authentication QR
code via one of an electronic and a wireless communication
medium to a second device.

[0059] At block 806, method 800 includes processor 104
mapping or linking the new authentication QR code to one or
more of (a) a general device access, (b) access to specific
content on UE1 100, and/or access by one or more selected,
specific second devices. One or more of the different accesses
can include a time limit for such access. Method 800 further
includes processor 104 enabling access to the UE1 100 by at
least one second device that communicates an access request
to the first device, where the access request provides an
authentication QR code that is the current authentication
parameter for accessing the first device, while the selected at
least one QR code validity parameter associated with the
authentication QR code remains valid (block 807).

[0060] Continuing with the illustrative embodiment, but
not shown in FIG. 8, the enabling access comprises enabling
pairing of a second device with UE1 100 in response to the
second device providing the first authentication QR code as
the authentication parameter during pairing of the second
device to the first device. In one or more embodiments, pair-
ing of the devices comprises at least one of: enabling wireless
communication between the first device and the second
device; enabling at least one data transfer between the first
device and the second device; enabling an exchange of infor-
mation between the first device and the second device;
enabling access to one or more of files and data on the first
device by the second device; and enabling control of the first
device via inputs provided on the second device.

[0061] The actual method processes involved in the above
described accesses by a second device to UE1 100 are pre-
sented in blocks 808-818. At block 808, method 800 includes
processor 104 detecting a request from the second device to
access UE1 100. In response to receiving the request for
accessto UE1 100 from a second device, method 800 includes
processor 104 performing the following sequence of func-
tions: identifying, as indicated by decision block 810,
whether the request for access includes a received QR code;
comparing the received QR code with a currently assigned
authentication QR code (block 812); determining at block
814 if the received QR code matches the current authentica-
tion QR code, which is still valid; and enabling the second
device to access the first device only in response to the
received QR code matching the currently assigned authenti-
cation QR code (block 816). If at decision block 810, the
request from the second device does not include a QR code,
the processor 104 denies access to UE1 100 (block 818).
Similarly, if received QR code does not match the current,
valid, authentication QR code, the processor 104 denies
access to UE1 100 (block 818). Method 800 then ends.

[0062] FIG.9 provides a flow chart of a method for provid-
ing secure access to a first device via Quick Response (QR)
codes with one or more usage profiles. Method 900 begins at
block 902 at which processor 104 of UE1 100 generates a new
authentication QR code, with associated validity parameter
(s). The authentication QR code is then assigned as a current
authentication mechanism for accessing UE1 100. At block
904, method 900 includes identifying and associating a usage
profile 225 (FIG. 2) for the authentication QR code. Accord-
ing to one or more embodiments, the usage profile 225 can
include permitting secure access by a specified number of
second devices using the authentication QR code and/or per-
mitting secure access under pre-established access criteria
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supporting the secure access. For example, in one embodi-
ment, the usage profile is set to enable any second device to
access the first device once the second device provides the
valid authentication QR code during the access request. The
usage profile can also be set to prevent any access to the first
device that does not include the valid authentication QR code.
At block 906, method 900 includes processor 104 setting the
usage profile of the authentication QR to enable at least one of
(a) only a single second device to access the first device using
the valid authentication QR code and (b) only a single access
using the valid authentication QR code by any one second
device. Method 900 then includes enabling connection to the
first device by an initial second device that provides a valid
authentication QR code during an access request (block 908).
At block 910, method includes UE1 100 detecting a request
for access to UE1 100 by another second device (separate
from the already connected initial second device), wherein
the other second device also provides the valid authentication
QR code as the access mechanism. At decision block 912,
method 900 involves a determination of whether the usage
profile includes supporting multiple simultaneous or concur-
rent second device accesses to UE1 100.

[0063] When decision block 912 yields an affirmative
response, and the usage profile allows for concurrent access
by multiple second devices, multiple other second devices
that provide the valid authentication QR code are permitted to
connect to and exchange data with UE1 100 (block 914).
However, access to UE1 100 is denied for all other second
devices that do not provide the valid authentication QR code
(block 916).

[0064] However, at decision block 912, in response to the
usage profile being set to a single access usage for the gener-
ated authentication QR code, method 900 includes determin-
ing at decision block 918 whether the QR code has been
previously utilized to access UE1 100. In response to the QR
code having already been utilized to access UE1 100, method
900 includes denying access to the first device by any other
second device that utilizes the authentication QR code (as the
access mechanism) or which does not provide a currently
valid authentication QR code during the access request (block
920). However, when the QR code has not been previously
utilized and is a current valid QR code, method 900 includes
enabling the access by the initial second device to the first
device (block 922). Thus, with this embodiment, access to
UE1 100 is permitted only if the valid authentication QR code
has not been previously utilized to provide access by another
second device. Also, in response to the valid authentication
QR code having been previously utilized to provide access by
another second device, method 900 includes denying access
to any subsequent second device, including second devices
that provide the previously valid authentication QR code
(block 920).

[0065] Turning now to FIG. 10, there is illustrated another
flow chart showing the method 1000 by which an ongoing
session is maintained between two connected devices.
Method 1000 begins at block 1002 at which an initial second
device connects to UE1 100 using the valid authorization QR
code. At block 1004, the QR code is recorded within a QR
code usage register 227 as being a used QR code. In one
embodiment, the usage register 227 is a single register or bit
associated with the QR code, and can be set to a logic high or
low to indicate that the QR code has already been used to
access UE1 100. In one embodiment, the register 227 can
include multiple entries, one for each of a plurality of QR
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codes, with each QR code being tracked such that a firstusage
is recorded in the register 227 in an entry corresponding to
that QR code. Alternate embodiments can allow for a fixed
number of uses (greater than a single use) for one or more QR
codes, as defined by the usage policy 225 associated with the
QR code. A determination is made at block 1006 whether a
trigger condition associated with the validity parameter has
been encountered or detected. If the trigger condition is not
encountered, then the devices continue the session using the
existing QR code (block 1007). However, in response to
detection of the trigger condition, the current QR code is
made invalid, and the method 1000 includes generating a new
authentication QR code and assigning the new QR code as the
authentication mechanism (block 1008). As shown at block
1010, the method 1000 also includes enabling the ongoing
session established prior to the generating of the new authen-
tication QR code to continue while the session remains con-
nected. Notably, this ongoing session still maintains the pre-
vious authentication QR code, which has been made invalid
by the trigger condition. However, as provided at block 1012,
method 1000 further comprises requiring the new authenti-
cation QR code before enabling a next session with any other
second device, even while the first session initiated with the
previously valid QR code is ongoing. At decision block 1014,
a determination is made whether the disconnection of the
session with the initial second device is detected. In response
to disconnection of the session, a subsequent access request
by the initial second device requires the new QR code before
the initial second device will be able to initiate the next
session. Thus, method 1000 includes preventing the second
device involved in the session from reconnecting to the first
device without the second device providing the new authen-
tication QR code with an access request to reconnect the
session (block 1016). However, as previously noted, the ini-
tial second device is permitted to continue with the session
using the previously valid QR code so long as the session
remains open and is not terminated.

[0066] In each of the flow charts presented herein, certain
steps of the methods can be combined, performed simulta-
neously or in a different order, or perhaps omitted, without
deviating from the spirit and scope of the described innova-
tion. While the method steps are described and illustrated in a
particular sequence, use of a specific sequence of steps is not
meant to imply any limitations on the innovation. Changes
may be made with regards to the sequence of steps without
departing from the spirit or scope of the present innovation.
Use of a particular sequence is therefore, not to be taken in a
limiting sense, and the scope of the present innovation is
defined only by the appended claims.

[0067] As will be appreciated by one skilled in the art,
embodiments of the present innovation may be embodied as
a system, device, and/or method. Accordingly, embodiments
of the present innovation may take the form of an entirely
hardware embodiment or an embodiment combining soft-
ware and hardware embodiments that may all generally be
referred to herein as a “circuit,” “module” or “system.”

[0068] Aspects of the present innovation are described
below with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the innovation. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
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puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.
[0069] While the innovation has been described with refer-
ence to exemplary embodiments, it will be understood by
those skilled in the art that various changes may be made and
equivalents may be substituted for elements thereof without
departing from the scope of the innovation. In addition, many
modifications may be made to adapt a particular system,
device or component thereof to the teachings of the innova-
tion without departing from the essential scope thereof.
Therefore, it is intended that the innovation not be limited to
the particular embodiments disclosed for carrying out this
innovation, but that the innovation will include all embodi-
ments falling within the scope of the appended claims. More-
over, the use of the terms first, second, etc. do not denote any
order or importance, but rather the terms first, second, etc. are
used to distinguish one element from another.
[0070] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended to
be limiting of the innovation. As used herein, the singular
forms “a”, “an” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will be further understood that the terms “comprises™ and/
or “comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.
[0071] The corresponding structures, materials, acts, and
equivalents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present innovation has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the innovation in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the innovation. The embodiment was chosen and
described in order to best explain the principles of the inno-
vation and the practical application, and to enable others of
ordinary skill in the art to understand the innovation for
various embodiments with various modifications as are suited
to the particular use contemplated.
What is claimed is:
1. A method for providing security via Quick Response
(QR) codes, the method comprising:
generating a first authentication QR code;
assigning the first authentication QR code as a current
authentication mechanism for accessing a first device;
establishing at least one QR code validity parameter that
defines when access to the first device can be provided to
at least one second device that provides the first authen-
tication QR code along with an access request; and
in response to a pre-defined trigger associated with the
selected at least one QR code validity parameter: gener-
ating a new authentication QR code that is different from
a previously generated authentication QR code; assign-
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ing the new authentication QR code as the current
authentication mechanism for accessing the first device;
associating a corresponding new QR code validity
parameter to the new authentication QR code; and initi-
ating a tracking of the corresponding new QR code
validity parameter during which the new authentication
QR code remains valid.

2. The method of claim 1, wherein:

the at least one QR code validity parameter comprises at
least one of (1) atime window having an end time and (2)
a defined location within which an authentication QR
code remains valid, and outside of which the authenti-
cation QR code is invalid, wherein a new authentication
QR code is automatically generated when the first device
moves outside of the defined location and a new defined
location is established for the new authentication QR
code;

the pre-defined trigger is an associated one of the end time

and movement of the first device outside of the defined
location; and

the method further comprises:

enabling access to the first device by at least one second
device that communicates an access request to the first
device, where the access request provides an authen-
tication QR code that is the current authentication
parameter for accessing the first device, while the
selected at least one QR code validity parameter asso-
ciated with the authentication QR code remains valid;
and

in response to the selected at least one QR code validity
parameter being the defined location, periodically
triggering the generating of the new authentication
QR code.

3. The method of claim 2, wherein enabling access com-
prises enabling pairing of a second device with the first device
in response to the second device providing the first authenti-
cation QR code as the current authentication parameter dur-
ing pairing of the second device to the first device.

4. The method of claim 3, wherein pairing of the devices
comprises at least one of: enabling wireless communication
between the first device and the second device; enabling at
least one data transfer between the first device and the second
device; enabling an exchange of information between the first
device and the second device; enabling access to one or more
of files and data on the first device by the second device; and
enabling control of the first device via inputs provided on the
second device.

5. The method of claim 1, wherein generating the first
authentication QR code and periodically generating a new
authentication QR code comprises:

periodically generating a new device access authentication

parameter required to be entered before access is per-
mitted to the first device;

converting the new device access authentication parameter

into a corresponding authentication QR code;
discarding the previous authentication QR code; and
preventing access to the first device when a received access

request includes the previous authentication QR code.

6. The method of claim 1, further comprising:

in response to receiving a request for access to the first

device from a second device:
identifying whether the request for access includes a
received QR code;
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comparing the received QR code with a currently
assigned authentication QR code; and

enabling the second device to access the first device only
in response to the received QR code matching the
currently assigned authentication QR code.

7. The method of claim 1, further comprising:

communicating the authentication QR code to at least one

second device by displaying the generated authentica-
tion QR code on a display of the first device to allow a
camera of the at least one second device that is placed in
proximity to the first device to capture an image of the
QR code, wherein authorization to access the first device
is limited to only second devices that are allowed to be
placed in a position adjacent the display, within a proxi-
mate distance to the display at which an image of the
authentication QR code can be captured.

8. The method of claim 1, further comprising:

communicating the authentication QR code to at least one

second device by transmitting the authentication QR
code via a text message to a second device.

9. The method of claim 1, further comprising:

communicating the authentication QR code to at least one

second device by transmitting the authentication QR
code via one of an electronic and a wireless communi-
cation medium to a second device.

10. The method of claim 1, wherein the pre-defined trigger
includes at least one of: passage of a preset amount of time
following generation of a previously generated authentica-
tion QR code; completion of a pre-defined amount of data
transfer from the first device to a requesting device; comple-
tion of a transfer of a specific set of data from the first device
to a requesting device; and movement of the requesting
device out of a communication range from the first device.

11. An electronic device comprising:

a display;

a communication mechanism;

aprocessor that is communicatively coupled to the display

and the communication mechanism; and

a secure access authentication (SAA) utility that executes

on the processor and configures the device to:

generate a first authentication QR code;

assign the first authentication QR code as an authentica-
tion mechanism for accessing a first device;

establish at least one QR code validity parameter that
defines when access to the first device can be provided
to at least one second device that provides the first
authentication QR code along with an access request;
and

in response to a pre-defined trigger associated with the at
least one QR code validity parameter: generate a new
authentication QR code that is different from a previ-
ously generated authentication QR code; assign the
new authentication QR code as the current authenti-
cation mechanism for accessing the first device; asso-
ciate a corresponding new QR code validity param-
eter to the new authentication QR code; and

initiate a tracking of the corresponding new QR code valid-

ity parameter during which the new authentication QR
code remains valid.

12. The electronic device of claim 11, wherein:

the at least one QR code validity parameter comprises at

least one of (1) atime window having an end time and (2)
a defined location within which an authentication QR
code remains valid, and outside of which the authenti-
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cation QR code is invalid, wherein a new authentication
QR code is automatically generated when the first device
moves outside of the defined location and a new defined
location is established for the new authentication QR
code;

the pre-defined trigger is an associated one of the end time

and movement of the first device outside of the defined
location; and

the SAA utility further configures the device to:

enable access to the first device by at least one second
device that communicates an access request to the first
device, where the access request provides an authen-
tication QR code that is the current authentication
parameter for accessing the first device, while the
selected at least one QR code validity parameter asso-
ciated with the authentication QR code remains valid;
and

in response to the selected at least one QR code validity
parameter being the defined location, periodically
trigger the generating of the new authentication QR
code when the first device is moved away from the
defined location.

13. The electronic device of claim 12, wherein the SAA
utility further configures the device to enable access to the
first device by enabling a pairing of a second device with the
first device in response to the second device providing the
authentication QR code that is the current authentication
parameter during pairing of the second device to the first
device.

14. The electronic device of claim 13, wherein the SAA
utility configuring the device to pair the devices includes
configuring the device to perform at least one of: wireless
communication between the first device and the second
device; data transfer between the first device and the second
device; an exchange of information between the first device
and the second device;

accessing one or more of files and data on the first device by

the second device; and controlling of the first device via
inputs provided on the second device.

15. The electronic device of claim 11, wherein the SAA
utility configuring the device to generate the first authentica-
tion QR code and periodically generate a new authentication
QR code comprises the SAA utility further configuring the
device to:

periodically generate a new device access authentication

parameter required to be entered before access is per-
mitted to the first device;

convert the new device access authentication parameter

into a corresponding authentication QR code;

discard the previous authentication QR code; and

preventing access to the first device when a received access

request includes the previous authentication QR code.

16. The electronic device of claim 11, wherein the SAA
utility further configures the device to:

in response to receiving a request for access to the first

device from a second device:

identify whether the request for access includes a
received QR code;

compare the received QR code with a currently assigned
authentication QR code; and

enablethe second device to access the first device only in
response to the received QR code matching the cur-
rently assigned authentication QR code.
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17. The electronic device of claim 11, wherein the SAA
utility further configures the device to:

communicate the authentication QR code to at least one
second device by displaying the generated authentica-
tion QR code on a display of the first device to allow a
camera of the at least one second device that is placed in
proximity to the first device to capture an image of the
QR code, wherein authorization to access the first device
is limited to only second devices that are allowed to be
placed in a position adjacent the display, within a proxi-
mate distance to the display at which an image of the
authentication QR code can be captured.

18. The electronic device of claim 11, wherein the SAA
utility further configures the device to communicate the
authentication QR code to at least one second device by
transmitting the authentication QR code via a text message to
a second device.

19. The electronic device of claim 11, wherein the SAA
utility further configures the device to: communicate the
authentication QR code to at least one second device by
transmitting the authentication QR code via one of an elec-
tronic and a wireless communication medium to a second
device.

20. The electronic device of claim 1, wherein the pre-
defined trigger includes at least one of: passage of a preset
amount of time following generation of a previously gener-
ated authentication QR code; completion of a pre-defined
amount of data transfer from the first device to a requesting
device; completion of a transfer of a specific set of data from
the first device to a requesting device; and movement of the
requesting device out of a communication range from the first
device.

21. A method for providing secure access to a first device
via Quick Response (QR) codes, the method comprising:

generating a first authentication QR code;

assigning the first authentication QR code as a current
authentication mechanism for accessing the first device;

identifying and associating a usage profile for the authen-
tication QR code to permit secure access by a specified
number of second devices using the authentication QR
code and under pre-established access criteria support-
ing the secure access;

enabling connection to the first device by an initial second
device that provides a valid authentication QR code
during an access request; and

denying access to the first device by any second device that
does not provide the valid authentication QR code dur-
ing the access request.

22. The method of claim 21, further comprising setting the
usage profile of the authentication QR to enable any second
device to access the first device once the second device pro-
vides the valid authentication QR code during the access
request and to prevent any access to the first device that does
not include the valid authentication QR code.

23. The method of claim 21, further comprising setting the
usage profile of the authentication QR to enable at least one of
(a) only a single second device to access the first device using
the valid authentication QR code and (b) only a single access
using the valid authentication QR code by any one second
device, wherein the method further comprises:

in response to receiving the access request from the initial

second device:
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confirming whether the valid authentication QR code
has been previously received from another second
device to provide access to the first device by the other
second device; and
enabling the access by the initial second device to the
first device only if the valid authentication QR code
has not been previously utilized to provide access by
another second device; and
in response to the valid authentication QR code having
been previously utilized to provide access by another
second device, denying access to the initial second
device and any subsequent second device, including
second devices that provide the authentication QR
code.
24. The method of claim 21, further comprising:
generating a new authentication QR code in response to a
pre-established trigger;
enabling an ongoing session established prior to the gen-
erating of the new authentication QR code to continue
while the session remains connected;
detecting a disconnection of the session; and
preventing the second device involved in the session from
reconnecting to the first device without the second
device providing the new authentication QR code with
an access request to reconnect the session.
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