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of packet data connectivity in a mobile network, said mobile network com-
prising a Radio Access network RAN and a Core Network CN, said method
including, in case no connectivity is available between a RAN node and the
Core Network, support of said packet data connectivity in a mode referred to
as resilient mode wherein said packet data connectivity is provided locally
by said RAN node to at least one User Equipment UE in the coverage of said
RAN node, referred to as authorized UE, that is authorized to operate in said
resilient mode.
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1
RESILIENT PACKET DATA CONNECTIVITY IN A CELLULAR NETWORK

The present invention generally relates to mobile communication networks
and systems,

Detailed descriptions of mobile communication networks and systems can
be found inthe literature, such as in particular in Technical Specifications published
by standardization bodies such as for example 3GPP (3™ Generation Partnership
Project).

A typical example of packet mobile communication system is Evolved
Packet System EPS (specified in particular in 3GPP TS 23.401).

An EPS network comprises a Core Network (CN) called Evolved Packet
Core called EPC that can be accessed by a Radio Access Network (RAN) called E-
UTRAN. An EPS network provides connectivity (referred to as Packet Data Network
PDN connectivity, or IP connectivity) to User Equipments (UE).

An example of architecture of EPS network is recalled in figure 1 (taken
from 3GPP TS 23.401), showing the main network nodes and interfaces between
network nodes. Interfaces between EPS network nodes include, in particular, in the
control plane, $1-MME interface between E-UTRAN node called eNodeB (eNB) and
EPC node called Mobility Management Entity (MME), and in the user plane, S1-U
interface between E-UTRAN node called eNodeB (eNB) and EPC node called
Serving Gateway (SGW).

As recognized by the inventor, and as will also be described later, current
mode of operation of EPS does not allow users under coverage of an E-UTRAN
node to communicate in case no conneclivity is available between this E-UTRAN
node and EPC, in particular when no connectivity is available over S1-MME
interface (such as when transport links at the S1-MME interface are severed, or
when MMEs are unavailable for some reason) and when S1-U interface is
unavailable (such as when transport links at the $1-U interface are severed, or
when SGWs are unavailable for some reason).

Backup connectivity to the core network could of course be used in such
cases, but such backup connectivity may in turn be damaged, so there is currently
no effective solution to such problem.

There is a need to solve such problem, in particular there is a need to allow

some critical communications (such as for example Public Safety communications)
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to be established in such cases. More generally, there is a need to improve support
of packet data connectivity in such mobile networks and systems.

Embodiments of the present invention in particular address such needs.

These and other objects are achieved, in one aspect, by a method for the
support of packet data connectivity in a mobile network, said mobile network
comprising a Radio Access network RAN and a Core Network CN, said method
including, in case no connectivity is available between a RAN node and the Core
Network, support of said packet data connectivity in a mode referred to as resilient
mode wherein said packet data connectivity is provided locally by said RAN node to
at least one User Equipment UE in the coverage of said RAN node, referred to as
authorized UE, that is authorized to operate in said resilient mode.

These and other objects are achieved, in other aspects, by entities
configured to carry out such method, said entities including, in particular (though not
exclusively), User Equipment UE, and RAN node or base station (such as eNodeB
for E-UTRAN).

Some embodiments of apparatus andfor methods in accordance with
embodiments of the present invention are now described, by way of example only,
and with reference to the accompanying drawings, in which:

- Figure 1 is intended to recall an example of architecture for EPS network,

- Figure 2 is intended to illustrate, in a simplified way, an example of scenario
in which embodiments of the present invention may be used,

- Figure 3 is intended to illustrate, in a simplified way, an example of
procedure in resilient mode, according to embodiments of the present
invention,

- Figure 4 is intended to illustrate, in a simplified way, an example of
procedure for returning to normal mode of operation after use of resilient
mode, , according to embodiments of the present invention.

Embodiments of the present invention will be more detailed in the following,
by way of example for EPS. However it should be understood that the present
invention is not limited to EPS, and could apply as well to systems other than EPS.

In current mode of operation of EPS, an UE establishes a communication
using connectivity to MME which holds a subscription profile and terminates Non
Access Stratum (NAS) signaling needed to establish PDN connections. The MME
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also makes sure the signaling is handled securely using subscriber-specific
credentials.

The MME then controls the establishment of an end to end bearer involving
the eNB (the RAN node) the SGW (Serving Gateway, acting as access aggregator)
and the PGW (PDN Gateway, terminating the connection to the PDN and providing
basic or advanced IP services, depending on implementation).

In some applications, like for example Critical Communications for Public
safety or mission critical commercial use like railroad communications, Oil and
energy sectors purposes, it is important to allow users under a cell (or an eNB)
coverage to be able to communicate e.g. with one another even though the
connectivity to the rest of the network is severed.

Using the current EUTRAN as defined in standards this is not possible as,
as soon as the backhaul connection to the network is severed, the base station
cannct provide service as control plane signaling handling via the core node (MME)
is unavailable the core is unavailable and end to end bearer connectivity to a PGW
is lost.

Embodiments of the present invention in particular enable to solve such
problem.

Figure 2 is intended to illustrate, in a simplified way, an example of scenario
in which embodiments of the present invention may be used,

For example, it may be assumed that the eNB looses connectivity to the
core network either because the transport links to the core are severed or because
the core network is unavailable for some reason, as outlined in figure 2.

In an embodiment, the eNB detects lost connectivity to the core network.

In an embodiment, upon detection of lost connectivity to the core network,
the eNB broadcasts to the User Equipments under its coverage the fact that the
connectivity is lost, or that the eNB is now operating in resilient mode.

This may trigger: the UEs that can use resilient base station (eNB)
procedure (i.e. that can operate in resilient mode) to start the procedure applicable
to resilient base station (i.e. to start operating in resilient mode) or reselect another
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network, for the other UEs they should reselect another network or refrain from
attempting to contact the eNB until they receive positive indication there is full

service again (e.g. when the eNB stops advertising it is operating in resilient mode).

In order to avoid synchronized attempts to access the network again, a UE
that detect the service is re-established may apply a random backoff timer after it

detects service availability, before attempting to access the network services again.

In an embodiment, in resilient mode, the eNB supports communications
establishment for UEs under its coverage that are authorized to operate in resilient
mode, in particular the eNB supports communications between such UEs under its
coverage.

In an embodiment, support of resilient mode by eNB includes support of
Non Access Stratum procedures local to the eNB.

In an embodiment, support of resilient mode by eNB includes support of
local routing functions between devices which establish local PD (Packet Data)
connections with the eNB while in “resilient mode”. Optionally, the eNB may support
backup connection e.g. to the Internet.

Figure 3 is intended to illustrate, in a simplified way, an example of
procedure in resilient mode, according to embodiments of the present invention

Some or all of following steps (illustrated in figure 3) may be performed,
following a detection that connection between eNB and Core Network is unavailable.
Following such detection, the eNB may (although not necessary) attempt to
establish backup connectivity to relevant networks if possible.

Upon detection of lost connectivity to the core network, the eNB starts
broadcasting to the UEs, e.g. in system information, that the eNB is operating in
resilient mode.

At this point the UEs that do not support resilient mode operation or are not
authorized (or configured) to support resilient mode may reselect another network if
possible.
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Those UE’s that can support resilient mode operation and are authorized to
support resilient mode should be able to establish communications with the eNB
using resilient mode procedures enabling PD (Packet Data) connections local to the
eNB to be established and therefore offering a basic level of packet connectivity
which enables data to be exchanged locally with other UE’s (or, if the eNB supports
a form of backup connectivity to the Internet, globally).

An UE able to use resilient mode procedures sends to the eNB a request
for packet data connectivity establishment in resilient mode. In this request the UE
may submit its identity and a signature based on secret it shares with the network
for operation in resilient mode.

Upon reception of such request, the eNB allocates an IP address to the UE
and acts as a first hop router for the UE. In other words, the eNB is seen as a first

hop router for the UE in resilient mode packet data connection.

The eNB responds to the request for packet data connectivity
establishment in resilient mode. In the considered example, the UE is authorized fo

operate in resilient mode, and the eNB accepts this request.

The UE can then communicate with the eNB. Data exchanged during
communication can be ciphered using security material related to authorization of
resilient mode communications.

In-an embodiment, the eNB enables such access {o local routing
capabilities in resilient mode only when the detection of failure to connectto any in
service core nodes is detected.

In an embodiment, the UEs need to be authorized using special credentials
that can be stored in the USIM for resilient mode only for special subscribers that
can have right of access using these credential. The eNB shall be able to
authenticate the Users using these credential locally and to also establish ciphered

communications using the related security material.
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Figure 4 is intended to illustrate, in a simplified way, an example of
procedure for returning to normal mode of operation after use of resilient mode,
according to embodiments of the present invention.

Some or all of following steps (illustrated in figure 4) may be performed,
following a detection that connection between eNB and Core Network is available
again.

As the eNB detects connectivity with the core is available again (e.g. by
attempting periodically to establish S1 interface with known MMEs) the eNB
removes the System information indicating service is unavailable and resilient mode
available. The eNB may also alert the UEs to read the system information.

Under these conditions the UEs that are using resilient mode detect the
mode of operation of the eNB is back to normal and revert to normal service by
attaching to the EPC (Evolved Packet core) and getting normal PDN connectivity.

When this is successful the network releases resilient mode connections for
UEs that are attached in normal mode and also, if the eNB detects stale resilient
mode connections, it will clear them locally after a sufficiently long timeout.

In one aspect, there is provided a method for the support of packet data
connectivity in a mobile network comprising a Radio Access network RAN and a
Core Network CN.

Various embodiments are provided, which may be taken alone or in
combination, according to various combinations.

In an embodiment, said method includes, in case no connectivity is
available between a RAN node and the Core Network, support of said packet data
connectivity in a2 mode referred to as resilient mode wherein said packet data
connectivity is provided locally by said RAN node to at least one User Equipment
UE in the coverage of said RAN node, referred to as authorized UE, that is
authorized to operate in said resilient mode.

In an embodiment, said method comprises:

- said RAN node detecting that no connectivity is available between said
RAN node and CN.

In an embodiment, said method comprises:
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- in case no connectivity is available between said RAN node and CN, said
RAN node broadcasting information indicating that said RAN node is operating in
resilient mode.

In an embodiment, said method comprises:

- in case no connectivity is available between said RAN node and CN, said
RAN node broadcasting, in system information, information indicating that said RAN
node is operating in resilient mode.

In an embodiment, said method comprises:

- upon learning that said RAN node is operating in resilient mode, an UE
under coverage of said RAN node, that is not authorized to operate in said resilient
mode reselecting another mobile network or refraining from attempting to contact
said RAN node.

In an embodiment, said method comprises:

- upon learning that said RAN node is operating in resilient mode, an
authorized UE under coverage of said RAN node starting to operate in said resilient
mode.

In-an embodiment, said method includes:

- a Subscriber Identification Module associated with an authorized UE
storing credentials related to said operation in resilient mode.

In an embodiment:

- said credentials include authorization and/or security material, for user
authentication and/or user data ciphering, for said operation in resilient mode.

In an embodiment, said method comprises:

- said mobile network managing credentials related to said operation in
resilient mode, stored in a Subscriber Identification Module associated with an
authorized UE.

In an embodiment, said method comprises:

- a CN node having control plane functions including, in signalling sent to
an authorized UE via said RAN node when connectivity is available between said
RAN node and CN, information for managing credentials related to said operation in
resilient mode stored in a Subscriber |dentification Module associated with said
authorized UE.

In an embodiment:
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- said signalling includes Mobility Management signalling sent by said CN
node to said UE during Attach or Tracking Area Update procedure.

In an embodiment, said method comprises:

- in said resilient mode, said RAN node authenticating an UE under its
coverage, using credentials related to said operation in resilient mode, locally.

In an embodiment, said method comprises:

- in said resilient mode, an authorized UE sending to said RAN node a
request for packet data connection establishment, said request including an UE
identity and a signature based on secret shared by said UE and said mobile network
for said operation in resilient mode.

In an embodiment, said method comprises:

- in said resilient mode, an authorized UE ciphering data transmitted to said
RAN node, using security material related to operation in said resilient mode.

In an embodiment, said method comprises:

- in said resilient mode, said RAN node ciphering data transmitted to an
authorized UE, using security material related to operation in said resilient mode.

In an embodiment, said method comprises:

- upon reception from an authorized UE of a request for packet data
connectivity in resilient mode, said RAN node allocating an IP address to said UE.

In an embodiment, said method comprises:

- upon reception from an authorized UE of a request for PDN connectivity in
resilient mode, said RAN node acting as a first hop router for said UE.

In an embodiment, said method comprises:

- while operating in resilient mode, said RAN node detecting if connectivity
between said RAN node and CN is available again.

In an embodiment, said method comprises:

- in case connectivity between said RAN node and CN is available again,
said RAN node stopping broadcasting information indicating that said RAN node is
operating in resilient mode.

In an embodiment, said method comprises:

- upon learning that said RAN node is no longer operating in resilient mode,
an authorized UE under coverage of said RAN node reverting to normal mode of
operation.

In an embodiment, said method comprises:
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- upon learning that said RAN node is no longer operating in resilient mode,
an authorized UE under coverage of said RAN node reverting to normal mode of
operation, after a backoff timer elapses.

In an embodiment, said method comprises:

- upon learning that said RAN node is no longer operating in resilient mode,
an UE under coverage of said RAN attempting access to said mobile network using
normal mode of operation, after a backoff timer elapses.

In other aspects, there are provided entities configured for carrying out
such method, said entities including in particular (though not exclusively), User
Equipment UE, and RAN node or base station (such as eNodeB for E-UTRAN).

The detailed implementation of such entities does not raise any special
problem for a person skilled in the art, and therefore does not need to be more fully
disclosed than has been made above, for a person skilled in the art.

A person of skill in the art would readily recognize that steps of various
above-described methods can be performed by programmed computers. Herein,
some embodiments are also intended to cover program storage devices, e.g., digital
data storage media, which are machine or computer readable and encode machine-
executable or computer-executable programs of instructions, wherein said
instructions perform some or all of the steps of said above-described methods. The
program storage devices may be, e.g., digital memories, magnetic storage media
such as a magnetic disks and magnetic tapes, hard drives, or optically readable
digital data storage media. The embodiments are also intended to cover computers

programmed to perform said steps of the above-described methods.
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10

CLAIMS

1. A method for the support of packet data connectivity in a mobile network,
said mobile network comprising a Radio Access network RAN and a Core Network
CN, said method including, in case no connectivity is available between a RAN node
and the Core Network, support of said packet data connectivity in a mode referred to
as resilient mode wherein said packet data connectivity is provided locally by said
RAN node to at least one User Equipment UE in the coverage of said RAN node,
referred to as authorized UE, that is authorized to operate in said resilient mode.

2. A method according to claim 1, comprising:

- in case no connectivity is available between said RAN node and CN, said
RAN node broadcasting, in system information, information indicating that said RAN
node is operating in resilient mode.

3. A method according to claim 1 or 2, comprising:

- upon learning that said RAN node is operating in resilient mode, an UE
under coverage of said RAN node, that is not authorized to operate in said resilient
mode, reselecting another mobile network or refraining from attempting to contact
said RAN node.

4. A method according to any of claims 1 to 3, comprising:

- upon learning that said RAN node is operating in resilient mode, an
authorized UE under coverage of said RAN node starting to operate in said resilient
mode.

5. A method according to any of claims 1 to 4, including:
- a-Subsctiber Identification Module associated with an authorized UE
storing credentials related to said operation in resilient mode.

6. A method according to any of claims 1 to 5, comprising:

- said mobile network managing credentials related to said operation in
resilient mode, stored in a Subscriber Identification Module associated with an
authorized UE.
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7. A method according to any of claims 1 to 6, comprising:

- a CN node having control plane functions including, in signalling sent to
an authorized UE via said RAN node when connectivity is available between said
RAN node and CN, information for managing credentials related to said operation in
resilient mode stored in a Subscriber Identification Module associated with said
authorized UE.

8. A method according to any of claims 1 to 7, comprising:
- in said resilient mode, said RAN node authenticating an UE under its
coverage, using credentials related to said operation in resilient mode, locally.

9. A method according to any of claims 1 to 8, comprising:

- in said resilient mode, an authorized UE sending to said RAN node a
request for packet data connection establishment, said request including an UE
identity and a signature based on secret shared by said UE and said mobile network
for said operation in resilient mode.

10. A method according to any of claims 1 to 8, comprising:
- in said resilient mode, an authorized UE ciphering data transmitted to said

RAN node, using security material related to operation in said resilient mode.

11. A method according to any of claims 1 to 10, comprising:
- in said resilient mode, said RAN node ciphering data transmitted to an
authorized UE, using security material related to operation in said resilient mode.

12. A method according to any of claims 1 to 11, comprising:
- upon reception from an authorized UE of a request for packet data
connectivity in resilient mode, said RAN node allocating an IP address to said UE.

13. A method according to any of claims 1 to 12, comprising:
- upon reception from an authorized UE of a request for PDN connectivity in
resilient mode, said RAN node acting as a first hop router for said UE,
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14. A method according to any of claims 1 to 13, comprising:

- in case connectivity between said RAN node and CN is available again,
said RAN node stopping broadcasting information indicating that said RAN node is
operating in resilient mode.

15. A method according to any of claims 1 to 14, comprising:

- upon learning that said RAN node is no longer operating in resilient mode,
an authorized UE under coverage of said RAN node reverting to normal mode of
operation after a backoff timer elapses.

10

16. A method according to any of claims 1 to 15, comprising:

- upon learning that said RAN node is no longer operating in resilient mode,
an UE under coverage of said RAN attempting access to said mobile network using
normal mode of operation, after a backoff timer elapses.

15

17. An entity configured to carry out a method according to any of claims 1

to 18.
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