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machine service layer instances or between a rnachine-to-machine service layer instance and a rnachine-to-machine application.

o Mechanisms are also disclosed that illustrate machme-to-machine session establishment procedures for one M2M Session Manage -

W

ment Service supporting multiple resources.
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END-TO-END MIM SERVICE LAYER SESSIONS

CROSS-REFERENCE TO RELATED APPLICATIONS

{6001]  This application claims the benefit of LS, Provisional Patent Application No.
61/858,387, filed on July 25, 2813, entitled “E2E-M2M SERVICE LAYER SESSIONS,” and
{18, Provisional Patent Application No, 61/886,787, filed on Cotober 4, 2013, entitled
“ENHANCED METHODS AND PROCEDURES TO SUPPORT END-TG-END M2M
SERVICE LAYER SESSIONS™ the contents of which arg hereby incorporated by reference

herain,

BACKGROUND

{0882] A communication session may involve a persisient inferactive exchangs of
information between two or more communicating entities (e.g. devices, applications, eic.}. A
communication session s established at a centain point in time, and torn down at 3 later point in
thme based on various chreumstances (e.g. afler the session thmes out or when one of the entitles
decides to terminate the session). A communication session may involve the exchange of
multiple messages botween entities and may be statefil. Stateful may mean that at least one of
the communicating entities saves information about the session bistory in order to be able to
maintain the communication session {e.g., security context such as credentisls, identifiers, ete.).

(88831 A conventional application session is a communication session between two or
more applications that is established and managed by the applications themselves rather than by
an underlying communication protoco! or service laver. As a result, application sessions can add
exira overhead and complexity to applications,

{88641 A machine-to-machine (M2M) service laver Is an example of one type of
application service laver specifically targeted towards providing value-added services for M2M
type devices and applications, For example, an M2M service layer can support Application
Programming Interfacas {APIs} providing applications and devices access o a collection of
M2M centric capabilities supporied by the service layer. A few examples include security,
charging, data management, device management, discovery, provisioning, and connectivity
sanggement. These capabilitics are made available to applications vig APls which make use of
message formats, resource structures and resource representations defined by the M2M sarvice

faver.
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188065] A machine-to-machine {MIM) service layer session is a communication session
established between an M2M service laver instance and gither an M2M application or another
M2ZM service layer instance. An M2M service layer session can consist of M2M service laver
stale related to connectivity, security, scheduling, data, context, etc, This state can be maintained
by the M2M service layer, an M2M application, or both,

[B386] There are multiple machine-to-machine (M2ZM} architectures with servies
lavers, such as Europesan Telecommunications Standards Instinute (ETST) M2M service laver
discussed in draft ETSHTS 182 696 1.1.1 (281 1-18}, the Open Mobile Alllance (OMA)
Lightweight M2M service laver discussed in drafl version 1.0~ 14 Mar 2813, and the onaM2M
service layer discussed in oneM2M-TS-3001 oneMIM Functional Architecture-V-0.1.2. M2M
service layer architectures {e.g,, ETSE M2M, OMA LWMIM, and oneMIM). Another example
of an application servive layer is the IF Mulilmedia Subsystem {(IMS) service fayver TS 23,238,
3rd Generation Partnership Project that is specifically targeted to providing multimedia services
for mobile network devices. These architectures may lack suppont for end-to-end security
services {&.g., end-to-end encryption and authentication], end-to-end quality of service
functionality {e.g., end-to-end latency or bandwidth guarantess), and end-to-end negotiation of
settings or configuration {c.g., negotiating a type of compression used), as discussed horein,

[0867] Conventional methods of supporting snd-to-end {E2E} sessions rely on
applications andfor end users to establish and manage E2E sessions. This is an over-the-top
methodology that resubis in overhead and added complexity to applications and/or the need for
users to take part in session management. This over-the-top method also prevents network
services from providing value-added session functionality such as data aggregation and data
analytics, since data is encrvpted by the applications in an E2ZE fashion and hence is not able to
be processed secursly by services in the network. Many M2M use cases require E2E sessions.
For example, sse cases using snd-to-end security and privacy suchs as eHealth, banking, and
military, as well s use cases using end-to-end quality of service such as video surveillance,
patient monitoring, and smergency services, in addition, many M2M devices are unmanned,
which also presents challenges for managing end-to-end sessions. For example, unmanned
devices cannot rely on a user to generate, dynamically, 8 secure end-to-end session each time a

session needs to be established.

SUMMARY
{00881 Disclosed hereln are methods, devices, and systems to support E2E M2ZM

service layer sessions. Mechanisms are disclosed that support M2M service layer sessivns that

.
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may span multiple service laver hops. Session endpoint and session management functions
support methods for E2E encryption and compression of data flowing between E2E session
endpoints that allows trusted intermedinie session managers with the ability to encrypt/decrypt or
compress/decompress the dats snd provide value added data services such 8s data analytics, data
aggregation, daiz mash-ups, ec.

{0091 In an embodiment, a2 M2M device includes s processor and a memory., The
memory may be coupled with the processor and have stored thereon executable instructions thas
when executed by the processor cause the provessor to offectuate providing a request 1o estaiish
a E2E communication session, the request comprising session credentials and a targeted session
cnsdpoint; and roceiving a response o the request, wherein the response provides that the BE2E
communication session is established and the response comprises service layer session sfate of
the E2E communication session, The session credentials may allow a service layer instance o
provide g value-added service for the communication session,

{08181 This Summary is provided to introduce a selection of concepts in a simphified
form that are further described below in the Detalled Description. This Summary s not intended
to wlentify key features or essential features of the claimed subizct maiter, nor is i intended to be
used to limit the scope of the claimed subject matter, Furthermore, the claimed subject matter is
not constraingd to Himitations that solve any or all disadvantages noted in any part of this

disciosure.

BRIEF DESCRIPTION OF THE DRAWINGS

0811} A more detailed understanding may be had from the following description,
given by way of example In conjunction with the sccompanying drawings wherein:

[0612]  FIG. 1 illustrates E2E M2M service layer sessions embodiments;

{G0331  FIG. 2 illustrates gn BE2E M2M service lgyer session of FIG, 1 with additional
details;

[0014]  FIG. 3 illustrates EZE M2M service layer sessions of FIG. | with additional
details;

[0013]  FIG. 4 illustrates an exemplary method of session credential function
bootstrapping;

j6016]  FIG. 5 illustrates s functional architecture for an E2E MIM service layer session
ANAZET;

G037 FIG. 6 illustrates an exemplary EZE M2M service layer session establishment

call flow;

-3
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{0618]  FIG. 7 Hustrates an exemplary service layer session between two session
endpoints with mulliple routes;

{0181 FIG. B illustrates a functional architecture for a session endpoint;

[0028]  FIG. 9 illusirates a onsM2ZM embodiment of a session manager;

{0021 FIG. 10A ilustrates an BE2E M2M service layer session establishment procedure
for a oneM2M session management (SMG) service;

(80221 FIG. 108 tHustrate an EZE M2M service layer session ostablishment procedure
for 2 oneM2M session managemaent (SMG) service continued from FIG, 104;

(0823  FiG. 1A illustrates 2 session usage procedure for a oneMIM SMQG service;

j$824] FiG. TIE iHustrates a session usage procedure for a oneM2M SMG service
continued from FIG. T4,

HWI5]  FIG. 12 ilusirates an exemplary MEM session termination procedure fora
oneb2d SMG service;

[aa26]  FIG. 13 ilustrates a resource “sessions’;
FIG. 14 ilustrates sessions resource instantistion under C8SE Base URL

(8027}
[6828] FIG. 15 iustrates sossions resource instantation under an application resouroe;
{84291 FIG, 16 iHlustrates a resource <session™;

{

88307 FIG, 17 fllustraies 3 resource sessionBEndpoints;

8831} FIG, {8 illusirates a resource <sessionEndpoint>;

{88321 FIG. 19 illustrates a resource nextHops;

{88331 FIG. 20 illustrates a resource <nextHop>;

188341 FIG. 21 illustrates a resource sessionPolicies;

B835] FIG. 22 illustrates 8 resource <sessionPolicy™;

[6636]  FIG. 23 iHlustrates o resource sessionContext;

60371 FIG. 24 illustrates 3 resource <sessionContextinstance™;

0038 FIG. 25A is a system diagram of an example machine-to-machine (M2M) or

Internet of Things {(IoT) commuunication system in which one or mere disclosed embodiments
may be implemented;

[0039] FIG. 238 is a system diagram of an example architecture that may be used
within the M2M / [oT communications system iHustrated In FIG, 134;

60401 FIG. 250 is a system diagram of an example M2ZM / loT terminal or gateway
device that may be used within the communications system HHustrated in FIG. 254; and

(30841} FIG. 25D is a block dingram of an cxample computing system in which aspects

of the communication system of FIG. 254 may be embodied,
od o
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DETAILED DESCRIPTHON OF ILLUSTRATIVE EMBODIMENTS

{00421  Conventional methods of supporting end-to-snd (E2E} sessions rely on
applications and/or end users to establish and manage B2E sessions, This over-the-top method
may result in overhead and added complexity to applications or the need for users to take part in
session management. With regard to machine-fo-machine (M2M) implementations, added
pverhead and complexity may be of particular concern because many end devices may be
resource-consirained devices, such as a thermosiat or a weighing scale. When conventional
methods are used M2M application data flowing through the M2IM service layer is typically
encrypied or compressed using M2M application layer security credentials or algorithms that the
MM service layer is not privy to. Because, In this scenario, the M2M service layer is not a
trusted entity that is able to deerypt or decompress the data, the MZM service layer cannot
provide value-added session functionslity, such as data sggregation and data analytics.

[8043] Conventions! M2M service layvers may call for the creation of an M2M session
betwesn two M2M service layer instances or betwesn an M2M service layer instance and an
M2 application within a single service layer bop of one another, where the service layer hop
may be defined as 3 direct service layer communication link. Because of the conventional M2ZM
setup, endpoint M2M applications may communicate over the top of the service layer (o setup
and manage end-to-end sessions. For example, for the ETS! MIM service layer, MIM
applications establish end-to-end sessions by exchanging messages with one another through
ETS1 M2M container resources. These messages flow through the ETSI M2M service layer in an
opague manner and are not parseable or visible to the service layer. Hence, the service layer may
be unable to provide vahwe-added end-to-end session management services o the applications.

[#44] Disclosed hersin are mechanisms to support EIE MIM service layer sessions
{service layer sessions} with the M2M service layer that may span multiple M2ZM service layer
hops, where an M2M service layer hop is a direct M2ZM servics layer communication session
bepwesn two M2M service laver instances o between an M2M service layer instance and an
M2 application. Session endpoint and session management functions support methods for E2E
encryption and compression of dats flowing between E2E session endpoints that allows trusted
intermediate session managers with the ability to encrypt/decrypt or compress/decompress the
data and provide value added data services such as end-to-end security services, end-to-end
guality of service functionality, end-to-end negotiation, data analytics, data aggregation, data
mash-ups, ete. The methods and functional architectures a5 discussed throughout {e.g., FiG. 4,
FIG. 5, and throughout) may be implemented by a combination of software and hardware. The

functional srchitectures may be implemented on g single device or distributed among multiple
N
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devices. The devices maybe one or more of the devices as described below with regard 1o FIG.
25A through FIG. 25D,

[88458] For additional perspective, FIG. | Hustrates exemplary EZE M2M service layer
sessions that span multiple hops, As illustrated is FIG. 1, an MZM device 110 may include an
M2h application 111, M2M application 111 may be involved i an EZE M2M service layer
session with M2M network application 115 (an endpoint M2M gpplication that may beon a
device such as a tablet, server, personal computer, of smariphone}. The M2M servics layer
session of M2M application 111 includes multiple hops (hop 130 and hop 131} and is faciiitated
by M2M service laver instance 123 located on M2M server 118,

{#048]  FIG. 1 also shows an example of a service laver session facilitated by tweo M2M
service layer instances; one hosted on an M2M server and another on an M2ZM gateway. As
shown in FIG. 1, M2M application 113 of M3IM device 12 may be fnvolved in an E2E MIM
service Ipyer session with M2M network application 115, The M2ZM service layer session of
MM application 113 includes multiple hops thop 132, 133, and hop 134} and is facilitated by
multiple M2M service laver instances (M2M service laver instance 121 of MIM gateway 114
and M2M service layer instance 123 of MM server 118), MIM service layer instance 121 and
M2ZM service layver instance 123 may communicate with onpg another (0 manage the E2E M2M
serviee layer session {e.g., establish the session or tear-down the session).

{B047]  FIG. 1 slso shows a service Iayer session that is involved in a session batween
two M2M pateways. As shown in FIG, |, M2M service layer instance 125 of M2M gateway 116
is in an M2M service laver session with M2M service laver instance 121 of M2ZM gatewsy {14,
The M2M service laver session of M2M service laver instance 125 includes multiple hops thop
136 and hop 135} and is facilitated by M2ZM service layer instance 123 of M2M server 118,
Additional examples {not shown} are possible for E2E M2M service laver sessions, For
example, an E2E M2M service layer session may be between two M2M servers that are multiple
service layer hops away from one another. Another example may involve g direct E2E session
between two endpoint applications, which does not flow through the M2M service laver but is
facilitsted by the M2M service layer, In other words, the service laver may provide application
discovery and E2E session credential establishment services that applications may use to
discover each other and dynamically provision credentials.

18048]  As described in more detall below, to support service layer sessions, one of
more of the following M2M service laver architectural clements may exist an E2E M2M service
layer session manager function {session manager function), E2E M2M service layer session

endpoint function {session endpoint function), E2E M2M service layer session credential
.
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bootsirapping function {session credential function), M2M Service layer session state (session
stafe), and EZE M2M service layer session inforfaces (session interface). FIG, 2 is an illustration
of an M2M session in FIG. 1, which includes the aforementioned M2M service layer
architectural elements. M2M sesslon endpolnt functions, such as session endpoint function 144,
session endpoint function 149, and session endpoint function 148, may respectively reside with
M2M device 110, M2M server 118, and M2M notwork application 140, As discussed in more
detal] herein, a session endpoint Rinction enables an M2M application or M23M service layer
instance to participate in a service layer session. The session endpoint function interacls with a
session manager.

[0849]  With continued reference to FIG, 2, an E2E M2M service layer session manager
{#.p., session manager 145) may reside with an M2M server {e.g., M2M server I8} or an M2M
pateway. As discussed in more detaill below, z session manager supports establishment, tear-
down, and management of servics layer sessions. The session manager may psriorm translations
of session addresses or identifier address (e.g., translating between a public session identifier and
private session identificr). In addition, the session manager supports the capability to route
service laver messages o other session managers such that these messages may be delivered to
session endpoints not directly connested to i,

{8088 With further reference to FIG. 2, M2M service layer sessions may involve a
session oredential fonction, such as session credential function 147, Session credential function
147 may support provisioning or bootstrapping of service layer session related credentials and
configuration information. Session managers or session endpoints may use these session
credentials, The session credential function may reside on an AAA server and have a lredemint
interface {e.2., Icedmun 137) that uses the Diameter protocel. in addition, service layer sessions
may inchade a session state, which any of the M2M devices may have, such as M2M device 118,
M2 server 118, and M2M network 115, Session state is Information that may be maintained by
session managers or session endpoints and may be used for session management purposes.

[0851]  FIG. 3 iHustrates multiple examples of service layer sessions of FIG. | that
inciude the aforementioned M2M service laver architectural elemenis, As shown in FiA, 3, there
may be an IvanegerMansger iNterface between sesslon managers (2.8, haneger-Mimager 134} and an
EendpaintManager iterface between a session endpoint and session manager (6.8, Iendpoincinager 133,
Fendpoint-Monsger |33, Ipndpoine-stansger 1563, As shown in FIG. 3, session manager 145 manages

multiple M2M service layer sessions between multiple nodes.
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[8832]  Below are more detall methods and sysiem deseriptions with regard to some of
the functions of FIG. 3, such as a session credential function, a session manager, and session
state information, among other things.

[B053] A session credential function supports bootstrapping of session security
credentials (Usecurity credentials” or “session credentials™} to the individual session endpoints, as
well as the session managers making up the service laver session that spans multiple service
layer hops, where the service layer hop may be defined 25 a direct service layer communication
link between two or more of the following: a service layer Instance or application. As discussed
herein, session credentials and security credentials for securing the session are used
synonymously, A method {not shown} of provisioning the session credentials may be 5 pre-
provisioning step that Is performed by the manager or owner of the session credential function,
For example, per cach service layer instance, a pool of session credentials may be pre-
provisioned intoe the ssssion credential function. Thersafter the session manager may make
requests to the session credential function 1o allocate session credentials whes required.

1B054]  FIG. 4 tHustrates an exemplary method of session oredential function
hootstrapping, which configures the sessinn credentials botween different session participants,
which may reside on an M2M device, M2M server, M2M gateway, or the like. It may be
assumed for FIG. 4 that session endpoint 140 is part of the initiating application, while session
endpoint 148 is part of the targeted application.

[8088] At step 201, step 202, and step 203, a secure single-hop session may be
established. At step 281, the scoure single-hop sesslon is between session manager 143 and
session credential function 147, At step 202, the secure single-hop session is bebween session
manager 145 and session endpoint 140, At step 203, the secure single-hop session is between
session manager 143 and session endpoint 148, The sscure single-hop sessions of step 201, step
202, and step 203 may be established by conventional service layer bootstrap and registration
procedures supported in architectures such as ETSE M2M and OMA LWM2M,

I00SE] Al step 204, session endpolnt 140 may query session manager 145 {e.g., provide
a session credential hootstrap request) to discover other session endpoints that are available and
their corresponding atiributes or request 8 particular session endpoint. An alfernative to explicitly
discovering other session endpoinis Is for session endpoint 140 to provide information within the
bootstrap request of step 204, such as the type of session endpoints it wishes to establish a
session with and let the session manager decide the best session endpoint. & session credential
bootstrap request may be initiated by o session endpoint that is associated with an application,

gateway, server, of the like, that wants to establish a service layer session. The session credential
B
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bootstrap request may conisin information, such as one or more targeted session endpoints that
the initiating session endpoint is looking to establish a service layer session with, In addition, the
session credential bootstrap request may contain information with regard o a desired type of
session endpoint, which 2 session manager may use 1o select one or more targeied session
endpoints to distribule service laver session cradentials. The session credential booistrap request
may also include information such as the required Qob of the seasion, location of a targsied
session endpoint, and amount that the indtiating application is willing to pay, among other things,

{0087} Atstep 208, session manager 145 parses the session credential bootstrap request
of step 204 1o determine the targeted session sndpolnts It is permitied to distribute a session
credential o, or alternatively, which session endpoints it may ask 1o booistrap with session
credential function 147, In addition, session manager 143 determines any intormediate service
faver instances {e.g., M2IM gateways or M2ZM servers with service fayer instances) that may be
involved in the service layer session. The deiermination of the targeied session endpoints and
intermediate service layer instances may be performed in different ways, For example, session
manager 145 may wse information included with the session cradential bootstrap request af siep
204, such as a list of targeted session endpoints. Allernatively, history or context information
maintained as session state by the requesting session endpoint (.., session endpoint 140} or
session policies may also be used. Using the session siate, session manager 143 may further
gualify which targeted session endpoints it selects to distribute session credentials .

[0858]  With continued reference to FIG. 4, at siep 208, session manager 145 may send
an E2E M2M session credential request to session credential function 147, The credential request
of step 206 may include a request to allocate a set of session credentials for the determined
targeied session endpoints and the determined serviee laver instances of step 205, At step 207,
session credential function 147 creates 2 set of session credentials for session manager 143,
session endpoint 148, and session endpoint 148, Additionally at step 207, credential function 147
maintains a state of the session credentials. The credential state may be sent to any application,
instance, or the like that may desire session credentials of an slready created service layer
session. At step 208, session credential function 147 sends 1o session manager 143 an E2E M2M
session credential response. The session credential response may include a session credential
that may be allocated to any number of applications or service layer instances. Alternatively, the
credential response may include a set of session credentials, cach session credential in the setof
session credentisls may be particularly assigned o service layer instance or application that is

involved the service laver session that is desired 1o be oreated.

.5
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{0839 At step 209, upon recelving the session credentials of step 208, session manager
145 may store the session credentials locally such that session manager 145 may also use the
session credentials. For example, session manager 143 may encrypt or decrypt application data
flowing through the service layer instance {e.g., service layver instance 123} and provide valus-
add data services. At step 210, session manager 145 sends to session endpoint 148 an E2E
session credentials configuration request, which may include the session credentials of step 208.
The E2E session eredentials configuration request may alse include o request for the ability of
session endpoint 148 to participate in service layer session with session endpoint 140, For
example, the session endpoint 148 may have policies in place that may not allow for service
laver session at that Ume. At step 211, session endpoint 14% maintains session credential state
for the proposed session, At step 212, session endpoint 148 sends to session manager 145 an
E2E session credentials configuration response, which may include confirmation of receiving
and implementing the sent session credentials.

[0060]  With further reference to FIG. 4, at step 213, session manager 143 may send to
session endpoint 140 an E2E security credential bootstrap response. E2E security credential
bootstrap response of step 213 may uliimately be in response © he request of step 204 and may
include the session crodentials, as well as a Hst of targeted session endpoints with the session
gredentials for a service laver session. At step 214, upon recoiving the session credentials,
session endpoint 140 may maintain the state information of the received credentisis,

[B861] With continued reference to FIG. 4, the session endpoints {2.8., session end
point 140 and session endpoint 148) may need to repeat the bootstrapping operation periodically
in order to refresh the session credentials. This periodic refresh may be based on a lifetime
associated with the session credential, Securely bootstrapping with the common session
credentials may establish a secure chain of trust betwesn the initialing session endpoint 146,
local session manager 145 (directly registered session manager for session endpoint 140}, any
intermediate service layer session managers {not shewn here, but at times may be spphicable},
and one or more targeied E28 MIM service layer session endpoints {e.g., session end point 148),
This secure E2E chain of trost may be layered upon the secured underlying conventional single-
hop M2ZM service layer sessions as well as the secured undertying transport layer and acoess
network connections that may exist. Allernatively, the aforementioned secure B2E chain of trust
may be established by having each session endpoint and session manager authenticate with the
session credential function rather than with one another in a hop-by-hop fashion,

10062]  H is undersiood that the entities performing the steps tlustrated in FIG. 4 are

logical entities that may be implemented in the form of software {i.e., computer-executable
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instructions) stored in a memory of, and executing on a processor of, g device, server, or
computer sysiem such as those illostrated in FIG. 23C or FIG, 250 That is, the method(s}
ilustrated in F1G, 4 may be implemented in the form of software (Lo, computer-executable
instructions stored in a memory of a computing device, such as the device or computer system
Hlustrated in FIG. 23C or FIG. 25D, which computer executable instructions, when executed by
a processor of the computing device, performs the steps Hhestrated in FIG. 4,

{#063] Session credentials may be bootstrapped (o the initiating M2M application, as
well as to the M2M service layer instance it is registered o, as well as one or more targeted
M2M applications. The credentials may also be bootsirapped o other M2M service layer
instances, based on service layer routing policies, context information, or history information
{e.g. if other M2M service layer instances exist in a multi-hop path between the Initiating M2M
spplication and the targsted M2M application).

[8864] FIG. 5 iHustrates 3 functional architecture for an E2E M2M service layer
session manager {e.g., session manager 143}, As shown in FIG. 5, session manager 145 may
include a session credential function 147, an B2E M2M session context and history function 161
{session context function), an E2E M2M session routing function 162 {session routing function},
an E2E M2M session establishment and teardown function 163 {session sstablishment function),
an E2E M3M session policy function 164 {session policy function), an E2E M2ZM session
counfiguration and discovery function 163 {session configuration function), an E2E M2M session
data management function 166 (session data management function), and a session state 131 In
an embodiment, session manager 145 may be supported as a capability of an M2M service layer
instance {e.g., service layer instance 123} In another smbodiment, session manager 145 may be
supported as 2 separate service{e.g., a standalone Web service}, which an M2M service layer
instance may interface with, Discussed in more detail herein are descriptions of each of the
functions of the session manager.

{B068]  EIE M2M session establishment and teardown function 163 {session
ssiablishment function) procgsses requests for establishing or tearing down service layer
sesaions. & session endpoint may send requests 10 session establishment function to establish a
service layer session with one or more targeted session sndpoints, I credentials have been
sucressiully bootstrapped or provistoned or if security Is not reguived then session sstablishment
function may procesd with establishing or iearing down a service laver session when requested.
An BE2E M2M service laver session can be established by lavering a service laver session over
top of existing single-hop M2M service layer sessions or transport laver sessions. This can be

achieved by maintaining and/or distributing session state for cach session endpoint as well as for
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each intermediate session manager along the service layer session path. This session state may
include information such as the session security credentials, session routing information, session
context, and session policies. Configuration of sessinn stale on each session endpoint amd
session manager may be managed by a designaied session manager {8.g., the session manager
closest 1o the session endpoint that inftiates a service layer session establishment request).

{80661 FIG. 6 illustrates an example E2E M2M service layer session establishinent call
flow. In this example, session sndpoint 140 initintes o service layer session with session
endpoint 148 that is three service layer hops away {i.g., separated by two M2M service laver
instances) At siep 220, session endpoint 140, session endpoint 14&, and the session managers
{e.g., sesaion manager 141 and session manager 143) have been bootstrapped or provisioned with
EXE M3M service layer session credentials, as described herein {see example regarding FIG, 4),
At step 221, session endpoint 140 sends to session manager 141 a request (o authenticate and
estabiish a service laver session. The request of step 221 may include session credentials
received at step 230, In an embodiment (not shown) session endpoint 148 may send multipls
requests 1o one oF more session manasgers 1o establish an E2E M2M service layer session with
multiple targeted sessioa endpoints {e.g., a group session).

08671 Atstep 222, session manager 141 authenticates session endpoint 140 based on
the session credentials of session endpoint 140, In addition, at step 232, session manager 141
determines the next hop 1o forward the request to authenticate and establish the service layer
session, Session manager 141 determines the next hop based on information contained in the
request, locally stored context and polices, and by collaborating with other session managersina
network, In this example, the next hop is another session manager {8.2., session manager 145},
As shown in FIG. 6, at step 223, session manager 141 semds (o session manager 145 a request to
suthenticate and establish the service layer session. The request of step 323 may include session
credentials received at step 228, At step 224, session manager 145 authenticates session
manager 141 based on the session credentinls of session manager 141 and determines the next
hop to forward the request 1o suthenticate and sstablish the service layer session. At step 225,
session manager 145 sends to session endpoint 148 g reguest 1o suthenticate and establish the
service layer session, as similarly done at step 221, At step 226, session endpoing 148
authenticates session manager 145 based on the session credentials, determines that session
endpoint 140 desires to communicate with &, and authenticates the session endpoint 140 based
on the session credentials. Also at step 226, session endpoint 148 may store session state

information, which is deseribed in more detail below.
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[BOER] At step 227, session endpoint 148 sends lo session manager 145 an E2E session
response. The E2E session response of step 227 may Include a response confirming the
sstablishment of a service laver session with session endpoint 140, as well as other service layer
session state information. The E2E session response of step 237 is continually forwarded o
session endpoint 140 at step 229 and step 231, As the response of step 225 is forwarded back for
each hop, service laver session state information is stored by cach session manager af step 228
and step 230, as well as the inltiating session endpoint (session endpoint 140) at step 232, This
service layer session siate information Is used to maintaln the service layer session such that the
service Iayer session may be used o exchange messages E2E between the session endpaints via
the session managers,

j88681  With continued reference to FIG, 6, o session manager {e.g., session manager
141 or session manager 145} may dynamically change the routing path of service layer session
messages. For example, it the single-hop session between session manager 141 and session
manager 145 breaks down, then the upsiream session manager, which is session manager 141 in
this case, may recover by gstablishing a new single-hop service layer session with another
neighboring session manager {if available} that happens (o have an sstablished single-hop session
with the targeted session endpoint {e.g. session endpoint 148}, See below for further details on
E2E M2M service layer session routing. In addition, although not shown In FIG, 6{see FIG. 33,
an alternative to session endpoints and session managers authenticating with one another is for
them to authenticate directly with 3 session cradential function in the network instead. A trusted
session credential function could be a central node In the network in which session endpoinis and
session managers can authenticate with, By doing this they can be authenticated by this function
rather than by each other.

{B078]  Tear-down of 3 service layer session may work in a similar fashios by removing
service faver session state information on the session endpoints and session managers, During a
tear down of the service layer session, service layer session state information may be deleted
starting at the targel session endpoint towards the initiating session endpoint, which also removes
service layer session siate information on each session manager. 1t is understood that the entities
performing the steps Hlustrated in FIG. 6 are logical entities that may be implemented in the
form of software {Le., computer-sxecutable instructions) stored in a memory of, and executing
on & processor of, a device, server, or computer system such as those {llustrated in FIG. 28C or
FIG. 255, That is, the method(s) illustrated in FIG. 6 may be implemented in the form of
software {i.e., computer-executable instructions) stored in a memory of a computing device, such

as the device or compuier system iHhastrated in FIG 25C or FIG. 230, which computer
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executable instructions, when executed by a processor of the computing deviee, perfomm the
steps ilfusirated in FIG. 6.

f871]  DMscussed here are more details with regard to BE2E M2M service layer session
routing {session routing), as also shown in the functional architeciure of FIG. 5. FiG. 7 iHustrates
an exemplary single service layer session between two session endpoints that has multiple
service layer session routes between the service layer session endpoints.

0721 Each E3E M2M service layer session route may consist of g different serigs of
single-hop MIM service laver sessions, which foterconnect the M2M session endpoims and
M2M session managers with one another, FIG, 7 illustrates one service layer session that may
take multiple routes, such as route 287 {ie,, solid line} or route 259 (e, dotted lines). Multiple
service layer session routes between session endpoint 250 and session endpoint 252 may provide
redundancy, fault protection, and even different levels of guality of service. Session manager
251, session manager 253, and session manager 255 may support an E2E M2M service layer
session routing function {ssssion routing function} (0 route messages associaled with the
designated service layer session to one of multiple supported session routes, The session routing
function may support context awareness as well as policy based routing. For example, the
seasion routing function of session manager 233 may load balance a designated service layer
session across different session paths by keeplag a history of past messages and the routes
chosen for thess messages. The session routing function of session manager 253 may sdapt
service laver routes based on loading conditions or faults, which may provide better resiliency
and QoS. The session routing function may support interfacing with underlying access networks
to share information, such that the information may be taken into account for servies layer
routing decisions as well as underlying access network routing decisions.

[0873]  Another form of session routing that may be supported is routing between
muftiple underiving transport sessions or sccess nebwork connections that may be associated with
g service layer session. To support this, service layer session manager 255 may have an interface
1o underlving transportfaccess network routing functions. For example, an M2M device or MIM
gateway may support multiple radio access technologies {e.g. | Wi-Fi, Cellular, efe.). An E2E
service laver session may be layered over top of multiple single hop M2M service layer sessions,
Each single hop service layer session may have multiple underlying transport or access network
connections associated with it. Service layer session manager 2533 may collaborate with
underlying transport or access network routing functions to manage the routing and selection of

the underlying transport or access network connection to use on & single-hop by single-hop basis,
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B674]  With continued reference to FIG, 7, altemnatively, a service layver may
collaborate with underlving network routing functions to manage the routing and selection of
which underiying transport or access network connection to use on an E2E basis. s doing so,
security and QoS may be managed in an E2E fashion rather than just on a hop-by-hop basis. For
example, this E2E management may be performed by distributing routing policies from the
session manager {8.8., session manager 235} responsible for establishing the service layer session
i the rest of the session managers (8.2, session manager 251 and session manager 253)
associated with the designated service layer session. E2E management enables routing
optimizations that may be challenging to support with single-hop routing. For example, if the
device hosting the session endpoint 250 comes into close proximity to the device hosting the
session endpoint 252, then E2E rowting optimizations may be dynamically performed. In
another example, instead of routing service [ayer session messages from one application to
another application through both an M2M server and M2ZM gateway, EZE routing optimization
may be performed to optimize an E3E route by rouwting the service layer session messages
through a shared M2M gateway in close proximity to bath apphications or even establish a direct
peer-to-peer route batween the applications.

[B078]  Below are further detalls with regard to the functional architecture as shown in
FIG. 5. The functional architecture may be implemented on a single devics or distributed across
multiple devices. E2E M2M service layer session context and history function {session context
function} 161, shown in FIG. 3, may collect, interpret, share, and process BE2E M2M service
laver session context and history information. Session managers and session endpoinis may
leverage session context information to make context sware decisions with regards 1o the use and
management of service layer sessions. In addition, session context information may be
leveraged for purposes such gs billing and charging, as well as history and tracking. The session
context function 161 also supporis sharing of session context information between sessions
managers andfor endpoints,

{0076 Some forms of E2E M2M service layer session context information may include
one or more of the following: 1) past service layer session routing decisions; 2) dynamically
changing cost or pricing information related to service layer sessions and the underlying
transpont and access network connestions that are leveraged; 3} location of M2M devices and
sateways associated with service layer sessions; 4) acoess network congestion information and
gvatiable bandwidih for access network connections asseciated with service layer sessions; and
5) availability of M2M devices and gateways associated with a designated service layer session

{e.g., whether or not an MIM device or gateway is sleeping or not}
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077]  Some context swarg service layer session related decisions may inchude one or
more of the following: 1) context aware session routing; 2} context aware service layer session
foad balancing; 3} context aware service layer session stove and forwarding of messages {e.g.,
while scssion endpoints are unavailable) and 43 context aware service layer session proaciive
pre-feiching and caching of data from session endpoints and caching it within the service layer
for more efficient access,

{80781 FIG. 5 also shows an E2E M2M service layer session policy function {session
policy function) 164, Session policy function 164 supports session policy configuration,
management, and sharing, With the use of service layver session policics, session managers may
more intelligently manage service laver session communication between session endpoints. In
addition, session policy function 164 supporis sharing of servies layer session policies between
session managers or session endpoints, Some service layer session policies may include, one or
more of the following: 1} session routing policies; 23 E2E M2M service laver session store-and-
forward policies; 3) service layer session pre-feich policies; 4) servics layer session
sstablishment policies; 533 service layer session tear-down pollcies; 8} session context policies
that determine the context to collect, how to inlerpret context, how to factor context into decision
making, eic.; and 7) service layer session security policies that may control authorization and
aocess controls o information associated with session.

{B8479]  FIG. § slso shows an E2E M2M servics layer session configuration and
discovery function 163 {session configuration) supports configuration and discovery capabilities
for BE2E M2ZM service layer session atiribules and parameters, Configuration of service laver
seasion attribuies and parameters may be used to control and customize a service layer session
during establishment as well as during normal service layer session operation, Discovery of
service layer session state information may be used to find available service layer sessions based
on g desired set of orlieria. This may help M2M applications and M2M service layer instances
find existing service layer sessions already in progress or candidates that suppornt service layer
seesions along with corresponding session criteria or atiributes. Some types of E2E MIM service
layer session configuration and discovery may include one or more of the following: 1}
configuration of service laver ssssion state hosted on a session endpoint by a session manager
and vice versa; 2} configuration of service layer session state hosted on « session manager by
another session manager; 3) discovery of service layer session state hosted on 3 session manager
by 8 session endpoint and vice versa; and 4) discovery of service layer session state hosted on

session manager by another session manager.
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[BO8B]  FIG. 5 also shows an E2E M2ZM session data management function 166 (3ession
dats management function} that may support management of data contained within service layer
session messages that are processed by a service laver instance, Leveraging session credentials
that have been booistrapped into the service laver instance, this function supports decryption of
datg contained within received service laver session messages and encryption of service laver
session data that is contained within service laver session messages forwarded (o service layer
instances and applications, Onee the data is decrypted, this function supports interfacing and
passing this data to other funciions in the service layer insiance such as data analvtics function,
data aggregation function, or data mash-ups, among other things. Supporling these types of
functions on infermediate M2M service layer instances enables these service layer instances {o
support value-add data services on messages flowing through the network, which may make the
network more efficient and help reduee the complexity of session endpoint applications as well,

{88811 FIG. 5 also shows an E2E M2M session state 151 (session state)} which may
inciude one or more of the following: E2E MIM service layer session identifier {session
identifier), E2E M2M service laver session security credentials (session seourity eredentials),
EZE M2ZM service layer session descriptor {session descriptory, B2E M2M service layer session
routing information (session routing information}, E2E M2M service layer session context or
history {session context), and E2E M2M service layer session policiss (session policies). &
session identifier may be used by a session manager and session clients {g.g., session
applications or service layer instances) (o ientify 8 service layer session. The session identifier
may be an arbitrary and unique alpha-numeric string that can optionally be hashed using session
credentials such that it can only be encrypled/de-encrypted by its comresponding session
managers, session endpoints, and session credential function,

[P082] A session identifier may also be a descriptive alpha-numeric string that is
indicative of the corresponding session type and/or the functionality associated with the session.
This descriptive session identifier may be used for session discovery purposes and factlitate
sharing of session info (for example, seasori23-Measurements, Lighting ABC-Contred, ete.).
The descriptive session identifier may help support dynamic formation of group sessions, as
well, The descriptive session identifier may be optionally hashed using session credentials such
that descriptive session identifier can oaly be encrypted/decrypted by #ts comresponding session
managers, session endpoints, and session credential function.

{B083] A session identifier may recycle portions of other identifiers. Session endpoinis
typically support 2 unique identifier that is assigned to them, For example, an M2M application

is allocated a unigue application identifier when registering to an M2IM service layer instance.
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Similarly an M2M service layer Instance is sither provisioned with 3 unique identifier or
dynamically configured with one during 8 bootstrapping procedure. These unique identifiers
may be used to create E2E M2M service laver session identifiers, Session endpoinis may
exchange unigue identifiers with one another during session establishment and these unigue
tdentifiers may be concatenated to form a unigue session identifier between the two session
endpoinis.

{1084] Session state may include security credentials associated with service layer
sessions {for example, E2E security certificates, public keys, eic.) A service layer session may
support an independent set of credentials {o.g., sstablished and distributed by E2E MIM service
laver session credential function) or it may optionally leverage security credentials Gom
underlying sessions or connections. For example, security credentials from underlying single-
hop M2M service loyer sessions, transport layer sessions, and/or aceess network connections
may be leveraged.

[0885] Session state may include session descriptor, which is information describing
the session thet may be used by existing session participants {e.g., session endpoinds, session
managers, or session credential funciion) or by prospective session participants to discover an
existing service layer session. A sgssion descriptor may be a description for each session
participant {&.g. device identifiers, type of participant, services that participant supports, interface
requirements of participant, type of compression used, etc.}. A session descriptor may be
deseription of each underlying single-hop session that is used to construct the servics layer
session {e.g., information regarding the individual single-hop M2M service layer sessions
making up the muiti-hop E2E M2MM service layer session, information regarding underlying
transport of access nefwork connections, et}

16686]  Session state may include routing information. The session routing information
may describe the next hop EZE M2M service layer session endpoint or session manager 1o route
incoming session messages to. The following are forms of routing information that may be
stoved as a session state; & session identifier of an M2M application or M2M serviee layer
instance; a single-hop M2M service layer session identifier; an application protocol identifler
{e.g. & Uniform Resource ldentifier (URT), Uniform Resource Locator (URL), Uniform Resource
Mame (URN), ete.); a iransport layer session identifier (TLS session identifier); a network layer
address {e.g. 1P address); an scoess network identifier {e.g. International Mobile Subscriber
Identity (IMS1), Mobile Subscriber Integrated Services Digital Network-Number (MSISDN},
media access control {MAC) Address, ete.); or g list of available underlying network interfaces,

acoess petwork connections/bearers, ransport layer connections, efg..
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106871  Session state may include E2E M2M Service Layer Session Context/History,
which may be context information related to and/or history of past service layer transactions
performed using a service layver session. Examples include keeping track of the type, number,
rate, size, gic. of resources targeled by the session endpoints or keeping track of the different
service layer sessions that an application establishes {e.g. rate, type, ete. )

{BO8B]  Secssion state may also include session policies that define rules for how an E2E
M2ZM service laver session mangger or endpoint generates or processes EZE M2M service layer
session messages. For example, policies may include service layer Qof policies routing policies,
service laver store-and-forward policies, service layer access control policies, ete. Policies may
also be used 1o define how a session manager processes the dats associated with a message {e.g.,
if the data is read-only or if the data can be apgregated with other data, etc.). Policies may also
be used to define service layer routing rules for a session manager {e.g., some session must be
routed through a specified session manager 50 that session manager can perform such functions
gs charging, security, tracking/inspection, gic.).

[G88%]  One or more of the following can maintain the disclosed session siate: a session
manager, 2 session endpoint, or a session credential function. The session state may be used for
the setup, management, and tear down of service layer sessions. Session state may be
dynamically created. For example, session identifiers may be included in each messags to
correfate the message with a particular service layer session. Session endpoinis or session
managers may create and store session state based on message they send or receive and index
this state based on the session identifier. A service layer session manager, for example, may
store this state and factor B into future prosctive or auionomous service layer decisions that it
makes such as session routing decisions, session store-and-foreard decisions, or autonamons
service laver actions such as pre-fetching of data based on prior history, patterns, or trends,

[G090] A session endpoint may store session state in order to maintain a service layer
session with a session manager. Session state may also be shaved betwesn session managers
and/or endpoings, This session state may be maintained by the session endpaoint itselt or
maintained by the session manager in a manner similar to Web Cookies. For example, session
state may be updated/maintained on a session endpoint by a session manager while the endpoint
is using the service layer session, In doing so, the session manager may store session slate onlo
the session endpoint as an M2M session cookie. When the session cadpoint uses the session in
the future, this stored M2M session cookie can be sent to the session manager or refrieved by i
and used by the session manager for awareness of the endpoint’s prior activity. An MIM sassion

cockie can include session state such as which specific resources an endpoint targeted in the past,
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the rate at which the resources were targeted, etc. Using this M2M session cookie, the session
manager can move efficiently and prosctively manags the current session transactions based on
priar session activity of the endpoint. For example, the session manager can proactively trigger
devices in advance to ensure they are awake, prosctively reserve access network resources in
advance, perform prefetching of targeted resources in advance such that they are cached/buffored
in the servies layer in sdvance, sie. Note the disclosed M2M session coolde concept may also be
spplicable to single-hop M2M service layer sessions, as well as E2E M2M service layer sessions.

{6091 FIG. 8§ illustrates a functional architecture for 8 session endpoint 260. As shown
in FIG. 8, session endpoint 260 may include one or more of the following: an E2E M2M session
credential bootstrapping function 261, an E2E M2M session context and history function 262, an
E2E MIM session establishment and teardown function 264, an E2E M2M session policy
function 265, ar E2E M2M ssssion configuration and discovery function 266, an E2E M2ZM
session data management function 263, and an E2E M2M session state 267, Session endpoint
260 may be considered a logical entity that can be the source or sink of E2E M2M service laver
session communication {service layer session communication}. In general, session endpoint 260
has many of the same functions of the service layer session manager shown in FIG. 8, However
iy the case of the session endpoint 260 of FIG. 8, these functions may be streamiined and support
a more mited st of functionality, particularly for session endpoints that reside on o resource
consirained device, such as g thermostat.

[8092]  With continued reference to FIG, §, E2E M2M service layer session endpoing
credential bootsirapping function 261 {session endpoint credential bootstrapping function)
supports initiating E2E M2M service layer session bootstrap requests {0 g session manager and
recelving corvesponding responses containing session credentials. This functionality s used by
service layer session endpoints that are locking to establish a service Inyer session with one or
more target session endpoints. This disclosed function also supports receiving 3 bootstrap
configuration request containing session credentials from a session manager when session
endpoint 260 is 3 target of a session being initiated by another endpoint,

[6093]  E2E M2ZM service layer session endpoint establishment and {ear-down function
264 {session endpoint establishment function) supporis initiating session endpoint establishment
requests to a session manager. This function also suppons recelving session establishment
requests from g session manager when session endpeint 260 is a target of the session
establishment or tear-dowa,

[8894] E2E MM service layer session endpoint context and history function 262

{session endpoint context function) supports collecting, interpreting, and processing of EIE
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MZM service layer session context and history information v a similar manner as the
corresponding function supported by a session manager as described above. Here, session
endpoint 260 may not support coniext pertaining (o routing and access notwork connectivity.
These types of context may be better suited for session managers.

10095]  E2E M2M service laver session endpoint policy function 265 (session endpoint
policy function} of FIG. §, supports collecting, interpreting, and processing of E2E M2M service
layer session policies in a sinvilar manner as the corresponding function supported by a session
manager as described with regard © the session managers hereln. Here, session endpoint 360
may not support policies pertaining 1o routing, store-and-forwarding, pre-fetching, and acoess
aetwork connsctivity. These types of context may be better suited for session managers, E2E
MEM service layer session endpoint configuration and discovery fumction 266 {session endpoint
configuration} supports configuration and discovery capabilities for service layer session
attributes and parameters in a similar manner as the corresponding function supported by a
session manager a5 deseribed herein, E2E MIM session endpoint data management function 263
{session endpoint data management function) supports management of data that is contained
within E2E M2M service layer session messages that are processed by session endpoint 260, In
particular, this function may support the encryption or decryption of service laver session data
using the session credentials.

{68961 The E2E M2M service laver sesston interface messages defined herein may be
bound or lavered on top of {l.e., encapsulated within} several underlying existing protoscols such
as transmission control protocol (TOP) andfor transport layer security {TLS) session, user
datagram protocol (L3P datagram TLS (DTLE), hypertext transfer protocol (HTTP),
constrained application protocol (CoAPR). in doing so, session stale can be shared and leveraged
between the different sessions {e.g. security credentials, congestion information, ete.}. In
addition, a service layer session can support persistency with regards to lower layer sessions such
that the service laver session can persist and be maintained independent of lower layer sesalons
being setup and tors-down, As one sxemplary embodimeny, EZE M2M service layver session
contrel messages can be encoded as JSON or XML representations and carried within the
payload of HTTP or CoAP messages. These HTTP and CoAP messages can in turn be
encapsulated and carried by underlying TCP/TLS and UDPF/IXTLS messages, respectively.

{6371 FIG. 9« FIG. 24 below, provide details with regards to B2E M2M service layer
sessions that may apply to oneM2M and other grchitectures. For additional contexy, according 1o
the oneM2M RESTH architecture, capability service funciions {CSFs) are represented as 4 set

of "resources.” A resource 15 2 uniguely addressable entity in the architecture. A resource has a
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representation that may be manipulated vig RESTful methods such as Create, Retrieve, Update,
and Delete and is addressed using a Universal Resource Identifier (URD. A resource may
contain child resource(s) snd attribute{s}. A child resource is 3 resource that has a containment
relationship with a parent resource. The parent resource representation contains relorences o iis
child resources(s). The lifetime of a child-resource is limited by the parent's resource lifetime,
Each resource suppors a set of “attributes” that store information of the resourcs.

{B098]  FIG. 9 illustrates g oneM2M embodiment of a session manager. oneM2MM has
definitions of capabilities supporied by the oneM2M service layer. These capabilitics may be
referred 1o as capability servics functions {C8Fs), such as CUSF 278, The oneM2IM service layer
is referred to as 8 capability services entity (CSE), such as TSE 271, The current version of the
CSE has a placcholder for 2 Session Management {SMG) C8F; however, the details of this
function have vet 1o be defined. in an cmbodiment, a session manager may serve as an oneM2M
SMG CSF 3720 SMG CSF 272 may manage service layer sessions between M2ZM Applications,
between an M2M Application and g CSE, or between CSEs. AEs connect to C5Es via reference
point X, while CSEs connect to other C5Es via reference point Y.

{86931  FIG. 10A and FIG. 108 illusirate an E2E M2M service laver session
gstablishment procedure for a oneM2ZM session management (8MG) service supporting the
resnurees that are defined in more detall below, The procedure may be the following (not
necessarily in the order shown). As shown in FIG. 104, at step 310, CSE 306 and C8E 304
register with one another and exchange E2E M2M servics session management (session
management or SMG) capabilities with one another, At step 311, AE 308 and AE 302 register to
{CSE 306 and CSE 304, respectively, and advertise that they support E2E M2M session based
communication {Le., E2E M2M service laver session). onebM2M defines an application entity
{AE} as a network node {g.g., M2M device) hosting an M2M application function. Al step 312,
AE 302 subscribes to the sesvions collection resource hosted on CSE 304, Included in the
subseription request may be a callback uniform resource identifier (URI} which notifications
may be sent to. This may be done for the AE 302 to receive potifications when an M2IM service
segsion establishiment request is received by CSE 304, This may be done via 2 CREATE request,

{GO1066]  With continued reference to FIG, 104, at step 313, C8E 304 creates o
subscription to the sessions resource for AE 302, Atstep 314, CSE 304 return a positive
response to the subscription CREATE request, At step 313, AE 308 discovers AE 302 and the
capablility of AE 302 to support E2E M2ZM session-based communication {i.e., EZE MIM service
fayer session). Step 315 may be based on a rescurce discovery request serviced by U8E 386 or

{8E 304, Discovery resulis may inchude information such as the M2M identifiers {e.g.,
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application 1D, node 1D, etc.} for AE 302, which AE 308 may use to establish an E2E M2M
session with AE 302, Atstep 316, AE 308 requests to gstablish an E2E MZM session with AE
302 by sending & <session> resource CREATE request to USE 306 that includes AE 302
identifier information as well as AE 308 information that is used by the SMG CSF 1o establish
the session, Atstep 317, USE 306 sllocates g unique E2E session identifier and session
credentials. Session identifiers identify the session while session credentials are used o
suthenticate and give authorization o participate in the identified session. At step 318, CSE 308
forwards the session establishment request of step 316 10 the next hop {which is C5E 304 in this
sxample). The session identifier and session credentials may be Included in this forwarded
request. At step 319, SMG C5F on C8E 304 receives and processes MM service session
establishment request targeting AE 302,

{8181}  As continued in FIG. 108, at step 320, SMG C8F on C5E 304 sends a
notification of the M2IM service session establishment request to AE 302, C5E 304 includes the
session dentifier and credentials as well as AE 308 session information in the aotification such
as AL 308's M2M identifier(s}, among other things. This information may be used later by AE
302 1o send or receive session-based messages to or from AE 308 via the SMG C5Fs on C5E
304 and C8E 306, Atstep 321, AE 302 returns a positive response to the notification reguest
indicating that # is interested and willing (0 enter into an M2M service session (e, E2E M2M
service iayer session described above) with AE 308, Included in the response may be session
establishment information specified by AE 302 {e.g. AE 302°s M2M identifier, resources that it
wants 1o make accessible via the session, efe.). Al step 322, the SMG C8F on CSE 304 creates an
M2M service <session™ resource and <sessionEndpoint™ resources for both AE 308 and AE 302
in which & stores session information {e.g. sessioniD, endpoint identifiers, sic.}). In addition, a
<pexiHop> resource is also created for CSE 306,

601621 With continued reference to FIG, 108, at step 323, the SMG CSF on CSE 304
returns a positive response (o the M2M service session establishment CREATE request to the
SMG CSF on CSE 306, At step 324, the SMG CSF on USE 306 creates MIM <session»
resource and <sessionEndpoint> resources for both AE 308 and AE 302 i which it stores
session information {e.g. sessiontlD, endpoint identifiers, gtc.). In addition, 8 <nextHop>
resoures is also created for CSE 304, Al step 325, SMG CSF on C8E 306 returns 3 positive
response 1o M2M service session establishment CREATE request of step 316 to AE 308, The
response may include session information such as session 1D and credentials, among other
things, Al step 326, AE 308 sends a request to CSE 306 10 create a session policy o suppoit a

desired level of Qo8 that it requires for the session {e.g., (Jo¥ may be that the message should
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not be store-and-forwarded). At step 327, SMG C8F on USE 306 forwards request 1o next hop
SMO CSF on C8E 304, At step 328, MG CFF on C5E 304 cregtes <sessionPolicy™ resource.
At step 329, SMOG OSF on CSE 304 returns a positive responss o SMO C8F on C5E 306, At
step 330, 8MOG C8F on CSE 306 creates <sessionPolicy™ resource, At stzp 331, SMG CSF on
{O8E 304 retumns & positive response to AE 308

00183 FIG 1A and FIG. 1B illustrate a session usage procedure for a oneM2ZM
SMG service supporting the resources thet are defined in more detail below, Al step 340, AE 308
sends a servies session-based request to C8E 306 to update an AE 362 container resource hosied
o CSE 304, Atstep 341, CSE 306 detents that the requaest of step 340 {s service session based
and passes i1 o MG C8F 1o process, At siep 342, based on session{D, SMG C8F on U8SE 306
verifies that s received URT argets 2 valld session endpoint (AR 302°s conainer! resource). At
step 343, based on a targeted session endpoint (e, AE 302}, SMG C8F on C8E 306 determines
next bop ix C8E 304, At step 344, based on sessionil? and targeted session endpoint {le, AE
3023, 8MIG CBF on CSE 106 finds session policy defining store-and-forward schaduling policy.
At step 3435, based on policy, TSE 306 stores request until off-peak hours and then forwards it to
C3E 304 during off-peak hours. At step 346, CSE 306 forwards reguest to C5E 304, At step 347,
C8E 304 detects request Is session based and passes i o SMO CU8F o process. At step 348,
based on sessioniD, SMG C8F on CSE 304 verifizs a received URI targets a valid session
endpoint (AL 3027s container! resource). Al step 349, based on targeted session endpoint, SMG
£5F on CSE 304 determines reguest tarpsis local AE 302 container rescurce. At step 354, based
on sessionil and targeted session endpoint, S3MG C5F on CBE 304 finds session policy that
requires immediate response, Atstep 331, based on policies, C3E 304 services request and
reluens a response, Al step 3152, MG CU8F on USE 304 creates session context 1o keep track of
seasion requesifresponss history.

[a104]  As continued in FIG. 118, at step 353, CRE 304 sends a response to C5E 306,
At step 354, SMG CSF on CSE 306 creates session context 1o keep track of session
request/response history, A step 353, SMG CSF on C8E 306 sends response o AL 308, Al step
356, MG CSF on CSE 304 prepares g notification to session endpoint (AR 302) that container
was updated. At step 357, SMG C8F on U8E 304 sends notification to AE 302 that container}
resource was updsted as part of the session. At step 358, AE 302 responds with a positive
response that it received the notification. At step 359, AE 302 sends a session-based RETRIEVE
request 1o CSE 304 o retrieve updated container resource. At step 360, TUSE 304 detects that the
reguest of step 359 is session based and passes it to MG C5F to process. At step 361, Based on

session{ D3, SMG CSF on C3E 304 verifies LRI targeis a valid session endpolnt (AE 302's
234 .
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container! resource). At step 362, Based on targeted session endpoint, SMG C8F on C5E 34
determines that the request targets focal AE 302 contsiner! resource. At step 363, based on
sessioniD and targeted session endpoint, SMG C8F on C8E 304 finds session policy that
requires immediate response. At siep 364, based on policies, CSE services request and returns
immediate response. At step 365, SMG CSF on CSE 304 croates session context o keep track of
session request of response history. At step 366, CSE 304 returns response to AE 3062,

[B0105] PG, 12 illustrates on exemplary EZE M2IM session termination procedure for a
oneM2ZM SMG service supporting the resources defined below. In this example, the session
termination is invoked by the session initiator {AE 308). Although not shown in FKG 12, session
termination may slso be invoked by other session endpoints, the SMG C5F iiself, and other
CS8Fs having proper management rights to do so. At step 370, AR 308 sends an E2E M2ZM
session tormination request to O8SE 306 using s DELETE,

881661  Atstep 371 SMG C8F on CSE 306 processes request and determings which
next hop SMG C8Fs on other CSEs it needs to forward session lermination request o such that
session state on these CSEs can be torn-dovwn, In this example, BMG O8F on C8E 3034 is the
next hop detected. At step 372, SMG C8F on CSE 306 forwards session termination request to
SMG CSF on USE 304, At step 373, a CSF on CSE 304 notifies session endpoint {i.e., AE 303)
that session is being terminated. At step 374, AE 302 processes notification and deletes locally
stored M2M session state. At step 373, AE 302 returns 8 positive response to the notification
reguest indicating it has removed its local M2M session state, At step 376, SMG C8F on C8E
304 deletes s locally hosted <session™ resource and all child resources, The SMG (8F also
deletes any local session state such as security credentials and identifiers allocated to the session.
At step 377, SMG CSF on CSE 304 returns a positive response to the session termination
DELETE reguest to the SMG CSF on CSE 386, Al step 378, SMG C8F on CSE 306 delstes its
locally hosted <session> resource and all ohild resources. The SMG CSF also deletes any local
session state such as security credentials and identifiers allocated 1o the session. Al step 379,
SMG CSF on CSE 306 refurns 2 positive response (o the M2M service session termination
DELETE request to AE 308, At step 380, AE 308 deletes stored M2M session state.

[66187] U is understood that the entities performing the steps ilustrated in FIG. 104,
FIG, 108, FIG. 114, FIG, HIB, and FIG. 12 are logical entities that may be implemented in the
form of software (i.e., computer-execuiable instructions) stored in 2 memary of, and executing
an a processor of, & device, server, or computer system such as those illustrated in FIG. 25C or
FIG. 250. That is, the method(s) iHlustrated in FIG. 10A, FIG. 10B, FIG. 114, FIG. 118, and

FIG. 12 may be implemented in the form of software (i.e., computer-execulable Instructions)
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stered in a memory of g computing device, such as the device or computer system tHustrated in
FIG. 25C or FIG. 230, which computer exscutable instructions, when exccuted by a processor of
the computing device, perform the steps Hlusteated In FIG, 10A, FIG, 0B, FIG. HA FIG B,
and FIG. 12,

{08188} Disclosed below are resource structures {e.g., FIG. 14} for the SMG C8F,
which may be vsed in procedures discossed herein, To assist in the understanding of the resource
figures, discussed herein the oneM2M defined graphical represemiation for deseribing resource
structures is the following: 1) square boxes may be used for resources and child resources; 23
square boxes with round comers may be used for attribute; 3} paralielograms with no right
angles {e.g., rhomboids) may be used for collection of resources: 43 the multiplicity of cach
attribute and child resource is defined; and 3) resource names delimited with “< and “>7
indicate names assigned during the creation of the resource

[0018%] A “sessions” vesourcs can represent a collection of one or more <session®>
resources, 8s shown in FIG. 13, Aliernatively, <session™ resources can be instantiated
independently {i.e., outside of a sessions collection resource). This sessions resource can be
instantiated a1 various levels in the oneM2M CSE resource tree hierarchy. The level of
instantiation can be indicative of the type of MIM session, Similarly, M2M sessions between
M2ZM applications or between M2M applications and CSEs can be instantiated under an
application resource as shown in FIG. 14, For example, M2M sessions batwesn muitiple C8Es
may be instantiated under 8 CSE’s base URD, as shown in FIG. 15, The sessions resource may
contain child resources according to thelr multiphiclty in Table 1, This resource can contaln the

attributes according o their multiplicity in Table 2.

Table §; Child Resources of sessions Besonree

Child Re o

v Description

LEESSInn M2M service session resources support
SCS3100 resource attributes and child resources used by the

SMG CSF to manage MIM service sessions.

subseriptions Collection of §..1  WUsed o create subscriptions {0 sessions
subscription collection.
FESOUTCES

P~
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Table 2: Attributes of sessions Bespurge
Attribute Ma :
Time of creation of the resourcs
wecessRightiD G.n  {UR! of an access rights resource
lasibodifiedTime H Last modification time of 2 resource
[66118] A <session> resource can contain information used by the SMG C5F for

msnaging 8 particulsr M2M service session, as shown in FIG. 16, This resource can contain the

child resources according to their mulbtiplicity in Table 3. This resource can contaln the attributes

according to their multiplicity in Table 4,

Table 3: Child Besources of <seszion> Resource

hild Resouree Type L0 b
. Multiplilty .  Description
L s o of MEM T
wsessionEndpoint> endpoint resources that suppont
{ESOUrCes endpoint specific atiributes
sessionPolicies  Collection of 8.1 Collection of M2M service session
<gessionPolicy™> resources policy resources that are used by
the SMG to manage the M2M
service session in a policy based
mannes
sessionContext  \Collection of g..1  WCollection of M2M service session
<sgssionConiexiinstanccs context instance resources which
FEBOUNCES stove context information related 0
MM service session sciivity and
events.
subseriptions Coliection of subscription .1 Used to creste subscriptions to a
FREOUICES <sgssion™ rasource, Subscriptions
can be used (o subscribe to session
refated evenis such as additions or
updaies (o session endpoint
coniext.
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Table 4: Atiributes of <session> Resourge

Attribute Name  Description

sessioniD i TA unique 1D assigned by SMG CSF when

:é : <gession resource is created {Le., M2M service
sgssion is established).

sessmnModa 1111111111111111111 o The mode that the M2M service session is in,

Some examples of different modes include
ONLINE and OFFLINE, When a session s in the
IONLINE mode, session endpoints can

‘communicate with one another in a session-based

imanner. When a session is in an OFFLINE made,

isession endpoints will not be sble to communicate

éwiih ane ancther, The SMG C8F as well as the

‘session endpoints can configure this attribute.

‘sessionDescription i Haformation (e.g. a string) describing the session,
‘This description can be used to discover an existing |

session via the CSE resource discovery

‘mechanisms {e.2. by perspective session

endpoints),

Eéaiiﬁndp@ims ; Reguests targeted towards this attribute DRI will be |

considersd for forwarding to all the session
endpoints by the SMG OSF. Whether or not the
request is forwarded 1o a particular segsion
endpoint is determined by the SMG CSF checking
the trailing portion of the URT that follows
“sliEndpoints”. This portion of the URI path will
be compared agsinst each session endpoint’s
endpiPaths attribute. H a mateh is found, then the
request is forwarded towards the session endpoint,
Oiherwise, the reguest is not forwarded towards

session endpoint.

écreatien’i“im& i Time of creation of the resource

~38 .
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expirationTime Absolute time afler which the resource will be
deleted by the USE, This attribute can be provided
by the issuer upon resourcs Ssession™ creation, and
in such a case it will be regarded 85 a hint to the
hosting CSE on the lifetime of the resource.
sxpirationTime can be sxtended by performing an

update before expirationTime has elapsed.

accessRightiD LR of an access rights resource

lasthodified Time

Last modification time of 3 resource

{B0REE

<gessionEndpoint resources, as shown in FIG. 17, This resoures can contain the child resources

The sessionBndpoinis resource can represent a collection of

according to thelr multiplicity in Table 3. This resource can contain the attributes according to

their muliiplicity in Table 8.

Table 5: Child Besources of sessionEndpoints Resouree

‘Child Resonree

 Description

M2M service session endpoint resources that

sessionEndpoint> n

| \session support sttributes used by the SMG O8F o
sndpoint manage M2IM service sessions.

_ TESOUTCE

ééubssrimions Wallection of 0.1 |Used t create subscriptions to

| subseription sessionEndpoints collection
FESHUICES

accessRightil

LRI of an access righis resource

fastModifiedT

ime

Last modificanion time of a resource
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[B8112] The <sessionEndpoint™ resource can contain attributes and child resources
applicable to a particular M2M service session endpoint, as shown in FIG. 18, This resource can
contain the child resources according 1o their multiplicity in Table 7. This resource can contain

the atiributes sccording to their multiplicity in Table 8.

Table 7: Child Resources of <sessionEndpoint™> Resource

ChildResowree| = = [ =
L | Multiplicity Description
ame Type i S e
‘nextHops Collection of M2M service session next hop resources
EM.?;M sREvice support attributes used by the SMUG CSF o
ésessisn next hop manage M2M service session hops.
éres&urces

Table &: Attributes of <sessionEndpoint> Resource

_Beseriﬁiﬁégﬁ‘

cndpiNode

D I identifier of M2M node {oneMIM defined M2M-

Node-1D) hosting M2M service session endpoint

endptiD : i identifier of M2M service session endpoint

Configured with an application identifier {oneM2IM
defined App-Inst-ID) If session endpoint {s an
M2 Application. Configured with s USE
identificr {fonehi2M defined CSE-ID) i session
endpoint is 3 USE.

endptSubll ' i identifier of M2IM Service Provider’s service
| subscription {(oneMIM defined M2ZM-Bub-113

associated with M2M service session endpoint

endptPaths 0.n A session endpoint may publish a set of resource
paths o restrict the scope of an M3M service
session o a particular set of endpoint resources,
For example, an M2M service session can be
created to only allow session-based communication
with a subset of resources hosted on an M2M |

device. When present, a SM CSF can compare

~ 30 -
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this LRI paths specified in this attribute. ¥ a match
is found, then the SMG CSF forwards the request
itowards the session endpoint. Otherwise, the SMG
{S? does ol

!n the absence of this atiribule, the scope of M2M

Esemce sgssion endpoint shall not be restricted.

‘Note, accessRights take precedence over this

attriby te,

endptDescription i information describing the session endpoint that
can be used by perspective session participants io
discover session endpoint via USE resouwrce

discovery mechanisms

creationTime t Time of creation of the resource

accessRightiD . (URE of an access rights resource.

HastModifiedTime i {.ast modification time of 3 ressurce

{80113} The nextHops resource can represent a collection of <nextHop> resources, as
shown in FHG. 19, This resource can contain the child resources according (o their mulliplicity in

Table 8. This resource can contain the attributes according (o thelr multiplicity in Table 10,

Table % Child Resources of nextHops Resource

Child Resource  (Chi

Multipicity | Description

Nam Type L |

;":nf:xt%iap} MEM ‘a‘s‘cfﬁa&:' TN MM service session next hop resource that
session next hop suppotis attribules used by the SMG C8F to
FESOURCE keep track of the nest hop used to forward

session messages to for a particular session

endpoint.

Table 18§ Atiributes of nextHops Resouree

«31a
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Atiribute Vzﬁt’a’ié “vﬁiiinp scity H}eﬁcnpﬁm
czsat:aﬁ”%l":me - P Eime mﬁ“ creation of the resouree
accessRightiD . {URI of an access rights resource,
astModified Time ; §.ast modification time of g resource

[B80114]  The <nextHop> resource, 83 shown in FIG, 28, can contain Information
regarding the next hop C3E that s SMG CSF forward messages for o speeific session endpoint
when the M2M session consists of muliiple USE hops in between session endpoints. This
resoures can be used by the SMG C8F to maintain state of the next hop USE which session-
based requests are forwarded for a given session andfor session endpoint. Maintaining this
information can be useful for such operations as tearing down multi-hop M2M sessions spanning
aoross multiple TSEs as well as collaboration between SMG C8Fs hosted on different CSEs.

This resource can contaln the aitributes according to thelr multiplicly in Table 11

Table 11: Attributes of ﬁnextﬂﬁpb Respurce

Aﬁnbm Name Mu?iapimt}' B@%gnpﬁg;}n

nsx&H{JpNuejeiD | i éldeniaf‘ er of a next Ew;‘s M2M node (oneM2M
| éd&ﬁned ®M2M-Node-1D) for targeted M2M service

‘session endpeint

§nemHapED | Identifier of the next M2M service session hop.

égﬁonf’;gured with an apphication identifier {oneMIM |
éé{ieﬁaaed App-Inst-1D} if next hop is an M2M 1
ééﬁppﬁicaiim. Configured with 2 C8E idemifier
Ei(‘anei\/ﬂ?\& defined CSE-1D) if next hop is a OSE.
;nﬁxi}{apSubE[} YT Identifier of M2M Service Provider's service
gsuhscripﬂ{m {onedM2M defined M2ZM-Sub-1D}

‘associnted with M2M service session next hop.

inextHopDescription i nformation describing the session endpoint that
‘can be used by perspective session participants to
discover session endpoint via CSE resource

discovery mechanismg

inextHopState 0.1 Indicates if sext hop is currently reachable or not,

‘\cm hop's SMG can set this ativibute o OFFLINE
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or ONLINE. Additionally, 8 CSE can set this
atiribute o NOT _REACHABLE if it detects a next
hop CSE cannot be reached and ONLINE if it

detects next hop C5E can be reached.

creationTime } Time of creation of the M2M service session
endpoint’s next hop resource
lastModifiedTime i Last modification time of M2M service session
endpoint’s next hop resource
aceessRightiDy §..1 URI of an scoess rights resource associated with
MIM service session endpoint’s next hop resource
{81151  The sessionPolicies resource can represent a collection of <sessionPolicy

resources, as shown in FIG. 21, This resourcs can contain the child resources according to their

multiplicity in Table 12, This resource can contain the altributes according to their multiplicity n

Tabie 13,
Table 12: Child Resources of sesslonPolicies Resoures
Child Resource Lo
. o (Multiplieity | Deseription
<Isessiﬁﬁ§’oiiéy$ | n MéM semce session policy resource that
session policy supports policy related atiributes
rESOUrCe
subscriptions Collection of ¢.1  Used to create subscriptions to sessionPolicies
subscription collection.
TESOUrSes
Table 13 Attributes of sesstonPolicies Resource
Attribute Name  Multiplicity |
é'reatien’i“imé‘ T 3 ) Time of creation of the rasemrce
accessRightiD 0.n  {URI of an access rights resource.
lastModifiedTime i Last modification time of a resource

$i
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[B8116] The <ssssionPolicys resource can contain attributes applicable (o a particudar

M2M service session policy, as shown in FIG, 23 This resource can contain the atiributes

according to their multiplicity in Table 14,

Table 14: Attribuies of <sessioaPolicy> Resouree

e Mﬁ?ﬁ?iiﬁi?ylg Sesription

?c}iacy"i YRe T P The type of p«)im syriax/language’semantics used
to specitfy the session policy definition,

policy H Session policy definition

applicableEndpts 4.0 iList of one or more session eadpoints that this
podicy is applicable to, I not specified, than policy
iz applicable to all session endpoints

creationTime 1 Time of creation of the resource

gecessRightil 4.0 (URI of an access rights resource.

fastModifiedTime i Last modification time of 3 resource

{81171 The sessionContext resource can represent a collection of

sgessionContextinstances™ resources, 85 shown in FIG, 23, This resourcs can contain the child

resources according to their multiplicity in Table 15, This resource can contain the attributes

acoording to their multiplicity in Table 16,

Table 15: Child Resonrces of sessionContext Resource

Type

N

i E&SCFE?E’MH

MEM service

2R service session context instance

R
session policy resource that supports context related
FESOUrCE atiributes

subscriptions Collection of 8.1 {Used o create subscriptions (o

subscription

FOSOUTCES

sessionCondext collection,

Table 16 Atiributes of sessionContext Besouree
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Attribute Nan
creationTime
accessRightdD ¢.n  {URI of an access rights resource.
fasthModifiedTime i Last modification time of a resource

[B0118]  The <ssssionContexiinstances resource can contain atiribules applicable to a

particular type of M2M service session context, as shown in FIG. 24. This resource can contain

the atiributes according to their mubtiplicity in Table 17,

Table 17: Attributes of <sessionContoxtinstanes> Resouree

ultiplieity |

_ Description

icontextType

iThe type of sa:s‘si{m information o be collectad by
éthe SMG CSF and stored within this seasion

éceme‘xt instance {¢.g. total number of transactions
ésinca seagion was esiablished, rate of iransactions,

lete.)

(LRI of container resource where information for
ithis session context instance is stored by SMG
((USF. Session context Information can be stored

iwithin container™s content instance resources.

maxMrContentinstances

iMaximum number of content instances of
idesignated contalner resource used by SMG USF to

istore session conlext information,

maxByteSize

Maximum number of bytes allocated for designated
‘container resource (across all content instances)

éused by SMG CSF o store session context

imaxinstanceAge

Maximum age of content instances of designated
‘container resource used by SMG CSF to store

'session context,

: applicableBEndpls

iList of session endpoints that this context shall be
écmiiacted for, 1f not specified, than context shall be

icollected for all session endpoints

creation ] ime

Time of creation of the resource
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EéccesSRightED O, (URI of an access rights resource. Must refer to the

access right resource.

EEastMcdified"ﬁ‘ime { Last modification time of 2 resource

301191 Embodiments set forth herein are described in torms of a representational state
iransfer (REST) architecturs, with components and entities described conforming to the
conatraints of 3 REST archilecturs (RESTH architecture). A REST{ul architecture is describad
in terms of the constraints applied to components, entitiss, conneciors, and data elements used in
the architecture rathor than in terms of physical component implementation or communications
protocols used. Thus, the roles and functions of the components, eatities, connectors, and dala
slements will be deseribed. In g RESTHul architecture, representations of uniguely addressable
resources are transferred betwesn entities. When handling resources in 8 RESTful architeclure,
there sre basic methods that may be applied to resources, such as Create {create child resources),
Retrieve (read the content of the resource), Update {wrile the content of the resource} or Delete
{delste the resource.} One skilled in the an will recognize that Implementations of the instant
embodiments may vary while remaining within the scope of the present disclosure. One shkilled
in the art will also recognize that the disclosed embodiments are not limited o implemeniations
using the oneM2ZM that is used herein to describe exemplary embodiments. The disclosed
embodiments may be implomented in architectures and systems, such ag ETSEM2M, and OMA
LWHMZM, and other related M2M systems and srchitectures,

081281 FIG. 254 is a disgram of an example machine-to machine (M2M}, Internet of
Things (0T}, or Web of Things (Wo'T) communication system 10 in which one or more
disclosed embodiments may be implemented. Generally, M2M technologies provide bullding
blocks for the IoT/WaT, and any M2M device, M2M gateway or M2M service platform may be
a component of the WT/WoT as well as an oT/WoT service layer, sle.

[B8121]  As shown in FIG. 254, the M2M/ oT/WeT communication system 10
includes a communication network 12, The communication network 12 may be a fixed network
{e.g., Ethernet, Fiber, ISDN, PLC, or the like) or a wireless network {e.g, WLAN, cellular, or the
fike) or a network of heterogeneous networks. For example, the communication network 12 may
comprise of multiple access networks that provides content such as voice, data, video,
messaging, broadeast, or the like to multiple users. For example, the communication petwork 12
may employ one or more channel access methods, such as code division multiple access

{CDMA), time division multiple access {TDMA), frequency division multiple access (FDMA},
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grthogonal FOMA (OFDMA), single-carrier FDMA {(SC-FDMA), and the like, Further, the
communication network 12 may comprise other netwerks such as g core network, the Internet, a
senaor network, an industrial control network, & personal area netwark, 8 fused personal network,
a satellite network, a home netwaork, or an eaterprise network for example.

{881231  As shown in FIG, 254, the M2M/ 1WoT/WoT communication system 10 may
include the Infrasiructure Domain and the Ficld Domain. The Infrastructure Domain refers to the
aetwork side of the end-to-end M2M deployment, and the Field Domain refers to the area
networks, usually behind an M2M gateway. The Field Domain includes M3M gateways 14 and
terminal devices 18, 1 will be appreciated that any number of M2M gateway devices 14 and
M2M terminal devices 18 may be included in the M2IM/ loT/WoT communication system {0 as
desired. Each of the M2M gateway devices 14 and M2M tenminal devices 18 ave conligured (o
transmit and receive signals via the communication network 12 or direct radio link. The MM
gateway device 14 alfows wireless M2M devices {e.p. cellular and non-cellular} as well as fixed
network M2M devices (e.g., PLC) to communicate either through operator networks, such as the
communication network 12 or dirgct radio link, For example, the M3M devices 1§ may colleqt
data and send the data, via the communication network 12 or direct radio link, to an M2M
application 28 or M2M devices 18. The MIM devices 18 may also receive data from the M2M
application 20 or an M2M device 18, Further, data and signals way be sent to and received from
the M2M application 20 via an M2M service layer 22, g5 described below. M2IM devices 18 and
gateways 14 may communicate via various networks including, cellular, WLAN, WPAN (e.z.,
Zighee, 6LOWPAN, Bluetooth], direct radio link, and wireling for example,

1601231  Referring to FIG. 258, the illustrated M2M service layer 22 in the fisld domain
provides services for the M2M application 20, M2M gateway devices 14, and M2M terminal
devices {8 and the communication nefwork 12, 1 will be understood that the M2M service layer
22 may communicate with any number of M2M applications, M2M gateway devices 14, M2M
serminal devices 18, and communication networks 12 as desived. The M2M service layer 22
may be implemented by one or more servers, computers, or the ke, The M2M service layer 22
provides service capabilities that apply to M2M terminal devices 18, M2M gateway devices 14
and M2M applications 20. The functions of the M2M service layer 22 may be implemented ina
variety of ways, for example as a web server, in the cellular core network, in the cloud, ete.

1801241 Similar to the illustrated M2M service layer 22, there is the M2M service layer
23 in the Infrastructure Domaln, M2M service layer 227 provides services for the M2M
application 20" and the underlying communication network 127 in the infrastructure domain,

M2M service laver 227 also provides services for the M2M gateway devices 14 and M2ZM
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terminal devices 18 in the field domain. i1 will be undersiood that the M2M service layer 227
may communicate with any number of M2M applications, M2M gateway devices and M2M
erminal devices. The M2ZM service layer 227 may interact with a service layer by a differemt
service provider. The M2M service layer 237 may be implementad by one or morg servers,
compuiers, virtual machines {e.g., cloud/computesstorage farms, ele.) or the like.

001281  Referring also to FIG, 258, the M2M service layer 22 and 22° provide a core
set of service delivery capabilities that diverse applications and verticals can leverage. These
service capabilitios enable M2M applications 20 and 2907 to interact with devices and perform
funciions such as data collection, data analysis, device management, seourity, billing,
servigs/device discovery etc. Essentially, these service capabilities free the applications of the
burden of implementing these funcionalities, thus simplifving application development and
reducing cost and time to market. The service layer 22 and 227 also enables M2M applications
20 and 207 10 communicale through various networks 12 and 127 in connection with the services
that the service layer 22 and 237 provide.

[88126] In some embodiments, M2M applications 20 and 20° may include desired
applications that communicale using session credentials, as discussed herein, The M2M
applications 20 and 20° may include applications in verlous industries such as, withouwt
Himitation, transporiation, health and wellness, connected home, encrgy managemaent, asset
tracking, and security and surveillance, As montioned above, the MIM service layer, running
across the devices, gateways, and other servers of the system, supports functions such as, for
example, data collection, device management, security, billing, location tracking/geofencing,
devicesservice discovery, and legacy systems integration, and provides these functions as
services o the M2IM applications 20 and 207

[08127]  The E2E M2M service laver session of the present application may be
implemented as part of a service layer, The service layer is a software middleware layer that
supports vahee-added service capabilitics through a set of application programming interfaces
{APIs) and underlying networking interfaces. An MM entily {e.g., an MIM functional entity
such as a device, gateway, or service/platform that may be implemenied by a combination of
hardware and sofiware} may provide an application or service, Both ETSE M2M and oneMiM
use a service layver that may contaln the E2E M2M service layer session management and other
things of the present invention. ETS! MIM’s service layer Is referred {o as the Service
Capability Layer {SCL). The SCL may be implemented within an M2M device (where it is
referred 10 85 a devics SCL {(DSCLY, a gateway {where it is referred 1o as 2 gateway 3CL

{GSCLY) and/or a network node {where § is referred to as a network SCL (NSCL)YL The
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onelhZM service layer supports a set of Common Service Functions {C8Fs) {i.e, service
capabilities). An instantiation of a set of one or more particular types of C8Fs is referved o as a
Common Services Entity {CSE}, which can be hosied on different types of network nodes {e.g.
infrastruciure node, middle node, application-specific node), Further, the E2E M2M service
fayer session management and other things of the present application can be implemented as pant
of an M2M network that uses a Service Oriented Architecturs (SOA) andfor a resource-oriznted
architecture {ROA) to sccess services such gs the session endpoint, session manager, and session
credential function, among other things, of the prosent application.

03128)  FIG. 25C is 2 sysiem disgram of an example M2M device 34, such as an MIM
terminal device 18 or an M2M gateway device 14 for example. As shown n FIG, 23C, the M23M
device 34 may include 2 processor 32, 2 transceiver 34, 3 transmitfreceive cloment 36, &
speaker/microphone 38, a keypad 40, p displayitouchpad 42, non-removable memory 44,
removable memaory 46, a power source 48, a global positioning system {GPS) chipset 30, and
other peripherals 52, 1t will be appreciated that the MM device 30 may include any sub-
combination of the foregoing elements while remsining consistent with an embodiment. This
device may be a device that uses the disclosed systems and methods for E2E M2M servics laver
sessions.

[80129] The processor 32 may be & general purpose processor, a special purpose
processor, a conventional processor, a digital signal processor {DI5F), a plurality of
HCTOPIDCESSOrs, 0N OF MOre MIcroprocessors in association with a DEP core, a controller, a
microcontrolier, Application Specific Integrated Circuits (ASICs), Field Programmable Gatg
Array {(FPGAS) circuits, any other type of inlegrated circult (1C), 2 state machine, and the like,
The processor 32 may perform signal coding, data processing, power conirol, input/output
processing, and/or any other functionality that enables the M2M device 30 to operate ina
wireless environment. The procsssor 32 may be coupled 1o the transceiver 34, which may be
coupled to the transmivreceive element 36, While FIG. 25C depicts the processor 32 and the
transeeiver 34 as separate components, it will be appreciated that the processor 32 and the
transceiver 34 may be integrated together in an electronic package or chip. The processor 32
may perform application-layer programs {e.g., browsers) and/or radio access-layer (RAN}
programs and/or communications. The processor 32 may perform security operations such as
authentication, security key agreement, and/or cryptographic operations, such as at the access-
laver and/or application layer for example.

[00138]  The transmit/receive element 36 may be configured to transmit signals to, or

receive signals from, an M2M service platform 22, For example, in an embodiment, the
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transmitfreceive element 36 may be an antenna configured © ransmit andfor receive RF signals.
The transmitfreceive elemaent 36 may support various networks and alr interfaces, such as
WELAN, WPAN, cellular, and the like. In an smbodiment, the ransmit/recsive element 36 may
be an emitter/detector configured to transmit andfor receive IR, UV, or visible light signsls, for
example. In yet another embodiment, the transmitfreceive element 36 may be configured to
transmil and receive both BF and light signals. U will be appreciated that the transmitreceive
clement 36 may be configured (o transmit and/or receive any combination of wireless or wired
signals.

{01311 In addition, although the transmitireceive element 36 is depicted in FIG, 25C
as & single cloment, the M2M device 30 may inchude any number of ransmitrecaive eloments
3é. More specificaily, the M2M device 30 may employ MIMO technology. Thus, inan
embodiment, the M2M device 30 may inclode two or more transmitreceive elemenis 36 {e.g.,
multiple antennas} for transmitting and receiving wireless signals.

[803132)  The transcoiver 34 may be configured 1o modulate the signals that are to be
transmitted by the ransmitreceive elemant 36 and to demodulate the signals that are received by
the ransmitfreceive clement 38, As noted above, the M2M device 34 may have multi-mode
capabilities. Thus, the transceiver 34 may include multiple ransceivers for enabling the M2M
device 3¢ o communicate via multiple RATs, such as UTRA and 1EEE B02.11, for example.

[66133] The processor 32 may access information from, and siore data in, any type of
suitable memory, such as the non-removable memory 44 and/or the remuovable memory 46, The
non-removable memuory 44 may include random-sccess memory (RAM), read-only memory
{ROM), a hard disk, or any other type of memory storage device, The removable memeory 46
may include a subscriber identity module (S1M) card, a memory stick, a secure digital {SD)
memory card, and the like. In other embediments, the processor 32 may access information
from, and store data in, memory that is not physically located on the M2IM device 30, such as on
a server or 2 home computer. The processor 32 may be configured 1o control lighting patierns,
images, or colors on the display or indicators 42 in response to whether the E2E M2M service
layer sessions {e.g., session credentialing or session establishment) in some of the embodiments
described herein are successius] or unsuccessful, or otherwise indicate the status of E2E MIM
service laver sessions. In another example, the display may show infbrmation with regard to the
session state, which is described herein. The current disclosure defines a RESTH
user/application AP in the oneM2M embodiment. A graphical user interface, which may be
shown on the display, may be layvered on top of the API fo sllow a user 1o interactively establish

and manage an B2E session via the underlying service layer session functionality herein,
ETI
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188134]  The processor 32 may recelve power from the power source 48, and may be
sonfigured to distribute andfor control the power to the other components in the M2ZM device 30,
The power source 48 may be any suitable device for powering the M2M device 30, For
sxample, the power source 48 may include one or more dry cell batteries {e.g., nickel-cadmium
{NiCd), nickel-zine (Nida), nickel metal hydride (NIMH], lithium-ion (Li-lon), etc.), solar cells,
fisel cells, and the bike.

(841381 The processor 32 may also be coupled 1o the GPS chipset 530, which s
configured to provide location information {e.g., longitude and latitude) regarding the current
location of the M2M device 38, 1t will be appreciated that the M2M device 30 may acquire
location information by way of any suitable location-determination method while remaining
consistent with an embodiment,

[B0136]  The processor 32 may further be coupled to other peripherals 32, which may
include one or more software andfor hardware modules thet provide additional features,
functionality andfor wired or wircless connectivity, For example, the peripherals 82 may include
an accelerometer, an e-compass, a satelfite transceiver, a sensor, a digital camera {for
photographs or video), a universsl serial bus (USB} port, a vibration device, a television
transceiver, a hands free headset, a Bluetooth® module, a frequency modulated {FM) radio unit,
3 digital music player, a media player, a video game player module, an Internet browser, and the
like,

00137 FIG. 350 is a block disgram of an exemplary computing system %0 on which,
for example, the M2M service platform 22 of FIG. 254 and FIG. 238 may be implemented.
Computing system 90 may comprise 2 computer or server and may be controlied primarily by
computer readable instructions, which may be in the form of sofiware, wherever, or by whatever
means such software is stored or accessed. Such computer readable nstructions may be
executed within central processing unit (CPU) 91 to cause computing system 90 to do work. In
many known workstations, servers, and personsl computers, central processing unit 91 is
implemented by a single-chip CPU called a microprocessor. in other machinegs, the central
processing unit 91 may comprise multiple processors. Coprocessor 81 15 an optional processor,
distinct from main CPU 91, that performs additional functions or assists CPU 91 CPU 91 and/or
coprocesser 81 may receive, generate, and prooess data related to the disclosed systems and
methods for B2E M2M service layer sessions, such 85 receiving session credentials or
suthenticating based on session credentials,

[68138] in operation, CPU 81 fetches, decodes, and executes instructions, and transfers

information to and from other resources via the computer’s main data-transier path, sysiem bus
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83, Such a system bus connects the components in computing svsterm 90 and defines the
medium for data exchange. System bus 80 typically inchudes data lines for sending data, address
tines for sending addresses, and control lines for sending interrupts and for operating the system
bus. An example of such a system bus B0 is the PCI {Peripheral Component Interconnect} bus.

1601391 Memory devices coupled o system bus 83 Include random access memory
{RAM]) 82 and read only memory (ROM) 93, Such memories include circuliry that aliows
information to be stored and retrieved. ROMas 53 generally contain stored data that cannot easily
be modified. Data siored In RAM 82 can be read or changed by CPU 81 or other hardware
devices. Access to RAM 82 and/or ROM 93 may be controlled by memory controller 92,
Memuory controller 32 may provide an address translation function that translates virtual
addresses into physical addresses as instruclions are executed. Memory controller 92 may also
provide a2 memory protection function that isolates processes within the system and isolates
system processes from user processes. Thus, 8 program running in a first mode can access only
memory mappsd by its own process virtual address space; It cannot access memory within
anather process's virtual address space unless memory sharing between the processes has been
set up,

{00148]  in addition, computing system 90 may contain peripherals controller 83
responsible for communicating Instructions from CPU 91 1o peripherals, such as printer 94,
kevboard 84, mouse 95, and disk drive 85,

(681481 Display 86, which is controlied by display controlier 96, is used to display
visual output generated by computing sysiem 90, Such visual cutput may include text, graphics,
animated graphics, and video, Display 86 may be implemented with 8 CRT-based video display,
an LCD-based flat-pane! display, gas plasma-based flat-panel display, or a touch-panel. DMsplay
controller 96 includes electronic components required 1o generate a video signal that is sent (o
display 86.

[0542]  Further, computing system 90 may contain network adaptor 97 that may be
used 1o connect computing systew 90 (o an extemal communications network, such as network
12 of FIG. 354 and FIG, 258,

{00143] 1t is undersiood that any or all of the systems, methods and processes described
herein may be embodied in the form of computer executable instructions (i.e., program code}
stored on a compuler-readable storage mediom which instructions, when executed by a machine,
such as a computer, server, M2M terminal device, M2M gateway device, or the like, perform
and/or implement the systems, methods and processes deseribed hevein, Specifically, any of the

steps, operations or functions described above may be implemented in the form of such computer
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executable instructions. Computer readable storage media include both volatile and nonvolatile,
removable snd non-removable media implemented In any method or technology for storage of
information, but such computer resdable storage media do not includes signals, Computer
readable storage media include, but are not limited 1o, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks (DY) or other optical disk storage,
magnetic casseties, magnetic tape, magnetic disk storage or other magnetic storage devices, or
any other physical medium which can be used to store the desired information and which can be
accessed by & computer.

[88144]  In describing preferred embodiments of the subject matier of the present
disclosure, as iHusirated in the Figures, specific terminology is emploved for the sake of clarity.
The claimed subject matter, however, 15 nol intended to be Himited to the specific terminclogy so
selected, and it is to be understood that each specific element includes all technical equivalents
that operate in a similar manner (o acoomplish & similar purpose.

i001458]  This written description uses examples o disclose the invention, including the
best mode, and also (o enable any person skilled in the art to practice the invention, including
making and using any devices or systems and performing any fncorporated methods, The
patentable scope of the invention is defined by the claims, and may include other examples that
oceur o those skilled in the art. Such other sxamples are intended to be within the scope of' the
claims if they have structural elements that do not differ from the literal language of the claims,
or if they include cquivalent structural elements with insubstantial differences from the hienl

languages of the claims.
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What is Claimed:

i A system comprising:
a display; and
a machine-to-machine {(M2M) device communicatively connecied with the display, the
MM device comprising
& processoy; and
& memory coupled with the processor, the memory having stored thereon
axecuiable instructions that when executed by the processor cause the processer fo
effectuate operations comprising:
receiving session oredentials for an end-io-end (E2E) communication
SEESION,;
receiving a targeted session endpoint of the E2E communication session;
providing 4 request to sstablish the E2E communication sessiontoa
service layer session management function of a service layer instance, the request
comprising the session credentials and the targeted session endpoint; and
receiving a response to the request, wherein:
the response provides that the E2E communication session is
esiablished, and
the response comprises service layer session state of the E2E

communicalion session.

2. The system of claim 1, further operations comprising!
providing instructions to display an indicator that the E2E communication session is

esiablished based on the response.

3, The system of claim 1, wherein the session credentials allow the service layer instance to

provide 8 value-added service for the communication session,

4. The system of claim 3, whersin the value-added service comprises security, charging,
data management, device management, discovery, provisioning, connectivity management, data

aggregation, or data management.

3. The system of claim 3, further operations comprising:
- dd -
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providing instructions o display an indicator of the valug-added service implemented by

the service layer instance,

é. The system of claim 1, wherein the request comprises a Hst of session endpoints that a

policy for the communication session is applicable to.

7. The system of claim 6, further operations comprising:
providing instructions to display a list of the session endpoints that the policy for the

communication session is applicable to.

g. The system of olalm {, further operations comprising publishing s set of resource paths t©

restrict the communication session.

8. A machine-to-machine (M2M) device comprising:
g processor; and
s memory coupled with the processor, the memory having stoved thereon execuiable
fnstructions that when executed by the processor cause the processor (o effectuate operations
comprising
receiving session eredentisls for an end-to-end {EZE) communication session;
receiving a targeted session endpoint of the E2E conununication session;
providing a request to ostablish the EZE communication session, the request
comprising the session credentials and the targeled session endpoint;
receiving a response o the request, wherein:
the response provides that the E2E communication session is established,
and
the responss comprises service layer session state of the E2E
communication session; and

participating in the E2E communication session,

i3,  The M2M device of claim 9, whergin the session eredentials allow a service layer

instance 1o provide a value-added servies for the communication session.
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T4, The MIM device of claim 18, whereln the value-added service comprises security,
charging, data management, device managsment, discovery, provisioning, connectivity

manggement, data aggregation, or data management,

12.  The M2IM device of claim 19, whereln the service layer instance is not the target session

endpoint for the communication session,

13, The M2M device of elaim %, wherein the request comprises 8 Hst of session endpoints

that 8 policy for the communication session is applicable .

14, The M2M device of claim 9, further operations comprising publishing a set of resource

paths to restrict the communication session,

{5, A method comprising:
receiving session credentials for an end-to-gnd (E2E) communication session;

receiving a tarpeted session sndpoint of the E2E conumunication session;

providing a request o establish the E2E communication session, the reguest
comprising the session credentials and the targeted session endpoint;

receiving a response to the request, wherein:

the response provides that the E2E conununication session is established,

and
the response comprises service layer session state of the E2E

comumunication session: and

participating in the E2E communication seasion,

i6.  The method of claim 1§, wherein the session credentials allow a service layer instance to

provide a value-added service for the communication session.

17, The method of claim {6, wherein the valuc-added service comprises securily, charging,
data management, device management, discovery, provisioning, conaectivity management, data

aggregation, or data management,

i8.  The method of claim 16, whereln the service layer instance &8 not the target session

sndpoint for the communicatinn session,
- 46 -
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14, The method of claim 13, wherein the request comprises a list of session endpoinis that a

policy for the communication session is applicable to.

20,  The method of claim 15, further comprising publishing a set of resource paths tw restrict

the communication 5essi0n.
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