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MEMORY-DRIVEN OUT-OF-BAND MANAGEMENT

BACKGROUND

[0001] In computer systems, a service processor may be used to monitor the

physical state of a computer, network server, or other hardware devices using

sensors. The service processor often communicates monitoring statistics with a

system administrator through an independent connection.



BRIEF DESCRIPTION OF DRAWINGS

[0002] Features of the present disclosure are illustrated by way of example and

not limited in the following figure(s), in which like numerals indicate like elements,

in which:

[0003] Figure 1A illustrates an architecture of a memory-driven out-of-band

(OOB) management apparatus, according to an example of the present disclosure;

[0004] Figure 1B illustrates an environment of the memory-driven OOB

management apparatus, according to an example of the present disclosure;

[0005] Figure 1C illustrates sharing of an endpoint by the memory-driven OOB

management apparatus, according to an example of the present disclosure;

[0006] Figure 1D illustrates utilization of a local system on chip (SoC) to

execute machine readable instructions, according to an example of the present

disclosure;

[0007] Figure 2 illustrates a flowchart for the memory-driven OOB management

apparatus of Figure 1A, according to an example of the present disclosure;

[0008] Figure 3 illustrates a method for memory-driven OOB management,

according to an example of the present disclosure;

[0009] Figure 4 illustrates further details of the method for memory-driven OOB

management, according to an example of the present disclosure;

[0010] Figure 5 illustrates further details of the method for memory-driven OOB

management, according to an example of the present disclosure; and

[0011] Figure 6 illustrates a computer system, according to an example of the

present disclosure.



DETAILED DESCRIPTION

[0012] For simplicity and illustrative purposes, the present disclosure is

described by referring mainly to examples. In the following description, numerous

specific details are set forth in order to provide a thorough understanding of the

present disclosure. It will be readily apparent however, that the present disclosure

may be practiced without limitation to these specific details. In other instances,

some methods and structures have not been described in detail so as not to

unnecessarily obscure the present disclosure.

[0013] Throughout the present disclosure, the terms "a" and "an" are intended

to denote at least one of a particular element. As used herein, the term "includes"

means includes but not limited to, the term "including" means including but not

limited to. The term "based on" means based at least in part on.

[0014] A baseboard management controller (BMC) of computing, storage, or

networking systems may include its own power provisioning, computing capacity,

local storage, external access channels such as Ethernet, and its own machine

readable instructions. The BMC is a type of service processor that may support

management tasks such as inventory (e.g., identification (ID), version number, etc.,

of hardware and machine readable instructions components, such as chipsets,

drivers for input/output (I/O), etc.), logging (e.g., information related to transactions,

errors, etc.), configuration (e.g., right to make changes to a main system), and

monitoring (e.g., power, temperature, state, etc., of a main system). The BMC may

operate independently of a main system and data streams related to the main

system. External data, such as firmware and operating system (OS) images, may

be loaded into local storage through Ethernet before the external data may be

applied to the main system. The BMC may collect data from the components that

are being managed by the BMC, and save the data in local storage. When a

higher-layer management controller, such as a system manager or an analysis

engine, needs the data that is being collected by the BMC, the higher-layer

management controller may need to obtain the data through an Ethernet channel



connected to the BMC.

[0015] Limitations exist with this BMC architecture. For example, the BMC may

include limited computing capacity, a relatively small capacity with respect to local

storage, a relatively low networking bandwidth, and a relatively high degree of

security needs. Generally these constraints may be due to the need to keep the

BMC cost low, as the BMC is an extra infrastructure for a computing system, and

does not contribute to execution of primary workloads. These limitations may

constrain the capability and scalability of the BMC. For example, a local storage

may be limited to saving real-time BMC related data for a short time period due to

the relatively small size, BMC related data may be loaded into a system manager

in a batch mode to reduce the usage of bandwidth, BMC related data may not be

available if the BMC fails, BMC related data stored in the local stores of computing

nodes may have to be copied for diagnosis, etc.

[0016] An out-of-band (OOB) management system may operate with hardware

resources and components that are independent of the operating system (OS).

These resources may be dedicated to systems management and may allow

management of system hardware components independent of their states. These

resources may be available when the OS is unavailable, and may interact with the

OS.

[0017] Alternatively, an in-band management system may be used to take

advantage of a main system's relatively large storage capacity, relatively high

communication bandwidth, and relatively high performance. In-band management

may operate with the support of hardware components that are needed for and

used by the OS. An example of an in-band management system may include a

general purpose network interface controller (NIC) available through the OS.

[0018] In-band management may allow a portion of a disk to be used for

permanent storage, and the machine readable instructions related to in-band

management may take a relatively small fraction of performance away from the

workload for infrastructure cycles. In-band management may be relatively



complicated to create and maintain over a relatively large, heterogeneous

population of hardware and OS's given the need to load unique machine readable

instructions with knowledge of the particular hardware onto any particular OS that

may execute on a main system. Moreover, an in-band management may not be

available when a main system fails and is difficult to communicate with while a

main system is being deployed.

[0019] In order to address the aforementioned aspects, according to examples,

a memory-driven OOB management apparatus and a method for memory-driven

OOB management are disclosed herein. The apparatus and method disclosed

herein may utilize a relatively high bandwidth and relatively high capacity memory

fabric of a data-centric infrastructure that hosts a relatively large number of

computing cores and a relatively large size of non-volatile memory (NVM) resource

pool.

[0020] For the apparatus and method disclosed herein, the memory fabric may

provide for a central processing unit (CPU) or a plurality of CPUs to access pools

of memory (e.g., NVM) in a shared manner, using store and retrieve semantics.

For example, the memory fabric may allow a plurality of independent compute

node boards with memory to access all of the memory on all the boards within a

main system in a shared manner. Generally, the memory fabric may provide for

the sharing of memory between a plurality of nodes, where the nodes may be

computing node (CNs) as described herein, NVM nodes as described herein, or a

combination of CNs and NVM nodes, or other types of nodes. Together with the

NVM, the apparatus and method disclosed herein may provide distributed and

flexible systems management with relatively high computing, storage, and

networking capacity.

[0021] The apparatus and method disclosed herein may utilize the memory

fabric to reduce the need for an extra, OOB fabric. The apparatus and method

disclosed herein may utilize remote persistent memory (e.g., NVM) as both

memory and data storage. The apparatus and method disclosed herein may



provide for larger and/or more frequent data collection (e.g., due to size,

bandwidth, and availability). Further, the apparatus and method disclosed herein

may facilitate sharing and updating of data, and provide for relatively high-

bandwidth and low-latency communication with agents.

[0022] The apparatus and method disclosed herein may provide for

management of a main system by using the existing workload data path and the

large-capacity storage of the main system, while not utilizing cycles from the main

system with in-band infrastructure management machine readable instructions.

Further, for the apparatus and method disclosed herein, the functions or data that

are collected may be configured or federated, and the apparatus disclosed herein

may operate both as a source and as a destination.

[0023] Figure 1A illustrates an architecture of a memory-driven OOB

management apparatus (hereinafter also referred to as "apparatus 100"), according

to an example of the present disclosure. Figure 1B illustrates an environment of

the apparatus 100, according to an example of the present disclosure. Referring to

Figures 1A and 1B, the apparatus 100 may include a management module 102 to

implement OOB management of a CN of a plurality of CNs 1-m. The OOB

management of the CN may be executed independent of an OS of the CN. For

example, the OOB management of the CN may be executed without the support of

hardware components that are needed for and used by the OS of the CN.

Moreover, the OOB management may utilize resources that are dedicated to

systems management and allow management of system hardware components

independent of their states.

[0024] A main system 150 for the apparatus 100 may include the plurality of

CNs 1-m, and a plurality of NVM nodes 1-n that host a relatively large size of NVM

(e.g., memristor). With respect to the CNs 1-m, each CN of the CNs 1-m may

include an instantiation of the apparatus 100. Alternatively, one of the CNs 1-m

may include the apparatus 100 that is utilized to manage the remaining CNs 1-m.

[0025] The apparatus 100 may include a memory controller (MC)



communication module 104 to communicate with a first CN MC 106. The first CN

MC 106 may be used to communicate with a NVM node MC 108 of a NVM node

(of the NVM nodes 1-n) via a memory fabric 110.

[0026] The memory fabric 1 1 0 may be a high-bandwidth and low-latency

memory fabric. The memory read-write requests from the CNs 1-m may be sent

through the memory fabric 110 by the CN MCs, and received and processed by the

NVM node MCs.

[0027] The apparatus 100 may further include a CPU communication module

1 1 2 to communicate with a CPU 114, a device communication module 1 1 6 to

communicate with devices 1 1 8 that expose access to the apparatus 100 to support

OOB management functions, and an environment sensor communication module

120 to communicate with environment sensors 122 such as temperature sensors,

power meters, etc. A second CN MC 124 may be used for communication of the

CN with the memory fabric 1 1 0 .

[0028] For the example of Figure 1B, associated blocks of NVM that are

allocated to a specific instantiation of the apparatus 100 for NVM node-1 and NVM

node-2 (of NVM nodes 1-n) are shown at 126. Further, associated blocks of NVM

that are allocated to a specific instantiation of the apparatus 100 for the NVM node-

2 and NVM node-n are shown at 128. Thus, the NVM regions 126 and 128 may be

used by the specific instantiations of the apparatus 100 as described herein.

[0029] For the example of Figure 1B, the NVM nodes 1-n may be alternatively

disposed on a CN that includes the memory fabric, or separately from the CNs 1-m

as shown in Figure 1B.

[0030] With respect to the NVM nodes 1-n, the pool of NVM provided by the

NVM nodes 1-n may be shared by the CNs 1-m through the memory fabric 1 1 0 .

The apparatus 100 may host the NVM pool that is shared by the CNs 1-m through

storage and retrieval operations.

[0031] For high availability purposes, the NVM nodes 1-n may be provided in a



fault zone different from the CNs 1-m so that the NVM pool of the NVM nodes 1-n

is accessible even when the CNs fail. The memory fabric 110 may also provide for

access to NVM on one system from multiple other systems (e.g., access to one

NVM node from multiple other CNs, or access to an instantiation of the apparatus

100 from multiple other instantiations of the apparatus 100). To enable sharing of

the NVM between the CNs 1-m, a NVM manager (not shown) may assign blocks of

NVM (e.g., from a NVM node, or from multiple NVM nodes 1-n) to the CNs 1-m per

requests from a CN of the CNs 1-m.

[0032] The apparatus 100 for each of the CNs 1-m may include both hardware

and machine readable instructions, and may communicate with components on the

CN. As disclosed herein, the apparatus 100 may include the CPU communication

module 1 1 2 to communicate with the CPU 114, the device communication module

1 1 6 to communicate with devices 118 that expose access to the apparatus 100 to

support OOB management functions, and the environment sensor communication

module 120 to communicate with environment sensors 122 such as temperature

sensors, power meters, etc. Low-speed buses may be used for the communication

between the apparatus 100 and the individual components (e.g., the CPU,

environment sensors, etc.). Examples of the low-speed buses may include l2C,

JTag, etc. The apparatus 100 may support OOB functions such as inventory (e.g.,

ID, version number, etc., of hardware and machine readable instructions

components, such as chipsets, drivers for I/O, etc.), logging (e.g., information

related to transactions, errors, etc.), configuration (e.g., right to make changes to a

main system), monitoring (e.g., power, temperature, state, etc., of the main system

150), etc.

[0033] According to an example, the apparatus 100 may utilize the memory

fabric 1 1 0 to support access of a CN to a destination memory (e.g., a NVM node)

through storage and retrieval operations. For example, the apparatus 100 may

operate as a source of the memory fabric 110. The apparatus 100 may utilize a

memory access module 130 to access the NVM of the NVM nodes 1-n, to thus



operate as a source of the memory fabric 11 0 . Through the memory fabric 1 1 0, the

apparatus 100 may utilize blocks of NVM that may be distributed on multiple NVM

nodes. If the apparatus 100 requests a block of the NVM, the block of the NVM

may be designated to the apparatus 100. Thus, local storage of the apparatus 100

on the CNs 1-m may be reduced or even removed. Data (e.g., firmware and OS

images) may be read (i.e., retrieved) from the NVM of the NVM nodes into the

apparatus 100. The data (e.g., inventory, error logs, performance logs, etc.) that

the apparatus 100 collects may be written to the NVM of the NVM nodes.

Moreover, the NVM may also be written or read by a system manager 132. For

example, the system manager 132 may store images into the NVM of the NVM

nodes 1-n for deployment or update, or retrieve the log data out from NVM for

analysis.

[0034] According to an example, the apparatus 100 may utilize the memory

access module 130 to operate as a destination of the memory fabric 110 based on

memory address assignment. With respect to the operation of the apparatus 100

as a destination of a memory operation, the apparatus 100 may be exposed as a

memory target with a memory address that may be read and/or written by agents

through the memory fabric 110. The other instantiations of the apparatus 100 (e.g.,

on other CNs), or system managers that operate at a higher layer may then access

the local data for the apparatus 100. For example, in order to monitor the thermal

status of the main system 150, temperature sensors may be installed with the CPU

114, memory dual in-line memory modules (DIMMs; not shown), voltage regulator

(not shown), power supplies (not shown), etc. The sensor values may be collected

by the apparatus 100, and read by other instantiations of the apparatus 100 (e.g.,

in other CNs) or the system manager 132 through storage and retrieval operations.

The sensor values on multiple CNs may be aggregated through the memory fabric

1 1 0 by the apparatus 100 on one single CN, and then forwarded to the system

manager 132 via a system manager communication module 134 through the

memory fabric 110. Moreover, each sensor on a CN may operate as a destination



with memory address assigned, and then configured and read by the system

manager 132.

[0035] According to an example, the apparatus 100 may utilize the memory

access module 130 to operate as either the source or the destination of the

memory fabric 110. The apparatus 100 may host NVM (locally) that may be

accessible by other agents through the memory fabric 11 0, for example, by using

the first CN MC 106. As shown in Figure 1B, the apparatus 100 may include its

own memory fabric endpoint (e.g., the first CN MC 106) supported by hardware

interfaces and machine readable instructions functions that may retrieve and store

from and to the NVM nodes 1-n. As shown in Figure 1C, the apparatus 100 may

use low level transactions to share an endpoint (e.g., the second CN MC 124) in an

application-specific integrated circuit (ASIC) in the CN, without interrupting or

conflicting with workload traffic. For example, instead of the apparatus 100

including its own MC (e.g., the first CN MC 106), the apparatus 100 may share the

second CN MC 124, without interrupting or conflicting with workload traffic. As

shown in Figure 1D, the apparatus 100 may cause the local system on chip (SoC)

to execute machine readable instructions (e.g., via the CPU 114) that may get data

related to the apparatus 100 to and from NVM of the NVM nodes 1-n. As shown in

Figure 1D, the apparatus 100 may also communicate, for example, via the CPU

114, with the OS on the CN. Thus, the apparatus 100 may use the NVM of the

NVM nodes 1-n as memory, and the memory fabric 1 1 0 to access the NVM and/or

other components such as the system manager 132. Thus, instead of having to go

through the CPU 114 to access management data (or other data related to an

application that is being executed), the apparatus 100 may directly access the

NVM of the NVM nodes 1-n to access management data. This aspect of direct

access to the NVM of the NVM nodes 1-n may simplify processing of the

management data by the apparatus 100, as the CPU no longer needs to be

interrupted and/or accessed to obtain the management data.

[0036] The ownership of the NVM of the NVM nodes 1-n may be built by a NVM



manager (not shown) based on a request from the apparatus 100, per pre-

configured policies, or as reserved in default. In order to initiate and maintain the

ownership of the NVM of the NVM nodes 1-n, the apparatus 100 may include

hardware interfaces (e.g., Ethernet, and machine readable instruction application

programming interfaces (APIs) to communicate with the NVM manager).

[0037] In order to enable either transient or persistent memory space of the

apparatus 100 accessible by other instantiations of the apparatus 100 (e.g., in

other CNs) or the system manager 132 through the memory fabric 110, a global

memory address may be assigned by the memory fabric 110, and the memory

operation requests targeting the memory space may be transmitted to the

instantiations of the apparatus 100 accordingly.

[0038] The machine readable instructions for the apparatus 100 may organize,

store, and access the data on the NVM nodes 1-n. Examples of technologies that

may be used by the machine readable instructions for the apparatus 100 for the

data management through the store and retrieve memory fabric 1 1 0 may include,

for example, in-memory database, in-memory key-value store, etc.

[0039] In order to configure the apparatus 100, the system manager 132 may

configure the apparatus 100 as needed. For example, the system manager 132

may configure the apparatus 100 to collect a certain type of metric for a CN of the

CNs - , or for all of the CNs 1-m. According to another example, the system

manager 132 may configure the apparatus 100 to collect a certain type of metric at

a predetermined interval. Because of the high speed and low latency interconnect

of the memory fabric 11 0, and the shared memory of the NVM nodes 1-n, the

various instantiations of the apparatus 100 may be formed as a tightly coupled

group, where the instantiations of the apparatus 100 in the group work in concert

together towards a common task. For example, if the system manager 132 notices

a correlated anomaly across a few CNs of the CNs 1-m (e.g., an application

experiences much longer memory access latency across a few CNs of the CNs 1-

m), the system manager 132 may focus all of the data collection on these CNs. In



this way, the system manager 132 may operate as an agent (or a plurality of

system managers may operate as agents) that may be distributed over the

instantiations of the apparatus 100.

[0040] The operations of the apparatus 100 may be configured as needed in

the real-time, with the needed parameters turned on and off as a function of the

progress of the analytics executed on the system manager 132. For example, the

data that the apparatus 100 collects may be changed, and the frequency of the

data collection may be changed, some pre-analytics may be performed on the

apparatus 100, etc.

[0041] An instantiation of the apparatus 100 may be implemented on an NVM

node for management of the NVM node, in a similar manner as the CN. For

example, an NVM node may also host computing capacity, e.g., a CPU, the

apparatus 100, sensors, devices, etc.

[0042] Figure 2 illustrates a flowchart 200 for the memory-driven OOB

management apparatus of Figure 1A, according to an example of the present

disclosure.

[0043] Referring to Figure 2, at block 202, the apparatus 100 may be enabled

as a source of the memory fabric 1 1 0 . For example, as described herein, the

apparatus 100 may utilize the memory fabric 110 to support access of a CN to a

destination memory (e.g., a NVM node) through storage and retrieval operations.

The apparatus 100 may utilize the memory access module 130 to access the NVM

of the NVM nodes 1-n, to thus operate as a source of the memory fabric 1 1 0 .

[0044] At block 204, the apparatus 100 may be assigned with a remote NVM

accessible through the memory fabric 1 1 0 . For example, as described herein, data

(e.g., firmware, OS images, or any machine readable instructions) may be retrieved

from the NVM of the NVM nodes into the apparatus 100.

[0045] At block 206, the apparatus 100 may include sensors that enabled as a

destination of the memory fabric 110. For example, as described herein, the



apparatus 100 may utilize the memory access module 130 to operate as a

destination of the memory fabric 1 1 0 based on memory address assignment.

[0046] At block 208, the apparatus 100 may be configured with addresses

accessible through the memory fabric 1 1 0 . For example, as described herein, the

system manager 132 may configure the apparatus 100 as needed. For example,

the system manager 132 may configure the apparatus 100 to collect a certain type

of metric for a CN of the CNs 1-m, or for all of the CNs 1-m.

[0047] At block 2 10, the apparatus 100 may determine whether a

reconfiguration request has been received (e.g., from the system manager 132).

[0048] In response to a determination that a reconfiguration request has been

received, at block 2 12, the functions of the apparatus 100 may be reconfigured.

[0049] In response to a determination that a reconfiguration request has not

been received (or further to reconfiguration of the functions at block 2 12), at block

214, the functions of the apparatus 100 may be executed.

[0050] At block 2 16, the apparatus 100 may be accessed by other agents. For

example, an agent may use the memory fabric 1 1 0 to access the apparatus 100.

[0051] The modules and other elements of the apparatus 100 may be machine

readable instructions stored on a non-transitory computer readable medium. In this

regard, the apparatus 100 may include or be a non-transitory computer readable

medium. In addition, or alternatively, the modules and other elements of the

apparatus 100 may be hardware or a combination of machine readable instructions

and hardware, where the machine readable instructions may be executed by a

processor and/or hardware.

[0052] Figures 3-5 respectively illustrate flowcharts of methods 300, 400, and

500 for memory-driven OOB management, corresponding to the example of the

memory-driven OOB management apparatus 100 whose construction is described

in detail above. The methods 300, 400, and 500 may be implemented on the

memory-driven OOB management apparatus 100 with reference to Figures 1A, 1B,



and 2 by way of example and not limitation. The methods 300, 400, and 500 may

be practiced in other apparatus.

[0053] Referring to Figure 3, for the method 300, at block 302, the method may

include implementing OOB management of a CN of a plurality of CNs. The OOB

management of the CN may be executed independent of an OS of the CN. For

example, referring to Figures 1A, 1B, and 2, the management module 102 may

execute (i.e., perform) OOB management of the CN independent of an OS of the

CN. For example, the OOB management of the CN may be executed without the

support of hardware components that are needed for and used by the OS of the

CN. Moreover, the OOB management may utilize resources that are dedicated to

systems management and allow management of system hardware components

independent of their states.

[0054] At block 304, the method may include accessing a memory fabric to

store and retrieve data related to the OOB management of the CN respectively to

and from a NVM resource pool provided by a plurality of NVM nodes. The memory

fabric may provide for shared access to the plurality of NVM nodes by the plurality

of CNs. For example, referring to Figures 1A, 1B, and 2, the memory access

module 130 may be used to access the memory fabric 110 to store and retrieve

data related to the OOB management of the CN respectively to and from a NVM

resource pool provided by a plurality of NVM nodes 1-n.

[0055] According to an example, for the method 300, implementing the OOB

management of the CN of the plurality of CNs may further include conducting an

inventory of hardware and machine readable instructions components of the CN.

[0056] According to an example, for the method 300, implementing the OOB

management of the CN of the plurality of CNs may further include determining

logging information related to the CN.

[0057] According to an example, for the method 300, implementing the OOB

management of the CN of the plurality of CNs may further include determining



configuration information related to the CN.

[0058] According to an example, for the method 300, implementing the OOB

management of the CN of the plurality of CNs may further include monitoring

environment information related to the CN.

[0059] According to an example, the method 300 may further include receiving,

via the memory fabric, instructions to implement a predetermined function related

to the OOB management of the CN from a system manager. For example,

referring to Figures 1A, 1B, and 2, the apparatus 100 may receive, via the memory

fabric 1 1 0, instructions to implement a predetermined function related to the OOB

management of the CN from the system manager 132.

[0060] According to an example, the method 300 may further include

forwarding, via the memory fabric, data related to the OOB management of the CN

to a system manager. For example, referring to Figures 1A, 1B, and 2, the

apparatus 100 may forward, via the memory fabric 1 1 0, data related to the OOB

management of the CN to the system manager 132.

[0061] According to an example, for the method 300, accessing the memory

fabric to store and retrieve data related to the OOB management of the CN

respectively to and from the NVM resource pool provided by the plurality of NVM

nodes may further include utilizing a dedicated MC to access the memory fabric to

store and retrieve data related to the OOB management of the CN respectively to

and from the NVM resource pool provided by the plurality of NVM nodes. For

example, referring to Figures 1A, 1B, and 2, the apparatus 100 may utilize a

dedicated MC (e.g., the first CN MC 106) to access the memory fabric 1 1 0 to store

and retrieve data related to the OOB management of the CN respectively to and

from the NVM resource pool provided by the plurality of NVM nodes 1-n.

[0062] According to an example, the method 300 may further include utilizing a

further dedicated MC to access the memory fabric to store and retrieve further data

related to the CN respectively to and from the NVM resource pool provided by the



plurality of NVM nodes. For example, referring to Figures 1A, 1B, and 2, the CN

may utilize a further dedicated MC (e.g., the second CN MC 124) to access the

memory fabric 110 to store and retrieve further data related to the CN respectively

to and from the NVM resource pool provided by the plurality of NVM nodes 1-n.

[0063] Referring to Figure 4, for the method 400, at block 402, the method may

include implementing OOB management of a CN of a plurality of CNs. The OOB

management of the CN may be executed independent of an OS of the CN. For

example, referring to Figures 1A, 1B, and 2, the management module 102 may

execute OOB management of the CN independent of an OS of the CN.

[0064] At block 404, the method may include operating as a source of a

memory fabric to store data related to the OOB management of the CN to a NVM

resource pool provided by a plurality of NVM nodes. The memory fabric may

provide for shared access to the plurality of NVM nodes by the plurality of CNs.

The NVM nodes may be implemented in a fault zone that is different from the

plurality of CNs. For example, referring to Figures 1A, 1B, and 2, the apparatus

100 may operate as a source of the memory fabric 110 to store data related to the

OOB management of the CN to a NVM resource pool provided by the plurality of

NVM nodes 1-n.

[0065] According to an example, the method 400 may further include

implementing the OOB management of the plurality of CNs by performing OOB

management functions related to the plurality of CNs at the CN.

[0066] According to an example, the method 400 may further include assigning,

to an OOB management apparatus (e.g., the apparatus 100) of the CN, a block of

NVM from the NVM resource pool upon receipt of a request from the CN.

[0067] Referring to Figure 5, for the method 500, at block 502, the method may

include receiving, from a system manager, configuration information related to

OOB management of a CN of a plurality of CNs. The OOB management of the CN

may be executed independent of an OS of the CN. For example, referring to



Figures 1A, 1B, and 2, the apparatus 100 may receive, from the system manager

132, configuration information related to OOB management of a CN of a plurality of

CNs 1-m.

[0068] At block 504, the method may include implementing the OOB

management of the CN based on the configuration information. For example,

referring to Figures 1A, 1B, and 2, the apparatus 100 may implement the OOB

management of the CN based on the configuration information.

[0069] At block 506, the method may include accessing a memory fabric to

store and retrieve data related to the OOB management of the CN respectively to

and from a NVM resource pool provided by a plurality of NVM nodes. The memory

fabric may provide for shared access to the plurality of NVM nodes by the plurality

of CNs. For example, referring to Figures 1A, 1B, and 2, the apparatus 100 may

access the memory fabric 110 to store and retrieve data related to the OOB

management of the CN respectively to and from a NVM resource pool provided by

a plurality of NVM nodes 1-n.

[0070] According to an example, the method 500 may further include bypassing

a CPU of the CN to access the NVM resource pool provided by the plurality of

NVM nodes.

[0071] According to an example, receiving, from the system manager,

configuration information related to the OOB management of the CN of the plurality

of CNs may further include receiving, from the system manager, configuration

information related to collection of a predetermined metric for the CN of the plurality

of CNs.

[0072] Figure 6 shows a computer system 600 that may be used with the

examples described herein. The computer system 600 may represent a generic

platform that includes components that may be in a server or another computer

system. The computer system 600 may be used as a platform for the apparatus

100. The computer system 600 may execute, by a processor (e.g., a single or



multiple processors) or other hardware processing circuit, the methods, functions

and other processes described herein. These methods, functions and other

processes may be embodied as machine readable instructions stored on a

computer readable medium, which may be non-transitory, such as hardware

storage devices (e.g., RAM (random access memory), ROM (read only memory),

EPROM (erasable, programmable ROM), EEPROM (electrically erasable,

programmable ROM), hard drives, and flash memory).

[0073] The computer system 600 may include a processor 602 that may

implement or execute machine readable instructions performing some or all of the

methods, functions and other processes described herein. Commands and data

from the processor 602 may be communicated over a communication bus 604.

The computer system may also include a main memory 606, such as a random

access memory (RAM), where the machine readable instructions and data for the

processor 602 may reside during runtime, and a secondary data storage 608,

which may be non-volatile and stores machine readable instructions and data. The

memory and data storage are examples of computer readable mediums. The

memory 606 may include a memory-driven OOB management module 620

including machine readable instructions residing in the memory 606 during runtime

and executed by the processor 602. The memory-driven OOB management

module 620 may include the modules of the apparatus 100 shown in Figure 1A.

[0074] The computer system 600 may include an I/O device 6 10, such as a

keyboard, a mouse, a display, etc. The computer system may include a network

interface 6 12 for connecting to a network. Other known electronic components

may be added or substituted in the computer system.

[0075] What has been described and illustrated herein is an example along with

some of its variations. The terms, descriptions and figures used herein are set

forth by way of illustration only and are not meant as limitations. Many variations

are possible within the spirit and scope of the subject matter, which is intended to

be defined by the following claims - and their equivalents -- in which all terms are



meant in their broadest reasonable sense unless otherwise indicated.



What is claimed is:

1. A method for memory-driven out-of-band (OOB) management, the method

comprising:

implementing, by a processor, OOB management of a computing node of a

plurality of computing nodes, wherein the OOB management of the computing

node is executed independent of an operating system (OS) of the computing node;

and

accessing a memory fabric to store and retrieve data related to the OOB

management of the computing node respectively to and from a non-volatile

memory (NVM) resource pool provided by a plurality of NVM nodes, wherein the

memory fabric provides for shared access to the plurality of NVM nodes by the

plurality of computing nodes.

2 . The method of claim 1, wherein implementing the OOB management of the

computing node of the plurality of computing nodes further comprises:

conducting an inventory of hardware components and an inventory of

machine readable instructions components of the computing node.

3 . The method of claim 1, wherein implementing the OOB management of the

computing node of the plurality of computing nodes further comprises:

determining logging information related to the computing node.

4 . The method of claim 1, wherein implementing the OOB management of the

computing node of the plurality of computing nodes further comprises:

determining configuration information related to the computing node.



5 . The method of claim 1, wherein implementing the OOB management of the

computing node of the plurality of computing nodes further comprises:

monitoring environment information related to the computing node.

6 . The method of claim 1, further comprising:

receiving, via the memory fabric, instructions to implement a predetermined

function related to the OOB management of the computing node from a system

manager.

7 . The method of claim 1, further comprising:

forwarding, via the memory fabric, data related to the OOB management of

the computing node to a system manager.

8 . The method of claim 1, wherein accessing the memory fabric to store and

retrieve data related to the OOB management of the computing node respectively

to and from the NVM resource pool provided by the plurality of NVM nodes further

comprises:

utilizing a dedicated memory controller to access the memory fabric to store

and retrieve data related to the OOB management of the computing node

respectively to and from the NVM resource pool provided by the plurality of NVM

nodes.

9 . The method of claim 8, further comprising:

utilizing a further dedicated memory controller to access the memory fabric to

store and retrieve further data related to the computing node respectively to and

from the NVM resource pool provided by the plurality of NVM nodes.



10 . A memory-driven out-of-band (OOB) management apparatus comprising:

a processor; and

a memory storing machine readable instructions that when executed by the

processor cause the processor to:

implement OOB management of a computing node of a plurality of

computing nodes, wherein the OOB management of the computing node is

executed independent of an operating system (OS) of the computing node; and

operate as a source of a memory fabric to store data related to the OOB

management of the computing node to a non-volatile memory (NVM) resource pool

provided by a plurality of NVM nodes, wherein the memory fabric provides for

shared access to the plurality of NVM nodes by the plurality of computing nodes,

and wherein the NVM nodes are implemented in a fault zone that is different from

the plurality of computing nodes.

1 1 . The memory-driven OOB management apparatus according to claim 10,

further comprising machine readable instructions to:

implement the OOB management of the plurality of computing nodes by

performing OOB management functions related to the plurality of computing nodes

at the computing node.

12 . The memory-driven OOB management apparatus according to claim 10,

further comprising machine readable instructions to:

assign, to an OOB management apparatus of the computing node, a block of

NVM from the NVM resource pool upon receipt of a request from the computing

node.



13 . A non-transitory computer readable medium having stored thereon machine

readable instructions to provide memory-driven out-of-band (OOB) management,

the machine readable instructions, when executed, cause a processor to:

receive, from a system manager, configuration information related to OOB

management of a computing node of a plurality of computing nodes, wherein the

OOB management of the computing node is executed independent of an operating

system (OS) of the computing node;

implement the OOB management of the computing node based on the

configuration information; and

access a memory fabric to store and retrieve data related to the OOB

management of the computing node respectively to and from a non-volatile

memory (NVM) resource pool provided by a plurality of NVM nodes, wherein the

memory fabric provides for shared access to the plurality of NVM nodes by the

plurality of computing nodes.

14. The non-transitory computer readable medium according to claim 13, further

comprising machine readable instructions to:

bypass a central processing unit (CPU) of the computing node to access the

NVM resource pool provided by the plurality of NVM nodes.

15 . The non-transitory computer readable medium according to claim 13, wherein

the machine readable instructions to receive, from the system manager,

configuration information related to the OOB management of the computing node

of the plurality of computing nodes further comprise machine readable instructions

to:

receive, from the system manager, configuration information related to

collection of a predetermined metric for the computing node of the plurality of



computing nodes.
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