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(57) Abrege/Abstract:
A mobile device can send a notification to place a call using a PBX (e.g., using SIP signaling) or recelve a notification of call
avallability for the mobile device at the PBX. An authentication token Is provided over a data channel for use in authenticating the
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(57) Abrege(suite)/Abstract(continued):
mobile device when calling the PBX on a voice channel. However, when the mobile device calls the PBX (e.g., on a DNIS number,

where ANI| information Is made available to an application server), if ANI information Is found to correspond to the mobile device,
the PBX can send tone(s) indicating that the mobile device can respond with an abbreviated validation tone, rather than the entirety
of the authentication token. If the ANI information is not obtained or not matched, then a different tone(s) Is sent, indicating to
provide the authentication token. If the authentication token provided does not match or if the mobile device does not respond, the

voice channel Is not set up.
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ABSTRACT

A mobile device can send a notification to place a call using a PBX (e.g., using SIP
signaling) or receive a notification of call availability for the mobile device at the PBX. An
authentication token is provided over a data channel for use in authenticating the mobile device
when calling the PBX on a voice channel. However, when the mobile device calls the PBX (e.g.,
on a DNIS number, where ANI information is made available to an application server), if ANI
Information 1s found to correspond to the mobile device, the PBX can send tone(s) indicating that
the mobile device can respond with an abbreviated validation tone, rather than the entirety of the
authentication token. If the ANI information is not obtained or not matched, then a different
tone(s) 1s sent, indicating to provide the authentication token. If the authentication token

provided does not match or if the mobile device does not respond, the voice channel is not set up.
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SYSTEMS AND METHODS OF VOICE CALL SETUP
INVOLVING MOBILE DEVICES

BACKGROUND

Field:

[0001] The present application relates to voice telephony, and more particularly to transport

setting up and authorizing of voice calls involving mobile devices.

Related art:

[0002] Voice telephony remains a major application of interest for business and personal use.

In an example corporate setting, a telephony installation at a site can have a large number of
users connected to a Private Branch Exchange (PBX) server, which can interface those users to a
smaller number of outside lines (e.g., an E1 or T1 line) (a PBX can be implemented using a
server with telephony cards for example). A PBX can interface with other servers and systems,
such as one or more application servers that can provide enhanced services to devices connected
to the PBX, such as mobile devices. For example, a PBX can interface with an application server
over an [P connection, using SIP signaling. Services provided by an application server can
include third party call control, enterprise voice mail, single number reachability, call forwarding,
park, and conferencing, for example. PBX systems also can communicate with each other over

trunk lines, and packet networks, depending on implementation.

[0003] A PBX can perform services for a voice call, based on direction from an application
server. For example, a PBX can initiate an outgoing call to a number specified by an application
server using SIP signaling to the PBX. A PBX also can provide information about incoming

calls to an application server. For example, a PBX can provide ANI information, to an
application server, for a call incoming to the PBX, which may be provided a service by the
application server. Where data communication is unavailable with a mobile device, the mobile
device would not have an IP address (or more generally, where mobile device cannot acquire an

[P address), authentication mechanisms available in SIP cannot be used.

]
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[0004] It is desirable to provide an experience to devices being serviced from such systems that
is responsive, while also maintaining a measure of authentication to be able to use the systems, to

reduce undesirable situations such as abuse or unauthorized access.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Reference will now be made, by way of example, to the accompanying drawings which

show example embodiments of the present application, and in which:

[0006] Figure 1 shows, in block diagram form, an example arrangement in which voice calls
involving mobile devices can be setup, and which involves an enterprise communications

platform;

[0007] Figure 2 depicts aspects of a logical communications flow for setting up a voice

telephony call according to exemplary aspects described herein;

[0008] Figure 3 depicts aspects of an example method that can be implemented on a mobile

device participating 1n call setup according to this disclosure;

[0009] Figure 4 depicts aspects of an example method that can be implemented on a server

participating in call setup according to this disclosure;

[0010] Figure 5 depicts a signal diagram according to an example process for establishing a call

according to these disclosures;

[0011] Figure 6 depicts another signal diagram according to another example process for

establishing a call according to these disclosures;

[0012] Figure 7 depicts an example composition of a mobile device that can perform aspects in

accordance with this disclosure;

[0013] Figure 8 depicts another view of an example of a mobile device that can perform aspects

1n accordance with this disclosure; and

[0014] Figure 9 depicts a functional module composition of a mobile device 1n accordance with

this disclosure.



CA 02808578 2013-02-26

DESCRIPTION

[0015] In a first aspect of the present disclosure, there is provided a method of establishing a
voice communication session, comprising: receiving at a mobile device, over a data channel, an
authentication token that can be used to authenticate the mobile device on a voice channel;
initiating establishment of the voice channel between a telephony system and the mobile device,
the telephony system communicatively coupled with a server; receiving at the mobile device,
from the server, on the voice channel, at least one DTMF tone indicating that information about
the mobile device was obtained during the establishment of the voice channel and was matched
with a database of authorized devices, and responsively sending, from the calling device, on the
voice channel, an acknowledgement DTMF tone; and proceeding with the voice communication

session over the voice channel.

[0016] The method of the first aspect may further comprise sending from the mobile device, on
a data channel, a notification of initiation of a call to be carried on a voice channel, and wherein

the authentication code 1s sent responsive to the notification by the server.

[0017] The method of the first aspect may be further defined in that the information obtained

during establishment of voice channel comprises ANI information.

[0018] The method of the first aspect may be further defined in that the calling device initiates

the establishment of the voice channel by calling a pre-determined telephone number.

[0019] The method of the first aspect may further comprise, if the tone 1s not received by the

mobile device, sending the authentication token as DTMF tones on the voice channel.

[0020] The method of the first aspect may be further defined in that the acknowledgement
DTMEF tone comprises two or more DTMEF tones, at least one of the two or more DTMF tones
relating to whether the mobile device can support a data channel concurrently with a voice

channel.

[0021] The method of the first aspect may be further defined in that the mobile device is capable
of operating according to Global Systems for Mobile Communication (GSM) standard for voice

telephony signaling.
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[0022] In a second aspect of the present disclosure, there is provided a mobile device capable of
voIce felephony, comprising: one or more network interfaces capable of interfacing with one or
more networks to provide a data communication channel and a voice communication channel;
and a processing resource configured to interface with the one or more network interfaces and to
perform a method comprising: receiving at the mobile device, over a data channel, an
authentication token that can be used to authenticate the mobile device on a voice channel;
initiating establishment of the voice channel between a telephony system and the mobile device,
the telephony system communicatively coupled with a server; receiving at the mobile device,
from the server, on the voice channel, at least one DTMF tone indicating that information about
the mobile device was obtained during the establishment of the voice channel and was matched
with a database of authorized devices, and responsively sending, from the calling device, on the
voice channel, an acknowledgement DTMF tone; and proceeding with the voice communication

session over the voice channel.

[0023] The method of the second aspect may be further defined in that the one or more network
interfaces comprise an interface to a cellular network, over which is implemented the voice

communication channel and the data communication channel.

[0024]) The method of the second aspect may be further defined 1n that the processing resource
1s turther configured for sending, on the data channel, a notification of initiation of a call to be
carried on a voice channel, the notification for receipt by the server and comprising information

1dentifying the mobile device and a party to be called.

[0025] The method of the second aspect may be further defined in that the processing resource
1s further configured for receiving, on the data channel, a notification of availability of a call, and

the authentication token 1s provided with the notification.

[0026] The method of the second aspect may be further defined in that the one or more network
interfaces are configured to provide alternatively either the voice communication channel or the
data communication channel. The method of the second aspect may be further defined in that the

one or more network interfaces comprises an interface for a GSM/GPRS network.

[0027] In a third aspect of the present disclosure, there 1s provided a tangible computer readable

medium storing instructions for a programming a processor provided with a mobile device to
4
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perform a method comprising: sending from a calling device, on a data channel, a notification of
initiatfon of a call to be carried on a voice channel, the notification for receipt by a server and
comprising information 1dentifying the calling device and a party to be called; responsively
receiving, over the data channel, an authentication token that can be used to authenticate the
calling device to the server; initiating establishment of the voice channel between a telephony
system and the calling device, the telephony system communicatively coupled with the server;
recelving, from the server, on the voice channel, at least one DTMF tone indicating that
information about the calling device was obtained during the establishment of the voice channel
and was matched with the information identifying the calling device contained in the notification,
and responsively sending, from the calling device, on the voice channel, an acknowledgement

DTMF tone; and proceeding with the voice communication session over the voice channel.

[0028] The tangible computer readable medium of the third aspect may be further defined in

that the information obtained during establishment of voice channel comprises ANI information.

[0029] The tangible computer readable medium of the third aspect may be further defined in
that the calling device initiates the establishment of the voice channel by calling a pre-determined

telephone number.

[0030] The tangible computer readable medium of the third aspect may be further defined in
that, 1f the tone 1s not received by the calling device, then sending the authentication token as

DTMEF tones on the voice channel.

[0031] The tangible computer readable medium of the third aspect may be further defined in

that the acknowledgement DTMF tone comprises two or more DTMF tones, at least one of the
two or more DTMF tones relating to whether the calling device can support a data channel

concurrently with a voice channel.

[0032] In a fourth aspect of the present disclosure, there is provided a method of providing
voice telephony services to a mobile device, comprising: receiving, at an application server, a
notification of a call to involve a mobile device and to be carried on a voice channel; sending to
the mobile device, over a data channel, an authorization token that can be used to authenticate the
mobile device to the application server; receiving ANI information for a call incoming to a

telephony system on a voice channel, the telephony system communicatively coupled with the
5



CA 02808578 2013-02-26

application server; determining whether the received ANI information matches to the mobile
device‘ 1dentified 1n the notification, and responsively sending, on the voice channel, at least one
DTMF tone indicating authorization to use an abbreviated authentication procedure comprising
sending fewer DTMF tones than a number of tones in the authorization token; and provisioning
a voice channel to the party to be called, for bridging with the voice channel for the call incoming

to the telephony system.

[0033] The method of the fourth aspect may further comprises, responsive to determining that
the received ANI information does not match to the mobile device, indicating to the mobile

device to provide the authorization token on the voice channel.

[0034] In a fifth aspect of the present disclosure, there is provided a method of providing voice
telephony services to a mobile device, comprising: receiving, at an application server, a
notification of a call to involve a mobile device and to be carried on a voice channel; sending to
the mobile device, over a data channel, an authorization token that can be used to authenticate the
mobile device to the application server; receiving ANI information for a call incoming to a
telephony system on a voice channel, the telephony system communicatively coupled with the
application server; determining whether the received ANI information matches to the mobile
device 1dentified in the notification, and responsively sending, on the voice channel, at least one
acknowledgment DTMEF tone indicating authorization to use an abbreviated authentication
procedure comprising sending fewer DTMF tones than a number of tones in the authorization
token; and provisioning a voice channel to the party to be called, for bridging with the voice

channel for the call incoming to the telephony system.

[0035] The method of the fifth aspect may further comprise, responsive to determining that the
received ANI information does not match to the mobile device, indicating to the mobile device to

provide the authorization token on the voice channel.

[0036] The method of the fifth aspect may further comprise sending from the mobile device, on
the data channel, a notification of initiation of a call to be carried on a voice channel, and

wherein the authentication token is sent responsive to the notification by the server.
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[0037] The method of the fifth aspect may be further defined in that the authentication of the
mobile device and provisioning of the voice channel to the party to be called are performed

concurrently.

[0038] The method of the fifth aspect may be further defined in that the mobile device 1nitiates
the establishment of the voice channel by a call incoming from a pre-determined telephone

number.

[0039] The method of the fifth aspect may be further defined in that the acknowledgement

DTMEF tone comprises two or more DTMEF tones, at least one of the two or more DTMEF tones
relating to whether the mobile device can support a data channel concurrently with a voice

channel.

[0040] The method of the fifth aspect may be further defined in that, if the acknowledgment

tone 1s not rece1ved by the application server, then sending the authentication token as DTMF

tones on the data channel.

[0041] The method of the fifth aspect may be further defined in that, wherein the mobile device
1s capable of operating according to Global Systems for Mobile Communication standard for

voice telephony signaling.

[0042] The method of the fifth aspect may be further defined in that the application server may

provision a voice channel to more than one party to be called concurrently.

[0043] The method of the fifth aspect may further comprise implementation, by the application,

of a usage restriction on the mobile device.

[0044] The method of the fifth aspect may be further defined 1n that the usage restriction denies

the provision of a voice channel for a call incoming from an international source.

[0045] The method of the fifth aspect may be further defined in that the usage restriction denies

the provision of a voice channel for a call incoming from a telemarketing source.

[0046] In a sixth aspect of the present disclosure, there 1s provided a provided a tangible
computer readable medium storing instructions for a programming at least one processor
associated with a mobile device to perform a method comprising: recetving, at an application

server, a notification of a call to involve a mobile device and to be carried on a voice channel;

7
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sending to the mobile device, over a data channel, an authorization token that can be used to
autheﬁticate the mobile device to the application server; receiving ANI information for a call
incoming to a telephony system on a voice channel, the telephony system communicatively
coupled with the application server; determining whether the received ANI information matches
to the mobile device 1dentified in the notification, and responsively sending, on the voice

channel, at least one acknowledgment DTMF tone indicating authorization to use an abbreviated

authentication procedure comprising sending fewer DTMF tones than a number of tones i1n the
authorization token; and provisioning a voice channel to the party to be called, for bridging with

the voice channel for the call incoming to the telephony system.

[0047] The tangible computer readable medium of the sixth aspect may be further defined in
that the method further comprises: responsive to determining that the received ANI information
does not match to the mobile device, indicating to the mobile device to provide the authorization

token on the voice channel.

[0048] The tangible computer readable medium of the sixth aspect may be further defined in
that the method further comprises: sending from the mobile device, on the data channel, a
notification of initiation of a call to be carried on a voice channel; and wherein the authentication

token 1s sent responsive to the notification by the server.

[0049] The tangible computer readable medium of the sixth aspect may be further defined in
that the authentication of the mobile device and provisioning of the voice channel to the party to

be called 1s performed concurrently.

[0050] The tangible computer readable medium of the sixth aspect may be further defined in
that the mobile device initiates the establishment of the voice channel by a call incoming from a

pre-determined telephone number.

[0051] The tangible computer readable medium of the sixth aspect may be further defined in
that the acknowledgement DTMF tone comprises two or more DTMF tones, at least one of the

two or more DTMF tones relating to whether the mobile device can support a data channel

concurrently with a voice channel.
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[0052] The tangible computer readable medium of the sixth aspect may be further defined 1n, 1f
the acl;nowledgment tone is not received by the application server, then sending the

authentication token as DTMF tones on the voice channel.

[0053] The tangible computer readable medium of the sixth aspect may be further defined 1n

that the application server is configured to provision a voice channel to more than one party to be

called concurrently.

[0054] Briefly, one concern in providing enhanced telephony services to mobile devices 1s
providing a responsive experience to users of the mobile devices. For example, 1n a situation
where a call is to be anchored from a PBX, a mobile device (calling party) can indicate that a call
to a specified number (a called party) is to be made from the PBX on behalf of the calling party,
and that a voice channel between the PBX and each of the called and calling party should be

bridged so that the called and calling party are in voice communication.

[0055] In one approach to such a service (e.g., where SIP authentication measures cannot be

applied), a mobile device can indicate, through a data channel (e.g., a data service), to a server in
communication with the PBX that such a call 1s to be made. The server can return, via the data
channel, an authentication token that can be presented over a voice channel to the PBX as a

series of DTMF tones (typically at least 5 tones). Upon reception of the tones at the PBX from
the mobile device, these tones (or data representative of them) can be sent from the PBX to the
server, which determines whether or not the DTMF tones represent the authentication token that
was provided to the mobile device. If so, then authorization for the call to proceed 1s granted.
Such an approach may require several seconds (around 4 or more seconds) to complete, at least
because DTMF tones require a guardband of time between each tone, and the tones require some
time for processing. Thus, using an authentication token long enough to provide reasonable

security results 1in a delay longer than desirable.

[0056] In one aspect disclosed herein, a mobile device indicates over a data channel that a call 1s
to be made (as described above). The server likewise responds with an authentication token.

The mobile device can call a DNIS telephone number, in order to reach the PBX. The PBX
gathers ANI information for that call (and/or caller identification information). The ANI

information is provided to the server. The server determines whether the ANI information

9
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matches to an authorized user of the system (e.g., matches to identification information, such as a

phone number, associated with a device 1ssued to an employee of a company controlling the

PBX.

[0057] If the ANI information (or other identifying information) matches, then the server can
generate a trigger code comprising one or more DTMF tones (e.g., such tones can be pre-
determined to be associated with the trigger functionality described), to be sent over the voice
channel between the PBX and the mobile device. The mobile device receives these tone(s), and
interprets these tone(s) to indicate that the authentication token need not be transmitted over the
voice channel to the PBX. The mobile device can respond with one or more acknowledgement
tones, allowing the call to proceed. In this example, the total number of DTMF tones exchanged
over the voice channel to enable the mobile device to be authenticated and the call to proceed has
been reduced. In some implementations, such reduction in DTMF tones allows several seconds
faster setup time for a call, which enhances responsiveness of the system to mobile device service

needs.

[0058] FIG. 1 depicts an example arrangement, which will be used in the following description.
In some aspects, this description concerns an approach to reducing a setup time for a call
involving a wireless device and carried on a transport that includes elements of the Public

Switched Telephony Network (PSTN). The elements of FIG. 1 are introduced, followed with

background to provide context to the particular examples that follow.

[0059] FIG. 1 depicts an arrangement where a PBX 16 can exist within a corporate network.
PBX 16 can be coupled to the Public Switched Telephone Network (PSTN) 40, such as via a T1
trunk, or through a gateway 13 that interfaces between the PSTN and a packet network
technology. Gateway 13 also can convert between packet network signaling to PSTN signaling
PBX 16 also can be coupled to the Internet 40, or to other packet networks, through a firewall 22,
and other network equipment such as routers and switches (not separately depicted). PBX 16

also can have a connection to both the PSTN and one or more packet networks.

[0060] Traditionally, a PBX (e.g., PBX 16) provides telephony services for a closed group of
private telephones, for example, within an enterprise or a hotel. However, in many cases the

services to the private telephone desirably could also be extended out to a mobile device that

10
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communicate via third party networks, such as wide area cellular networks, or through wireless
local area networks. In these situations SMP server 18 may be added as an adjunct to the PBX

and can take an active role in providing services to mobile devices.

[0061] SMP server 18 can be connected to PBX 16 through a packet-switched connection that

can use the Internet Protocol (IP).

[0062] PSTN 40 can communicate with Public Land Mobile Network (PLMN) 50, and by
particular example, with a switching control 86 within PLMN 50. Such communication is for
accepting calls from PLMN 50 to be carried on PSTN 40, and vice versa, as an example. SS7
signalling can be employed between PSTN 40 and PLMN 50. PSTN 40 is depicted to have
telephones 87a and 87b coupled thereto. Other implementations can include multiple gateways

that translate between or among different signaling protocols.

[0063] PLMN 50 communicates with a mobile device 11. Communication between PLMN 50
and mobile device 11 can take place using a wide variety of technologies, some of which are
capable of supporting only voice traffic, either voice traffic and data traffic, or simultaneous
volce and data traffic to/from mobile device 11. PLMN 50 also can use Internet 40 to
receive/send traffic to and from corporate network 20, as indicated by communication link 92.
Communication between network 20 and PLMN 50 also may be carried via a relay 26. Relay 26
may provide, for example, a leased line access to one or more PLMNs 50, or to equipment hosted
within such PLMNs 50. As such, public packet networks (e.g., Internet 50) are not necessarily

used in some examples.

[0064] Mobile device 11 includes one or more radio transceivers and associated processing
hardware and software to enable wireless communications with the PLMN 50 and optionally a
WLAN. In various embodiments, the PLMN 50 and mobile device 11 may be configured to
operate 1n compliance with any one or more of a number of wireless protocols, including GSM,
GPRS, CDMA, EDGE, UMTS, EvDO, HSPA, 3GPP, or a variety of others. It will be
appreciated that the mobile device 11 may roam within PLMN 50 as well as into other PLMN5s
(1.e., that the depicted PLMN 50 represents one or more such wireless access networks that
operate according to what a person of ordinary skill would understand as broadband cellular

access technologies).

11
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[0065] For example, in some instances, a dual-mode mobile device 11 and/or the enterprise
netwofk 20 cén be configured to facilitate roaming between the PLMN 50 and a WLAN, and are
thus capable of seamlessly transferring sessions (such as voice calls) from a connection with a
cellular interface of a dual-mode device to a WLAN interface of such a dual-mode device, and

vice versa.

[0066] GSM signaling 91 can be implemented using the Fast Associated Control Channel
(FACCH). FACCH is a logical channel on a digital traffic channel that can be used to send
urgent signaling control messages. The FACCH channel sends messages by replacing speech
data with signaling data for short periods of time. In GSM, two special reserved bits are used to
inform the receiving device if the data in the current time slot is digitally coded subscriber traffic
or alternatively a FACCH message. Switching control 86 manages the conversion between GSM
signaling 91 and SS7 signaling 90 (for clarity, a network of base stations operating within PLMN
50 is not separately depicted, and usually, there is a connection between switching control 86,
and one or more base station elements, where device 11 can be connected to such base station
elements. GSM signaling can be relayed through the base station to a termination point in

switching control 86.)

[0067] In some embodiments, PBX 16 may be connected to one or more conventional analog
telephones 19. The PBX 16 is also connected to (or part of) the enterprise network 20 and,
through it, to telephone terminal devices, such as digital telephone sets 17, softphones operating
on computers 15, and so on. Within the enterprise network, each individual may have an

associated extension number, sometimes referred to as a PNP (private numbering plan), or direct

dial phone number. Calls outgoing from PBX 16 to PSTN 40 or incoming from PSTN 40 to
PBX 16 can be circuit-switched calls (typically in the absence of gateway 13). Gateway 13 also
can be considered part of enterprise network 20, and a boundary of such enterprise network 20
depicted in FIG. 1 is primarily for convenience. Within the enterprise, e.g. between the PBX 16

and terminal devices, voice calls are increasingly packet-switched calls, for example Voice-over-

[P (VoIP) calls.

[0068] SMP server 18 can perform some aspects of messaging or session control, like call

control and advanced call processing features. SMP server 18 may, in some cases, also perform

12
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some media handling. Collectively, SMP server 18 and PBX 16 may be referred to as the
enterpfise communications platform (server), generally designated 14. It will be appreciated that
the enterprise communications platform 14 and, in particular, SMP server 18, can be
implemented on one or more servers having suitable communications interfaces for connecting to
and communicating with the PBX 16, and other network connections. Although SMP server 18
may be implemented on a stand-alone server, it will be appreciated that it may be implemented
Into an existing control agent/server as a software component comprising instructions
configuring a processor, operating with other software components to implement the
functionality attributed to it. As will be described below, SMP server 18 may be implemented as

a multi-layer platform.

[0069] The enterprise communications platform 14 implements the switching to connect session
legs and may provide the conversion between, for example, a circuit-switched call and a VoIP
call, or to connect legs of other media sessions. In some embodiments, in the context of voice
calls the enterprise communications platform 14 provides a number of additional functions
including automated attendant, interactive voice response, call forwarding, voice mail, etc. It
may also implement certain usage restrictions on enterprise users, such as blocking international
calls or 1-900 calls. In many embodiments, Session Initiation Protocol (SIP) may be used to set-
up, manage, and terminate media sessions for voice calls. Other protocols may also be employed
by the enterprise communications platform 14, for example, Web Services, Computer Telephony
Integration (CTI) protocol, Session Initiation Protocol for Instant Messaging and Presence

Leveraging Extensions (SIMPLE), and various custom Application Programming Interfaces

(APIs).

[0070] One of the functions of enterprise communications platform 14 is to extend the features
of enterprise telephony to the mobile devices 11. For éxample, the enterprise communications
platform 14 can allow mobile device 11 to perform functions akin to those normally available on
a standard office telephone, such as the digital telephone set 17 or analog telephone set 15.
Example features may include direct extension dialing, enterprise voice mail, conferencing, call

transter, call park, etc.

13
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[0071] The depicted system may include a number of enterprise-associated mobile devices
(devicé 11 is depicted). Device 11 can be a device equipped for cellular communication through

the PLMN 50, or a dual-mode device capable of both cellular and WLAN communications.

[0072] Enterprise network 20 typically includes a number of networked servers, computers, and
other devices. For example, enterprise network 20 may connect one or more desktop or laptop
computers 15 (one shown). The connection may be wired or wireless in some embodiments.
The enterprise network 20 may also connect to one or more digital telephone sets 17 (one

shown).

[0073] Now turning to Figures 2-4, methods of establishing calls involving mobile device 11
will be explained, in view of the logical communications depicted in Figure 2, the mobile device

method of Figure 3, and the server-oriented method of Figure 4.

[0074] Figure 3 depicts that mobile device 11 can send a notice (e.g., a message) indicative of a
call to be made (or receive a notice, as would occur in a call incoming to PBX 16 was available);
the notice is transmitted over a data channel. Such a data channel is depicted logically in Figure

2 as communication 105 from device 11 to SMP 18. Communication 105 can travel over PLMN
50, and through relay 26, or through another data connection, such as WiFi, depicted as witi base

station 99 1n Figure 1, over Internet 40.

[0075] SMP 18 responds with communication 106, which includes an authentication token.
Communication 106 can be sent similarly to the approach of communication 105. The method of

Figure 3 includes receiving the authentication token of communication 106, and calling a DNIS

number (306). The calling of the DNIS number is depicted in Figure 2 as communication 107 to
PBX 16, which would typically occur over PLMN 50 and PSTN 40, and which also could occur
over W1F1, and Internet 40 coupled to gateway 13 or to' PSTN 40. ANI information obtained for
this case 1s compared with a database (116) of authorized devices, in order to determine whether
the ANI information matches to an authorized device. If so, then the authentication token can be
determined to be unnecessary for the mobile device 11 to provide on the voice channel. This

decision can be communicated to device 11, as explained below.

[0076] Upon establishing communication with PBX 16 over the voice channel, mobile device

waits (represented by “no” loop) to receive (308) one or more DTMEF tones over the voice
14
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channel (such tones are represented by communication 109 in Figure 2, and which occurs over
the established voice channel). Upon receiving tones, mobile device 11 determines (310)
whether the received tone(s) represent a trigger indicating that mobile device 11 need not send

the authentication token over the voice channel that was received by mobile device 11.

[0077] If the determination indicates that the sending of the authentication token can be
dispensed, then mobile device responds with one or more DTMF acknowledgement tones (312),
as indicated by communication 110 in Figure 2, also over the voice channel. If determination
(310) indicates to send the authentication token, then mobile device 11 responds by providing
(322) DTMEF tones representative of the authentication token (also represented by
communication 110 of Figure 2). Assuming that the authentication token is correctly received,
then the call can continue (320) thereafter (which will be explained further with respect to Figure
4). The call continue (320 ) 1s depicted with dashes to indicate that if the call is not completed on

the server/PBX side, then device 11 can wait to receive further tones, or may ultimately time out

and retry.

[0078] Figure 4 depicts a counterpart method implemented at one or more of SMP 18 and PBX
16. Figure 4 depicts that the call notice of (302) is received (call to be made on behalf of device
11) or sent (i.€., call at PBX for device 11) (402). Information provided in the notice is stored
(403), such information would typically include an identifier for device 11, such as a telephone
number, as well as information for the party to be called. Responsive to the notice, an
authentication token can be sent (the corresponding communications of Figure 2 are described
above with respect to Figure 3). PBX 16 can await an incoming call (406) on a DNIS number,
such incoming call can be on a SIP trunk. PBX 16 generally would be able to receive a call at
the DNIS number at any time, from any party, and as such, the sequential presentation of Figure
4 does not imply that accepting an incoming call is dependent on the occurrence of other aspects
disclosed). SMP 18 receives ANI information (or in the absence or additional to ANI
information, caller ID information can be received). Such ANI information can be captured by
PBX 16 and provided to SMP 18. In some cases, ANI information may be unavailable (408)
(and caller ID information may be deemed unacceptable or is also unavailable). In such a case,

SMP 18 responds (414) with one or more tone(s) indicating that device 11 should respond with

15



CA 02808578 2013-02-26

the authentication token provided. If ANI information is available (depending on
impleﬁlentation, caller ID information can be substituted for ANI information herein), then SMP
18 attempts to match the ANI information to a database or list of authorized devices (412). If the
ANI information matches, then SMP 18 responds with one or more DTMF tones indicating that

only an acknowledgement tone(s) and not the full authentication token 1s sufficient (422).

[0079] Thereafter, the acknowledgement tone(s) can be received (425) (and SMP 18 can wait,
subject to timeout 430 to receive such tones). SMP 18 can signal/direct (432) PBX 16 to initiate
a voice channel to the called party, as represented by communication 111 of Figure 2 (which can
be specified 1n the notice received at 402). The voice channel is represented by communication
112 1n Figure 2. That call to the called party can be bridged with the established voice channel to
mobile device 11. If the authentication token matched (416) or if the acknowledgement approach
was successtul, then the call can be conducted (434). If tones received after 414 did not match
the previously-provided authentication token, then the call can be rejected (418). As another

example, device 11 may be directed to send the authentication token again.

[0080] Although not explicitly the focus of the method depicted in Figure 4, if the
authentication token is provided, even though it was not requested, the call can also be
authorized. Further, other variations can be introduced, such as PBX 16 starting to initiate a call

to the called party concurrently with the authentication/acknowledgement of device 11.

[0081] Figure 5 depicts a signal flow where a call can originate at PBX 16 (e.g., by a party
calling a number that should ring mobile device 11). In this situation, a principal difference is
that the notice of 302/402 would be 1napplicable, and instead, an invite (over data service)
including the token (404) can be sent after SMP 18 receives an indication that the PBX 16 has an
incoming call for mobile device 11. The signal flow is largely self-explanatory and concerns an
example where the authentication token is not provided, and instead, ANI information is used to
match with a database of authorized subscribers (e.g., database 116 of Figure 2), allowing a
reduced DTMF tone exchange. Figure 5 also includes information about signal flows that may

vary amongst implementations. Various portions of the methods of Figure 3 and Figure 4 are

identified 1n Figure 5 as well.

16



CA 02808578 2013-02-26

[0082] Figure 6 depicts a flow where mobile device 11 originates the call (which 1s generally in
accordance with the methods depicted in Figures 3 and 4). The flow of Figure 6 also 1s generally
self-explanatory and concerns a situation where the ANI information matched, such that the
authentication token is indicated to be unnecessary, allowing a more responsive authorization

process. Various elements from Figures 3 and 4 are identified in Figure 6.

[0083] Figure 7 depicts example components that can be used in implementing a mobile
transceiver device 11 according to the above description. Figure 2 depicts that a processing
module 721 may be composed of a plurality of different processing elements, including one or
more ASICs 722, a programmable processor 724, one or more co-processors 726, which each can
be fixed function, reconfigurable or programmable, one or more digital signal processors 728.
For example, an ASIC or co-processor 722 may be provided for implementing graphics
functionality, encryption and decryption, audio filtering, and other such functions that otten
involve many repetitive, math-intensive steps. Processing module 721 can comprise memory to

be used during processing, such as one or more cache memories 730.

[0084] Processing module 721 communicates with mass storage 740, which can be composed
of a Random Access Memory 741 and of non-volatile memory 743. Non-volatile memory 743
can be implemented with one or more of Flash memory, PROM, EPROM, and so on. Non-
volatile memory 743 can be implemented as flash memory, ferromagnetic, phase-change
memory, and other non-volatile memory technologies. Non-volatile memory 743 also can store
programs, device state, various user information, one or more operating systems, device

configuration data, and other data that may need to be accessed persistently.

[0085] User input interface 710 can comprise a plurality of ditferent sources of user input, such
as a camera 702, a keyboard 704, a touchscreen 708, and a microphone, which can provide input

to speech recognition functionality 709.

[0086] Processing module 721 also can use a variety of network communication protocols,
grouped for description purposes here into a communication module 737, which can include a
Bluetooth communication stack 742, which compritses a L2CAP layer 744, a baseband 746 and a
radio 748. Communications module 737 also can comprise a Wireless Local Area Network

(747) interface, which comprises a link layer 752 with a MAC 754, and a radio 756.
17
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Communications module 737 also can comprise a cellular broadband data network interface 760,
which in tum’comprises a link layer 761, with MAC 762. Cellular interface 760 also can
comprise a radio for an appropriate frequency spectrum 764. Communications module 737 also
can comprise a USB interface 766, to provide wired data communication capability. Other

wireless and wired communication technologies also can be provided, and this description is

exemplary.

[0087] Referring to Figure 8, there is depicted an example of mobile device 11. Mobile device
11 comprises a display 812 and a cursor or view positioning device, here depicted as a trackball
814, which may serve as another input member and is both rotational to provide selection inputs
and can also be pressed in a direction generally toward housing to provide another selection
input. Trackball 814 permits multi-directional positioning of a selection cursor 818, such that the
selection cursor 818 can be moved in an upward direction, in a downward direction and, if
desired and/or permitted, in any diagonal direction. The trackball 814 is in this example situated
on a front face (not separately numbered) of a housing 820, to enable a user to maneuver the
trackball 814 while holding mobile device 11 in one hand. In other embodiments, a trackpad or

other navigational control device can be implemented as well.

[0088] The mobile device 11 in Figure 8 also comprises a programmable convenience button
815 to activate a selected application such as, for example, a calendar or calculator. Further,
mobile device 11 can include an escape or cancel button 816, a menu or option button 824 and a
keyboard 820. Menu or option button 824 loads a menu or list of options on display 812 when

pressed. In this example, the escape or cancel button 816, menu option button 824, and keyboard

829 are disposed on the front face of the mobile device housing, while the convenience button
3815 1s disposed at the side of the housing. This button placement enables a user to operate these
buttons while holding mobile device 11 in one hand. The keyboard 829 is, in this example, a

standard QWERTY keyboard.

[0089] Figure 9 depicts an example functional module organization of mobile device 11, and
which includes a call module 901. Call module 901 device 11 includes Media Access
Controller(s) and PHYsical media layers that can be managed by the MACs (922) and a transport
protocol(s) module 920 interfaced with the MAC/PHYs. A voice channel processing layer

18
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module 918 interfaces with transport control (20), and receives input from a DTMF tone
syntheéizer aﬁd a speech coder 910 that receives input from a microphone 912. Voice channel
processing layer 918 also interfaces with a DTMF tone receiver 905 that can detect DTMF tones
sent on a voice channel involving transport control 920 and MAC/PHY 922. A control module
906 also can interface with each of DTMF tone receiver 905 and synthesizer 904 to both receive
information represented by received tones and generate information to be sent using DTMF
tones. A Ul 914 interfaces with control module 906.  Transport module in turn interfaces with
one or more MAC/PHY modules 922. Collectively, voice channel processing module 918,
transport module 920, and MAC/PHY module(s) 922 provide a stack for transmission and
reception of voice information for a call, as well as command and status information relating to

such call.

[0090] In the foregoing, separate boxes or illustrated separation of functional elements of
Illustrated systems does not necessarily require physical separation of such functions, as
communications between such elements can occur by way of messaging, function calls, shared
memory space, and so on, without any such physical separation. As such, functions need not be
implemented in physically or logically separated platforms, although they are illustrated
separately for ease of explanation herein. In particular, a PBX and a server that can communicate
with a device over a data channel can be implemented in separate devices, or as different
software-based functions on a single device, such as using separate processes running on a
processor or group of processors (more generally, a processing resource or resources). These

aspects can be implementation-specific, and a variety of implementations would occur to those of

ordinary skill in view of these disclosures.

[0091] For example, different embodiments of devices can provide some functions in an
operating system installation that are provided at an application layer or in a middle layer in other
devices. Different devices can have different designs, such that while some devices implement

some functions in fixed function hardware, other devices can implement such functions in a

programmable processor with computer code obtained from a computer readable medium.
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[0092] Further, some aspects may be disclosed with respect to only certain examples. However,

such disclosures are not to be implied as requiring that such aspects be used only in embodiments

according to such examples.

[0093] The above description occasionally describes relative timing of events, signals, actions,
and the like as occurring "when" another event, signal, action, or the like happens. Such
description 1s not to be construed as requiring a concurrency or any absolute timing, unless

otherwise indicated.

[0094] Certain adaptations and modifications of the described embodiments can be made.
Aspects that can be applied to various embodiments may have been described with respect to
only a portion of those embodiments, for sake of clarity. However, it is to be understood that
these aspects can be provided in or applied to other embodiments as well. Therefore, the above

discussed embodiments are considered to be illustrative and not restrictive.
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CLAIMS

1. A method of providing voice telephony services to a mobile device, comprising:

receiving, at an application server, a notification of a call to involve a mobile device and
to be carried on a voice channel;

'sending to the mobile device, over a data channel, an authorization token that can be used
to authenticate the mobile device to the application server;

recerving Automatic Number Identification (ANI) information for a call incoming to a
telephony system on a voice channel, the telephony system communicatively coupled with the

application server;

determining whether the received ANI information matches to the mobile device

identified in the notification;

responsive to determining that the received ANI information does match to the mobile
device, sending, on the voice channel, to the mobile device at least one Dual-tone Multi-
frequency (DTMF) tone indicating authorization to use an abbreviated authentication procedure
comprising sending fewer DTMF tones than a number of tones 1n the authorization token; and

provisioning a voice channel to a party to be called by the mobile device, for bridging

with the voice channel for the call incoming to the telephony system.

2. The method of claim 1, further comprising, responsive to determining that the received
ANI information does not match to the mobile device, indicating to the mobile device to provide

the authorization token on the voice channel.

3. The method of claim 1, further comprising sending from the mobile device, on the data
channel, a notification of initiation of a call to be carried on a voice channel, and wherein the

authentication token 1s sent responsive to the notification by the server.

4, The method of claim 1, wherein the authentication of the mobile device and provisioning

of the voice channel to the party to be called are pertormed concurrently.
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5. The method of any one of claims 1-4, wherein the mobile device 1nitiates the

establishment of the voice channel by a call incoming from a pre-determined telephone number.

6. The method of any one of claims 1-3, wherein the acknowledgement DTMF tone
comprises two or more DTMF tones, at least one of the two or more DTMF tones relating to

whether the mobile device can support a data channel concurrently with a voice channel.

7. The method of any one of claims 1-3, wherein, if the acknowledgment tone is not

received by the application server, then sending the authentication token as DTMF tones on the

data channel.

8. The method of any one of claims 1-7, wherein the mobile device is capable of operating

according to Global Systems for Mobile Communication standard for voice telephony signaling.

9. The method of any one of claims 1-8 wherein the application server may provision a

voice channel to more than one party to be called concurrently.

10.  The method of claim 1, further comprising implementation, by the application, of a usage

restriction on the mobile device.

11.  The method of claim 10, wherein the usage restriction denies the provision of a voice

channel for a call incoming from an international source.

12.  The method of claim 10, wherein the usage restriction denies the provision of a voice

channel for a call incoming from a telemarketing source.

13. A non-transitory machine readable medium having tangibly stored therein executable

instructions that, when executed by a processor of a mobile device, cause the mobile device to

perform a method comprising:
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receiving, at an application server, a notification of a call to involve a mobile device and
to be carried on a voice channel;

sending to the mobile device, over a data channel, an authorization token that can be used
to authenticate the mobile device to the application server;

receiving ANI information for a call incoming to a telephony system on a voice channel,
the telephony system communicatively coupled with the application server;

determining whether the received ANI information matches to the mobile device
1dentified in the notification;

responsive to determining that the received ANI information does match to the mobile
device, sending, on the voice channel, to the mobile device at least one acknowledgment DTMF
tone indicating authorization to use an abbreviated authentication procedure comprising sending
fewer DTMF tones than a number of tones 1n the authorization token; and

provisioning a voice channel to a party to be called by the mobile device, for bridging

with the voice channel for the call incoming to the telephony system.

14.  The tangible computer readable medium of claim 13, wherein the method further

COMPIISES:
responsive to determining that the received ANI information does not match to the

mobile device, indicating to the mobile device to provide the authorization token on the voice

channel.

15. The machine readable medium of claim 13, wherein the method further comprises:
sending from the mobile device, on the data channel, a notification of initiation of a call

to be carried on a voice channel;

and wherein the authentication token is sent responsive to the notification by the server.

16. The machine readable medium of claim 13, wherein the authentication of the mobile

device and provisioning of the voice channel to the party to be called 1s performed concurrently.
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17. The machine readable medium of any one of claims 13-16, wherein the mobile device
initiates the establishment of the voice channel by a call incoming from a pre-determined

telephone number.

18.  The machine readable medium of any one of claims 13-15, wherein the

acknowledgement DTMF tone comprises two or more DTMF tones, at least one of the two or
more DTMF tones relating to whether the mobile device can support a data channel concurrently

with a voice channel.

19.  The machine readable medium of any one of claims 13-15, wherein, if the
acknowledgment tone is not received by the application server, then sending the authentication

token as DTMF tones on the voice channel.

20.  The machine readable medium of any one of claims 13-19 wherein the application server

is configured to provision a voice channel to more than one party to be called concurrently.

24



F———— -

| Gateway
13

_......._:...__J

CA 02808578 2013-02-26

17

87b Relay
)ﬁ 26
—— 7'y S
(&) r———’
92
A
? 87a
SS7 — /]
Signalling
90 R
" Switching
] Control
86
N _/
PLMN 50

FIG. 1

A 2
| Service Management
e PBX/IP-PBX L~ Platform (SMP)

16
| 18
! A L
| § A
| R R
14 ( ————————————————— Y V

Firewall
22

Internet
40

\

11



CA 02808578 2013-02-26

Database 116

Device |dentifier
(e.g., ANl information)

O
19 O
I‘@) 0
112 = 1“w
-y 108  —= . N
( “““““ 4| Service Management
PBX/NP-PBX | .-~ Platform/Third Party |
,’# 16. .- - ¥ Call Control Server [\
{ //,ﬂ T I ---------------- 18 \
! o1 : ———ee * - — \
| |

C 1
\ \
\ \\\ 1\\ 1 05 ~/\‘\ /,

107 106




CA 02808578 2013-02-26

e

Send/Receive notice, over | . . |
Receive authentication
data channel, of new call >
302 | code 304

I

Call DNIS number 306

e o

no Receive
tone(s)?
308
yes
no Tone(s) indicate
— no authentication
code needed?
310
vy ! yes
Respond with  Respond with |
received Acknowledgement
authentication code tone(s) 312
322 1
i SR A

L e o, MM e e e e m e tn et v e e e e e =

FIG. 3



CA 02808578 2013-02-26

Receive/send notice. | Store ) Send
over data channel, of »’ information from | g authentication |
new call notice | code
402 404 404
T-Call to DID
on SIP Trunk?
FIG. 4 o
no Receive AN
information for call?
408
ves
— — ' AN
Send tone(s) directing no .
response with nformation matches
- To authorized

authentication code
414

4

Collect tones from voice

channel
415

Authentication
code matches sent
code?

l
I
418 :

yes

yes

device?
412

yes

Y

| Send tone indicai}?\g

l
to send only ack

I —

acknowledgemen

-

tone(s)?
425

' Direct PBX to initiate channel

to called party

tone(s) <
422
" Timeout |
ecelve | 430



CA 02808578 2013-02-26

Buignys

sjjea ulop

(2Zy) su0y

labbuy pusg

(ZL/801)

Al 43]|ed/INY
Ag Jash yojew

G Old

Pa)}0oauo0y) 9310/
NOY———----u-uo-oPr _
A3LD3INNOD
<—(dds IN) MO 002 N
+——(ddS X3) ILIANI
(das X3) Mo
(daS W) HO 007 =i les paydanoy
N {JWADINHO 00g ------==-=-==-- Aued psjen
9UO0} UONBIYLIBA) AHILON —= {(UOEDYLIBA) BUCY 1T — —t
len Buiwoou
Aued psjje)
.................. (lWd)X0 002 --------------
<——(3U0} UOHEILLAA)ALILON — (uojeayien) au TII0— — —
(ZLE)
uuuuuuuuuuuuuuuu (qwdy)MO 00Z-----------—-- asuodsal
.llll.a.zsm |auueyd elep) A4ILON ¢ — (snjejs |suueyo) suc} 113 — — 186611
Jlusuel |
— — =(18b6y}) su0} I — —Pot
AdBIpUaS 'ddsS JIN) MOV
AJ3JpUss ‘dasaxe)) MO 002 G3LO3INNOD 113D >t
.............. (WA ASILON---=--====-=-=---
o ittt (lwdx)3914088NS------===-==--
—(AD81puss ‘dgsadey) €81 ONILYI TV T13D L 90¢
aid :03 ‘Ql Jalied/iuy wWol})J | |AN j=————tt dN13s 113D £

081

¢ (w-xqd=3
SS3J00NS

_Alllllmz_._ X8dd m._._>z_||._
dNS (MOrxgd) 2amonseun Auoydajay playpueH

— YOV/P0E



CA 02808578 2013-02-26

9 Ol

uoijelado
bujiynys

s||e2 wor

$4572
#uo) 1abbu) pusag

(Z1¥/80¥)

'l 1311e0 /INY
AQ Jasn yoje

diNS

—DOVAHILO
MOV

(dAsS JNW) MOV
das JN) MO 002

(daS/IM) MO 002

—_— (g 3U0} HIAMSNVIAJILON
e Q'S X3) I LIANI

..................... (IWAH)MO 002---==~=====-=------
(3uo0) uoNeIYLIA)A 411 ON

ff—(snje}s |auueyd ejep)A4|LON

#AJLON—m—m—————eo

AD31pUBS ‘ddS JIN) MOV

................... (WA)MO 002---==-==-=======-=-==s-fe— — — — (19661} su0} 1730— — — —Put

-§— — — (oe lemsue) 8u0} 10— — — —+

P3]oaUUOD JDOIO0OA

—  —(1amsue)gNOL 7130 —— ——P

— ~— (uoneoylaA) 8uo} 130 =— — — —

A103INNOD IN

- — —(snjejs jsuueyd) suo] 1130 == — =i

(ADBIpUBS ‘dSeNe)) MO 002

[ (WA LON =~ === - = === - == - o- - r
................... {lwdX)39140849NS-------------------}

d3103NNOD 113D -

(Z1¢)) esuodsal

HIOONML
puwisues |

(Ao31puss ‘dQsove)) €8l ———————

€ ('xe gg:ol ‘w-xqd=y'qj

31IANI]

f———(Q1q 0} 'qQ} 19}1€° Eeﬁ:%.\ﬁ

( MO/Xgad)
ainjonJjsedyur Auoydalag

ONILYTTV 1130 Por-

dNids 113

Buibuiy jeoo

laf|ed:woy)

A

playpueH

(Z0€)
ONITIVD IN




CA 02808578 2013-02-26

815
824

820 —

N — Y 812
4 - N — — — — —
Camera(s) ( e N — ~N
702 Display Speaker Haptics
N—— 714 716 718
4 N \- —/ \— /
Keyboard g _ _ o . _/ — 821
704 A Y
\____ N, ) R — — —
/ N7 ) /_Programmable N Y \
Touchscreen Processor
708 724
/| Ly |ASIC(s) _ /| DSP(s) [{Cache(s)
4 Microphoneﬁ 122 — | 128 730
Speech Coprocessors(s) I |
Recognition \ / 726 \__ ./
\— _ N/
I S —
- /
i
_ RAM
70  GPS ( 744 ].
769 |
RCVR ) -
FIG. 7 \_ 168 840 NV |\7/|::|;nory
i N —
a2 — =4 _/_._.'— — S — w 737
BT 742 \ WLAN 747 ) (Cellular 760 USB 766
L2CAP M) |
744 [1{( Link 752 LmeﬁJ__) | | |
Baseband I\;Qf MAC |
| ) [[\__7e2 |
Radio Radio
4 756 764 | |
- I\ ———— —
11 \/
e 11
0
FIG. 8
812 |




CA 02808578 2013-02-26

~
Ul Microphone
914 912 ]
} - T )
((Call Module 901 ) / ’ |
Control l
Module p— — |
906 Speech I
__/ Y Coder
o N
! '?rTMF DTMF Tone 910
one .
Recei Synthesizer
eceiver 904
_ 905 Y
N — . VRN | Y,
I —
| Data Channel W (Voice Channel Processin;
Processing Layer Layer
916
_ - y | 918
o t‘ TN
Transport protocol(s) layer
920
— — ¥ | — |
~ MAC/PHY(s) o
922
— — —_ - .. /
FIG.9 “\— Device 11




Send/Receive notice, over
data channel, of new call
302

o

Receive authentication
code 304

-

Call DNIS number 306

no

0

¥

authentication code

Respond with
received

322

Receive
tone(s)?
308

yes

Tone(s) indicate
no authentication
code needed?
310

yes

Respond with
Acknowledgement
tone(s) 312




	Page 1 - abstract
	Page 2 - abstract
	Page 3 - abstract
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - abstract drawing

