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(57) ABSTRACT 

Systems and methods for automatically restoring any net 
work device in a simulated network environment to a pre 
defined configuration including module is configured for cre 
ating one or more network device images for one or more 
network devices within a user's operating network environ 
ment, creating an image set utilizing one or more of the 
created network device images, and initiating the restoring of 
the network devices within the simulated network environ 
ment utilizing at least one of the created network device 
images and image sets. 
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SYSTEMS AND METHODS FOR 
RECONSTITUTION OF NETWORK 

ELEMENTS IN A SIMULATED NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority to U.S. Provisional 
Application No. 61/073,721 filed Jun. 18, 2008, and U.S. 
Provisional Application No. 61/175,054, filed on May 4, 
2009, each of which are herein incorporated by reference. 

FIELD 

0002 The present disclosure relates to a simulated envi 
ronment for a computer network and, more specifically, to an 
operations system and method for reconstituting a simulated 
network after testing and training. 

BACKGROUND 

0003. The statements in this section merely provide back 
ground information related to the present disclosure and may 
not constitute prior art. 
0004 Computer networks face a constantly evolving men 
ace from cyber attacks, viruses, unauthorized probes, scans, 
and intrusions. Terrorists, criminals, and network hackers are 
more determined than ever to steal information, cause disor 
der and destroy networks. Additionally, these individuals 
have the knowledge, technical skills and determination to 
carry out their actions with, on many occasions, ease. 
0005 To counter these threats and provide the strongest 
defenses of vital computer networks, system operators must 
be highly trained and all security procedures must be vali 
dated in the most realistic conditions possible in order to be 
effective. 
0006 Additionally, changes to networks are also often 
desired and it would be beneficial to have a system in which 
a network operator can implement network upgrades to deter 
mine potential impacts on the network and its operations 
including user applications and use of the network. 

SUMMARY 

0007. The inventor hereof has succeeded at designing off 
line network simulator systems and methods. In one embodi 
ment, these are referred to a Simulated Network System such 
as, by way of example, a Cyberoperations Enhanced Network 
and Training Simulators (CENTSTM), a trademark of EADS 
North America. These Simulated Network Systems can be 
configured for virtual network and operations emulation and 
training products for the commercial, federal, and military 
environments. The Simulated Network System can be con 
figured as a simulator to provide users with the capability to 
conduct a wide array of Computer Network Operations 
(CNO) in a simulated environment for network planning, 
upgrade simulation, as well as any other required network 
simulation application or requirement. 
0008. In one aspect, a system for automatically restoring 
any network device in a simulated network environment to a 
predefined configuration including a computer network plat 
form having hardware and software configured as a standal 
one configuration including a system control module and a 
memory. A module is configured for creating one or more 
network device images for one or more network devices 
within a user's operating network environment and for initi 
ating the restoring of the network devices within the simu 
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lated network environment utilizing at least one of the created 
network device images. The created network device images 
include configuration information about the network device 
So as to define the installed and configured network device. 
An interface is configured for receiving metadata regarding 
the one or more network devices and adding the received 
network device metadata to the associated network device 
image. 
0009. In another aspect, a system for automatically restor 
ing any network device in a simulated network environment 
to a predefined configuration including a module configured 
for creating one or more network device images for one or 
more network devices within a user's operating network envi 
ronment. The created network device images include con 
figuration information about the network device so as to 
define the installed and configured network device. The mod 
ule is also configured to create an image set utilizing one or 
more of the created network device images. The image set is 
a group of one or more network device images along with 
corresponding image set metadata. The module also config 
ured for the module also configured for initiating the restoring 
of the network devices within the simulated network environ 
ment utilizing at least one of the created network device 
images and image sets. An interface is configured for receiv 
ing metadata regarding the one or more network devices and 
adding the received network device metadata to the associ 
ated network device image and for receiving metadata regard 
ing the one or more image sets and adding the received image 
set metadata to the associated image set. 
0010. In yet another embodiment, a system for automati 
cally restoring any network device in a simulated network 
environment to a predefined configuration includes a module 
configured for creating one or more network device images 
for one or more network devices within a user's operating 
network environment. The created network device images 
include configuration information about the network device 
So as to define the installed and configured network device. 
The module is also configured to create an image set utilizing 
one or more of the created network device images. The image 
set is a group of one or more network device images along 
with corresponding image set metadata. The module also 
configured for initiating the restoring of the network devices 
within the simulated network environment utilizing at least 
one of the created network device images and image sets. The 
module is further configured for monitoring the restoration 
process as a function of predetermined factors. An interface is 
configured for receiving metadata regarding the one or more 
network devices and adding the received network device 
metadata to the associated network device image and for 
receiving metadata regarding the one or more image sets and 
adding the received image set metadata to the associated 
image set. 
0011. One or more aspects of the present disclosure will be 
in part apparent and in part pointed out below. It can be 
understood that various aspects of the disclosure may be 
implemented individually or in combination with one 
another. It can also be understood that the detailed description 
and drawings, while indicating certain exemplary embodi 
ments, are intended for purposes of illustration only and 
cannot be construed as limiting the scope of the disclosure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIG. 1 is a diagram of one exemplary Simulated 
Network System according to one embodiment. 
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0013 FIG. 2 is a block diagram of a computer system 
suitable for use for implementing a Node of a Simulated 
Network System according to one exemplary embodiment. 
0014 FIG. 3 is a block diagram of a Graphical User Inter 
face (GUI) and exemplary modules suitable for use with the 
Simulated Network System according to one exemplary 
embodiment. 
0015 FIG. 4 is a block diagram of a Node for a Simulated 
Network system according to one exemplary embodiment. 
0016 FIG. 5 is block diagram of a Node including mod 
ules and components and flows within a Node according to 
one exemplary embodiment thereof. 
0017 FIG. 6 is a flow chart illustrating a protocol flow for 
generating an attack within a Node according to one embodi 
ment. 

0018 FIG. 7 is a timeline flow chart illustrating protocol 
flow including a heartbeat within a Node according to one 
embodiment. 
0019 FIG. 8 is a flow chart illustrating a protocol flow for 
the generation of traffic within the simulated network of a 
Node according to one embodiment. 
0020 FIG.9 is a block diagram of a Device Profile Editor 
process flow according to one embodiment of an Automated 
Network Build module. 
0021 FIG. 10 is a block diagram of a Segment Profile 
Editor process flow according to one embodiment of an Auto 
mated Network Build module. 
0022 FIG. 11 is a block diagram of a Network Environ 
ment Profile Editor process flow according to one embodi 
ment of an Automated Network Build module. 
0023 FIG. 12 is a block diagram of a Network Environ 
ment Profile Manager process flow according to one embodi 
ment of an Automated Network Build module. 

0024 FIG. 13 is a block diagram of a Traffic Pattern Editor 
process flow according to one embodiment of a Simulated 
Network Traffic Generator module. 
0025 FIG. 14 is a block diagram of a Traffic Profile Editor 
process flow according to one embodiment of a Simulated 
Network Traffic Generator module. 
0026 FIG. 15 is a block diagram of a Traffic Scenario 
Editor process flow according to one embodiment of a Simu 
lated Network Traffic Generator module. 
0027 FIG. 16 is a block diagram of a Traffic Scenario 
Execution Manager process flow according to one embodi 
ment of a Simulated Network Traffic Generator module. 
0028 FIG. 17 is a block diagram of an Attack Event Editor 
process flow according to one embodiment of an Attack Cre 
ation module. 
0029 FIG. 18 is a block diagram of an Attack Scenario 
Editor process flow according to one embodiment of an 
Attack Creation module. 
0030 FIG. 19 is a block diagram of an Attack Scenarios 
Execution Manager process flow according to one embodi 
ment of an Attack Creation module. 
0031 FIG. 20 is a block diagram of a Network Operation 
Check Editor process flow according to one embodiment of a 
Network Monitoring and Analysis module. 
0032 FIG. 21 is a block diagram of a Check Grouping 
Editor process flow according to one embodiment of a Net 
work Monitoring and Analysis module. 
0033 FIG.22 is a block diagram of a Network Monitoring 
Profile Editor process flow according to one embodiment of a 
Network Monitoring and Analysis module. 
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0034 FIG. 23 is a block diagram of a Network Monitoring 
Execution Manager process flow according to one embodi 
ment of a Network Monitoring and Analysis module. 
0035 FIG.24 is a block diagram of a User Action Monitor, 
Recorder and Player process flow for monitoring or recording 
user actions according to one embodiment of a Network 
Monitoring and Analysis module. 
0036 FIG. 25 is a block diagram of an Attack Event Miti 
gation Editor process flow according to one embodiment of 
an Attack Creation module. 
0037 FIG. 26 is a block diagram of a Network Configu 
ration Editor process flow according to one embodiment of a 
Network Monitoring and Analysis module. 
0038 FIG. 27 is a block diagram of a Network Entity 
Editor process flow according to one embodiment of a Net 
work Monitoring and Analysis module. 
0039 FIG. 28 is a block diagram of a Network Monitoring 
Image Set Generation process flow according to one embodi 
ment of a Network Monitoring and Analysis module. 
0040 FIG. 29 is a block diagram of an Attack Scenario 
Image Set Generation process flow according to one embodi 
ment of a Network Monitoring and Analysis module. 
0041 FIG.30 is a block diagram of a User Action Monitor, 
Recorder and Player process flow for monitoring or recording 
user actions according to one embodiment of a Network 
Monitoring and Analysis module. 
0042 FIG.31 is a block diagram of a User Action Reports 
and Notification Editor process flow according to one 
embodiment of a Network Monitoring and Analysis module. 
0043 FIG. 32 is a block diagram of a User Action Reports 
and Notification Manager process flow according to one 
embodiment of a Network Monitoring and Analysis module. 
0044 FIG. 33 is a block diagram of an Image Set Editor 
process flow according to one embodiment of a Network 
Reconstitution module. 
0045 FIG. 34 is a block diagram of an Image Configura 
tion Editor process flow according to one embodiment of a 
Network Reconstitution module. 
0046 FIG.35 is a block diagram of a Reconstitution Man 
ger process flow according to one embodiment of a Network 
Reconstitution module. 
0047. It should be understood that throughout the draw 
ings, corresponding reference numerals indicate like or cor 
responding parts and features. 

DETAILED DESCRIPTION 

0048. The following description is exemplary in nature 
and is not intended to limit the present disclosure or the 
disclosure's applications or uses. Before turning to the figures 
and the various exemplary embodiments illustrated therein, a 
detailed overview of various embodiments and aspects can be 
provided for purposes of breadth of Scope, context, clarity, 
and completeness. 
0049. As will be described herein, this disclosure 
addresses various methods and systems for simulating a net 
work environment including simulating network components 
and network architecture of a user network, simulating real 
world network traffic on the simulated user network, simu 
lating network events within the simulated real-world traffic 
on the simulated user network, monitoring the simulated net 
work, the simulated traffic including the simulated network 
events, and receiving input from a user, such inputs manually 
controlling/managing the simulated network components of 
the simulated user network responsive to the monitoring. 
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0050. In some embodiment of the methods, simulating 
network components and network architecture includes one 
or more of the following: simulating all network components 
within the network architecture, simulating user and/or net 
work applications operating on the user network, simulating 
network components that include network components 
selected from the group consisting of web servers, email 
servers, DNS, firewalls, web proxies, file servers, exchange 
servers, users, and user workstations, and simulating network 
interfaces to external networks and wherein the simulating 
network traffic is configured for simulating network traffic 
originating from Such external networks. 
0051. In some embodiment, the simulated events include 
one or more of email threats, network attacks, and network 
failures, or events originating from the simulated external 
and/or internal networks. 

0052. In one embodiment, simulating network events is 
responsive to a training program, and the method further 
includes evaluating the user's input against a set of predeter 
mined criteria. This can also include simulating network 
components of the user network includes simulating one or 
more planned modifications to the user network, further com 
prising evaluating the operation of the simulated network 
against a set of baseline criteria. For example, one planned 
modification would be a planned upgrade from IPv4 to IPv6. 
0053. In yet another embodiment, the method can include 
testing and evaluating the simulated network components 
against a set of testing and evaluating criteria. 
0054 For example, in one exemplary embodiment, sys 
tems according to this disclosure are provided for simulating 
a network environment including a computer network plat 
form, a network traffic module, a network event module, and 
a user interface. The computer networkplatform having hard 
ware and software configured as a standalone configuration 
and including a combination of actual network components 
and simulated network components that are configured to 
simulate an operating network for a defined set of users. The 
network traffic module communicatively connected to the 
computer network platform and configured for generating 
application traffic within the simulated operating network of 
the computer network platform, the generated application 
traffic including network traffic simulating specific network 
traffic of the defined set of users. The network event module 
communicatively connected to the computer network plat 
form and configured for generating network events within the 
simulated network traffic generated by the network traffic 
module. The user interface communicatively connected to the 
computer network platform and configured as an operating 
network administrator for monitoring the simulated operating 
network and the simulated network traffic including the event 
and for controlling one or more actual or simulated network 
components. 
0055. In some embodiments, a training module can be 
configured for operating the system as an off-line training 
platform and monitors inputs received from the user interface 
and provide feedback and reports indicative of the received 
inputs associated with the various events generated by the 
network event module. 

0056. In some embodiments, there are a plurality of user 
interfaces, one that is configured as a system operator inter 
face for controlling the computer network platform, the net 
work traffic module, the network event module; and the other 
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user interfaces. This can include one or more of the other user 
interfaces that are configured for training of network admin 
istrators. 
0057. In other embodiments, this can include configuring 
one or more of the components of the computer network 
platform with a new or different network application, a dif 
ferent version of an existing network application, adding or 
deleting one or more of the components, and wherein user 
interface is configured for monitoring, testing and evaluating 
the computer network platform as compared to a previous 
arrangement of the computer network platform. This can 
include non-intrusively testing a proposed change in the net 
work configuration. 
0058. The simulated network systems and methods (often 
herein referred to as a simulator or training simulator) as 
described by the various embodiments herein include net 
work simulator environments that can be customized to a 
particular users’ specification for providing students, opera 
tors, and testers with a simulated environment that closely 
mirrors the actual networking environment that the users have 
implemented, e.g., corporate networks, private networks, and 
public networks, by ways of example. The various network 
simulator embodiments or systems can have unique capabili 
ties and options for local and remote training and continuing 
education. Such can be used for training as well as networks 
operations modeling of the network for network manage 
ment, administration and planning efforts. 
0059. As one example of a training scenario using such 
systems and methods, a simulated network system and 
method can be tailored to user organizational needs and can 
be automated to provide repeatable network events. Such as 
threats, attacks, and network failures, by ways of example. 
Scenarios can be based on past, current and evolving threats 
and events that a user's personnel face everyday in the pro 
tection of the user's network and other corporate assets. After 
a training scenario ends, each person that has used the simu 
lated network training system can be assisted by the system 
and helped by attending operators in evaluating their perfor 
mance in preparation for the next training session. In this 
manner, various systems and methods herein can enhance an 
IT user's professional abilities to better manage daily opera 
tions and protect the user's enterprise network. 
0060. In one embodiment of a simulated network system, 
(also referred to in one embodiment as a Cybersecurity Net 
work Training Simulator or CENTSTM system), a network 
simulator, referred to as a cybersecurity network training 
simulator or CYNTRSTM a trademark of EADS North 
America can be a system and method for providing computer 
network defense (CND) training to a network operations 
team (sometimes referred to as a crew) or to individual opera 
tors. An exemplary Simulated Network System provides net 
work operators with high-fidelity training in defending and 
protecting networks. The Simulated Network System can be 
operated to teach users and network operators how to recog 
nize and respond to attacks in a network-safe environment. It 
can be used to train IT professionals on defending network 
security with Such scenarios as: recognizing a hacker attack, 
researching the risk, mitigating the threat, reporting the inci 
dent, detecting intrusions, isolating threats, diagnosing sys 
tem failures or anomalies, and maintaining security. 
0061 Such a system can include a customized tool that 
simulates the user's full network environment, for training 
network operators to recognize and defend the most mali 
cious cyber attacks. The Simulated Network System provides 
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for high risk activities to be performed and for network opera 
tors to be exposed to real-life cyber threat situations. The 
training scenarios of Such system can be tailored to a user's 
organizational needs and can be automated to provide repeat 
able events. 
0062. After a training session using the Simulated Net 
work System ends, each trainee can be assisted by the system 
and methods in evaluating their performance in preparation 
for the next training session, thereby enhancing their abilities 
to better manage and protect a user's enterprise network. One 
or more persons, and often, at least two people, can be 
involved in the Workstation operation. One person will oper 
ate the Defender workstation and the other will operate the 
Aggressor workstation. One or more workstations can be 
established on the network simulator system for training or 
otherwise. 
0063. The environment and training provided by embodi 
ments such as the Simulated Network System can provide 
improved skilled and highly professional network security 
operators, and can lead to the best possible network defenses. 
As a flexible tool, in addition to training, as described herein, 
embodiments such as the Simulated Network System can also 
be used to validate network security policies, procedures, 
processes, techniques, and operator skills. 
0064. In another embodiment, a Range End Unit (REU) 
can provide network simulator systems and methods for con 
necting to current/legacy and future cyberranges. Such com 
ponents can model a user's daily operating network environ 
ment and can be, in some situations, used for training or 
network observation, testing and analysis. 
0065. In some embodiments, systems and methods such as 
the Simulated Network System can include a hands-on train 
ing simulator (such as HOTSIMTM), a trademark of EADS 
North America, that consolidates and brings all the capabili 
ties of systems such as the Simulated Network System into a 
single embodiment, but having a smaller footprint and cen 
tralized management system. Systems such as a Training 
Simulator can be designed to augment network operations, 
management, and defense curriculum with a hands-on train 
ing environment that permits each student to configure or 
defend the network and understand how all tools and appli 
cations in a network collaborate together. 
0066. In some embodiments, the Simulated Network Sys 
tem includes a simulator to support test and evaluation (T&E) 
systems and methods. Such T&E network simulators and 
methods can be designed to support common testing require 
ments such as security, testing, evaluation, Vulnerability 
assessments, Verification and validation of the network. 
0067. In yet other embodiments, the Simulated Network 
System can include a computer network attack/computer net 
work exploitation (CANE) and computer forensics that pro 
vide systems and capabilities that are different than a T&E 
and that can be expanded beyond a T&E simulated network 
system and method. For example, an embodiment Such as 
CANE can provide modeling and simulation; and can be a 
system for network research and development efforts; and as 
well provide system upgrade or modification planning and 
review. 
0068. In one exemplary embodiment, the systems and 
methods can include Internet Protocol version 6 (IPv6) net 
work layer for the next generation of packet-switched inter 
networks. The IPv6 is the designated successor of IPv4, the 
current version of the Internet Protocol for general use on the 
Internet. In such embodiments, an IPv6 simulator (SIXS) can 
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provide for assisting an operator or users with developing and 
validating IPv6 transition plans, determining the impact of 
IPv6 on current systems, identifying impacts of running in a 
dual-stack environment, as well as training individuals and 
network crews on how to actually execute the transition. 
0069 Generally, as described herein, network simulator 
systems and methods such as the Simulated Network System 
can provide a realistic network environment which can be 
separated from the normal operational environment, yet mim 
ics the normal operational environment. To achieve this, the 
network simulator can include infrastructure devices and 
servers that are configured to recreate the user's operational 
environment. Primary devices of the network architecture can 
be duplicated and/or emulated and then configured to dupli 
cate the specified network architecture for which the user or 
operator desires to simulate. This then enables the operators 
or users the ability to effectively test or train as if in their 
normal environment without causing damage to real world 
resources. This duplication of the network architecture via 
hardware and software can be referred to as a simulator. 

0070 Referring now to FIG. 1, one exemplary embodi 
ments of a Simulated Network System 100 can include all of 
the physical devices and the software that can be used to 
duplicate the network architecture. A Node 102 for a Simu 
lated Network System 100 can include a Node ToolSuite 
Graphical User Interface (GUI) 104, and a simulated network 
105 that can include simulated Switches 106, routers 108, web 
servers 110, email servers 112, exchange servers 114, fire 
walls 116, internal simulated user computers 118, fileservers 
and/or databases 120, web proxies 122, Root DNSs 124, by 
ways of example, and is not intended to be limiting. To reduce 
the footprint and cost, a simulator virtualization can be loaded 
on multiple 'servers' that are operating on the same physical 
device or hardware server, or can be spread among hardware 
or simulated servers. In addition to servers and infrastructure, 
the Node 102 can also provide a limited number of worksta 
tions 126 for the students, users, or operators to use to interact 
with the simulated environment. 

(0071. In addition to the Simulated Network System 100, 
the networks and methods as described herein include the 
ability to load or populate the simulated network with traffic 
that simulates real world traffic on the network. This includes 
any type of user traffic Such as web surfing, e-mail, and file 
server access. Likewise, since few network architectures 
operate independent of the Internet, the networks and meth 
ods are configured to simulate or replicate traffic coming into 
the network from the outside world, e.g., via interfaces to 
external networks that are of the control of the user and the 
user environment. Some embodiments provide this capability 
by one or more software and hardware enabled systems or one 
or more modules, for example by one embodiment herein 
referred to as a SentinelTM (generally referred to herein as the 
Network Monitoring and Analysis module 230), Legion (gen 
erally referred to herein as Simulated Network Traffic Gen 
erator module 232), AutoBuildTM (generally referred to 
hereinas Automated Network Build module 234), Myrmidon 
(generally referred to herein as the Attack Creation module 
236) and ReconstitutionTM (generally referred herein as the 
Network Reconstitution or Reconstitution module 238) or 
collectively as the Node 102 or as SLAM-RTM) Each of these 
is trademarks of EADS North America. The Node can per 
form one or more network simulator functions and can 
include one or more of loading traffic environments, loading 
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attack scenarios, generating attacks and network traffic, and 
storing network preferences, by way of examples. 
0072 A graphical user interface (GUI) 104, can include a 
number of modules that are represented by user screens and 
toolbars and editors. One exemplary embodiment is shown in 
FIG. 3. The GUI 104 can include: A network configuration or 
framework 240 that can include a Network Configuration 
Editor 242 and a Network Configuration Selector 244. The 
Network Monitoring and Analysis module 230 can include 
Network Operations Check Editor 246, Check Grouping Edi 
tor 248, Network Monitoring Profile Editor 250, Network 
Execution Manager 252, and User Action Monitor Recorder 
& Player 254. The Simulated Network Traffic Generator 
module 232 can include the Traffic Pattern Editor 256, the 
Traffic Profile Editor 258, Traffic Scenario Editor 260, and 
Traffic Scenario Execution Manager 262. The Automated 
Network Build module 234 can include a Device Profile 
Editor 264, a Segment Profile Editor 266, a Network Profile 
Editor 268, and a Network Environment Profile Manager 270. 
The Attack Creation module 236 can include an Attack Event 
Editor 272, an Attack Scenario Editor 274, and an Attack 
Scenario Execution Manager 276. The Network Reconstitu 
tion or Reconstitution module 238 can include an Image 
Configuration Editor 278, an Image Set Editor 280, and a 
Reconstitution Manager 282. Additional integration displays 
and cross functional capabilities and modules can include: a 
Network Event Mitigation Editor 284, a User Action Reports 
and Notification Editor 286, a User Action Reports and Noti 
fication Manager 288, a Network Scenario User Action 
Player 290, a Network Scenarios Report Card Editor 292, a 
Network Scenario Report Card Manager 294, a Network 
Monitoring Image Set Generator 296, a Network Scenarios 
Image Set Generator 298, a Network Entity Editor 300, a 
Network Entity Manager 302, and a Multi-Node Viewer 304. 
0073. One exemplary embodiment of a network traffic 
simulator/generator 232, the Node 102 can be configured to 
provide realism or realistic traffic on the simulated network. 
Such systems can be provided as an integrated system or as 
multiple modules that work together and or independently to 
provide a unified interface for the simulator operator to use. 
Additionally, such Node software or systems can refer to 
programs that run the node or system as well as the rest of the 
simulated network system in some embodiments. The Node 
102 can be composed of one or more components, and in one 
exemplary embodiment includes three components: the node, 
the Node Tool Suite, and the requisite modules. There may be 
more exchange email traffic than webmail, certain websites 
that get visited, or large amounts of bit-torrent traffic. The file 
is setup to describe what kinds of traffic are generated by what 
kind of users. 

The Node 

0074 As described in this exemplary embodiment, the 
Node 102 of a Simulated Network System 100 can be a server 
that runs Node software. It can be physically connected to the 
network simulator or network in multiple areas or interface 
points so as to have full access to the simulated network 
environment, physically and/or logically. This can provide 
the backend for the user emulation, crew monitoring and 
testing, and simulator control. Although this can be a server 
that can be accessed via its own console or user interface so as 
to provide the primary mechanism for interacting with the 
Node 102 can be through the Node Tool Suite. The Node can 
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be a physical server that sits in the simulator rack. For 
instance, the Node 102 may refer to a standard Dell Power 
Edge 1950 server. 
0075 Referring to FIG.2, an operating environment for an 
illustrated embodiment of the present disclosure can be a 
Node 102 having a computer 202 that comprises at least one 
high speed processing unit (CPU) 204, in conjunction with a 
memory system 206 interconnected with at least one bus 
structure 208, an input device 210, and an output device 212. 
These elements are interconnected by at least one bus struc 
ture 212 

(0076. The illustrated CPU 204 can be of familiar design 
and includes an arithmetic logic unit (ALU) 214 for perform 
ing computations, a collection of registers 214 for temporary 
storage of data and instructions, and a control unit 216 for 
controlling operation of the Node 102. Any of a variety of 
processors, including at least those from Digital Equipment, 
Sun, MIPS, Motorola, NEC, Intel, Cyrix, AMD, HP, and 
Nexgen, is equally preferred for the CPU X. The illustrated 
embodiment of the disclosure operates on an operating sys 
tem designed to be portable to any of these processing plat 
forms. 
0077. The memory system 206 generally includes high 
speed main memory 220 in the form of a medium Such as 
random access memory (RAM) and read only memory 
(ROM) semiconductor devices, and secondary storage 222 in 
the form of long term storage mediums such as floppy disks, 
hard disks, tape, CD-ROM, flash memory, etc. and other 
devices that store data using electrical, magnetic, optical or 
other recording media. The main memory 220 also can 
include video display memory for displaying images through 
a display device. Those skilled in the art will recognize that 
the memory system 206 can comprise a variety of alternative 
components having a variety of storage capacities. 
0078. The input device 210 and output device 212 are also 
familiar. The input device 210 can comprise a keyboard, a 
mouse, a physical transducer (e.g. a microphone), etc. and can 
be interconnected to the computer 202 via an input interface 
224. The output device 212 can comprise a display, a printer, 
a transducer (e.g. a speaker), etc., and be interconnected to the 
computer 202 via an output interface 226. Some devices, such 
as a network adapter or a modem, can be used as input and/or 
output devices. 
0079. As can be familiar to those skilled in the art, the 
Node 102 further includes an operating system and at least 
one application program. The operating system can be the set 
of software which controls the computer system's operation 
and the allocation of resources. The application program can 
be the set of software that performs a task desired by the user, 
using computer resources made available through the operat 
ing system. Both are resident in the illustrated memory sys 
tem 206. 
0080. In accordance with the practices of persons skilled 
in the art of computer programming, the present disclosure 
can be described below with reference to symbolic represen 
tations of operations that are performed by the Node 102. 
Such operations are sometimes referred to as being computer 
executed. It can be appreciated that the operations which are 
symbolically represented include the manipulation by the 
CPU204 of electrical signals representing data bits and the 
maintenance of data bits at memory locations in the memory 
system 206, as well as other processing of signals. The 
memory locations where data bits are maintained are physical 
locations that have particular electrical, magnetic, or optical 



US 2009/03 1990.6 A1 

properties corresponding to the data bits. The various 
embodiments as described in this disclosure can be imple 
mented in a program or programs, comprising a series of 
instructions stored on a computer-readable medium. The 
computer-readable medium can be any of the devices, or a 
combination of the devices, described herein in connection 
with the memory system 206. 
0081. By way of examples, the Simulated Network Sys 
tem 100 can be configured inhardware from components that 
will run in a virtual network infrastructure that can be an exact 
replica of a user's network. Because the Simulated Network 
System 100 computer components are configured to exactly 
simulate a user's own network environment, the component's 
brand name and internal software used in the Computer Rack 
Station will vary depending on the type of equipment in his 
network. The range of components in the Simulated Network 
System 100 Computer Rack Station consists of Routers, 
Switches, Firewalls, Servers, UPS, a KVM and a KMMCon 
sole. 

I0082. The KVM Oscar software provides the KMM (key 
board, monitor, mouse) to switch from server to server to 
enable an operator to partition a server, create virtual space on 
a server and control the software loaded on each server's 
virtual spaces. 
0083 VMware Server software can be loaded on the Inter 
nal Server, External Server and Workstation Server. The 
VMware console screenacts as the main interface from where 
many server configurations and software can be controlled. 
VMware controls the ability to create and setup virtual serv 
ers; install OS on virtual servers; assign virtual disk drive 
letters, allocate ram memory; control and start all virtual 
server's OS at the same time; load all software on one work 
station and copy to other workstations from that single instal 
lation and configuration process; and configure devices 
including serial and parallel ports, DVD/CD-ROM drives, 
floppy drives, and USB ports to be automatically detected. 
0084. Servers can be host servers or virtual servers. Host 
servers are where virtual servers can be created. In one 
example, Microsoft's Windows Server 2003 Standard Edition 
OS or a similarly suitable operating system can be installed on 
the host servers and on most virtual servers. One of the virtual 
severs, virtual Root-Dns server, will have RedHat Linux 5 OS 
installed. The four host servers are a management server, an 
internal server, an external server, and a workstation server. 
After the host servers are renamed, they can be built and 
configured. This can be accomplished by a server bios setup, 
server build and update utility, and OS installed. The bios 
setup are to be followed on four host servers (Management, 
Internal, External and Workstation) one at a time, until all are 
at the same build point. The server build and update utility 
software install and OS install can be completed on all of the 
servers. Next, VMware server software can be installed on all 
four servers except the management server. Using a host 
server's OS, unallocated space can be partitioned, formatted, 
and assigned a drive letter, making it ready for VMware 
Server to create virtual servers there. 

0085. The VMware Console can be used to create virtual 
servers on the host internal server, the host external server, 
and the host workstation server. The host internal server and 
host workstation server each can have one virtual server. The 
host external server can be a virtual server for Windows 
Server 2003 OSandone for RedHat Enterprise Linux OS, by 
ways of examples. One virtual server can be created, then 
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copied, pasted, and renamed after the OS install to create the 
other virtual servers needed on a host server. 
I0086. The new virtual server recognizes its memory, hard 
disk, DVD/CD-ROM drive, floppy drive, one Ethernet adap 
tor, and its processors, but other system devices can be added 
and configured, such as, another Ethernet adapter, a USB 
device, a sound device, a serial port, a parallel port, and/or a 
SCSI device. 
I0087. After an appropriate operating system can be 
installed on the workstation server's initial virtual server, 
commonly used Software may be loaded on one virtual server. 
All application Software can be installed on one server and 
then copied and pasted as many times as required. In addition, 
the operating system can be configured. The virtual servers 
that can be configured first are the host internal server's vir 
tual servers, DC1 and DC2. These servers are domain con 
trollers that maintain a domain and assign and manage 
addresses for other devices that will join the domain. Gener 
ally, a virtual server cannot join a domain until the DC1 and 
DC2 have been setup and configured. 
I0088 At least two operators may be involved in the work 
station operation. One Such operator may operate the 
defender workstation and the other may operate the aggressor 
workstation. One or more, for example, 10 workstations can 
be configured for training, in one embodiment. One or more 
workstations can be configured as the “Defender and one or 
more other can be configured as the 'Aggressor (sometimes 
referred to as the Attacker). The Defender workstations can 
include software that sets up the defenses against attack/ 
threat scenarios that might be expected to come from outside 
or inside the network. 
I0089. For example, software on the Defender Workstation 
can include: Microsoft Windows XP operating system, 
Microsoft Office 2003, Sidewinder Remote Cobra Admin 
GUI Network Gateway Security software, Adobe Reader, 
Win Zip, and PuTTY. PuTTY can be a multi-platform (Win 
dows, Mac OS and Unix) client program for the SSH (secure 
shell, a high security protocol), Telnet and RLogin network 
protocols. These protocols are all used to login and run a 
remote session from one computer to a multi-user computer 
or server over a network using a command prompt interface. 
The server it communicates with runs on a “shell' program 
that interprets and carries out the commands that you input at 
the command prompt. 
0090 The Aggressor workstation can include software 
that sets up the threatening scenarios. The Aggressor work 
station uses “attack bot” software created by the Simulated 
Network System 100. This plug-and-play attack simulation 
Software has an Attack Manager interface that can be used to 
set up and simulate replica scenarios that are based on actual 
network operations experience. “AttackBots' are used to con 
duct a full range of cyber attacks, simulate outages and mal 
functions, and emulate user problems on every level of the 
network. Its “AttackBots' can be updated to reflect the evo 
lution of real attacks and threats over time, providing network 
simulations to accurately represent the latest operational 
environment. 
0091. As described herein, the disclosed traffic generator 
simulates typical real life computer network users and traffic. 
A Node Attack Manager can use various tabs, toolbars, and a 
scenario player control to execute attacks. The Node Attack 
Manager screen can provide several functionalities, including 
an Execution Manager, a Scenario Builder, an Event Builder, 
and an Event Library. The Simulated Network System 100 
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user interface (GUI) 104 components can include a standard 
top toolbar, a side selection tab toolbar, a selection content 
viewer, an information viewer, a scenario player controls, a 
message log viewer, a network manager view, and a current 
status bar. 

0092. The standard top toolbar can include file, view, 
tools, and help drop-down menu options. The file menu fur 
ther can contain commands such as connect to node, discon 
nect from node, open scenario, close scenario, import sce 
nario, export scenario, and exit. The view menu further can 
contain viewable options of the execution manager, the sce 
nario builder, the event builder, and the event library. The 
items on the view menu can be disabled if not connected to a 
node. The tools menu controls access to user configurable 
aspects of the GUI 104 and the help menu can provide access 
to information on using the GUI 104 application. 
0093. The side selection tab toolbar for the Node Attack 
Manager can include an execution manager, a scenario 
builder, an event builder, and an event Library. The selection 
content viewer can show content of each of the selections in 
the side toolbar, while the information viewer displays infor 
mation about the selections in the side toolbar. The scenario 
player can control the user interface to control the scenario 
execution. The controls can closely mimic standard media 
player controls such as Play/Pause, Stop, Previous and Next. 
0094. To initiate an attack, the operator or user can insti 
gate by any Suitable input means, such as by the operator by 
clicking a computer input device, for example amouse, on the 
execution manager tab located in the left side selection tabs in 
the Attack Manager Screen. The existing scenarios can be 
displayed in the selection content viewer. The operator or user 
can then select the desired attack scenario. After the attack 
scenario is started, the Defender workstation can begin to 
receive indications of possible problems. For example, if an 
e-mail type attack has been chosen, the Defender workstation 
can start receiving complaints that e-mail can be not sending 
or receiving. The Defender workstation can then begin to take 
steps to recognize and elevate the possible problems caused 
by the Aggressor workstation. 
0095. The Training Simulator embodiment can be config 
ured from components that run in a virtual network infrastruc 
ture. The host server can contain a combination of internal 
and external virtual servers (called int/ext-Svr). The range of 
components in the Training Simulator Rack Station can be 
grouped into three sets, such as labeled A, B and C. Each set 
can contain, by way of example, 2 Servers, 2 Routers and 2 
Switches. Each set can be assigned an IP number, and all 
components in that set would have that number as its second 
number in the IP address. 

0096 VMware server software can be installed on the 
int/ext host server in each training set. The VMware console 
screen acts as the main interface from where many server 
configurations, virtual server creation, virtual server manage 
ment and OS install and other software installations can be 
managed. VMware controls the ability to create and setup 
virtual servers; install OS on virtual servers; assign virtual 
disk drive letters; allocate ram memory; control and start all 
virtual server's OS at the same time; load all software on one 
workstation and copy to other workstations from that single 
installation and configuration process; and configure devices 
including serial and parallel ports, DVD/CD-ROM drives, 
floppy drives, and USB ports to be automatically detected. 
0097. As with the Simulated Network System 100, servers 
can be host servers or virtual servers. Host servers are where 
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virtual servers can be created. A Suitable operating system, 
Such as Microsoft's Windows Server 2003 Standard Edition 
OS, can be installed on all host servers and on most virtual 
servers. One or more virtual severs, virtual Root-DNS server, 
etc, can have Red Hat Linux 5 OS installed, or a similar OS. 
0098. The training servers can be built and configured with 
a server BIOS setup, server build and update utility, and OS 
install. The BIOS setup can be followed on all host servers 
(ext/int-SVr) one at a time, until all are at the same build point. 
The server build and update utility software install and OS 
install can be completed on all of the servers. Using a host 
server's OS, unallocated space can be partitioned, formatted, 
and assigned a drive letter, making it ready for VMware 
Server to create virtual servers there. 
0099. After the operating system is installed, the first soft 
ware application to install on the Host Servers is usually the 
VMware Server. This software can be used to create virtual 
servers, install their Operating Systems. Each host server, 
except the mgt-Svr, can have the VMware installed. 
0100. The VMware Console can be used to create virtual 
servers on the three host training servers (Host Training 
Server A, Host Training Server B, and Host Training Server 
C). Host training server A, B, and Ceach can have one virtual 
server for Windows Server 2003 OS and one for Red Hat 
Enterprise Linux OS, for example. 
0101. As with the Simulated Network System 100, the 
new virtual server recognizes its memory, hard disk, DVD/ 
CD-ROM drive, floppy drive, one Ethernet adaptor, and its 
processors, but other system devices can be added and con 
figured, such as, another Ethernet adapter, a USB device, a 
sound device, a serial port, a parallel port, and/or a SCSI 
device. 

0102. Using VMware, Windows Server 2003 OS or a simi 
lar OX can be installed on one virtual server and then copied, 
pasted, and renamed to make up the number of virtual servers 
needed on the host. Afterwards, an operating system can be 
installed on one virtual server and commonly used software 
may be loaded on one virtual server. Application Software can 
then be installed on one server and then copied and pasted as 
many times as required. 
(0103) While the rest of the network hardware in various 
embodiments of the Simulated Network System 100 can be 
deployed otherwise, the traffic and attack operations originate 
at the Node 102. Most of the servers existing on the simulated 
network can be emulated by either the Node 102 or an actual 
virtual machine sitting on another server in the simulator, but 
all users and attackers can be configured to originate from the 
Node 102. The operating system for the Node 102 can be any 
Suitable Such OS, and in some embodiments can have a Suit 
able kernel for acting as a Xen Host. 
0104. In one embodiment of the Node 102, a UMID 
User/Machine Id can provide a unique identifier for the pair 
ing of a User and Machine. This can represent a functionally 
simulated user on the network. It can also represent the 
machine that an internet server is running on like google.com, 
or it could refer to an internal user Such as a secretary and her 
desktop machine. Additionally, a Xen virtualization Software 
similar to VMware or QEMU can be used on the node to 
virtualize lightweight Linux machines called Bots. Any 
UMIDs on the simulated network can be running on a Xen 
bot. Generally these are very lightweight only using 32 mb of 
memory and hard drive space, but they may get much bigger 
as processing power increases. The Node 102 can also include 
Bots 315that are the virtualized machines that run on Xen316 
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on the Node 102. These can be very tiny Linux machines that 
can emulate hundreds or thousands of simulated users. They 
can have a Bot Server Module (BSM) 318 running on them 
and get their commands via Relay Modules 310, 312. An 
Attack Scenario is an all-inclusive Xml-based file that 
describes completely an attack scenario. They can describe 
UMIDS that take part in the attacks, specific processes used in 
the attack along with a timeline and dependency list for run 
ning a pre-planned scenario So that events occur at specific 
times. A traffic environment can be another Xml-based file 
that has information regarding the UMIDS and traffic patterns 
for a certain environment. For example, in one user environ 
ment this can be 20,000 users ranging executives to secretar 
ies, or in another user environment can be a small business 
with 50 Staff users. 
0105. In one exemplary embodiment of the Node 102, 
there can be multiple processes or software modules. As 
shown in FIG. 4, by way of example, a control module 306 
(referred to herein as CM306) can be provided that acts as the 
“brain' of the Node software. Such a control module 306 can 
be configured to handle all communication with the Node 
Tool Suite (described below) and any timing needed to keep 
all pieces on the same schedule/time. It can organize all 
communication with the different pieces so that there is a 
central place to control all the pieces and ensure they are in the 
correct state using simple commands. The CM306 can com 
municate with a Bot Monitor 308 (BM), an Attack Relay 
Module 310 (ARM), an Operational Relay Module 312 
(ORM) and/or a Simulator Mapping Daemon 314 (SMD) 
modules as described herein. Xen bots 315 within a Vitual 
ization Technology 316 (also referred herein as the Xen) can 
include the various bots such as embodied in various BSMs 
318. It can also be configured to determine which bots to 
bring up with what settings and instructs the BM 308 what to 
bring up. It can also be configured to load the attack scenario 
file and communicate any attacks with the ARM 310. A short 
list of possible responsibilities can include, but not be limited 
tO: 

0106 Import/export scenario and traffic files 
01.07 Communicate with GUI 104 
0.108 Handle and synchronize all timing 
0109 Verify state of node 
0110 Keep log of scenario events 
0111 Apply any changes request by the Node Tool 
Suite 

0112. The BM 308 can be configured to handle OS-spe 
cific functionality and in the current setup manages the Xen 
316 and Xen Bots 315. For example, in loading a scenario, the 
BM 308 can take a command from the control module that 
includes a list of UMIDS and Bot ID's, and the BM 308 
provides for the necessary functions required and then ini 
tiates the Xen Bots 315, which have the BSM318 running on 
them. The BM 308 can connect to each of the BSMS 318 
running on the bots 315, and after it has a successful connec 
tion to each, it notifies the CM306 to proceed with the loading 
procedure. The BM 308 can handle the creation and/or tear 
down of Bots 315 so that different OS-specific solutions can 
be used, so the system can be configured to have one BM 308 
for Xen 316 and another for VMware but both are inter 
changeable from the view of the CM 306. 
0113. The ARM 310 can be configured to handle sched 
uling of attacks and the processes/UMIDS associated with 
each attack. The ARM 310 can receive all the information 
Such as bot ids, umids, times, dependencies, processes, argu 
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ments, transaction ids, etc. from the CM 306 and then gener 
ate an internal timeline, and using the timing given from the 
CM 306 it warns the CM 306 of when attacks will occur So 
they can be executed through the ARM 310. The ARM 310 
can have individual connections to each of the BSM's 318 
running on each Bot 315. The ARM 310 also can handle any 
process output from the processes running on the BSM's 318 
and direct the output to the CM306 where it is sorted and sent 
to the appropriate listeners (usually the Node Tool Suite). 
0114. The Operational Relay Module (ORM)312 can be 
configured to manage the communication between the con 
trol module and the multiple BSMs 318. This can be config 
ured such that instead of handling a schedule, the ORM 312 
handles a queue which reflects traffics never-ending flow. The 
ORM 312 can request new queue items from the control 
module as the queue empties, and use this queue to start 
processes on the BSM's 318 which generate traffic. The ORM 
312 can report any failures back to the CM 306. 
0115 The Bot Server Module (BSM) 318 can be config 
ured to operate on the Xen Bots 316 and can be configured to 
control the bot315. The Relay Modules 310 and 312 connect 
to the BSMs 318. The BSM318 can be configured to execute 
processes on the bots, monitor those processes and provide 
pause/play/stop capabilities over those processes. 
0116. The Simulator Mapping Daemon (SMD) 314 mod 
ule can be configured to map logical sections of a network to 
the specific Switches, routers, ip ranges and netmask associ 
ated with a specific simulator, create a Network Preference 
Description. The SMD 314 can calculate both the internal and 
external addresses and routes that simulated users should or 
must use on a specific simulator. For example, a network 
simulator A can have an internal network of 192.168.15.0 
with a netmask of 255.255.255.0 connected to the node's 
ethB, while network simulator B has an internal network of 
10.10.0.0 with a netmask of 255.255.255.0 connected to the 
node's eth3. Generally, the CM 306 can be configured to 
interface with the SMD 314 to turn the term “internal in a 
scenario file into actual physical interfaces and network seg 
mentS. 

0117 FIG. 5 illustrates the Node 102 in more detail 
including various flows between the modules as discussed 
with regard to FIG. 4. Additionally, FIG. 5 illustrates Physical 
Interfaces 320 for connecting the Node 102 to the Simulated 
Network 105 and the, the GUI interface 322, a Configuration 
Store 323, traffic store 324, traffic generation modules 326, a 
traffic analysis module 328, a reports analysis module 330, a 
network check module 331, a user action module 332, and a 
recorded user action store 334. 
0118. A Network Preference Description enables a user to 
view, add, remove and edit the Network Configurations for 
any network device. These can be entered manually by a user 
via the Network Preference Dialog of the Node 102 as men 
tioned above or via an automated network preference device 
manager, such as an Automated Network Build Module, 
which in one embodiment is referred to as AutoBuild, by way 
of example. The Network Devices can be defined by one or 
more of the following, which can be a field or entry of data: 
0119) 1. Name The name that will be displayed through 
out the user interface for this Network Device. 
0120 2. Category—The assignment to a group that indi 
cates how this Network Device will act in a simulation envi 
rOnment. 

I0121 3. Function. The primary function or role this Net 
work Device will assume in the network configuration. 



US 2009/03 1990.6 A1 

0122 4. Subfunctions—The secondary orancillary role(s) 
this Network Device will assume in the network configura 
tion subordinate to the primary role. 
0123 5. Operating System. The operating system 
installed on the Network Device. 
0.124 6. Architecture The Network Devices computer 
hardware. 
0125 7. NICS. The network interface controllers (NIC) 
available on the Network Device. 
0126 8. Available The number of available network 
Device Connections on this Network Device. 
0127. Additionally, the connections or relationships 
between any two network devices can be defined as a Con 
nection. The user can add or modify a connection between 
two Network Devices, or two NICs of two Network Devices 
in the configuration. These network connections can be 
defined by one or more data fields including: 
0128 1. Network Device The Network Device that 
makes up one endpoint of the connection. 
0129. 2. Network Device NIC The NIC on the Network 
Device to which the connection is made. 
0130 3. Target Network Device The Network Device 
that makes up the other endpoint of the connection. 
0131 4. Target NIC The NIC on the Target Network 
Device to which the connection is made. 
(0132 Network Preference User Interface A Network 
Preference User Interface such as a GUI 104 can provide the 
user the capability to create, view and change network 
devices, network connections and network configurations for 
a system. The network preference GUI 104 actions can 
include, but is not limited to: 
0.133 1. Connected Network Devices—Drop-down list 
that displays the currently connected Network Devices for 
selection. 
0134 2. Save Commits the changes made in the editor 
back to the Network Device shown in Connected Network 
Devices. 
0135 3. Configurations—Drop-down list that displays the 
currently defined Network Configurations for the Network 
Device selected in Connected Network Devices. 
0.136 4. Edit Locks the configuration shown in Configu 
rations. Grants exclusive access to the configuration to this 
editor for the purpose of making changes. 
0.137 5. Network Device Table The table lists all the 
currently configured Network Devices of the configuration 
selected in Configurations. 
0138 6. Add Network Device Opens a blank Network 
Device Editor. The user must supply all the necessary infor 
mation, that when validated, will add a new Network Devices 
to the currently displayed configuration. 
0139 7. Delete Network Device Removes the selected 
Network Device in the Network Device Table from the cur 
rently displayed configuration. 
0140) 8. Edit Network Device Opens the Network 
Device Editor populated with the information of the currently 
Selected Network Device in the Network Device Table. 
0141 9. View Network Device Connections—Open the 
Connection Summary dialog. 
0142. A Network Device Editor can provide the capability 

to create and edit the properties of a Network Device. These 
properties define what role a Network Device plays and the 
interactions with it from other Network Devices. 
0143 1. Edit Opens the NIC editor which allows assign 
ment and editing of the different properties of a NIC. 
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0144. 2. NIC List Displays the list of names assigned to 
the available NICs on this Network Device. 
0145 3. NIC Properties—Area that displays the proper 
ties of the Selected NIC in the NIC list. 
0146 4. Network Device Connections Table Displays 
the list of current Network Device Connections made 
between this Network Device’s NICs and other Network 
Devices NICs. 
0147 5. Edit Network Device Connections Opens the 
dialog to create, remove and edit the Network Device Con 
nections made between this Network Device's NICs and 
other Network Devices in the network configuration. 
0148 6. Previous (<<)—Changes the data in the editor to 
the previous item in the Selector List. 
0149 7. Selector List Displays a selectable list of Net 
work Devices that when selected will repopulate the editor 
with the information for that Network Device. 
0150. The GUI 104 can also enable users to add, remove 
and edit Network Device Connections. This can include the 
various fields, as described above, and also include editing 
functions such as: 
0151 1. Add Connection Opens a blank Connection 
Editor that allows the user to create a connection between two 
Network Devices NICs in the network configuration. 
0152 2. Remove Connection Removes the selected con 
nection from the configuration. 
0153. 3. Edit Connection—Allows a user to edit the 
selected connection details. 

0154 4. Close Closes the dialog. There can be no saving 
or discarding of unsaved work from this dialog as everything 
displayed is already saved. 
0.155. A Connection Editor can enable the user to add or 
modify a connection between two Network Devices, or two 
NICs of two Network Devices in the configuration. 
0156 1. Network Device Name The name of the Net 
work Device from which this editor was launched (read-only) 
or a selectable list of all the Network Devices if adding a new 
connection. 

0157 2. NID ID A selectable list of the NICs on the 
Network Device displayed in Network Device Name. 
0158. 3. Properties Box—A display of the properties of 
the NIC Selected in NID ID. 

0159. 4. Target Network Device A selectable list of Net 
work Devices that have available non-connected NICs. 

0160 5. Target NIC A selectable list of non-connected 
NICs on the Network Device displayed in Target Network 
Device. 
0.161 6. Properties Box—A display of the properties of 
the NIC selected in Target NID ID. 
0162 This editor may be displayed from a Network 
Device Editor or the Connection Summary dialogs although 
its behavior may change slightly depending on the context in 
which it was displayed. 
(0163 As will be discussed in more detail below, a Node 
Tool Suite (such as the SLAM-R Tool Suite by way of 
example) can be configured as a control mechanism for users 
over the Node software. Such tool suite can be used by an 
operator, Such as an instructor, for connecting to the control 
module. It can be configured to import, export, load and close 
attack scenarios on the Node 102 via that connection. The 
Node Tool Suite can also be configured to pause, play, rewind, 
fast forward, modify and perform other operations on the 
loaded attack scenario as well. Its operation can be as simple 
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as loading a pre-planned scenario and clicking "Play” to let it 
run automatically, or the user can have fine control over the 
scenario. 
0164. The Node Tool Suite can provide an interface to the 
Node 102 and one or more of its components. The tool suite 
can be implemented with any suitable GUI 104 or user inter 
face and in one embodiment can be a Java client program 
installed onto a computer with the latest JRE (Java Runtime 
Environment). The Node Tool Suite can be configured to 
connect to the Node via a standard TCP/IP client-server rela 
tionship. The Node 102 can report status and provide for 
control of the different modules which are loaded on the Node 
102. Not all modules are required to be present in any single 
embodiment, as each module can be capable of running inde 
pendently or in unison with other modules. In some embodi 
ments, the Node Tool Suite can provide for the centralization 
and integration of all the necessary tools into an intuitive and 
easy to use interface. 

Exemplary Graphical User Interface (GUI) for the Node 
(0165. The Node Graphical User Interface (GUI) 104 
allows users to interact with the Node appliance. The GUI 104 
is designed to give users access to various functionalities of 
the appliance and to enhance the efficiency and ease of use of 
Such interactions. 
0166 Menu Bar The menu bar provides access to vari 
ous aspects of the program through drop down menus. The 
menu bar items closely mimic standard windows menu 
behaviors. Many of the functionalities accessed via the menu 
bar can be accessed through other means within the applica 
tion, such as through buttons or context or right-click and 
CUS. 

0167 File Menu. The file menu contains common com 
mands. The menu items on this, and every menu, may be 
associated with the component/window of the application 
that has focus and will be enabled or disabled dependent on 
whether the item that has focus Supports the operation asso 
ciated with the menu item. 
0168 Disconnect The Disconnect command will dis 
connect a currently connected appliance. The menu item will 
be enabled or disabled depending on whether or not the win 
dow that has focus is associated with a particular appliance 
connection. This action can also be accessed via a context 
menu in the appliance explorer. 
0169 OpenScenario The Open Scenario command will 
present the user with a list of scenarios which may be loaded 
on an appliance. This command will be enabled or disabled 
depending on whether the window that has focus is associated 
with a valid connection to an appliance and that appliance 
does not already have a scenario loaded. This command can 
also be accessed via a context menu in the appliance explorer. 
0170 Close Scenario—The Close Scenario command 
will close the currently loaded scenario on an appliance. The 
menu item will be enabled or disabled depending on whether 
the window that has focus is associated with an appliance that 
has a scenario loaded. This command can also be accessed via 
a context menu in the appliance explorer. The user must 
provide confirmation to close the scenario which can be dis 
abled in the Options dialog. 
0171 Exit. The Exit command closes the application 
which, if connected, will disconnect from an appliance. Any 
scenarios running on the appliance will not be affected. The 
user will be prompted to confirm they want to exit unless this 
confirmation is disabled in the Options dialog. 

Dec. 24, 2009 

(0172 View Menu The View Menu provides access to 
various components with the application which can be shown 
or hidden. 
(0173 Toolbars—The various toolbars can be shown or 
hidden via the Toolbars submenu. An open toolbar will have 
a check mark next to its menu item. 
0.174 Full Screen. The Full Screen command will either 
expand the application to the same size as the computer 
screen or shrink the application back to its size before it was 
maximized to full screen. 
(0175 Tools—The Tools menu controls access to user con 
figurable aspects of the application. 
0176 Options—the Options command will display 
options dialog to the user which allow the user to set various 
configuration options within the application. e.g., enable or 
disable confirmation dialogs. 
0177 Window The Window menu provides access to 
the various windows within the application to include the 
Appliance Explorer, Output and Execution Manager win 
dows. Also provided are actions which may be performed on 
a window if applicable. 
0.178 Appliance Explorer The Appliance Explorer 
command opens the Appliance Explorer window which by 
default docked on the left side of the application. 
0179 Appliance Windows The Appliance Windows 
command provides access to a submenu which contains an 
entry for each connected appliance. 
0180 Connect A connection to an appliance can be 
established by entering the IP address of a known appliance 
and clicking Connect. 
0181 Traffic 
0182 Zulu Time Zulu (UTC) time is displayed. 
0183) Appliance Explorer The Appliance Explorer 
component of the application provides access to various func 
tions associated with managing and controlling appliance 
operations. Connected appliances will be shown in the win 
dow. 
0.184 Appliance operations—Appliance operations can 
be performed by either double-clicking on the appliance dis 
play name, which will open the Appliance Window for the 
selected appliance, or by right-clicking on an appliance dis 
play name which brings up a menu of available commands for 
that appliance. The Appliance Explorer window can be mini 
mized by clicking on the Small left-facing arrow in the upper 
right hand corner of the window. Connection status of the 
appliance is indicated by the green or red icon next to the 
display name of the appliance. 
0185. View—Selecting this item opens the Appliance 
Window for the selected appliance (same as double-clicking). 
0186 Reconnect Selecting this item will attempt to 
reconnect to the same IP as was previously connected. This 
menu item is enabled when a previously connected appliance 
has become disconnected. 
0187 Disconnect—Selecting this item will disconnect 
from the connected appliance. Note: The appliance will con 
tinue to run tasks or activities that were started before the 
disconnection occurred. This item is enabled when connected 
to an appliance. The user can be prompted to confirm the 
disconnect where confirmations have not been disabled in the 
Options dialog. 
0188 Open Scenario—Selecting this item will present the 
user with a selection dialog populated with the available 
scenarios on the connected appliance, if any. Item is enabled 
when connected to an appliance. 
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0189 Close Scenario—Selecting this item will attempt to 
unload the scenario from the appliance. Item is enabled when 
connected to an appliance which has a scenario loaded. The 
user will be prompted to confirm closing the scenario if con 
firmations have not been disabled in the Options dialog. 
0190. Appliance View—The Appliance View displays the 
available modules on the appliance. Currently, only the 
Execution Manager is available. The display name of the 
appliance is shown on the tab. 
0191 Execution Manager Currently the Execution 
Manager is the only available module. The Execution Man 
ager provides the user the ability to view and control various 
aspects of the scenario that has been loaded on the appliance. 
The window is split into two parts, the scenario pane and 
content pane. The scenario pane on the left is a visual repre 
sentation of the scenario in a tree-like view. The content pane 
on the right displays the metadata for the selected panel on the 
left. 
0192 Scenario Content. The main view of the Execution 
Manager when a scenario has been loaded. The content pane 
displays the scenario information (metadata) which is acti 
vated by clicking the mouse on the Scenario Information 
panel. This can be the default view when opening a scenario. 
0193 Attack Content—Selecting one of the attack events 
the scenario information will display the details of the event 
in the content pane. These include: Attack Controls, Start, 
Stop, and Reschedule. 
0194 Attack Processes—Clicking this button will display 
a menu of internal processes that make up the event. The 
processes can be selected individually to see the output of 
each process in the content pane. 
0.195 Scenario Player controls. The Scenario player 
controls allow the user to control the scenario execution. The 
controls closely mimic standard media player controls such 
as Play/Pause, Stop, Previous and Next. 
0196. Play—Clicking this button begins execution of a 
scenario. Once play has begun the play button becomes the 
Pause button. If Pause is then pushed the button will switch 
back to Play. 
0.197 Stop—Clicking the button stops execution of a sce 
nario. Selecting Stop will reset the scenario to an initial state 
prior to execution. 
0198 Previous—Clicking this button moves the timeline 
(T time) back to a point prior to the previous attack event or to 
the beginning of the scenario depending on how much of the 
scenario has executed. 
0199 Next Clicking this button moves the timeline (T 
time) to a point prior to the next attack event that has not 
begun executing. 
0200 Time Slider The time slider manually allows 
manipulation of the timeline to any point in the scenario 
timeline. Using the slider during the Play or execution of a 
scenario will not take effect until the user has released the 
time slider thumb and confirmed the new T time. 
0201 Output Window Various types of information can 
be displayed in the output window regarding the activities and 
state of the application. The output window can be minimized 
by clicking the Small downward-facing arrow. 

Node Communication Protocol 

0202 The Node Communication Protocol is the mecha 
nism for communication between the modules that can be 
included in the Node and can be a protocolas described herein 
as the Node Protocol, by way of exemplary embodiment 
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herein. For the sake of brevity, this description is represented 
with regard to an attack network scenario that includes the 
CM protocolas a logical correlation between system compo 
nents or modules. Additionally, while a specific protocol for 
executing certain functionalities may not be explicitly 
defined, one skilled in the art will understand that from this 
exemplary disclosure, a logical extension can be derived to 
provide the other system functionalities as otherwise 
described. As one example, in the section herein addressing 
the network reconstitution module, a specific application pro 
tocol for reconstitution is described. This reconstitution pro 
tocol example, can be extended using this node protocol 
disclosure to incorporate other instructions and extensions as 
may be suitable for any needed functionality for one skilled in 
the art. 
0203 There can be two basic forms of communication 
between the user interface 104 and the control module 306. 
The first can be synchronous communication. The second can 
be asynchronous communication. Synchronous communica 
tion includes all standard commands and queries that may be 
performed on the node. The asynchronous communication 
includes heart-beat messages, log messages and State-change 
notifications. 
0204] Server message format. Whether a message from 
the server can be synchronous or asynchronous, it can have 
the same format: “TYPE <code>|<initiating-commandd: 
<messaged. In an exemplary initial 4-character'word it can 
specify the type of message, e.g. RESP. The initiating-com 
mand can be given for response messages. Finally, the mes 
sage section can be free form text, unless otherwise specified 
for a specific message type. 
0205 The message code The code can be any length and 
in one embodiment is a 3-digit number. They can be assigned 
by groups such as: 
0206. 200 series numbers indicating definite success. 
0207 300 series indicating an intermediate success with 
a final response to be sent later. 
0208 400 series messages indicating a temporary error. 
0209 500 series indicating a permanent error. The first 
digit of the code indicates Success or failure. 
0210. Success and failure categories can include: 
0211 2XX Positive completion response 
0212 3XX Positive intermediate reply 
0213 4XX Temporary negative response 
0214) 5xx Permanent negative response 
0215. The second digit of a code can indicate something 
about the type of the message. For example: 
0216 x0x—Syntax errors or miscellaneous messages 
0217 X1X Informational messages 
0218 x2x Connection related messages 
0219 x5x Replies related to the scenarios themselves 
0220. The initiating-command The initiating-command 
field can apply to response messages and specify which com 
mand prompted the response. Response messages can have 
the RESP type. They can have an initiating-command imme 
diately after the code. The initiating-command can be fol 
lowed by a semi-colon. The trailing semicolon can be to 
separate multi-word commands from the free form message 
section. 
0221) The message text. As mentioned above the mes 
sage section of the response can be generally free form text. 
Some messages may choose to specify a format for this sec 
tion. When that occurs, fields may be delimited within it by 
semicolons. 
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0222. Initial connection. To initiate a connection with the 
node, the GUI 104 contacts the CM306, on port face X. The 
CM 306 can acknowledge the connection with a multi-field 
(semicolon delimited) message such as in the exemplary for 
mat: "CONN <code><node-name>, <software version>, 
<time>''. When first connecting to the CM 306, a normal 
Successful acknowledgment can be provided and can include 
a version number of the CM 306 and a 7 hexadecimal digits 
after the slash can provide an indication that the CM 306 
Source that was checked out of git. This can enable developers 
to always know exactly what can be running on the node. 
Following the second semicolon can be the current time in a 
localized format. 
0223) A temporary failure can be indicated by a 400-series 
message. In this case, the connection could be automatically 
retried later. This might happen if the server were out of 
memory or some other temporary resource problem. For 
example, a temporary failure may be: "CONN 440 Server 
busy. Try again later.” 
0224. If a 500-series response can be received it indicates 
a permanent failure and there can be no sense in retrying the 
connection. This can include an exemplary permanent failure 
Such as: “CONN 550 Access denied. 
0225 General command and response format. The traf 

fic between the GUI 104 and the Node 102 can be line ori 
ented. Whether a command can be being sent, a response can 
be being received or other communication can be occurring, 
each line can end with a carriage-return linefeed sequence, 
“\r\n'. The content can be UTF-8 encoded to allow for non 
English strings and data. 
0226 Typical commands and messages—The various 
commands are comprised of a 4-character'word” that may be 
followed by required or optional arguments: “CMNDargs.” 
0227 Response messages—When a response message is 
sent it can be of the form: "RESP <code><initiating com 
mand>, <messages.” For example, "RESP210 CTRL: Con 
trol granted.” 
0228. Multi-line messages. While single line responses 
can be the norm, it can be possible that the server needs to 
send multi-line messages. Log messages and possibly data 
transfer may require this. A format similar to the FTP and 
SMTP standards can be used. The final line of a response can 
have a space after the code, non-final lines can have a dash, 
—. For example, a multi-line response can include: RESP 
220 HELP. This server supports the following commands: 
0229) RESP220 HELP; Topics: 
0230) RESP 220 HELP; HELP CONN QUIT PLAY 
STOP 

0231 RESP 222 HELP: For more info use 
“HELP-topic >” 
0232 RESP220 HELP: End of HELP info 
0233 Interleaved message streams—Due to some asyn 
chronous messages having a high priority it can be possible 
that the packets may arrive with different message types 
interleaved. The previous response could actually have come 
across mixed with other messages such as: 
0234 RESP220 HELP. This server supports the follow 
ing commands: 
0235 RESP220 HELP; Topics: 
0236 BEAT 200 T+34 
0237) RESP 220 HELP; HELP CONN QUIT PLAY 
STOP 
0238) RESP 222 HELP; For more info use “HELP 
<topics.” 
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0239 LOGG 200 Attack initiated: 
0240 LOGG 200 Alderaan targeted by deathstar. 
0241 LOGG 201- Strike back successful 
0242 LOGG 201 Deathstar destroyed. 
0243 RESP220 HELP: End of HELP info 
0244. These may be sorted out by type giving the follow 
ing streams of data: 
0245 BEAT 200 T+34 
0246 RESP220 HELP. This server supports the follow 
ing commands: 
0247 RESP220 HELP; Topics: 
0248) RESP 220 HELP; HELP CONN QUIT PLAY 
STOP 

0249 RESP 222 HELP; For more info use “HELP 
<topic > 
0250) RESP220HELP: End of HELP info 
0251 LOGG 200 Attack initiated: 
(0252 LOGG 200 Alderaan targeted by deathstar. 
0253 LOGG 201- Strike back successful. 
(0254 LOGG 201 Deathstar destroyed. 
0255 As such two log messages can be interwoven. How 
ever, it may be desirable in Some embodiments that messages 
of the same type should never be mixed together. They can be 
sent sequentially. So, the log messages may then be further 
separated into two distinct messages by noting the spaces 
after the response code field on the final line of each message. 
For example: 
0256 LOGG 200 Attack initiated: 
(0257 LOGG 200 Alderaan targeted by deathstar. 
0258 LOGG 201 – Strike back successful. 
(0259 LOGG 201 Deathstar destroyed. 
0260 Essential node commands—After connecting, there 
are a number of different requests that the GUI 104 can make 
of the CM 306. They fall into a few basic categories that are 
delineated by the specific “word” that initiates each com 
mand. Such as a 4-character word, by way of example. Com 
mands can be sent one per-line and can end with a carriage 
return linefeed sequence, “\r\n”. Examples of CM 306 
Commands include: 
0261 CTRL Request control of the CM 
0262 SCEN Various scenario commands 
0263 ATTK Attack related commands 
0264. STAT Request the node's status 
0265 CLOC Turn on or off the time messages from the 
SeVer 

0266 LOGH-Send the log history 
0267. These commands can produce an immediate 
response. But due to the fact that the CM 306 also generates 
asynchronous messages, they may not be received immedi 
ately after the command can be sent. Other, asynchronous 
messages may intervene. The GUI 104 may not send multiple 
commands at a time. After a command is sent, the GUI 104 
may wait for a response before sending the next command. 
0268 CTRL: Requesting control of the node This can be 
the simplest command, consisting of CTRL on a line alone. A 
single-line CTRL response can look to be for example: 
0269. RESP220CTRL: Success. Control Granted. 
0270) RESP 440 CTRL: Node controlled by 10.10.128. 
97. 
(0271 RESP 501 CTRL: You already control the node. 
0272. The error responses can be text that is displayed to 
the user running the GUI 104. Stripping the response word 
and code could be optional. 



US 2009/03 1990.6 A1 

0273 SCEN: Scenario-related commands SCEN has a 
set of sub-commands, all of which have to do with controlling 
scenarios on the server. The Sub-commands are used to query, 
load, list and control the running scenario on the server. Many 
of these commands can be run with or without first taking 
control of the node via the CTRL command. The one definite 
exception can be the CTRL LOAD sub-command, which can 
be used to instruct the node to load-up and prepare to run a 
specific scenario. SCEN commands exemplary listing: 
(0274 SCEN NAME. Name of loaded scenario, if any 
0275 SCEN LIST Return a list of scenarios 
0276 SCEN LOAD Load and prepare to run the given 
scenario 
(0277 SCEN FETC Fetch the data for a given scenario 
from the node 
(0278 SCEN SAVE Push and save the data for a given 
scenario on the node 
(0279 SCEN STAT Query the status of the scenario 
0280 SCENTIME Change scenario time 
(0281. SCEN PLAY (Re)start playing the scenario 
0282. SCEN PAUS Pause the scenario 
(0283 SCEN STOP Stop the scenario 
0284 SCEN CLOS Close and unload the scenario from 
the node 
0285. When successful, the commands that cause a state 
change in the node can produce an asynchronous state 
change message in addition to a regular response. 
0286 SCENNAME: Name of current scenario To query 
what scenario can be loaded, simply send the: “SCENNAME 
command. The CM 306 can respond with the name of the 
scenario: “RESP201 SCENNAME:bd2008s1.scn; Bulwark 
Defender 2008 Scenario 1. The response consists of the 
RESP tag, a Success code, the actual file name and a descrip 
tion. The file name and description can be separated by a 
semicolon and some optional space. Everything after that can 
be the description. If no scenario can be loaded, a temporary 
failure response can be sent, since there can be no current 
scenario to reporton.“RESP 401 SCENNAME: No scenario 
loaded. 
0287 SCEN LIST: The SCEN LIST command can return 
a list of available scenarios, such as: 
0288 RESP 201 SCEN LIST: ba2008s1.scn; Bulwark 
Defender 2008 Scenario 1 
0289 RESP 201 SCEN LIST: ba2008s2.scn; Bulwark 
Defender 2008 Scenario 2 
0290) RESP 201 SCEN LIST: ba2008s3.scn; Bulwark 
Defender 2008 Scenario 3 
0291 RESP 201 SCEN LIST: ba2008s4.scn; Bulwark 
Defender 2008 Scenario 4 
0292. One possible temporary error response would be if 
the node had no scenarios, e.g., “RESP402 SCEN LIST: No 
scenarios available.” Other error responses are possible. 
0293 SCENSAVE: Save a scenario on the node. Before 
a scenario can show up in the SCEN LIST output it should 
have been saved to the node. This can be done with the SCEN 
SAVE command: “SCENSAVEbs2008s1.scn. To which the 
server can respond with: “RESP301 SCENSAVE: Send file, 
end with “.” on a line by itself or “RESP 501 SCENSAVE: 
Need CTRL command first 
0294. After file transmission can be complete the server 
can respond: “RESP 250 SCEN SAVE: bs2008s1.scn suc 
cessfully saved or an appropriate error response.” Error 
responses for SCEN SAVE can include: RESP 450 SCEN 
SAVE: Error saving bs2008s1.scn: drive full 
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0295 Since the scenario files are XML, a single period on 
a line by itself can be used to mark the end of the file. If, 
however, for Some Strange reason a line containing a single 
period is contained in the file, escape the period, “... with a 
backslash, "\". This also means that a line beginning with a 
backslash will need to be escaped as well. 
0296. The backslash escape can only be checked for at the 
beginning of a line during file transmission. It can not be 
processed during other commands nor can it be processed 
later in the line. 
0297 SCEN FETC: Fetch the data for a given scenario 
from the node—SCEN FETC can fetch a scenario file from 
the server: “SCEN FETC <filename> to produce one of the 
following responses: “RESP 502 SCEN FETC: <filename> 
not found” or “RESP 302 SCEN FETC: Sending 
<filename>DATA . . . DATA . . . , or “RESP 251 SCEN 
FETC: Finished sending <filename>. 
0298 SCEN LOAD: Load and prepare a scenario—Once 
the user has selected a scenario and it can be known to be 
saved on the server, it may be loaded and prepared for running 
using the SCEN LOAD command and the name of the file: 
“SCEN LOAD bd2008s1.scn.” Here the response can nor 
mally be an intermediate success message: "RESP303 SCEN 
LOAD; Loading bs2008s1.scn.” Once the scenario has been 
initialized another response can be sent along the lines of 
“RESP 223 SCEN LOAD; Successfully initialized the 
bs2008s1.scn scenario'; or “RESP505 SCEN LOAD; Some 
thing bad happened . . . .” 
0299 SCENSTAT: Query the status of the scenario. The 
node sends asynchronous messages when a scenario's State 
changes. But, it may be necessary to query the state when first 
connecting to a node that has a loaded scenario. This may be 
done with: “SCEN STAT.” There can be no error responses to 
the message. The Successful responses include, by way of 
example: 
0300 RESP271 SCENSTAT: None No scenario loaded 
(0301 RESP271 SCEN STAT: Initializing Initializing a 
scenario 
0302) RESP 271 SCEN STAT: Ready Scenario initial 
ized and ready 
(0303 RESP 271 SCEN STAT: Running Scenario run 
n1ng 
(0304 RESP271 SCEN STAT; Paused Scenario paused 
0305 RESP 271 SCEN STAT: Completed Scenario 
completed 
(0306 RESP 271 SCEN STAT: Stopping Stopping sce 
nario processes 
(0307. In addition to this response, the SCEN STAT com 
mand can also trigger the sending of a single-separate heart 
beat message. 
(0308 SCEN TIME: Change the scenario time Once a 
scenario can be loaded, the time may be changed with: 
“SCEN TIME. This command can be used when the Sce 
nario can be in the “Ready”, “Running', or “Paused’ state. It 
can be up to the requesting source to Verify that the time 
cannot be changed within2 minutes of an event. In the case of 
a success, it can elicit the following response: “RESP 240 
SCENTIME: Time Changed to <t-time>.” When this com 
mand can be executed, a heartbeat can be sent to all connected 
GUI's 104 as well as a logg message describing the change. 
(0309 SCEN PLAY: (Re)start playing the scenario Once 
a scenario can be loaded and the server can be ready: “SCEN 
PLAY', may be used to start the scenario. This command can 
be also used to resume playing a scenario after it has been 
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paused. This can elicit the following response: "RESP 227 
SCEN PLAY: Playing bd2008s1.scn from T+0.” This can be 
followed by an asynchronous state-change message some 
time later. 
0310. SCEN PAUS: Pause the scenario. When a scenario 
can be in the “Running state it may be paused: “SCEN 
PAUS”. The response can indicate the point on the time line 
when things paused: “RESP 228 SCEN PAUS; Paused 
bd2008s1.scn at T+90. Any running processes on the bots 
can have SIGSTOP sent to pause their execution. 
0311 SCEN STOP: Stop the scenario SCEN STOP can 
initiate a shutdown of the current scenario. This does not 
unload the scenario from the simulator. It just shuts down its 
processes and re-initializes it. Just send: “SCENSTOP' to the 
node. When this command can be received the process of 
killing the scenario begins, so a 300-series intermediate posi 
tive response can be sent: “RESP329 SCEN PAUS; Stopping 
bd2008s1.scn....” Once the processes have been killed and 
everything has reset, a 200-series positive completion 
response can follow. “RESP 229 SCEN PAUS; Stopped 
bd2008s1.scn.” Along with these, two asynchronous state 
change messages can be sent. One upon entering the stopping 
state and one upon returning to the ready state. 
0312 SCENCLOS: Close (unload) the scenario. After a 
scenario has been stopped, it may be completely unloaded 
from the node using the: SCEN CLOS command. The 
expected response would be like: “RESP 339 SCEN CLOS: 
Unloading scenario bd2008s1.scn.” After the process of tear 
ing down the bots and everything else can be completed a: 
“RESP 239 SCEN CLOS: Scenario unloaded successfully” 
message can be received along with an asynchronous state 
change message to the None state. 
0313 ATTK: Attack-related commands-Possible ATTK 
commands include: 
0314 ATTK INFO Set socket up for receiving attack 
process output 
0315 ATTK LIST Get current timeline list of attacks 
0316 ATTK MOVE Reschedule an attack 
0317 ATTK DURA Change a scheduled attacks dura 
tion 
0318 ATTKSTOP Kill an attack or attack process 
0319 ATTK EXEC Execute an attack now without 
warnings or reschedule 
0320 ATTK INFO. When a WARN message can be 
received, the front-end can open another connection to the 
node on the standard port, 6420610, and use this command to 
request the output from the attack process: ATTK INFO 
<attack-idd:<process-idd. The attack-id can be the unique 
attack identifier that can be specified in the LOGG section. 
The process-id can be the unique process identifier specified 
in the scenario file. Possible responses are: “RESP350 ATTK 
INFO: Process output from <attack-idd”; or “RESP 550 
ATTK INFO: <attack-iddunrecognized'. A successful 
response message can be followed by the un-massaged data 
stream from the attack process. It may be either line- or 
character-oriented, depending upon the attack process. The 
CM 306 does not control or interpret this data. However, the 
GUI 104 can respect CRLF pairs or other end-of-line char 
acter sequences. This can be because the stream may be 
generated by third-party software that was not written with 
the expectation that its standard output would be redirected 
across a network. 
0321) A successful post-attack LOGG message can 
include: “LOGG 251 DOS #1-P1; 134021; T+7230; Attack 
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ran to completion. An unsuccessful post-attack LOGG mes 
sage can include: “LOGG 551 DOS #1-P1; 134021; T+7230; 
Attack process terminated unexpectedly.” 
0322 ATTK LIST This command can be used in con 
junction with SCEN FETC to get an up-to-date timeline from 
the node. It can contain the actual schedule of attacks which 
may differ from the original spec found in the scenario Xml 
file. The command can be sent bare such as: 
0323 ATTK LIST And the response can contain the 
entire timeline noting just the attack id (gotten from the 
scenario file) and the schedule time in t-seconds: 
0324 RESP201 ATTKLIST:60:1 
0325 RESP201 ATTK LIST:120:2 
0326 RESP201 ATTKLIST: List Finished 
0327. This response indicates attack id 1 scheduled for 
minute 1, and attack id 2 scheduled for minute 2. 
0328 ATTK MOVE ATTK MOVE can reschedule all 
processes of a specified attack id. It can be sent as: ATTK 
MOVE <attack ide:<t-seconds>. This can elicit a RESP 
message as well as a UPDT SCHD and a LOGG message 
noting the change. 
0329) RESP200 ATTKMOVE: Moved attack <1> to time 
T-25 

0330 UPDT SCHD 1:25 
0331 LOGG 250 EVENT: 07:30:00; T+35; Attack ID 
<1> rescheduled to T+25 
0332. It can be currently up to the requesting source to 
verify the attack cannot be rescheduled in the next 2 minutes 
from current time. 

0333 ATTK EXEC. In some cases, such as a “Run Now” 
or “Jump to Event GUI event, it can be required to have an 
attack execute immediately without waiting for the next tick 
or for warnings to be sent. This can be allowed for certain 
processes to execute on their own, so the command takes in 
both an attack id and a process id. If issued with a process id 
of 0, then the attack can be started normally with any non 
persistent/non-dependent processes immediately executed. 
For example: 

ATTK EXEC <attk ide:<proc ide 
ATTK EXEC 1:0 
ATTK EXEC 1:1 
ATTK EXEC 1:2 

0334. It can generate standard RESP and LOGG messages 
upon success, or just a failed RESP if failed. 
0335 ATTK STOP This command can let the control 
GUI 104 stop an attack early by instantly killing any of the 
duration processes that the attack has running. This can cur 
rently leave any non-duration transient processes running to 
completion. This behavior can change if a “kilable' flag if 
provided inside the scenario xml file. If issued with a process 
id of 0, then all duration processes for the given attack can be 
stopped. 

ATTK STOP <attk ide:<proc ide 
ATTK STOP 1:0 
ATTK STOP 1:1 
ATTK STOP 1:2 
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0336. It can generate standard RESP DONE and LOGG 
messages upon success, or just a failed RESP if failed. 
0337 ATTK DURA As some attack processes have a 
predefined duration attached to them, this command gives the 
ability to change a duration on the fly when the process can be 
not running. 

ATTK DURA <attk ide:<proc ide:<new duration in seconds.> 
ATTK DURA 1:1:25 
ATTK DURA 1:2:90 

0338. It can generate standard RESP, UPDT DURA and 
LOGG messages upon success, or just a failed RESP if failed. 
0339 STAT: Status request—At any point in time the GUI 
104 may request a status notification by sending the STAT 
message. The response can be: "RESP 27x STAT: <states: 
<available transitions>.” The state can be one of None, Ini 
tializing, Ready, Running, Paused, Completed, or Stopping, 
Closing. If there are any transitions that can be initiated by the 
user via buttons or similar GUI 104 devices, the available 
STAT sub-commands can be listed in available transitions. 
These may be any of PLAY, PAUS, STOP, and CLOS. 
(0340 Some possible STAT responses include: “RESP27x 
STAT: Running: PAUSE STOP and “RESP 27x STAT: 
Paused; PLAY STOP.” 
0341) CLOC: Controlling the heartbeat clock The 
CLOC message may be used to request heartbeat and attack 
warning messages from the server. Heartbeat messages are 
sent ever-so many seconds and indicate the current point on 
the time line. A warning message can be sent the requested 
number of seconds before an attack can be initiated. Such as: 
“RESP240 CLOCT+3600; Thu Jan 17 15:22:13 CST 2008.” 
The T+3600 means that the current time can be 3,600 sec 
onds, 1 hour, into the scenario. The time following the semi 
colon can be simply the current time on the bot. This can be 
the same text that would be produced by running the date 
command on the node. Sending CLOC with a number indi 
cates how often a heartbeat message can be desired. Use this 
form to turn on heartbeat messages. Another example 
includes: CLOC <seconds>:<warning seconds> by sending 
CLOC 60; 15. This requests a heartbeat message when T 
modulus 600 and a warning message 15 seconds before a 
pending attack. To turn off asynchronous heartbeat messages, 
send: CLOC 0; 15, and the server can stop sending heartbeat 
messages. But it can still send the 15 second attack-warning 
message. Setting both to zero, CLOC0; 0 or CLOCO, can turn 
off all heartbeat messages from the node. 
0342. LOGH: Get log history—When reattaching to a 
node, it may be necessary to get the log history. This may be 
done with the LOGH command: LOGH. This can include 
Chronological vs. Reverse Chronological, Format, and Time 
stamping. This has described an exemplary embodiment of 
the synchronous aspects of the GUI-node protocol. One 
skilled in the art should understand how to connect to a node, 
how to take control of it and what is necessary for running a 
scenario. 
0343 Asynchronous messages—In addition to the Syn 
chronous messages, the server may send some asynchronous 
messages as well. These can all be denoted by an initial 
4-letter code. For example: 
(0344) BEAT A “heartbeat” message 
0345 WARN An attack-warning message 
0346 EXEC. An attack execute message 
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0347 DONE. An attack has finished 
0348 STAT A state-change message 
0349 LOGG A log message 
0350 UPDT DURA-A duration has been changed 
0351. UPDT SCHD An attack was rescheduled 
0352 UPDT SCEN A scenario file was changed 
0353 BEAT: The timelineheartbeat message Heartbeat 
messages may be requested or turned off using the CLOC 
command detailed above. When the server sends a heartbeat 
message it has the form: BEAT T+-seconds>. This indicates 
how many seconds the system can be into the scenario's time 
line and the local time of the node as explained with the 
CLOC command. 

0354 WARN: An attack can be coming When the 
CLOC command has been used to request an attack-warning 
message the node can send the following, when an attack can 
be eminent. The time included can be the current time, not the 
time of the scheduled attack that can be calculated by the 
current time--warn time. For example, “WARN <t-seconds>: 
<attk guide:<process guide”; “WARN 60:1:1. Here, 
attack-id can be the unique attack identifier, which can be 
discussed in the log messages section. At this point, if the GUI 
104 wants to capture the process display info for the attack, it 
can open another connection to the node on the standard port 
and send an ATTK INFO command requesting the process 
display info for that attack. 
0355 EXEC: An attack can be executing When an 
attack process actually begins execution, a message can be 
sent to all connected GUI's 104 to inform them, as well as a 
LOGG message. It can also contain how many times this 
attack process has been executed since load. The EXEC mes 
sage itself can be very similar to the WARN, in the format: 
“EXEC <t-seconds>:<attack idZ:<process ide; Process 
Started: “EXEC 60:1:2: Process Started.” The logg message 
can include: “LOGG 250 EVENT: 15:22:53: T+30; Attack ID 
<1>Proc ID <1>Started for Run 1 
0356) DONE: An attack finished executing When an 
attack process finishes execution, a message can be sent to all 
connected GUI's 104 to inform them, as well as a LOGG 
message. The DONE message itself can be very similar to the 
WARN and EXEC, in the format: “DONE <t-seconds><at 
tack idZ:<process idZ: Process Finished: "DONE 72:1:2: 
Process Finished.” The logg message can include: “LOGG 
250 EVENT: 15:22:53: T+30; Attack ID <1>Proc ID 
<1>Stopped Running.” 
0357 STAT: Node state change messages. When the sce 
nario status changes, the node 102 can send a STAT message. 
This can either happen automatically (like when a scenario 
has finish initializing) or it can happen as the result of a SCEN 
command. For example, the State message can be: STAT 205 
Ready. The state following the numeric code can be one of the 
states listed under the SCEN STAT command. 
0358 LOGG: Log messages—The server message format 
gives: LOGG 210 <source-tag>, <real-time>, <T-time>. 
<messaged. The source-tag can be SCENE, Node, or a unique 
attack identifier. The SCENE tag can be for messages specific 
to the scenario. The Node tag can be for node-level errors and 
messages which are not related to a scenario. The unique 
attack identifiers are not defined in this document. However, 
the Source-tag can end with dash-P-number, -PH, indicating 
whether this can be the first, second, or later pass through the 
given attack since the scenario was started. (If the scenario 
can be stopped and later re-begun, these can start over at one.) 
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0359 The real-time can be given in 24-hour clock 
HHMMSS format. Seconds can be left off. Since the time line 
can be rewound and things may be run in a non-linear fashion, 
this field may be used to sort things, at least down to second 
resolution. (This may be necessary if it can be decided to send 
log history in Some sort of reverse-chronological block-ori 
ented order.) 
0360. The T-time can be given as T+seconds, where sec 
onds can be the number of seconds within the scenario. 
0361 For example, a sample of LOGG messages can 
include: 

LOGG 250 SCENE : 
LOGG 250 SCENE : 
LOGG 250 SCENE; 14:40:19: T+39; Scenario < example scenario.scn 

>Changed from Time T+8 to new Time T+39 
LOGG 250 EVENT ; 14:40:40: T+ 60; Attack ID <1> Proc ID <2s-Started for 

Run 1 
LOGG 250 EVENT ; 14:40:40: T+ 60; Attack ID <1> Proc ID <1>Started for 

Run 1 
LOGG 250 EVENT ; 14:40:43: T+ 63; Attack ID <1& Proc ID <1Stopped 

Running 
LOGG 250 EVENT ; 14:41:00: T+ 80; Attack ID <1& Proc ID <2s-Stopped 

Running 
LOGG 250 EVENT ; 14:41:40: T+ 120; Attack ID <2> Proc ID <1&Started for 

Run 1 
LOGG 250 EVENT ; 14:41:40: T+ 120; Attack ID <2s Proc ID <1&Stopped 

Running 
LOGG 250 SCENE; 14:42:59: T+ 299; Scenario < example scenario.scn > 

Changed from Time T +199 to new Time T +29920 
LOGG 250 SCENE ; 14:43:00; T+300; Scenario < example scenario.scn 

>Completed 

0362. The attack specific messages may have their own 
error codes at the beginning of the message field. 
0363 This format requires that each attack have a unique 

identifier, not necessarily a UUID. It also requires that the CM 
306 and ARM 310, etc. keep track of how many times an 
attack event has been started. 
0364 UPDT DURA This message indicates that an 
attack process has had its duration changed. Its format can be: 
0365 “UPDT DURA<attk id>:<proc id>:<new dura 
tion in t Sec>. 
0366 UPDT SCHD. This message indicates that an 
attack has had its run-time rescheduled. Its format can be: 
0367 “UPDTSCHD-attkids:<new run time in t 
seca. 
0368. UPDT SCEN. This message indicates that a sce 
nario file has been uploaded, changed or removed. This can 
indicate that the GUI 104 needs to do a new list fetch 
sequence: “UPDT SCEN.” 
0369. UPDT TRAF Can be sent from the CM 306 to all 
GUI's when traffic can be toggled, sending either: “UPDT 
TRAF on”; or “UPDT TRAF off.” 
0370 TRAF GETT This can be a command sent from 
the GUI 104 to the CM 306, and can give a response of: 
“RESP 200 TRAF GETTon” or “RESP 200 TRAF GETT; 
off 
0371 TRAF RATE This can be sent from the GUI 104 
to the CM 306, in the form: “TRAF RATE http:1.5” or 
“TRAF RATE smtp:5. Any float value can be used, and it can 
be per second ("0.5' can be every 2 seconds, “5” can be 5 per 
second). 
0372 TRAF STAR Used to start Traffic, can respond 
with: RESP2OO TRAF STAR 
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0373 TRAF STOP Used to stop Traffic, can respond 
with: RESP 20O TRAF STOP 

0374 Node MODE Used by GUI 104 to query CM 306 
about mode, can respond with: “RESP 200 Node MODE: 
Auto’ or “RESP 200 Node MODE: Manual.” 
0375 Node MSET Used by GUI 104 to set mode if it has 
control: “Node MSET auto’’ or “Node MSET manual. Can 
Generate a response in form of “RESP 220 Node MSET; 
Mode setto auto(default)"; or “RESP220 Node MSET: Mode 
set to manual.” 

4:40:09: T+0; Scenario < example scenario.scn > Loaded 
4:40:11; T+ 0; Scenario < example scenario.scn >Started 

0376 UPDT MODE. This can be sent to all GUIs 104 by 
the CM 306 when mode can be changed: “UPDT MODE 
auto: or “UPDT MODE manual. 
0377 Control Module-to-ORM Protocol One exem 
plary embodiment of an inter-module communication proto 
col between the control module and the ORM 312 is 
described herein, including the various system components 
involved, their responsibilities and requirements. The format 
for communication can be derived from these. 

ORM Protocol Message List 

BOTS total bots:total traffic bots 
QUEU bot id:tid:command;umid;arguments 
SERV bot id:tid:umid;command;arguments 
RATE float 
PLAY 
PAUS 

0378. This can provide the protocol to be communicated 
by the CM 306. The CM306 can then communicate in terms 
of ORM 312 commands. An example of this protocol 
exchange is shown in FIG. 8, by way of example. 
0379 CM->ORM Commands 
0380 BOTS Sent when ORM 312 first connects, it con 
tains the number of bots so the ORM 312 knows which 
BSM's it should connect to: "BOTS total bots:total traffic 
bots’ 

0381 QUEU. The actual lines generated from the traffic 
generator for future lines to be executed: “OUEU bot id:tid: 
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command;umidiarguments. For example, “QUEU 2:234: 
ping:4:-n www.google.com-c 4. 
0382 SERV. This line can be used to start persistent 
servers, any commands passed in this manner will be auto 
matically restarted. A small note but in the future release the 
umid and command are already Swapped to retain symmetry 
with the QUEU and ARM’s SCHD: “SERV bot id:tidiumid; 
command;arguments.” 
0383 RATE This can update the rate per second at 
which queue items are executed on the BSM's. It can be 
below 1 for a multi-second rate, and can go up until the max 
rate of the ORM 312, which can be set at startup: “RATE 
float, for examples, “RATE 0.0343 or “RATE 25.0.” 
0384 PLAY. This command can causes traffic to start 
flowing: “PLAY.” 
0385 PAUS This command can cause traffic to stop 
flowing, by not executing any new items, previously executed 
items will continue to execute until their timeout occurs: 
“PAUS 
0386 ORM->CM Commands 

ARM -> CM protocol 
GETO num items 
FAIL tid 
TIMO tid 
OVER 
LOGG 

0387 GETO Get Queue, used to grab more items as the 
internal queue is depleted: “GETO integer such as “GETO 
65. 
0388 FAIL. Used to notify the CM 306 of a traffic item 
that has failed: “FAIL tid. 
0389 TIMO Used to notify the CM 306 of a traffic item 
that has timed out: “TIMO tid. 
0390 OVER Used to notify the CM 306 when the ORM 
312 has an alarm which hits after the specified threshold 
indicating a timing problem. For example: “OVER This 
ORM 312 is over an alarm limit of +-3 seconds.” 
0391 LOGG Can be used for misc communication 
which might want to be passed back up through to the GUI 
104. For example: “LOGG 400 Out of Queue Items.” This 
may also be transformed into a standardized LOGG message 
and sent to the connected GUIs 104. 
0392 Control Module to Attack Relay Module (ARM) 
Protocol The following describes an exemplary embodi 
ment of communications relayed by the inter-module com 
munication protocol, the system components involved, their 
responsibilities and requirements. From this, a format for 
communication can be derived. 

Attack Relay Module ARM 310 Protocol Message List 

BOTS total bots:total traffic bots 
ATTK SCHD bot id:tid:time:duration;umid;attk id:proc id:command: 
argument 
ATTK EXEC attk id:proc id:time 
ATTK MOVE attik id:proc id:time 
ATTK DURA attk id:proc id:time 
ATTKLIST 
ATTK STOP attk id:proc id 
PAUS 
CONT 
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-continued 

Attack Relay Module ARM 310 Protocol Message List 

CLOS 
BEAT T-tSec 
TIME 
STOP 

0393. This can provide the basic protocol for communica 
tion from the CM 306. For this communication, the CM 306 
speaks in terms of ARM 310 commands. 
0394 CM->ARM Commands 
0395 BOTS Sent when a scenario is loaded, this 
informs the ARM 310 of the total number of attackers. The 
ARM 310 uses this information to connect to each of the 
attacking BSMs 318: “BOTS total bots:total traffic bots.” 
0396 ATTKSCHD Used during the process of loading 
a scenario, gives all information needed to schedule a process 
for later execution. This will parse the line and actually insert 
the data into a timeline node: ATTK SCHD bot id:tid:time; 
duration;umid;attk id;proc id:command;arguments. The 
bot id can be ignored, time is the time in T-Minutes of the 
process. This can be different than most all other commands 
that are in t-seconds (and this might be changed later to 
t-seconds, but since its read from Xml file which is int-min 
utes, currently leaving it in minutes to save a byte or two). 
0397 ATTKEXEC. This is used by the CM306 to actu 
ally have the ARM 310 run the process: ATTK EXEC attk 
id:proc id;time. The time can be in t-seconds and can be 
used for managing duration processes, so that the ARM 310 
knows what time a process was actually started rather than 
when it was scheduled. 

0398 ATTK MOVE Used to move attacks around, 
moves all processes of certain attackid, to new time that can 
be in t-seconds: “ATTKMOVE attk id;time.” This indicates 
that it cannot move if within 2 minutes of impending attack, 
warnings and exec may already be scheduled. 
0399 ATTK DURA Used to change attack duration in 
duration process, to new duration which is in t-seconds: 
“ATTK DURA attk id:proc id;time.” This will not change 
the duration of a currently running attack process, so use 
before an attack starts, or manually stop the process, change 
duration and restart. 

0400 ATTKLIST This returns a list of the current time 
line in the format: “RESP 201—ATTK,” “LIST:time;attk 
id.” This command can be used by the GUI 104 to get an 
up-to-date timeline which may differ from the scenario xml 
file. 

04.01 ATTKSTOP Allows a attkidor process id of Oto 
mean all attacks or all processes in a certain attack. Will kill 
processes: ATTK KILL attk id;proc id.” 
0402 BEAT Simply gets heartbeat in same format as 
GUI 104: BEAT T-tSec. 

0403. TIME Used anytime the cm manually changes its 
time. This lets the ARM 310 know that any past warnings may 
need to be sent again: “TIME.” 
0404 PAUS Sends a signal to all active children to pause 
execution. Works via sending SIGSTOP to the processes: 
“PAUS 

04.05 CONT Sends a signal to all active children to 
resume execution. Works via sending SIGCONT to the pro 
ceSSes: “CONT 
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0406 STOP Sends a signal to all active children to ter 
minate execution. Works via sending SIGKILL to the pro 
ceSSes: STOP 
0407 CLOS Used to reset ARM 310 when the scenario 

is closed. Frees all free-able memory and returns ARM 310 to 
fresh init state: "CLOS. This command generates response 
RESP200 CLOS: to notify CM 306 of success that along with 
the BM's 310 response triggers a scenario's successful close. 
0408 ARM->CM Commands 

ARM -> CM protocol 
OUTP attk id;proc id:Output 
RUNA attk id:proc id 
RUNI attk id;proc id 
EXEC attk id;proc id;instance 
LIST 

04.09 OUTP Used to pass output through the ARM 310 
to the CM 306. Output can be binary: “OUTP attk id:proc 
id:output.” 
0410 RUNA Run-At Used to notify CM 306 of impend 
ing attack, will be triggered 2 minutes before attack. Part of 
the reasoning behind the 2 minute mark, is that if for some 
reason the first heartbeat (2 minutes before event) is sent early 
or missed, the heartbeat directly before the event will trigger 
it: “RUNA attk id:proc id:t-sec, such as “RUNA 1:1:120.” 
0411 RUNI (Run-In) This can be similar to RUNA, 
only instead of running at a specific time(such as T+60 or 
T+120), it runs based on the current time, so it may run 15 
seconds from the current time even if not on a minute mark: 
“RUNI attk id;proc id:t-sec. for example to run 15 seconds 
from right now: “RUNI 1:2:15.” 
0412 EXEC. This is response to the CM's 306 ATTK 
EXEC message notifying the CM 306 that an attack was 
actually started. The run instance is included to differentiate 
runs of same process: “EXEC attkid;proc id;instance.” 
0413 RESP This is in response to CM's 306 messages: 
“RESP 201-ATTK LIST. This command can be used when 
the cm is waiting on a response from the CM 306. 
0414 ARM 310 Specifics 
0415 Timing The mechanism for timing can be main 
tained by the CM306, with the ARM 310 simply holding the 
information for processes and receiving heartbeats. If a heart 
beat is sent that is within a certain range for an impending 
attack, the ARM 310 will notify the CM 306 with the sched 
uled time and an attack id. The CM 306 will be responsible 
for warning all connected GUI's 104 of the attack, and when 
the attack's scheduled time occurs the CM 306 will send an 
EXEC command with the attack id to the ARM 310 that will 
trigger the process to fire. The flow can be: 
0416 1. CM 306 Schedules attack with ARM 310. 
0417 2. ARM 310 receives heartbeat directly before 
scheduled time, notifies CM 306 of impending attack. 
0418 3. CM 306 sets up timer for warnings to GUI's 104 
as well as the execution of actual event. 
0419 4. CM 306 sends out Exec signal to ARM 310. 
0420 5. ARM 310 sends command to BSM 318, notifies 
CM306. 
0421. Duration Handling Another function the ARM 
310 holds is determining the correct duration of a certain 
process. This is to keep the responsibility of handling attacks 
within the ARM 310 rather than the CM306. Once a process 
with duration is started, the ARM 310 will handle in intelli 
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gently. When the ARM 310 receives a heartbeat out of range 
of the scheduled duration, it will kill the process. Its timing is 
based completely from the heartbeats it receives from the cm. 
0422 Communication Flowing through ARM 
0423 a. Attack output. On new socket opened by CM 306 
sending ATTK EXEC, to BSM 318 from ARM 310. This 
socket is then setup to forward all data directly to CM 306 
with header attached for process info. 
0424) b. Send CM 306 log messages about event/process 
0425 c. Attk schedule/exec info from CM 306 to ARM 
310, exec causes ARM 310 to send msg to BSM 318. 
0426 Control Module to Bot Monitor Protocol This 
section lays out the data relayed by the inter-module commu 
nication protocol, the system components involved, their 
responsibilities and requirements. From this, a format for 
communication is derived. 

BM Protocol 

TOTAL total umids:total bots 
CREATumid;bot id 
CLOSE 

0427. This gives us the basic protocol that can be sent by 
the CM306. The CM306 speaks in terms of BM commands. 
0428 CM->BM Commands 
0429 TOTAL Sent when a scenario is loaded, it tells the 
BM how many CREAT messages to expect as well as what 
memory to allocate: “TOTAL total umids; total bots.” 
0430 CREAT Used to send the exact mappings between 
umids and bots, eachumid should only appear once: “CREAT 
umidibot id” 
0431 CLOSE Sent when scenario is attempting to 
close, it causes the BM to free any memory relating to the 
current scenario and calls Xm destroy on the number of bots 
the last TOTAL was sent with. (it may try to execute xm 
destroy on a bot that isn't up yet or failed to load): "CLOSE 
0432 BM->CM Responses. The BM only has two types 
of responses. The first type is the standard “RESPXXX Com 
mand” response such as: “RESP 504.” The second is the 
successful load message which is: “BMBM RESP 200.” 
0433 Bot Server/Server Monitor (BSM) Protocol. The 
Bot Server Monitor has the following responsibilities: 
0434 1. Handle the multiplexing of incoming connections 
0435 2. Spawns TEM, TAM, PEM, and PAM processes as 
directed 
0436 3. Track all children processes by tid/umid/pid. 
0437. 4. List/Stop any child processes. 
0438 5. Allow either regular or quiet start to either redirect 
stdout to either the socket or fclev/null. 
0439 6. Parses initial and updated xml configuration and 
stores information to shared memory for use by processes. 
0440 Bot-Command is the message sent from an opera 
tional module to the bot. This could be a command given from 
the queue to start a process, or a command to query or kill a 
spawned child process. umid and tid are required to be a 
positive non-Zero integer. 
0441. Bot-Command Format—The server monitor 
expects a bot command(instruction) from the ARM/ORM in 
the following format: Bot-Command Message Format: 

0442 COMMANDITIDIMODIUMIDIARGS 
0443 Commands: 
0444 STAR start with socket mapped to stdout 
0445 QSTA—quiet start with stdout mapped to /dev/ 
null 
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0446. STOP kill a child process by TID 
0447 PAUS Pause all child processes 
0448 CONT Continue(un-pause) all child processes 
0449 TERM kill all children processes 
0450 STAT Status, List all active child processes or 
search for specific TID 

0451 USTA Status by Umid, search for specific 
UMID 

0452 NOOP no op 
0453 SHUT shutdown BSM 
0454 QUIT closes connection 
0455 MOD (http, smtp. gates, etc)-Actual executable 
aC 

0456 TID/UMID. Positive Non-zero integer, tid 
should be unique. 

0457 Some examples include the following: 
0458 QSTA;124;apache:345;args—Starts apache http 
server with umid 345, tid 124 with stdout mapped to /dev/null 
0459 STAR:100;http-get:444:http://www.google.com— 
Starts TEM withiumid 444, tid 100 to run the http-get program 
to fetch Google 
0460 NOOP No-op, check connection. 
0461 Delimiter Where a fixed, four character command 

is provided at the beginning of the command string, the fifth 
character can be used at the delimiter for the rest of the 
bot-command. It can be any ascii character, but can be a 
printable character such as a semicolon for testing purposes 
and a non-printable for production as the payload of the 
command may include every printable character. 
0462 Children Processes—Upon receiving a message in 
the proper format, such as: 

STAR:000001:http:454:http://www.yahoo.com 

- - - - - - - - TARGET (as arg) 

-- - - - - - - - - - - UMID 

-- - - - - - - - - - - - - - Executable to exec 

-- - - - - - - - - - - - - - - - - TID 

0463. The server will fork and spawn the child process 
passing the entire message to it, and by re-assigning the 
Socket to the standard in/out of the child process. (or linking 
stdout to /dev/null for QSTA) 
0464 Tracking The BSM will track every spawned 
child's pid, tid and umid when forked. As the children die it 
will release this information. This can be implemented as a 
pre-allocated array which uses the first available slots to store 
information, this may change to a linked list or other structure 
as needed in the future. 

0465 Restarting The actual storage of the initial bot 
command and restarting can be handled by the ARM/ORM, 
which will issue a STOP command and upon success will 
issue a new STAR/QSTA command with the original bot 
command. 

0466 Bot-Command Behavior— 
0467 STAR Start This simply spawns a child process, 
passing the Bot-Command as the first argument. It hands off 
the socket by duping the socket to stdin/stdout/stderr for the 
child. It will return error if the TID is already in use. 
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0468 QSTA Quiet Start, used for PEM’s Will spawn a 
child process. It will pass the bot-command to the spawned 
process and hand off the Socket to stderr while remapping 
stdout to ?clev/null. It will return error if the TID is already in 
SC. 

0469 STAT Status. The STAT bot-command returns 
all currently running children's PID, TID and UMID. To 
query a specific tid, use the form STAR:TID to retrieve spe 
cific information as needed. 
0470 USTA Umid Status. This should be called in the 
format USTA:UMID and will return all currently running 
children for the given umid. 
0471 STOP Stop child Used in the form: “STOP: 
TID'. This will kill the process associated with the TID or 
return error if process is not alive. 
0472 PAUS—Pause all children processes—Used to 
pause all active processes that are tracked by the BSM. For 
example when scenario is paused. 
0473 CONT Continue(un-pause) all children pro 
cesses—Used to continue(un-pause) all active processes that 
are tracked by the BSM. For example when scenario is re 
started. 
0474 TERM. Kill all children processes Used to kill 

all active processes that are tracked by the BSM. For example 
when scenario is stopped. 
0475. NOOP No-op Gives simple response to check 
connection. 
0476 QUIT Quit gracefully Has bot server close con 
nection 
0477 As described herein, a module can be a program that 
runs on the Node 102 or a server and can be controlled by the 
Node Tool Suite. The modules can include, but are not limited 
to, the Simulated Network Traffic Generator 232, the Attack 
Creation Module 236, the Network Monitoring and Analysis 
module 230, the Network Reconstitution module 238, and the 
Automated Network Build module 234, by ways of examples. 

Automated Network Build Module 

0478 A module such as the exemplary embodiment as 
described herein as the Automated Network Build module 
234 (or simply AutoBuild), can automate the installation and 
configuration of components comprising a network environ 
ment and in particular the Network Preferences, for any net 
work component whether physical, virtual, or simulated 
devices within or attached to a network. An Automated Net 
work Build module 234 can also provide for the initial mecha 
nism for the network simulator to be built from “bare metal' 
into all of the appropriate servers and devices. The Automated 
Network Build module can provide the initial mechanism for 
the simulated network to be built utilizing server virtualiza 
tion technology into all of the appropriate virtual servers and 
devices. This connects to the appropriate servers or devices 
and builds them from predetermined configuration files. This 
Automated Network Build module 234 can provide a consis 
tent baseline by removing the element of human error and 
allows for the simulator to be built faster, as all installation 
configurations are automated. 
0479. The following describes some of functionality of an 
exemplary embodiment. 
0480. Device Profiles—A device profile is a listing of a 
component and all its properties which define it as a unique 
entity on the network. 
0481. As such, the system is configured for creating device 
profiles for components that can include the actual configu 
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ration or installation information to fully install or configure 
a device of a given type or function; additionally, these pro 
files store metadata as defined by the user or application. In 
order to accomplish this, the user can configure the device 
profile via a Device Profile Editor 264. 
0482 An example of an Automated Network Build mod 
ule interface and property list for network device is shown in 
the section below entitled Automated Network Build module 
Description. 
0483 The information that is selected/configured via the 
Device Profile Editor 264 can be temporarily stored in 
memory until Such time that it is processed to be saved, at 
which point it is transmitted back to a central processor or CM 
306 as described herein via a protocol such as the Node 
Communication Protocol as described by way of example in 
the section below. 
0484. The Device Profile Editor 264 can then write the 
configuration into a standard XML formatted file and then 
sends the file via the Node Communication Protocol to the 
CM 306. System specific information is automatically gen 
erated by the CM 306 so as to maintain unique attributes of a 
given device profile (e.g. serial numbers for device profiles 
which are unique within the system by automatic incremen 
tation of a global serial number listing inside the system) and 
these are added into the XML file which is then written to the 
Configuration Store 323. 
0485 The Device Profile Editor 264 can send the appro 
priate directive via the Node Communication Protocol to the 
CM 306), which can remove the device profile from the 
Configuration Store 323 as shown in FIG. 9. In other cases, 
the Device Profile Editor 264 can write the configuration into 
a standard XML formatted file and then sends the file via the 
Node Communication Protocol to the CM 306. The CM 306 
validates the system specific information so as to maintain 
unique attributes of a given device profile (e.g. serial numbers 
for device profiles which are unique within the system by 
automatic incrementation of a global serial number listing 
inside the system) and then writes the information into the 
Configuration Store 323. A user can browse and/or query the 
saved device profiles based upon a specified criterion/criteria. 
The device profile details are transmitted to the Device Profile 
Editor 264 via the Node Communication Protocol by the CM 
306, which reads from the Configuration Store 323 the device 
profiles that are available. The Device Profile Editor 264 is 
able to sort, filter, or group the device profiles based upon the 
metadata defined at the time of the profile creation. 
0486 A user can start the automated process of installa 
tion/configuration of a device based upon a specified device 
profile. The Network Environment Profile Manager 270 can 
send the appropriate directives via the Node Communication 
Protocol to the CM306 which in turn retrieves the appropriate 
information from the Configuration Store 323 and forwards 
all information to the BM 308. The BM 308 then signals the 
Virtualization Technology 316 with the appropriate configu 
ration data and the Virtualization Technology starts the bot 
315 with the appropriate configuration. The Bot Server Mod 
ule (BSM) 318 then executes the appropriate software pro 
grams from the data store 324 to ensure that the bot 315 is 
configured correctly. The build progress can be monitored via 
a status report of any or all devices in the process of building 
as follows: as a relative percentage, as a function of time, or as 
a detailed informational view 
0487. Updates can be sent to the Network Environment 
Profile Manager 270 via the Node Communication Protocol 
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by the CM306. The CM306 receives its updates from the BM 
308, which in turn receives its updates from the BSM318 as 
to the Success, state, or other information pertaining to the 
processes. 

0488. In addition to device profiles, the Automated Net 
work Build module can create segment profiles. A segment 
profile can be a group of device profiles that can also include 
metadata for the segment as defined by the user or applica 
tion. A Segment Profile Editor 268 can be used to group 
device profiles together and assign them a hierarchy to 
execute based on dependencies with other devices. The infor 
mation that is selected/configured via the Segment Profile 
Editor 266 is held in memory until such time that it is pro 
cessed to be saved, at which point it is transmitted back to the 
CM 306 via the Node Communication Protocol. A segment 
profile can be saved using the Segment Profile Editor 266 that 
writes the configuration into a standard XML formatted file 
and then sends the file via the Node Communication Protocol 
to the CM 306. System specific information is automatically 
generated by the CM 306 so as to maintain unique attributes 
of a given segment profile (e.g. serial numbers for segment 
profiles which are unique within the system by automatic 
incrementation of a global serial number listing inside the 
system) and these are added into the XML file which is then 
written to the Configuration Store 323 as shown in FIG. 10. 
0489. A segment profile can be deleted using the Segment 
Profile Editor 266 that is configured to send the appropriate 
directive via the Node Communication Protocol to the CM 
306, which then removes the segment profile from the Con 
figuration Store 323. In other cases, the segment profile can be 
modified by having the Segment Profile Editor 266 write the 
configuration into a standard XML formatted file and then 
send the file via the Node Communication Protocol to the CM 
306. The CM306 validates the system specific information so 
as to maintain unique attributes of a given segment profile 
(e.g. serial numbers for segment profiles which are unique 
within the system by automatic incrementation of a global 
serial number listing inside the system) and then writes the 
information into the Configuration Store 323. 
0490 A user can browse and/or query saved segment pro 
files based upon a specified criterion/criteria. Segment profile 
details can be transmitted to the Segment Profile Editor 266 
via the Node Communication Protocol by the CM306, which 
reads from the Configuration Store 323 the segment profiles 
that are available. The Segment Profile Editor 266 is able to 
sort, filter, or group the segment profiles based upon the 
metadata defined at the time of the profile creation. 
0491 An automated process of installation/configuration 
of all devices included within a segment profile can be initi 
ated or started, when the Network Environment Profile Man 
ager 270 sends the appropriate directives via the Node Com 
munication Protocol to the CM306 which in turn retrieves the 
appropriate information from the Configuration Store 323 
and forwards all information to the BM308. The BM308 then 
signals the Virtualization Technology 316 with the appropri 
ate configuration data and the Virtualization Technology 
starts the bots 315a through 315f with the appropriate con 
figuration. The BSMs 318a through 318-fthen execute the 
appropriate Software programs from the data store 324 to 
ensure that the bots 315a through 315-fare configured cor 
rectly. The build progress can be monitored via a status report 
of the segment profile in the process of building as a whole 
relating to the following: as a relative percentage, as a func 
tion of time, as a detailed informational view, with respect to 
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an individual component, referring back to an individual 
component's status report. Updates can be sent to the Net 
work Environment Profile Manager 270 via the Node Com 
munication Protocol by the CM306 as shown in FIG. 27. The 
CM306 receives its updates from the BM 308, which in turn 
receives its updates from the BSM 318g as to the success, 
state, or other information pertaining to the processes. 
0492. A network environment profile can be created that is 
a group of segment profiles that also include network envi 
ronment metadata as defined by the user or application. 
0493 A Network Environment Profile Editor 268 can be 
used to group segment profiles together and assign them a 
hierarchy to execute based on dependencies with other seg 
ments. The information that is selected/configured via the 
Network Environment Profile Editor 268 is held in memory 
until Such time that it is processed to be saved, at which point 
it is transmitted back to the CM 306 via the Node Communi 
cation Protocol. 

0494. A network environment profile can be saved when 
the Network Environment Profile Editor 268 writes the con 
figuration into a standard XML formatted file and then sends 
the file via the Node Communication Protocol to the CM 306. 
System specific information is automatically generated by the 
CM306 so as to maintain unique attributes of a given network 
environment profile (e.g. serial numbers for network environ 
ment profiles which are unique within the system by auto 
matic incrementation of a global serial number listing inside 
the system) and these are added into the XML file which is 
then written to the Configuration Store 323 as shown in FIG. 
11. A network environment profile can be deleted by the 
Network Environment Profile Editor 268 sending the appro 
priate directive via the Node Communication Protocol to the 
CM 306, which then removes the network environment pro 
file from the Configuration Store 323. The network environ 
ment profile can be modified by the Network Environment 
Profile Editor 268 by writing the configuration into a standard 
XML formatted file and then sending the file via the Node 
Communication Protocol to the CM 306. The CM 306 vali 
dates the system specific information so as to maintain unique 
attributes of a given network environment profile (e.g. serial 
numbers for network environment profiles which are unique 
within the system by automatic incrementation of a global 
serial number listing inside the system) and then writes the 
information into the Configuration Store 323. A user can 
browse or query saved network environment profiles based 
upon a specified criterion/criteria. 
0495. As shown in FIG. 12, an automated process of 
installation/configuration of devices included within a net 
work environment profile can be started by the Network Envi 
ronment Profile Manager 270 sending the appropriate direc 
tives via the Node Communication Protocol to the CM 306 
which in turn retrieves the appropriate information from the 
Configuration Store 323 and forwards all information to the 
BM 308. The BM 308 then signals the Virtualization Tech 
nology 316 with the appropriate configuration data and the 
Virtualization Technology starts the bots 315a through 315f 
with the appropriate configuration. The BSMs 318a through 
318-fthen execute the appropriate software programs from 
the data store 324 to ensure that the bots 315a through 315f 
are configured correctly. The build progress can be monitored 
via a status report of the network environment profile in the 
process of building as a whole relating to the following: as a 
relative percentage, as a function of time, as a detailed infor 
mational view, with respect to a specific segment profile, 
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referring back to an individual segment profile status report, 
or with respect to an individual component, referring back to 
an individual component's status report. 
0496 Updates can be sent to the Network Environment 
Profile Manager 270 via the Node Communication Protocol 
by the CM306. The CM306 receives its updates from the BM 
308, which in turn receives its updates from the BSM318g as 
to the Success, state, or other information pertaining to the 
processes. 

0497. The automated build of an entire network entity to 
include the network environment configuration and the traffic 
generation specification can include a network environment 
profile containing all information to build the devices that a 
user would maintain in his environment. It is desired that all 
information is included to produce a fully realistic experience 
for the user due to a dearth of traffic on the network. By 
integrating the automated traffic pattern capabilities that exist 
in The Simulated Network Traffic Generator, a network entity 
is able to be produced. The Network Entity Editor (80) would 
be able to produce a configuration containing the information 
within the network environment profile and configuration 
information that is within the traffic scenario. 
0498 An example network entity would be a hospital, 
where its configuration would include all of the configuration 
information for the main server farm and additionally the 
information for all of the desktop computers throughout the 
hospital, the latter part being sent to the Traffic Scenario 
Execution Manager 262. 
0499. The Network Entity Manager 302 would display all 
available entities and allow for selection based upon metadata 
Such as name (e.g., Mercy Hospital) or type (e.g., medical 
facility, branch). 
0500 Automated Network Build module operates in mul 
tiple modes: 
0501 1. Configuration information gathering 
0502. 2. Virtual machine creation and configuration 
0503. 3. Operating system (OS) installation and configu 
ration 

0504 4. Environment validation and reporting 
0505 Each mode can be presented as a screen for the user 
and can be presented in a sequential manner since each mode 
is dependent on the previous mode. 
0506 Configuration Information Gathering The Auto 
mated Network Build module provides the user with a GUI 
104 to provide configuration information for each machine. 
The information gathered from this process can be used to 
create automated installation answer files and Script param 
eters that can serve to configure the servers and workstations 
that make up the simulated network. 
0507. The GUI 104 can provide for a matching of inputs 
Such as the class of machine. For example, domain controllers 
can have different information than a HIDS box, and can be 
unique when compared to a SMTP gateway since they all 
serve different purposes. 
0508 Alternatively, complete configuration files can be 
imported into the GUI 104 to either configure an individual 
device or replicated environment (all devices that make up the 
training environment). The capability to edit and save profiles 
is also provided via this file operation screen. The import file 
can be a standard comma separated value (CSV) file. Files can 
be checked for completeness and if necessary the user can be 
prompted to fill in fields that were not populated automati 
cally. 
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0509. The fields within the file are in the following order: 
Tab Name (From Configuration Information Gathering UI), 
Machine Name, Field, Destination File, and Line. 
0510. Once the necessary information has been provided 
and the “Start Build” button has been pressed, the GUI 104 
can move to the Virtual Machine Creation and Configuration 
mode. 

0511 Virtual Machine Creation and Configuration. The 
Automated Network Build module can take the data collected 
from the information gathering screens or import utility as 
input for the creation of the necessary Scripts/answer files 
needed for the automated installation process for each par 
ticular product/OS. 
0512. The following exemplary mapping of fields to the 
individual files and entries is provided by way of example: 
Tab Name, Machine Name, Field, Destination File, and Line. 

Domain Controller DC1 Machine Name 
RunOnceHotSimDC1.vbs strCompName = “DC1” 
Domain Controller DC1 Admin Password winnt.sif (UserData 

AdminPassword=XXXXXXXX 
Domain Controller DC1 Admin Password 
RunOnceFHotSimDC1.wbs StrPW =XXXXXXX 
Exchange EXCHAdmin Password winnt.sif (UserData 

AdminPassword=XXXXXXXX 
Exchange EXCHAdmin Password RunOnceHotSimEXCH.vbs 

StrPW =XXXXXXX 

Workstation WS Admin Password winnt.sif UserData 
AdminPassword=XXXXXXXX 

Workstation WS Admin Password RunOnceHotSim.vbs 
StrPW =XXXXXXX 

WorkStation WS AD DNS Domain Name RunOnceFHotSim.wbs 
strDNSDom = "cind.training 

HIDS HIDS Machine Name Autoinst.xml <name>HIDS 
HIDS&fname> 

<hostname>HIDS&hostname> 
HIDS HIDSADDNS Domain Name Autoinst.xml SMTP 

Antivirus SAVGW Admin Password winnt.sif UserData 
AdminPassword=XXXXXXXX 
SMTP Antivirus SAVGW Admin Password 
RunOnceFHotSimSAVGW.wbs StrPW = “XXXXXXX 
Web DNS Server EXT-DNS Admin Password winnt.sif 
UserData AdminPassword=XXXXXXXX 
Firewall FW Machine Name fetc. hosts 172.16.60.1 

fw.cnd.training FW 
Firewall FW Machine Name varipcopiethernet settings 

RED DEHCP HOSTNAME=fw 
Firewall FW Machine Name varipcop/main settings 
HOSTNAME-fw 
GREEN NETADDRESS=172.16.60.0 (CALCULATED FROM IP 

ADDRESS AND NETMASK) 
ORANGE BROADCAST=172.16.80.255 (CALCULATED FROM IP 

ADDRESS AND NETMASK) 
RED NETADDRESS=172.16.100.0 (CALCULATED FROM IP 

ADDRESS AND NETMASK) 

0513 OS Installation and Configuration—An OS Instal 
lation and Configuration interface can provide visual indica 
tors of the machine build and configuration status. For Win 
dows-based installations Automated Network Build module 
can utilize standard Microsoft automated build utilities and 
configuration files to set OS options and settings. This 
includes the customization of the standard Windows installa 
tion answer file, winnt.sif. The winnt.sif file contains infor 
mation to provide all necessary answers to prompts that 
would be presented to a user during a standard attended 
installation of Windows. The answer file can also provide 
configuration information to customize the machine to its 
intended function. For example, the filing can be included: 
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0514 Disk partition and format information 
0515 Configure components that can be installed 
beyond the normal out-of-the-box Windows installation 

0516 Networking configuration 
0517 Firewall settings and policies 
0518. Desktop settings to be applied to all users 
0519. Third-party driver information for drivers not 
already integrated into the installation media 

0520 Licensing information 
0521 Post-installation scripts to be executed after the 
normal installation has completed 

0522 More information regarding winnt.sif is available 
from Microsoft. 
0523. As part of the Automated Network Build module, 
post installation scripts are called from within the installation 
answer file to install any necessary Software, configure envi 
ronment parameters, or perform complicated configuration 
tasks scripts such as VBScript or shell scripts. One exemplary 
naming convention for these post-installation Scripts follows 
the naming convention below: 
0524 RunOnceRangeTypeMachineName.vbs 
0525. As an example a script for a Training Simulator 
domain controller would be RunOnceHotSimDC1.Vbs. The 
phrase “RunOnce” denotes that the script temporarily popu 
lates the Windows registry RunOnce key with information to 
kickoff multiple installation commands that can only execute 
a single time. The RunOnce registry keys are cleared after the 
tasks have completed, preventing them from running over and 
over again. More information regarding the RunOnce process 
is available from the Microsoft library. 
0526 Logic can be incorporated within the GUI 104 to 
ensure that the machine builds happen in the proper order or 
sequence. The machines can be built in multiple phases: 
0527 Machine Name/Type Notes 
0528 Phase 1: 
0529 DC1 (first domain controller) Required to establish 
the domain 
0530 EXT-DNS Has no dependencies/requirements so 
can be built in phase 1 
0531 SAV-GW Has no dependencies/requirements so can 
be built in phase 1 
0532. HIDS Has no dependencies/requirements so can be 
built in phase 1 
0533 FW Has no dependencies/requirements so can be 
built in phase 1 
0534 Phase 2: 
0535 EXCH (first Exchange 2003 server) depends on 
DC1 (first domain controller) to be completely operational 
before joining the domain and installing Exchange 2003 soft 
Ware 

0536 WS1 Depends on DC1 (first domain controller) to 
be completely operational before joining the domain) 
0537 WS2 Depends on DC1 (first domain controller) to 
be completely operational before joining the domain). 
Depends on WS1 since the same script to join them to the 
domain is used and workstations are added in sequential 
order. 
0538 WS3 Depends on DC1 (first domain controller) to 
be completely operational before joining the domain). 
Depends on WS2 since the same script to join them to the 
domain is used and workstations are added in sequential 
order. 
0539. The individual machines can update a log file that 
can give the GUI 104 an update to feed the progress status of 
the machine. 
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0540 Open-SUSE installations can utilize the Auto Yast 
automated installation processes. This consists of a custom 
ized autoinst.xml file that contains all of the selected options 
for the OS installation, the software packages to be installed, 
and custom post-installation scripts to be executed after the 
OS has been installed. 
0541. Environment Validation and Reporting After all 
machines have completed the build process, the Automated 
Network Build module GUI 104 can present the “report card 
screen depicting the build result by color (green Success, 
yellow-warning, red failure). Any reported warnings or fail 
ures can be reported to the user. 
0542 Warnings/failures can be obtained from the Build 
Status.txt file to be used to report the offending and any 
necessary details of the failure. 

Simulated Network Traffic Generator Module 

0543. As one example, a Simulated Network Traffic Gen 
erator module 232 (one embodiment of such is referred to 
herein as “LegionTM) can provide an improved traffic gen 
eration that fully mimics the live networking environment of 
the user or the particular network. Such a Simulated Network 
Traffic Generator module 232 provides capabilities, as can be 
described that are more than a simple traditional traffic gen 
erator (TG). In some embodiments, such Simulated Network 
Traffic Generator 232 can provide for emulating actions of 
actual users of the particular network. Past performance has 
shown that users of simulators are able to easily identify 
traffic produced by existing traffic generators, and thus the 
realism of the simulator suffers. The users are often unable to 
be trained to their full potential or, in the case of evaluations, 
are able to detect the test conditions and are able to “cheat the 
system’ by Such current systems. In contrast, as described 
herein, embodiments of a Simulated Network Traffic Genera 
tor module 232 provides for emulating on a level never before 
achieved. Traffic can be configured to run without instructor 
intervention for long periods of time, and yet can be able to be 
modified “on the fly” without stopping the traffic that can be 
already in progress. Traffic can also be "paused’—that is, 
stopped at a specific moment in time and restarted from that 
exact moment. Entire segments of traffic can be modified via 
user profiles, traffic protocols, or expected actions. 
(0544 The Traffic Generator Module 232 can produce traf 
fic based upon actual user and/or machine behavior patterns, 
where said patterns are defined by the user or application. 
This module can be configured to create network traffic pat 
terns including metadata as defined by the user or application. 
The user can configure the network traffic patterns via the 
GUI 104 component Traffic Pattern Editor 256. An example 
traffic pattern can be an emulation of a network user Surfing 
the Internet. The traffic produced is not limited to a single 
protocol, but rather is a combination of DNS requests/re 
sponses, HTTP requests/responses, and some requests/re 
sponses for streaming media (RTSP) due to advertisements or 
embedding by the web page owner. This results in at least 
three or more distinct communications between the local user 
and multiple servers on multiple remote networks. The total 
ity of these communications forms a basic traffic pattern. 
However, a user surfing the Internet would not likely surfone 
web page and then turn off his computer. Typically, after 
reviewing the fully loaded page, the user then either selects a 
link from the current page or browses to a completely new 
web server address, thus initiating another series of requests/ 
responses that is in itself another basic traffic pattern. 
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0545. A network traffic pattern can be one of the patterns 
mentioned above, but typically is a multitude of these patterns 
that continue for a variable length of time, each of which is 
separated by another variable length of time. This second 
length of time is itself inconsistent from one instance to 
another. 
0546. This information can be selected/configured by a 
user via a Traffic Pattern Editor 256 that can be held in 
memory until Such time that it is processed to be saved, at 
which point it is transmitted back to the CM 306 via the Node 
Communication Protocol. 
0547. The network traffic patterns can be automatically 
generated based upon predetermined criterion/criteria and 
can include metadata as defined by the user or application. 
From the repetitive yet stochastic example of web browsing 
of a common web user, the creation of traffic patterns that 
emulate real users can be done, but is very time consuming 
and tedious. The automation of these patterns can provide for 
generating the equivalent of 5000 distinct users surfing web 
pages. By accepting specific criteria which can be used as 
limits or bounds of the total quantity of network traffic pat 
terns produced, a formulato produce a large quantity of traffic 
can be provided. One exemplary algorithm for generating 
these patterns is as follows: 
0548. A user enters the names of 100 different web sites. 
The user then selects an integer which can be used as input for 
the level of variance between the basic traffic patterns. A 
mathematical algorithm is applied, producing a sequence of 
number paired such that they represent the web site surfed to 
and the length of time in seconds until the next pair is to be 
read, e.g., 23.30: 99.13:40,676 where the 23rd web site is 
surfed to immediately, then the 99th web site is surfed to 30 
seconds later, and then the 40th web site is surfed to 13 
seconds later. In this example, the list of 100 different web 
sites and the integer for variance provides the specified crite 
ria. The capability to produce a series that contains the listand 
that applies the listing to web sites is provided herein. 
0549. The user can select information via the Traffic Pat 
tern Editor 256 that is held in memory until such time that it 
is processed to be saved, at which point it is transmitted back 
to the CM 306 via the Node Communication Protocol. The 
network traffic patterns can be saved by a Traffic Pattern 
Editor 256 that writes the configuration into a standard XML 
formatted file and then sends the file via the Node Commu 
nication Protocol to the CM306. System specific information 
is automatically generated by the CM 306 so as to maintain 
unique attributes of a given network traffic pattern (e.g., serial 
numbers for network traffic patterns which are unique within 
the system by automatic incrementation of a global serial 
number listing inside the system) and these are added into the 
XML file which is then written to the Configuration Store 323 
as shown in FIG. 13. The network traffic patterns can be 
deleted by the Traffic Pattern Editor 256 sending the appro 
priate directive via the Node Communication Protocol to the 
CM306, which then removes the network traffic pattern from 
the Configuration Store 323. 
0550 Network traffic patterns can be modified by either a 
saved network traffic pattern or during/prior to execution. The 
Traffic Pattern Editor 256 can write the configuration into a 
standard XML formatted file and then sends the file via the 
Node Communication Protocol to the CM 306. The CM 306 
validates the system specific information so as to maintain 
unique attributes of a given network traffic pattern (e.g. serial 
numbers for network traffic patterns which are unique within 
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the system by automatic incrementation of a global serial 
number listing inside the system) and then writes the infor 
mation into the Configuration Store 323. 
0551 A user can browse or query saved network traffic 
patterns based upon a specified criterion/criteria. The net 
work traffic pattern details are transmitted to the Traffic Pat 
tern Editor 256 via the Node Communication Protocol by the 
CM 306, which reads from the Configuration Store 323 the 
network traffic patterns that are available. The Traffic Pattern 
Editor 256 is able to sort, filter, or group the network traffic 
patterns based upon the metadata defined at the time of the 
network traffic pattern creation. 
0552. A saved network traffic pattern can be executed 
either within a traffic scenario or on demand. The Traffic 
Scenario Execution Manager 262 can send the appropriate 
directives via the Node Communication Protocol to the CM 
306 which in turn produces traffic according to the process 
defined herein. 

0553 A Traffic Profile can also be created such that the 
traffic profile is a group of traffic patterns that also include 
traffic metadata as defined by the user or application. The 
Traffic Profile Editor 258 can be configured to group traffic 
patterns together and assign them a distribution of execution 
as a single entity, in this case either a user or a machine. The 
information that is selected/configured by the user via the 
Traffic Profile Editor 258 can be held in memory until such 
time that it is processed to be saved, at which point it is 
transmitted back to the CM306 via the Node Communication 
Protocol. 

0554. The traffic profiles can be saved by the Traffic Pro 
file Editor 258 writing the configuration into a standard XML 
formatted file and then sends the file via the Node Commu 
nication Protocol to the CM306. System specific information 
is automatically generated by the CMSo as to maintain unique 
attributes of a given traffic profile (e.g. serial numbers for 
traffic profiles which are unique within the system by auto 
matic incrementation of a global serial number listing inside 
the system) and these are added into the XML file which is 
then written to the Configuration Store 323. The traffic profile 
can be deleted by the Traffic Profile Editor 258 sending the 
appropriate directive via the Node Communication Protocol 
to the CM306, which then removes the traffic profile from the 
Configuration Store 323 as shown in FIG. 14. A traffic profile 
can be modified by, either a saved profile or during/prior to 
execution. The Traffic Profile Editor 258 writes the configu 
ration into a standard XML formatted file and then sends the 
file via the Node Communication Protocol to the CM 306. 
The CM306 validates the system specific information so as to 
maintain unique attributes of a given traffic profile (e.g. serial 
numbers for traffic profiles which are unique within the sys 
tem by automatic incrementation of a global serial number 
listing inside the system) and then writes the information into 
the Configuration Store 323. A user can browse or query 
saved traffic profiles based upon a specified criterion/criteria. 
The Traffic Profile details can be transmitted to the Traffic 
Profile Editor 258 via the Node Communication Protocol by 
the CM 306, which reads from the Configuration Store 323 
the traffic profiles that are available. The Traffic Profile Editor 
258 is able to sort, filter, or group the traffic profiles based 
upon the metadata defined at the time of the traffic profile 
creation. A traffic profile can be executed, either within a 
traffic scenario or on demand. The Traffic Scenario Execution 
Manager 262 sends the appropriate directives via the Node 
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Communication Protocol to the CM 306 which in turns pro 
duces traffic according to the process defined herein 
0555. In addition, a Traffic Scenario can be created such 
that the traffic scenario is a group of traffic profiles that also 
include metadata that is specific to the traffic scenario as 
defined by the user or application. A Traffic Scenario Editor 
260 can be configured to group traffic profiles together and 
assign them a distribution of execution based on a total num 
ber of machine and user mappings; that is, a scenario requir 
ing 5000 users on 5000 separate machines would be a collec 
tion of 5000 entities (referenced as UMIDs), comprising both 
a machine-based profile and a user-based profile. While this 
may seem vast, if all 5000 users are of the same profile type 
and the same machine type, the entry would be quite Small 
while still allowing for a vast amount of deviation due to the 
level of randomness in the specific traffic patterns. 
0556. The information that is selected/configured via the 
Traffic Scenario Editor 260 is held in memory until such time 
that it is processed to be saved, at which point it is transmitted 
back to the CM 306 via the Node Communication Protocol. 
The Traffic Scenario can be saved by the Traffic Scenario 
Editor 260 writing the configuration into a standard XML 
formatted file and then sends the file via the Node Commu 
nication Protocol to the CM306. System specific information 
is automatically generated by the CMSo as to maintain unique 
attributes of a given traffic scenario (e.g. serial numbers for 
traffic scenarios which are unique within the system by auto 
matic incrementation of a global serial number listing inside 
the system) and these are added into the XML file which is 
then written to the Configuration Store 323 as shown in FIG. 
15. A Traffic Scenario can be deleted by the Traffic Scenario 
Editor 260 sending the appropriate directive via the Node 
Communication Protocol to the CM306, which then removes 
the traffic scenario from the Configuration Store 323. 
0557. A traffic scenario can be modified by either a saved 

traffic scenario or during/prior to execution. The Traffic Sce 
nario Editor 260 writes the configuration into a standard 
XML formatted file and then sends the file via the Node 
Communication Protocol to the CM 306. The CM 306 vali 
dates the system specific information so as to maintain unique 
attributes of a given traffic scenario (e.g. serial numbers for 
traffic scenarios which are unique within the system by auto 
matic incrementation of a global serial number listing inside 
the system) and then writes the information into the Configu 
ration Store 323. 

0558. A user can browse or query saved traffic scenarios 
based upon a specified criterion/criteria. The Traffic Scenario 
details can be transmitted to the Traffic Scenario Editor 260 
via the Node Communication Protocol by the CM306, which 
reads from the Configuration Store 323 the traffic scenarios 
that are available. The Traffic Scenario Editor 260 is able to 
sort, filter, or group the scenarios based upon the metadata 
defined at the time of the traffic scenario creation. 

0559. As shown in FIG. 16, a traffic scenario can be 
executed by a Traffic Scenario Execution Manager 262 send 
ing the appropriate directives via the Node Communication 
Protocol to the CM306 that in turn produces traffic according 
to the process defined in the following section. As can be seen, 
BSM318A through BSM318F each start Bots 315A through 
Bots 315F, respectively as directed by the ORM 312 and as 
instructed by CM 306. 
0560. The Traffic Generator and Attack Creation (as will 
be discussed below) can be configured, by way of example, 
using the following internal flow: 
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0561. BotCreation—Bot 315 creation can take multiple 
steps: 
0562. 1. Scenario and Traffic files are loaded. 
0563. 2. CM 306 calculates needed Bots 315 from umids. 
0564 3. CM 306 contacts BM 308 to start Bots 315. 
0565. 4. BM start bots. 
0566 Scenario/Traffic Files Loaded First, the traffic and 
scenario files are passed to the create AttribFile parser which 
shifts the attackerumids to appear after the trafficumids. This 
parser then tells the CM 306 the total number of umids 
through essentially a one-way socket not using the Socket 
library, it is opened, written to and closed. The scenario file is 
then passed to the parseScenarioFile parser to determine 
which umids are attacker umids. This information is also 
passed back to the CM 306 in the same way as the createAt 
tribFile parser. This process is shown by way of example in 
FIG. 6. 
0567 CM Calculates Bot -> Umid mapping Knowing 
both the number of attacker and traffic umids, the CM 306 
now allocates bot id's for each umid. It first gives each 
attackerumidabot ID starting at 1, in the order they appearin 
the actual attacks. This could be changed in the future, how 
ever the system was originally designed for attacker and 
traffic umids to appear intermixed, and for the parser to oper 
ate in a single pass. After the attacker umids each have 
sequentialbot ID's starting at 1, the traffic umids begin to get 
lumped together in groups. Currently the CM306 only knows 
the total number ofumids and the number of attacker umids, 
therefore no introspection into the specific qualities of the 
umids is performed. (i.e. cannot split based on which are http 
or smtpumids) 
0568 CM 306 contacts BM to start Bots 315 The CM 
306 first tells the BM the total number of Bots 315 and umids, 
it then sends a single umid/bot mapping across. It continues 
sending these umid/bot mappings to the BM 308. 
0569 BM starts Bots 315. When the BM 308 has 
received the total number of total reported umids, it clears the 
?clev/shm directory and starts executing the startbot Script 
serially for each bot. The startbot script takes care of any 
per-bot configuration Such as the creation of the file system, 
settings and actually instructing Xen316 to start the bot. After 
each call to the startbot script, the BM 308 adds a connection 
to a list of Bot Server Module (BSM)'s 318 to try and connect 
to. When the last startbot script has exited successfully, the 
BM 308 begins to try to reconnect to all of the bot’s BSM's 
318 every 10 seconds, once they have all connected (and stay 
connected), it notifies the CM 306 that bot creation has been 
Successful. 
0570 Bot Shutdown. When a scenclos is issued by the 
controlling GUI 104, a CLOSE is sent from the CM306 to the 
BM 308. This signal causes the BM 308 to go through each 
bot issuing axim destroy botX for each bot. When the final Xm 
destroy has been executed, the BM308 notifies the CM306 of 
a successful close. 
0571 Attack Process Execution. After having a Scenario 
loaded, attacks can be run manually or automatically. 
0572 Automatic Attack Execution. The heartbeats are 
flowing to the ARM 310. When a heartbeat is received within 
a certain time limit of an impending attack, the ARM 310 
notifies the CM 306. The CM 306 then schedules the warn 
ings and execs needed to process the attack for all connected 
GUIs 104. The time is ready for the warning, so the CM 306 
sends it to the GUI 104. When it is time for the attack, the CM 
306 sends the exec message to the ARM 310, and upon 
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receiving a response notifies the GUI 104 of the running 
attack. This process is shown in FIG. 7 by way of example. 
0573 General steps can include, by way of example: 
0574 a. Scenario is Loaded and parsed timeline is passed 
to ARM 310 where it is stored. 
0575 b. Heartbeats happen until right before an attack 
event is scheduled and the ARM 310 sends a RUNA com 
mand to notify the CM 306 of an impending attack. 
(0576 c. The CM 306 schedules any warnings and the 
execution of the attack itself. 
(0577 d. The CM 306 sends warnings when needed. 
(0578 e. The CM306 sends the EXEC at the propertime to 
the ARM 310, which in turn fires off the start command to the 
BSM which will actually start the process. 
(0579. f. As the CM 306 is notified of the process actually 
starting, it sends out EXECs to the GUI's as well as LOGG 
messages about it starting. 
0580 g. The ARM 310 sends the STAR command to the 
appropriate module. 
0581. This exemplary method can keep any alarm or tim 
ing out of the ARM 310 to avoid any sync issues with the CM 
306 and the ARM 310 time. Using this communication 
between the CM 306 and ARM 310, we effectively can keep 
all scenario specific knowledge out of the CM 306 while 
retaining all timing within the CM 306. Using this model, all 
timing originates from the CM 306 and the ARM 310 is only 
used to track the attacks. Any pausing, stopping or time 
changing is handled in one place, the CM 306. 
0582. Dependent Processes. These are held by the ARM 
310, and when needed the ARM 310 uses the RUNI (run in) 
command to the CM 306. The RUNI command is essentially 
a relative start, and it is used to say the equivalent of “start 15 
seconds from now”. The rest of the progression CM 306 
warning GUI 104 and CM 306 sending Exec to ARM 310) is 
the same as automatic attacks. 
0583. Manual Attack Execution. When the controlling 
GUI 104 issues an attkexec X:X command, the CM 306 sends 
the exec to the ARM 310 as if the ARM 310 had previously 
warned the CM306 about its execution. The ARM 310 sends 
STAR line to appropriate BSM 318 and notifies CM 306 of 
SCCCSS, 

0584) Traffic Process Execution. The ORM 312 fills its 
queue (currently 3*max rate) with items. The ORM 312 sends 
out queue items at the specified rate. The processes are moved 
from the queue to an active processes list. They are monitored 
for success, fail or timeout. In the case of Fail or Timeout, the 
CM 306 is notified. 
0585 Process Execution at the Bot level The BSM 318 

is contacted from a relay modules 310,312 with a command 
to start a process. The BSM 318 executes an instance of the 
botWrap program and passed off information. The botWrap 
looks up needed information from its configuration files and 
executes process. 

Attack Creation Module 

0586. In another embodiment, a module referred hereinto 
as the Attack Creation module 236 or Attack Creator can 
provide a tool for attacking the network architecture in the 
simulated network system. Such an Attack Creation system 
can be one or more parts, and can be summarized for expla 
nation purposes as three separate parts: an event builder, a 
scenario builder, and an execution manager. Generally, 
attacks are instantaneous random events. Events are a list of 
StepS/actions that a hostile entity would take to attack a net 
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work. These events are in turn organized onto a timeline for 
automated playback. This grouping of events along a timeline 
can be referred to as a scenario. Once an instructor/operator 
has loaded a scenario, he can simply press the play button and 
all events are executed according to their scheduled time. The 
operator does not have to interact with the Attack Creation 
module 236. Operators don’t have to know how a given event 
works but typically the system provides for the design by an 
operator or user for configuring scenarios. The Attack Cre 
ation module 236 provides for this by providing many levels 
ofuser interaction and configuration, from the simplistic user 
who doesn't even know how an event works, to the expertuser 
who wants to create completely new events using the raw 
exploit data. The expert user can create new events or use 
existing ones (that have been saved into a database on the 
node) by using the event builder. He can then schedule those 
events into a timeline to create a scenario by using the sce 
nario builder. This scenario can then be saved so that either the 
advanced user or a simple user can execute the scenario 
without altering its performance. This can be done by using 
the execution manager. 
0587. A scenario can be loaded into the execution man 
ager. Once loaded, the play button may be pressed at any time. 
Once pressed, the timer starts and the instructor can be able to 
maintain a controlled timetable for the events. Typically, 
events do not occur immediately or even one after another, but 
rather are scheduled at random intervals accordingly to cause 
the most surprise and be unpredictable for the students. The 
execution manager can be "skipped to the next event. The 
operator can skip to the previous event and start it again if 
necessary, or to pause an entire scenario. This can enable the 
operator to maintain full control of the simulated environ 
ment. 

0588 Embodiments of the Attack Creation module 236 
can provide for the modification of events on the fly. The 
Attack Creation module 236 can also provide for full manual 
control of an attack machine by the operator. In some embodi 
ment, an attack or exploitation module can exploit any com 
ponent in a network environment, whether these components 
are physical, virtual, or simulated devices attached to a net 
work. The attack events can be created such that they are the 
exploitation of published and unpublished vulnerabilities of 
hardware and Software network systems, devices, or applica 
tions; attack events can also be hardware or infrastructure 
failures. These can include attached event metadata as defined 
by the user or application. To accomplish this, the user can 
configure the attack via an Attack Event Editor 272. 
0589 As described by way of example in the section 
below entitled Simulated Network Exploitation User Inter 
face, a user interface can be configured for management of the 
Network Exploitation module. The processes that appear in 
the right hand side of the figures are transmitted to the Attack 
Event Editor 272 via an extension of the Node Communica 
tion Protocol by the CM 306, which reads from the Configu 
ration Store 323 which processes are available. 
0590 The information that is selected/configured via the 
Attack Event Editor 272 is held in memory until such time 
that it is processed to be saved, at which point it is transmitted 
back to the CM 306 via the Node Communication Protocol. 

0591. As shown in FIG. 17, the attack events can be saved 
by the Attack Event Editor 272 writing the configuration into 
a standard XML formatted file and then sends the file via the 
Node Communication Protocol to the CM 306. System spe 
cific information is automatically generated by the CM306 so 
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as to maintain unique attributes of a given attack event (e.g. 
serial numbers for attack events which are unique within the 
system by automatic incrementation of a global serial number 
listing inside the system) and these are added into the XML 
file which is then written to the Configuration Store 323. 
0592. The attack events can be deleted by Attack Event 
Editor 272 sending the appropriate directive via the Node 
Communication Protocol to the CM306, which then removes 
the attack event from the Configuration Store 323. The attack 
events can be modified by either a saved event or during/prior 
to execution. The Attack Event Editor 272 writes the configu 
ration into a standard XML formatted file and then sends the 
file via the Node Communication Protocol to the CM 306. 
The CM306 validates the system specific information so as to 
maintain unique attributes of a given attack event (e.g. serial 
numbers for attack events which are unique within the system 
by automatic incrementation of a global serial number listing 
inside the system) and then writes the information into the 
Configuration Store 323. 
0593. A user can browse or query the saved attack events 
based upon a specified criterion/criteria. All attack events that 
appear in the left hand side of the figures are transmitted to the 
Attack Event Editor 272 via an extension of the Node Com 
munication Protocol by the CM 306, which reads from the 
Configuration Store 323 the attack events that are available. 
The Attack Event Editor 272 is able to sort, filter, or group the 
attack events based upon the metadata defined at the time of 
the event creation. 

0594. A saved attack event can be executed either within 
an attack scenario or on demand. The Attack Scenario Execu 
tion Manager 276 can send the appropriate directives via the 
Node Communication Protocol to the CM306 which in turns 
executes an attack. The attack event can be monitored for 
execution via a status report as follows: Success/failure of an 
attack event, and as a detailed informational view. 
0595. Updates can be sent to the Attack Scenario Execu 
tion Manager 276 via the Node Communication Protocol by 
the CM306. The CM306 receives its updates from the ARM 
310, which in turn receives updates from the BSM 315 as to 
the Success, state, or other information pertaining to the attack 
event. The section herein entitled Node GUI Design provides 
one exemplary embodiment suitable for use as described 
herein. 

0596. An attack scenario can be created such that it is a 
group of attack events that can include attack scenario spe 
cific metadata as defined by the user or application. An Attack 
Scenario Editor 274 can be configured to group attack events 
together and assign them a time to execute based from the 
beginning of an attack scenario execution. The information 
that is selected/configured via the Attack Scenario Editor 274 
can be held in memory until Such time that it is processed to 
be saved, at which point it is transmitted back to the CM 306 
via the Node Communication Protocol. 

0597 As shown in FIG. 18, an attack scenario can be saved 
by an Attack Scenario Editor 274 that writes the configuration 
into a standard XML formatted file and then sends the file via 
the Node Communication Protocol to the CM 306. System 
specific information is automatically generated by the CM 
306 So as to maintain unique attributes of a given attack 
scenario (e.g. serial numbers for attack scenarios which are 
unique within the system by automatic incrementation of a 
global serial number listing inside the system) and these are 
added into the XML file which is then written to the Configu 
ration Store 323. 
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0598. The attack scenario can be deleted by the Attack 
Scenario Editor 274 sending the appropriate directive via the 
Node Communication Protocol to the CM 306, which then 
removes the attack scenario from the Configuration Store 
323. 

0599 An attack scenario can be modified by either a saved 
attack scenario or during/prior to execution. The Attack Sce 
nario Editor 274 can write the configuration into a standard 
XML formatted file and then send the file via the Node Com 
munication Protocol to the CM 306. The CM 306 validates 
the system specific information so as to maintain unique 
attributes of a given attack scenario (e.g. serial numbers for 
attack scenarios which are unique within the system by auto 
matic incrementation of a global serial number listing inside 
the system) and then writes the information into the Configu 
ration Store 323. 
0600 A user can browse or query saved attack scenarios 
based upon a specified criterion/criteria. Attack scenario 
details are transmitted to the Attack Scenario Editor 274 via 
the Node Communication Protocol by the CM 306, which 
reads from the Configuration Store 323 the attack scenarios 
that are available. The Attack Scenario Editor 274 is able to 
sort, filter, or group the attack scenarios based upon the meta 
data defined at the time of the attack scenario creation. 

0601. An attack scenario can be executed as an automated 
playback of attack events along an operational timeline as 
shown in FIG. 19. The Attack Scenario Execution Manager 
276 sends the appropriate directives via the Node Communi 
cation Protocol to the CM 306 which in turn executes an 
attack. The attack scenario execution can be monitored via a 
status report of the attack scenario as a collective whole 
relating to the following: as a relative percentage of Suc 
cesses/failures, as a detailed informational view, with respect 
to an individual attack event, referring back to an individual 
attack event's status report 
0602. Updates can be sent to the Attack Scenario Execu 
tion Manager 276 via the Node Communication Protocol by 
the CM306. The CM306 receives its updates from the ARM 
310, which in turn receives updates from the BSM 315 as to 
the Success, state, or other information pertaining to the attack 
event. 

0603 Referring now to FIG. 25, a set of expected user 
actions can be defined within the metadata of an attack event 
which would mitigate the attack event or prevent the attack 
event from being successful. An Attack Event Mitigation 
Editor 284 can present these options as an extension to the 
Attack Event Editor 272. The process of defining a mitigation 
set is the same as the process described for claim MYR-1a 
and MYR-1.b, noting that the additional information is writ 
ten into the same XML file. 
0604 Referring now to FIG. 29, the internal listing of 
which devices can be restored based upon a successful execu 
tion of an attack scenario So that the appropriate images and 
image sets can be created before execution of the attack 
scenario can be provided. The Attack Scenario Image Set 
Generator 276 can query the SMD 314 through the CM 306 
via the Node Communication Protocol as to which specific 
Bots 315 will be affected by the execution of the attack 
scenario, and then generates the appropriate configuration 
which can then be sent to the CM 306 to create an image set 
which can be read by the Reconstitution Manager 282. 
0605. A user interface for the simulated network exploi 
tation module can be provided as follows, by way of example, 
and not intending to be limiting in any manner. 
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0606. The Event Editor menu item can be configured to 
that it is only enabled when the GUI 104 is connected to an 
appliance and has control of that appliance. Clicking the 
menu item can bring up the Event Editor which will default to 
the currently selected appliance, if the user is connected to 
more than one appliance at the time the editor is launched. 
0607 Event editor window. The Event Editor will allow 
the user to edit events on currently connected appliances. The 
user must have control of the appliance in which they wish to 
edit events otherwise the editor will function in read-only 
mode. 
0608. The complete list of available events, for the 
selected appliance, is shown in a tree-like structure similar to 
common file explorers. Each event is assigned a category 
which is used to organize the list. 
0609 Event metadata is editable and shown in tabs. 
0610 Included processes are shown in tabs and can be 
added by dragging a process from the list of Available Process 
or selecting from the drop down list on the Add Process tab. 
0611 Populating process data is done by selecting appro 
priately filtered data from the drop down list or other mecha 
nism. The selection method depends on the type of data to be 
completed. Data for drop down lists is populated from the 
configuration options table or from the Network Preferences 
Dialog. Source information can be populated from the Zone 
information. 
0612 Unsaved work is indicated by both an asterisks on 
the tab of the event and the Save button is in the enabled state. 
0613 Configuration Options is common data shared 
across all events on all appliances. It is saved as preferences 
for the GUI 104 on the local machine. Information is filtered 
and displayed in the configurable options of an exploit. 
0.614. Event context menu will provide common functions 
Such as: 
0615 Copy Copy the event to the clipboard for pasting. 
0616 Paste Copies the event from the clipboard prompt 
ing to provide a new name. 
0.617 Delete Removes the event from the appliance. 
0618. Rename Changes the entry to an editable field to 
allow the name to be changed. 
0619 Save Saves changes (if any). 
0620 Save To Opens a dialog allowing the user to save 
the event to another appliance. 

0621 i. Appliance Context Menu will provide appli 
ance level functions: 

0622 i. New Event Create new empty event on the 
Selected appliance. 

0623 ii. Refresh Reload event data for the selected 
appliance. 

0624 iii. Import Open a dialog to select an event 
XML file from which to import events. 

0625 iv. Export Opens a dialog to select a location on 
the local machine to save the XML file. 

0626 v. Save All Save all events that have been modi 
fied but have not been saved. 

0627 Context Menus can also be provided. 

Network Monitoring and Analysis Module 

0628. In another embodiment, a module referred to as the 
Network Monitoring and Analysis module 230 can be the 
monitoring agent that reports the actions and responses of the 
users/students. Often during simulations and testing, the stu 
dents overreact to a real or perceived threat and inadvertently 
disable some part of the simulator in an attempt to defend 
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their network. The Network Monitoring and Analysis module 
230 can provide a log of what the user/student has done in the 
past, but can also be configured to provide real time alerts so 
that the instructor/operator can be notified immediately when 
Something negative has occurred. Such as a network or com 
ponent outage or event. This can provide the operator with the 
ability to maintain control and direct the user/students 
towards a desired solution. 

0629 Such a module, in some embodiment, can be con 
figured to monitor a network environment and report when 
there is a change, by analyzing current network operations 
and comparing them to an existing baseline. 
0630. A network operation check can be created that is a 
testable configuration of a traffic pattern or protocol. These 
network operation checks can contain metadata as defined by 
the user or application. The user can configure network opera 
tion checks via the GUI component Network Operation 
Check Editor 246. 

0631. A basic traffic pattern (as described herein with 
regard to the network traffic generator) can be used to validate 
network operations. However, the basic traffic pattern should 
be broken down into its constituent parts in order to provide 
detailed reporting. Using the example of a user Surfing the 
Internet as described in relationship with the network traffic 
generator, this module can provide the following additional 
description: 
0632 A basic traffic pattern for accessing a web server 
would have only the URL of the website, e.g. www.cnn.com. 
The network operation check actually contains all informa 
tion to check the entire communication path, where discrete 
protocols such as DNS, HTTP, and RTSP are validated inde 
pendently. The execution of a basic traffic pattern may result 
in a multitude of errors and these are typically addressed 
generally, making it difficult to discern the reason for a given 
error or failure. In the network operation check, when a fail 
ure is encountered it is logged at the precise failure level. 
allowing for a detailed report and clear identification of the 
issue. Additionally, successful execution of a basic traffic 
pattern may be problematic, example being that the basic 
traffic pattern that accesses the web site www.cnn.com is 
unaware of what the definitive content should be, and 
although it successfully retrieves a web page, it is unable to 
report an error on whether it has actually accessed the appro 
priate page. A network operation check can validate whether 
the actual web page that is retrieved is the intended page by 
comparing the retrieved document against a known good 
copy. 

0633. The information can be selected/configured via a 
GUI 104 component such as a Network Operation Check 
Editor 246. This information can be held in memory until 
Such time that it is processed to be saved, at which point it is 
transmitted back to the CM306 via the Node Communication 
Protocol. 

0634. Referring now to FIG. 20, the network operation 
checks can be saved by a Network Operation Check Editor 
246 writing the configuration into a standard XML formatted 
file and then sends the file via an extension of the Node 
Communication Protocol to the CM 306. System specific 
information is automatically generated by the CM306 so as to 
maintain unique attributes of a given network operation check 
(e.g. serial numbers for network operation checks which are 
unique within the system by automatic incrementation of a 
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global serial number listing inside the system) and these are 
added into the XML file which is then written to the Configu 
ration Store 323. 
0635. The network operation checks can be deleted by the 
Network Operation Check Editor 246 sending the appropriate 
directive via the Node Communication Protocol to the CM 
306, which then removes the network operation check from 
the Configuration Store 323. A modification of the network 
operation checks can be provided by either a saved network 
operation check or during/prior to execution. The Network 
Operation Check Editor 246 can write the configuration into 
a standard XML formatted file and then sends the file via the 
Node Communication Protocol to the CM 306. The CM 306 
validates the system specific information so as to maintain 
unique attributes of a given network operation check (e.g. 
serial numbers for network operation checks which are 
unique within the system by automatic incrementation of a 
global serial number listing inside the system) and then writes 
the information into the Configuration Store 323. 
0636. A user can browse or query saved network operation 
checks based upon a specified criterion/criteria. Network 
operation check details can be transmitted to the Network 
Operation Check Editor 246 via the Node Communication 
Protocol by the CM306, which reads from the Configuration 
Store 323 the network operation checks that are available. 
The Network Operation Check Editor 246 is able to sort, 
filter, or group the check based upon the metadata defined at 
the time of the network operation check creation. 
0637. A saved network operation check can be executed 
either within a currently running monitoring session or on 
demand. A Network Monitoring Execution Manager 252 can 
be configured to send the appropriate directives via the Node 
Communication Protocol to the CM 306 which in turn 
executes the traffic to perform the network operation check 
with the following exceptions: 
0638. The network operation check is typically only per 
formed once at the time of the request, since it is the equiva 
lent of the basic traffic pattern and not a full network traffic 
pattern. 
0639. The network operation check can be monitored via 
a status report as follows: Success/failure of the check, as a 
detailed informational view, and as a graphical view of the 
network operation check through a logical topology. 
0640 Updates are sent to the Network Monitoring Execu 
tion Manager 252 via the Node Communication Protocol by 
the CM 306. The CM 306 receives updates from the NCM 
331, which in turn receives specific information from the 
BSM318 pertaining to the process. 
0641. The output of the network operation check status 
report can be provided which flows from the BSM318 to the 
NCM331 to the CM306 is written by the CM306 into the log 
store 325. Metadata is also stored to help define this output as 
unique and correlate it with the appropriate simulator map 
ping. 
0642 A check grouping can be created that is a group of 
network operation checks that can include check grouping 
metadata as defined by the user or application. A Check 
Grouping Editor 248 can be configured to group network 
operation checks together and assign them a time, frequency, 
or sequence to execute. The information can be selected/ 
configured via the Check Grouping Editor 248 and held in 
memory until Such time that it is processed to be saved, at 
which point it is transmitted back to the CM 306 via the Node 
Communication Protocol. 
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0643. In FIG. 21, a check grouping can be saved by a 
Check Grouping Editor 248 writing the configuration into a 
standard XML formatted file and then sends the file via the 
Node Communication Protocol to the CM 306. System spe 
cific information is automatically generated by the CM so as 
to maintain unique attributes of a given check grouping (e.g. 
serial numbers for check groupings which are unique within 
the system by automatic incrementation of a global serial 
number listing inside the system) and these are added into the 
XML file which is then written to the Configuration Store 
323. 

0644. A check grouping can be deleted by the Check 
Grouping Editor 248 sending the appropriate directive via the 
Node Communication Protocol to the CM 306, which then 
removes the check grouping from the Configuration Store 
323. A modification to a checkgrouping can be configured by 
the Check Grouping Editor 248 writing the configuration into 
a standard XML formatted file and then sending the file via 
the Node Communication Protocol to the CM 306. The CM 
306 validates the system specific information so as to main 
tain unique attributes of a given check grouping (e.g. serial 
numbers for check groupings which are unique within the 
system by automatic incrementation of a global serial number 
listing inside the system) and then writes the information into 
the Configuration Store 323. A user can browse or query 
saved check groupings based upon a specified criterion/cri 
teria. Check grouping details are transmitted to the Check 
Grouping Editor 248 via the Node Communication Protocol 
by the CM306, which reads from the Configuration Store 323 
the check groupings that are available. The Check Grouping 
Editor 248 is able to sort, filter, or group the check groupings 
based upon the metadata defined at the time of the check 
grouping creation. 
0645. A saved check grouping can be executed either 
within a currently running monitoring session or on demand. 
A Network Monitoring Execution Manager 252 sends the 
appropriate directives via the Node Communication Protocol 
to the CM306 which in turn executes the traffic to perform the 
network operational checks listed in the check grouping 
according to the process defined in (5). These network opera 
tional checks are performed based on: an elapsed time period 
starting from the moment of checkgrouping execution, a time 
based frequency starting from the moment of checkgrouping 
execution, a sequence order as defined within the check 
grouping, a combination of the above, being that a sequence 
of network operational checks could be performed sequen 
tially, every 300 seconds, where the elapsed time is measured 
in intervals between executions 

0646 The check grouping can be monitored via a status 
report as follows: as a relative percentage of Successes/fail 
ures, as a detailed informational view, as a graphical view of 
the check grouping through a logical topology, and with 
respect to an individual network operation check, referring 
back to an individual check’s status report. 
0647. As shown in FIG. 28, updates can be sent to the 
Network Monitoring Execution Manager 252 via the Node 
Communication Protocol by the CM 306. The CM 306 
receives updates from the NCM 331, which in turn receives 
specific information from the BSMs 318a through 318ffor 
starting bots 318a through 318frespectively. 
0648. The output of the check grouping status report can 
be saved as the output which flows from BSM 318 to the 
NCM331 to the CM306 is written by the CM306 into the log 
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store 325. Metadata is also stored to help define this output as 
unique and correlate it with the appropriate simulator map 
ping. 
0649. A network monitoring profile can be created such 
that it is a group of check groupings that includes specific 
metadata as defined by the user or application. A Network 
Monitoring Profile Editor 250 is used to group check group 
ings together and assign them a time, frequency, or sequence 
to execute. The information that is selected/configured via the 
Network Monitoring Profile Editor 250 is held in memory 
until Such time that it is processed to be saved, at which point 
it is transmitted back to the CM 306 via the Node Communi 
cation Protocol. 
0650) A network monitoring profile can be created by A 
Network Monitoring Profile Editor 250 that writes the con 
figuration into a standard XML formatted file and then sends 
the file via the Node Communication Protocol to the CM 306. 
System specific information is automatically generated by the 
CM306 so as to maintain unique attributes of a given network 
monitoring profile, e.g. serial numbers for network monitor 
ing profiles which are unique within the system by automatic 
incrementation of a global serial number listing inside the 
system, and these are added into the XML file that can then be 
written to the Configuration Store 323 as shown in FIG. 22. 
The network monitoring profile can be deleted by the Net 
work Monitoring Profile Editor 250 sends the appropriate 
directive via the Node Communication Protocol to the CM 
306, which then removes the network monitoring profile from 
the Configuration Store 323. 
0651. The network monitoring profile can be modified by 
the Network Monitoring Profile Editor 250 writing the con 
figuration into a standard XML formatted file and then sends 
the file via the Node Communication Protocol to the CM 306. 
The CM306 validates the system specific information so as to 
maintain unique attributes of a given network monitoring 
profile (e.g. serial numbers for network monitoring profiles 
which are unique within the system by automatic incremen 
tation of a global serial number listing inside the system) and 
then writes the information into the Configuration Store 323. 
0652. A user can browse or query saved network monitor 
ing profiles based upon a specified criterion/criteria. Network 
monitoring profile details are transmitted to the Network 
Monitoring Profile Editor 250 via the Node Communication 
Protocol by the CM306, which reads from the Configuration 
Store 323 the network monitoring profiles that are available. 
The Network Monitoring Profile Editor 250 is able to sort, 
filter, or group the network monitoring profiles based upon 
the metadata defined at the time of the network monitoring 
profile creation. 
0653 Referring now to FIG. 23, a network monitoring 
profile can be executed via a continual monitoring of the 
network as described by the included checks and metadata. 
The Network Monitoring Execution Manager 252 can send 
the appropriate directives via the Node Communication Pro 
tocol to the CM 306 which in turns executes the traffic to 
perform the network operation checks listed in the network 
monitoring profile. These checks are performed based on: a 
time based frequency starting from the moment of profile 
execution, a sequence order as defined within the profile, and 
a combination of the above, being that a sequence of check 
could be performed sequentially, every 300 seconds, where 
the elapsed time is measured in intervals between executions. 
0654 The network monitoring profile execution can be 
monitored via a status report as a whole relating to the fol 
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lowing: as a relative percentage of failures/success, as a 
detailed informational view, as a graphical view of the check 
grouping through a logical topology, with respect to a specific 
checkgrouping, referring back to an individual check group 
ing status report, and with respect to an individual network 
operation check, referring back to an individual network 
operation check’s status report. 
0655 Updates can be sent to the Network Monitoring 
Execution Manager 252 via the Node Communication Pro 
tocol by the CM306, The CM306 receives updates from the 
NCM 331, which in turn receives specific information from 
the BSMs 318a through 318f pertaining to starting bots 315a 
through 315f respectively. 
0656. The output of the network monitoring profile status 
report can be saved. The output which flows from the BSM 
318 to the NCM331 to the CM 306 is written by the CM306 
into the log store 325. Metadata is also stored to help define 
this output as unique and correlate it with the appropriate 
simulator mapping. 
0657 The system can also provide for logging module 
output to an external system via a specified protocol and/or 
format. A configuration can be defined within the Monitoring 
Execution Manager 252 to direct the RAM330 via the CM 
306 to produce output which is compatible with standard 
communication protocols (such as syslog) so that logging 
information can easily be sent from the node to other network 
devices 

0658 User initiated actions on a network environment can 
be monitored as well. By allowing only specific physical 
access to a network environment, all user actions can be 
monitored by creating an in-line capture of all data between 
the user's access device and the rest of the network. For 
example, the user can be given a generic laptop to access the 
network environment, but in order to do so the laptop is 
configured to only access a specific interface on an access 
Switch. The access Switch is configured to copy all data 
(through standard port mirroring techniques) and then send 
that data directly to the UAM332. The UAM332 then parses 
the data and forwards it to the CM 306, which in turn com 
municates with the User Action Monitor, Recorder, and 
Player 254 via the Node Communication Protocol. The UAM 
332 only sends the data for the specific device and only when 
requested by the CM306, which receives its requests from the 
User Action Monitor, Recorder, and Player 254, as shown in 
FIG. 30. 

0659. As shown in FIG. 24, the user initiated actions are 
recorded on a network environment, Such that the actions can 
be executed along an equivalent operational timeline. As a 
continuation with the preceding example, when the User 
Action Monitor, Recorder, and Player 254 sends the appro 
priate directive via the Node Communication Protocol to the 
CM 306, the CM 306 then signals the UAM 332 to begin 
writing the appropriate data to the Recorded User Actions 
Store 334. 
0660. The system can also provide for the automated cre 
ation/suggestion of images or image sets to be restored based 
upon what the network monitoring module detects as non 
compliant with the baseline operational network. 
0661. When the Network Check Module (NCM) 331 
determines the precise level of failure for a basic traffic pat 
tern, it can determine which device is non-compliant with a 
baseline operational state. The NCM331 then signals the CM 
306 to generate an image set using the same directives as the 
Image Set Editor 280 would. 
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0662 Recorded user actions can be executed simulta 
neously with the execution of a corresponding attack sce 
nario. The automation of attack events can be logically 
extended to encompass user actions, as the timing and execu 
tion of processes for attacks can be replaced by user actions 
with standard user programs. 
0663 The user initiated actions can be analyzed to deter 
mine whether they are in compliance with expected user 
actions, as defined within the attack event metadata. 
0664 Referring to FIG. 31, a User Action Reports and 
Notification Editor 286 sends the appropriate directives via 
the Node Communication Protocol to the CM 306, which 
retrieves all of the parsed user information related to the 
requested report from the Recorded User Actions Store 334. 
The CM 306 also retrieves the mitigation set information 
from the appropriate attack event from the Configuration 
Store 323. It then forwards all of this information to the RAM 
330, which performs analysis and writes the report to the Log 
Store 325. The report can then be retrieved by the UserAction 
Reports and Notification Manager 288 via the Node Commu 
nication Protocol from the CM 306, which in turn retrieves 
the information from the Log Store 325. 
0665 A report can be created that depicts as a scorecard 
the ratio of successes and/or failures with respect to user 
initiated actions and the expected user actions, as shown in 
FIG. 32. A User Action Reports and Notification Manager 
288 can send the appropriate directives via the Node Com 
munication Protocol to the CM 306. The CM306 queries the 
Log Store 325 for the appropriate report and then passes this 
and the selected scorecard configuration to the RAM330. The 
RAM330 then performs analysis of the report data, formats 
the data according to the configuration, and then returns the 
data to the User Action Reports and Notification Manager 288 
via the CM 306 using the Node Communication Protocol. 

Network Reconstitution Module 

0666. In another embodiment, a module referred to as 
Network Reconstitution module 238 can provide for the 
reconstitution capability of the network simulator. Generally, 
during use or operation of the network simulators, the stu 
dents/users often misconfigure the network equipment and 
the Attack Creation module's attacks create network recon 
figurations or outage. As such, during use the network simu 
lators are often misconfigured during user use and operation 
to be nearly inoperable. A system or module Such as the 
Network Reconstitution module 238 can provide for the 
reconstitution of the network simulator by keeping 'snap 
shots' of the equipment baseline. At any time, the operator 
can restore any or all of the simulated network and/or network 
applications to a preconfigured State. This does not have to 
include a full simulated network rebuild, but can be a resto 
ration of a previously existing baseline. Multiple sets of pre 
configured baselines can be kept to provide differing levels of 
complexity for the students/users. 
0667 Any component in a network environment can be 
restored to a predefined configuration, whether the compo 
nent is physical, virtual, or simulated devices attached to a 
network. A network device image can be created that is a 
specific moment-in-time configuration and data of the net 
work device including metadata defined by the user or appli 
cation. An image of a network device includes metadata to 
describe the contents of the data and its relation to the network 
device from which it was derived. Operation of a network 
device (component) in an isolated environment devoid of 
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other components causes Small changes in its state, while 
interactions with other components in a larger network envi 
ronment can cause much larger state changes. The difference 
in these states are due to the underlying changes in the data on 
the secondary storage device and changes to the physical or 
virtual composition of the device. By saving all of the data on 
the secondary storage device and its composition at a specific 
moment in time, it is possible to create a duplicate of the 
device and its state. 
0668. The user initiates the creation of an image via the 
Image Configuration Editor 278. The section entitled Recon 
stitution User Interface provides one exemplary embodiment 
of a user interface to support these capabilities. The section 
entitled Reconstitution Module Protocol provides one exem 
plary embodiment of a protocol Supporting this capability. 
0669. The information that is selected/configured via the 
Image Configuration Editor 278 is held in memory until such 
time that it is processed to be saved, at which point it is 
transmitted back to the CM306 via the Node Communication 
Protocol. 
0670 Referring to FIG. 34, an image can be saved by an 
Image Configuration Editor 278 sending the appropriate 
directives via the Node Communication Protocol to the CM 
306 which in turn writes the appropriate information to the 
Configuration Store 323 and forwards all information to the 
BM 308. The BM 308 then signals the Virtualization Tech 
nology 316 with the appropriate configuration data and the 
Virtualization Technology 316 suspends the bot315. The BM 
308 then creates an image which duplicates the existing sec 
ondary storage and composition of the network device and 
writes that information along with the metadata into the data 
store 324. The BM 308 then signals the Virtualization Tech 
nology 316 to resume the bot 315 into its previous state. 
0671 A image can be deleted by the Image Configuration 
Editor 278 sending the appropriate directives via the Node 
Communication Protocol to the CM 306 which in turn for 
wards all information to the BM 308. The BM 308 then 
queries the Virtualization Technology 316 as to whether the 
deletion of this image will impact the operation of a running 
component. If not, then the BM 308 deletes the image from 
the data store 324. 
0672 An image can be modified by only a modification of 
an image that pertains only to its metadata. The duplicated 
secondary storage and device composition cannot be altered. 
The Image Configuration Editor 278 sends the appropriate 
directives via the Node Communication Protocol to the CM 
306 which in turn forwards all information to the BM 308. 
The BM 308 then writes the metadata into the image that 
resides in the data store 324. 
0673. A user can browse or query saved images based 
upon a specified criterion/criteria. Image details are transmit 
ted to the Image Configuration Editor 278 via the Node Com 
munication Protocol by the CM 306, which reads from the 
data store 324 the image file properties and metadata that are 
available. The Image Configuration Editor 278 is able to sort 
or filter the images based upon the properties of the image file 
and the metadata contained within. 
0674) Referring to FIG.35, the start of the restore process 
of a given component can be initiated by a Reconstitution 
Manager 282 sending the appropriate directives via the Node 
Communication Protocol to the CM 306 which forwards all 
information to the BM 308. The BM 308 then signals the 
Virtualization Technology 316 with the appropriate configu 
ration data and the Virtualization Technology places the bot 
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315g into the appropriate state. The BM 308 then replaces the 
information in the secondary storage device by copying it 
directly from the image which resides in the data store 324, as 
well as changing the configuration information. The BM 308 
then signals the Virtualization Technology 316 to resume the 
bot 315 into its previous state. 
0675. The restore progress can be monitored via a status 
report of any or all components in the process of restoring as 
follows: as a relative percentage, as a function of time, and as 
a detailed informational view. Updates can be sent to the 
Reconstitution Manager 282 via the Node Communication 
Protocol by the CM 306. The CM 306 receives its updates 
from the BM308 as to the success, state, or other information 
pertaining to the process. 
0676 An image set can be created to be a group of images 
of one or more components of the network environment; 
additionally, these image sets store metadata as defined by the 
user or application. An Image Set Editor 280 is used to group 
images together so that a set of devices can be restored simul 
taneously. The information that is selected/configured via the 
Image Set Editor 280 can be held in memory until such time 
that it is processed to be saved, at which point it is transmitted 
back to the CM 306 via the Node Communication Protocol. 
0677 As in FIG.33, an image set can be saved by an Image 
Set Editor 280 configured to write the configuration into a 
standard XML formatted file and then sends the file via the 
Node Communication Protocol to the CM 306. System spe 
cific information is automatically generated by the CM306 so 
as to maintain unique attributes of a given image set (e.g. 
serial numbers for image sets which are unique within the 
system by automatic incrementation of a global serial number 
listing inside the system) and these are added into the XML 
file which is then written to the Configuration Store 323. 
0678 A image set can be deleted by the Image Set Editor 
280 sending the appropriate directive via the Node Commu 
nication Protocol to the CM 306, which then removes the 
image set from the Configuration Store 323. 
0679. An image set can be modified using the Image Set 
Editor 280 that writes the configuration into a standard XML 
formatted file and then sends the file via the Node Commu 
nication Protocol to the CM 306. The CM 306 validates the 
system specific information so as to maintain unique 
attributes of a given image set (e.g. serial numbers for image 
sets which are unique within the system by automatic incre 
mentation of a global serial number listing inside the system) 
and then writes the information into the Configuration Store 
323. 

0680 A user can brows or query saved image sets based 
upon a specified criterion/criteria. Image set details are trans 
mitted to the Image Set Editor 280 via the Node Communi 
cation Protocol by the CM 306, which reads from the Con 
figuration Store 323 the image sets that are available. The 
Image Set Editor 280 is able to sort, filter, or group the sets 
based upon the properties of the image files within the image 
set and the metadata contained within the images or the meta 
data and configuration data contained within the image set. 
0681. The restoration process can include all components 
included within an image set. A Reconstitution Manager 282 
can send the appropriate directives via the Node Communi 
cation Protocol to the CM306 which forwards all information 
to the BM 308. The BM 308 then signals the Virtualization 
Technology 316 with the appropriate configuration data and 
the Virtualization Technology places the bots 315a through 
315g into the appropriate state. The BM 308 then replaces the 
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information in the secondary storage devices by copying it 
directly from the images which reside in the data store 324, as 
well as changing the configuration information. The BM 308 
then signals the Virtualization Technology 316 to resume the 
bots 315a through 315g into its previous state. 
0682. The system can also monitor the restore progress via 
a status report of the image set in the process of restoring as 
follows: as a relative percentage, as a function of time, as a 
detailed informational view, and with respect to an individual 
component, referring back to an individual component's sta 
tus report. 
0683 Updates can be sent to the Reconstitution Manager 
282 via the Node Protocol by the CM 306. The CM 306 
receives its updates from the BM 308 as to the success, state, 
or other information pertaining to the process. 
0684 Reconstitution User Interface The Reconstitution 
module user interface can provide the user with the ability to 
see an overall status and health of the virtual machines that 
make up the devices in the virtual network. The user interface 
can also enable the user to capture the state of a virtual device 
by taking a Snapshot. A. Snapshot of a virtual device can be 
reloaded at a later time to continue execution from the exact 
moment the Snapshot was taken. 
0685. The User Interface for a Reconstitution module can 
be composed of multiple views in Support these features, 
including, but not limited to a Status View, a Snapshot View, 
a Group View, and a Timeline View, by way of example. The 
user interface can include one or more of the following 
actions that can be developed by one skilled in user interface 
design: 
0686 1. About VM Manager Information about the 
application (i.e. version, copyright). 
0687 2. Create Group Creates a group from the selected 
Snapshots or allows for a user to start with a blank group if no 
Snapshots have been selected. 
0688. 3. Create Snapshot Saves the state of a device to a 

file that can be loaded at anytime to restore the device to that 
saved state. 
0689 4. Delete All Snapshots—Permanently remove all 
the Snapshot for the selected group from the application. 
0690) 5. Delete Group—Permanently remove a group 
from the application. 
0691 6. Display Hidden Devices. Toggles the showing 
of all hidden devices in all applicable views. 
0692 7. Delete Snapshot Permanently removes a snap 
shot and its Subordinate Snapshots from the application. 
0693 8. Edit Group—Edit a group's label and snapshot 
composition. 
0694. 9. Exit Exits the application. 
0695) 10. Group Manager—A window for managing 
Snapshot groups. 
0696 11. Help A window for retrieving information on 
how to use the application. 
0697 12. Hide Device Hides a selected device from 
being shown in any applicable view. The “Hide' menu option 
changes to “Show” if the user selects a device that can hidden. 
0698 13. Load Group—Load a group of snapshots. 
0699. 14. Load Snapshot Load a different snapshot for 
the currently selected device. 
0700 15. Open Console Opens a new window that pro 
vides access to the selected device's graphical or serial inter 
face. 
0701 16. Rename Group—Prompts the user to provide a 
new name for the selected group. 

32 
Dec. 24, 2009 

0702 17. Rename Snapshot—Prompts the user to provide 
a new name for the selected Snapshot. 
0703) 18. Restart Device Causes a selected device to go 
from a running or Suspended State to a restarting state. 
0704. 19. Revert to Baseline Loads a read-only snapshot 
that has been designated as the default setup for the selected 
device. 

0705. 20. Run Device Causes a selected device to go 
from a stopped state to a running state. 
0706. 21. Save as Group—Prompts the user to assign a 
group name to all the currently loaded Snapshots. 
0707. 22. Shutdown Device Causes a selected device to 
go from a running or Suspended State to a stopped state. 
0708 23. Simulator Status—A window for displaying the 
status of the simulator. 
0709. 24. Snapshot Manager—A window for managing 
device Snapshots. 
0710 25. Suspend Device Causes a selected device to 
go from a running state to a Suspended State. 
0711. 26. VMTimeline—A window for viewing the snap 
shots for all devices on a timeline of when they were taken. 
0712. 27. Disconnect—Disconnect from a simulator. 
0713. By way of example, the Status View of the Recon 
stitution module user interface can include a menu bar for 
easy access to all actions that can be taken by the user. Some 
of the reconstitution elements for user access and control 
include: a VM Manager, a Display Hidden Devices, a Group 
Manager, a Hide Device, a Simulator Status, a Snapshot Man 
ager, and a VM Timeline 
0714. The user interface components of the Status View 
can include: Open Console, Run Device, Suspend, Shutdown, 
Restart Device, Revert to Baseline, Disconnect, and Exit. One 
or more of these can be limited to be active based on the state 
of the device at the time. 
0715. The snapshot menu can provide access to any 
actions the user can need to take regarding Snapshots in the 
current view. These can include Create Snapshot, Load Snap 
shot, Delete Snapshot, and Rename Snapshot. 
0716. The group menu can provide access to any actions 
the user can need to take regarding groups in the current view. 
The View menu for the Status View can provide access to any 
actions the user can need to take regarding the view. The Hide 
Device can provide that the device can be hidden from any 
view that displays devices. The “Hide' menu option changes 
to “Show” if the user selects a device that can hidden. The 
Display Hidden Devices can provide that all devices that were 
hidden by the user can be shown where applicable. The hid 
den devices can be marked so that they can be distinguished 
from the shown devices. The Windows menu provides access 
to the four views. This can also include: Simulator Status, 
Group Manager, Snapshot Manager, and VM Timeline. 
0717. As with most systems, a Help menu can provide 
access to information on how to use the application as well as 
information about the application's version. This menu can be 
accessed regardless of which view can being used. 
0718 The VM Manager can provide the ability for a user 
to quickly see the status of the virtual devices. This view 
provides the status information of the virtual devices and 
provides functionality to act on virtual devices. The menu 
items can include: Create Snapshot, Delete Snapshot, Open 
Console, Load Snapshot, Load Group, Rename Snapshot, 
Restart Device, Revert to Baseline, Run Device, Save as 
Group, Shutdown Device, Suspend Device, and Disconnect. 
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0719. The Main Display can show the status of the simu 
lator in real time. As the state of each device changes, the view 
changes automatically. A Device Name column can display 
the names of the devices that are a part of the simulator, a 
Snapshot Name column can display the name of the Snapshot 
that can currently loaded onto the device, a Group column can 
display the group or groups of which the currently loaded 
Snapshot can a member, a State column can display the cur 
rent state of the device. There can be one or more values that 
can be displayed in a column, such as Running, Suspended, 
Stopped, Transitions, Starting, Restarting, Resuming, Stop 
ping, and Taking Snapshot 
0720. The File menu for the Status View provides access to 
the actions that the user can be using for devices as well as 
exiting the application. The commands to change the State of 
a device are enabled based on the current state of the selected 
device. For example, if a device can be stopped, the only 
command that may be able to enable it may be “Run Device'. 
0721. As one skilled in the art will understand from this 
example of the Status View, the Snapshot View, the Group 
View, and the Timeline View, can be developed in a similar 
manner using the same actions. 
0722. As an overview, the Snapshot menu for the Status 
View can provide access to any actions the user can need to 
take regarding Snapshots. If the currently loaded Snapshot for 
a selected device is in the baseline, only the “Create Snap 
shot' and "Load Snapshot options are available; otherwise, 
all menu options are available for a selected device. Some 
options include: Create Snapshot, Load Snapshot, Delete 
Snapshot, Rename Snapshot, and Group Menu. The Group 
menu for the Status View can provide access to any actions the 
user can need to take regarding groups. The "Load Group' 
menu option prompts the user to select a Snapshot Group to 
load. The “Save as Group' option prompts the user to assign 
a group name to all the currently loaded Snapshots. The Snap 
shot View enables a user to see all the devices and their 
associated snapshots in a view similar to the Microsoft Win 
dowsTM folder view. The Snapshot menu for the Snapshot 
View provides access to any actions the user can need to take 
regarding Snapshots, including Create Snapshot, Load Snap 
shot, Delete Snapshot, and Rename Snapshot. 
0723. The Group View can enable a user to see all the 
groups and their associated Snapshots in a view similar to 
Windows folder view. The default view for this display 
expands the groups that are responsible for the currently 
loaded Snapshots. 
0724. The Timeline View of the user interface can enable 
a user to view Snapshots for each device chronologically on a 
Gantt chart. One view can allow for the selection of a time 
frame to be displayed on the chart. Selecting a group can 
highlight that group on the display. This display can load with 
the current time in the middle of the chart. Clicking the Reset 
button can reload this display with its default settings. 
0725 A Time button on the toolbar can be clicked to select 
this display if it isn't already the selected display. This view 
allows for the selection of a timeframe to be displayed on the 
chart. 
0726. A user interface toolbar can provide for quick access 

to the commonly used functions: Create Snapshot, Delete 
Snapshot, Load Snapshot, Rename Snapshot, Create Group, 
Load Group, Rename Group, EditGroup, and Delete Group. 
0727. The user interface can provide a user the ability to 
create one or more Snapshots at any given time while the 
simulator is running. The user can first prompt to confirm 
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their request and then asked to provide names for the Snap 
shots. When a user wants to take a Snapshot of one or more 
devices, a confirmation dialog can first displayed requiring 
the user to confirm the action. The user may choose to give a 
meaningful name to each of the Snapshots that can be taken. 
A default name can be provided if the user chooses to not 
provide a name. Once the user has selected, the application 
can begin to stop all the devices for which a Snapshot needs to 
be taken. As the devices stop, the application can then start the 
process to take a Snapshot. After each Snapshot can finished, 
the display can be updated with the new Snapshot information 
and the device can remain stopped. 
0728. The user interface can provide for a user to choose to 
hide a device from being show in the application. The user can 
also choose to show all devices that have been hidden. 
Devices can be hidden and shown anywhere in the application 
where they are displayed. Selecting the menu option to dis 
play all hidden devices can show hidden devices where appro 
priate. The hidden devices can be flagged (i.e. grayed out or 
colored text) to allow for distinction between what has been 
hidden and what hasn't. Choosing to unhide a device can be 
done by right-clicking on the device or choosing the appro 
priate menu option. 
0729. The user interface can provide for the selection to 
create or edit a Snapshot group. Each group must have one 
Snapshot from every device monitored by the application. 
Creating a group can the same as editing except the group 
name field can contain a default name and the Snapshot fields 
can be unpopulated. The group name can be changed but not 
left blank. The group name must also be a unique name so that 
it can be distinguished from the other groups. Each device can 
have a corresponding drop down box of all Snapshots associ 
ated with that device. The user can choose to change the 
Snapshot for the group using the dropdown boxes. 
(0730 Reconstitution Module Protocol Every instruc 
tion must contain the following arguments delimited by a 
semi-colon. The PARAMETER argument can be optional 
and can appear 0 or more times depending on the specific 
instruction. Each additional PARAMETER can be delimited 
by a semi-colon. 
(0731 CHANNEL IDA unique value used to discriminate 
messages with a common purpose/business processes. Effec 
tively multiplexes the communication channel between the 
appliance and the user interface. Channel numbers can be 
reserved, such as for Channel ID requests, ASYNC messages, 
and the like. 
(0732 PARAMETER Information that may be necessary 
to facilitate handling the instruction, specific to the particular 
INSTRUCTION being sent. 
(0733 TERMINATOR A 2-character identifier signaling 
the end of the instruction. Every instruction must be termi 
nated. 
0734 Response Message Format Response messages 
are separated into two sections; a HEADER and PAYLOAD. 
The two sections are separated by a semi-colon delimiter. The 
PAYLOAD can be optional. 
(0735. HEADER Information that describes the message 
being transmitted. 
0736 PAYLOAD Information specific to the message that 
can be optional depending on if the specific message requires 
additional information for it to be processed correctly. 
(0737 TERMINATOR A 2-character identifier signaling 
the end of the instruction. Every instruction must be termi 
nated. 
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0738. The header contains information about the type of 
the message being transmitted. The header arguments are 
delimited by spaces (SP) and end with a semi-colon. 
(0739 CHANNEL IDA unique value used to discriminate 
messages with a common purpose/business processes. Effec 
tively multiplexes the communication channel between the 
appliance and the user interface. 
0740 IDENTIFIER An identifier of either the instruction 
to which this message is a response or of the type of asyn 
chronous message. 
0741 STATUS CODE (optional) This can be a 3 digit 
code representing various return values. 
0742 Status Codes—Each response message sent from 
the system will contain a status code. The following listing 
describes an exemplary set of status codes that can be sent and 
their definitions. In some cases, a general message can be sent 
that can be designated as such. 
0743 Example listing of Status Codes (Code/Descrip 

tion): 
0744, 200 Indicates an instruction was successfully 
received and executed 
0745) 300 Indicates an instruction was successfully 
received and is in the process of being executed 
0746 400 Indicates an instruction was received but there 
was a temporary error in executing the instruction which may 
be recoverable 
0747 401 The maximum number of Channel IDs has 
already been allocated by this GUI 104. Please close a Chan 
nel before requesting another Channel ID. 
0748 402 There are previously requested instructions cur 
rently being executed which will abort if this Channel is 
closed. 
0749 403 There is no open Channel with that ID. 
(0750 404 That Channel ID is reserved and cannot be 
closed. 
(0751) 405 The requested property does not exist for that 
type 
0752 406 The requested property is read-only and cannot 
be set 
0753 407 The requested group does not exist. 
0754 408 The requested group is read-only and could not 
be deleted. 
0755 409 The requested snapshot is read-only and could 
not be deleted. 
0756 410 The requested snapshot does not exist. 
0757 500 Indicates an instruction was received but there 
was an unrecoverable error in executing the instruction 
0758. The message PAYLOAD may contain any data rel 
evant to the message. The PAYLOAD begins after the semi 
colon at the end of the header and ends with a TERMINATOR 
to indicate the end of the message. Since the PAYLOAD is 
optional it's possible that a message will end in only a semi 
colon and TERMINATOR. There are no limitations on the 
data in message payload excepta standard format is desirable, 
Such as that each separate piece of data is separated by a 
semi-colon, by way of example. 
0759. Instructions—The following is an exemplary list of 
instructions. 
0760 SET PROP Request to set a property for a speci 
fied system type. A new property will be created if it doesn't 
already exist, otherwise it will be changed to the new value(s). 
0761 GET PROP Request a specific property(s) for a 
specified system type the list of instructions. Instructions are 
identified by the string that must appear in the instruction set. 
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0762. Description—A summary of the command's usage 
as well as any limitations or restrictions. 
0763. Instruction Format—The format of the instruction 
exactly as it would be sent over the wire. 
0764 Instruction Arguments—Any variable arguments in 
the Instruction Format should be described (usually anything 
between angle brackets). 
0765 Response Format. The format of the response 
exactly as it would be sent over the wire. 
0766 Response Payload—Any variable argument in the 
Response Format should be described (usually anything 
between angle brackets). 
0767 Asynchronous Messages—List any ASYNC mes 
sages that will potentially be triggered by the instruction. 
0768 Status Codes—List any Status Codes that may be 
triggered from the instruction. For each of these codes, each 
will have a unique Instruction Format that can include 
Instruction Arguments, Response Format, Response Payload, 
Set of Asynchronous Messages, and Relevant Error Codes. 
0769 The Channel, Snapshot, Device, and Group Instruc 
tions can include: 

(0770 CHAN OPEN Requests a new Channel ID from 
the SLAM-R appliance. 
(0771 CHAN CLOS Relinquishes (closes) a previously 
opened Channel ID. 
(0772. SNAPLIST Requests a list of available snapshots 
for a given managed device. 
(0773 SNAP CREA Create a snapshot for the requested 
device. 

(0774 SNAP LOAD Load a specified snapshot on the 
specified device. 
(0775 SNAP DELE Delete a specified snapshot on the 
specified device. 
(0776 DEVILIST Request the list of managed devices 
on the SLAM-R appliance. 
(0777 GROU SAVE Saves the snapshot group to the 
appliance. 
(0778 GROU LOAD Loads the specified snapshot 
group. 

(0779 GROU DELE Deletes the snapshot group to the 
appliance. 
0780 GROU LIST List all snapshot groups that are 
available on the connected appliance. 
0781 GROU SNAP List all snapshots associated with 
the specified group. 
0782. Two examples of the instruction format include: 

CHAN OPEN - Requests a new Channel ID from the SLAM-R 
appliance. This Channel ID is unique during the lifetime of the Channel 
ID (i.e. no duplicates). 

Instruction Format 0: CHAN OPEN;<TERMINATORs 
Instruction Arguments NA 
Response Format O CHAN OPEN 

<STATUS CODE:<CHANNEL IDs.<TERMINATORs Response 
Payload 
<CHANNEL ID> - A newly allocated channel ID, or empty if no 

channel could be allocated 
Asynchronous Messages N/A 
Status Codes 401 
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0783 SNAPLIST Requests a list of available snapshots 
for a given managed device. 

Instruction Format <CHANNEL IDs;SNAP LIST: 
DEVICETERMINATOR 

Instruction Arguments 
greater or equal 50 
<DEVICE: - The Managed Device for which a list of Snapshots is 
requested. 
Response Format <CHANNEL IDs SNAP LIST 

<STATUS CODE:<SNAPSHOTS><TERMINATOR 
Response Payload <SNAPSHOTS> - The semi-colon delimited list 

of O or more Snapshot filenames. 
Asynchronous Messages N/A 

<CHANNEL IDs - A channel ID 

0784 Generic Property Commands—In addition to the 
specific instruction, generic property commands are com 
mands that can be used for any Supported type in the system. 
They can allow the different system types currently defined 
(devices, Snapshot, groups) to have any number of associated 
properties. This can provide for flexibility and extensibility in 
the property mechanism so that you do not have to add new 
protocol commands each time a change is made or a new 
property is added to a system type. 
0785. The following are definitions for exemplary types 
and their associated Supported properties to be used in the 
SET PROP and GET PROP protocol instructions. 
0786 SET PROP Request to set a property for a speci 
fied system type. A new property will be created if it doesn't 
already exist, otherwise it will be changed to the new value(s). 
0787 GET PROP Request a specific property(s) for a 
specified system type. These are applicable for the following 
types and Supported properties, by way of example: 

DEVICE CURRENT STATE 
TIME 
DATE 
DISPLAY NAME 
LOADED SNAPSEHOT 
S. HIDDEN 

SNAPSHOT DISPLAY NAME 
CREATED DATE 
CREATED TIME 
PARENT SNAPSHOT 
PARENT DEVICE 
S READ ONLY 
GROUP DISPLAY NAME 
CREATED DATE 
LAST MODIFIED DATE 
LAST MODIFIED TIME 
S READ ONLY 

0788 Asynchronous Messages—The system can initiate 
asynchronous messages to connected GUI's at any time. 
Asynchronous messages are indentified by the message con 
stant that must appear in the message. An asynchronous mes 
sage can be transmitted with a unique channel ID such as a 1. 
0789 SNAP CREA A notification to all connected cli 
ents (GUIs) that a device snapshot has been created. 
0790 SNAP DELE A notification to all connected cli 
ents (GUIs) that a snapshot has been deleted. 
0791 GROU MODI-A notification to all connected cli 
ents (GUIs) that a Snapshot group has been modified. 
0792 GROU DELE A notification to all connected cli 
ents (GUIs) that a Snapshot group has been deleted. 
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0793. SET PROP A notification to all connected clients 
(GUIs) that a property has changed. 
0794. Device States and Transitions—States and transi 
tions are differentiated such that a transition can be the move 
ment between two states. Messages can contain a state or 
transition component will be indentified with a STATE place 
holder. The Message Constant as shown can appear in the 
messages sent that contain the STATE placeholder. 
0795 Device States can include (State/Message Content/ 
Description): 
0796 Stopped STOPPED The device is powered off. 
There is no activity. 
0797 Running RUNNING The device is in a normal oper 
ating state. 
0798. Suspended SUSPENDED The execution of the pro 
cesses and the state of the system has been momentarily 
halted. When resumed, execution will continue as if the 
device was never Suspended. 
0799. The device state transitions can include (Transition/ 
Message Constant/Description): 
(0800 Stopping STOPPING The device is in the process of 
moving to the STOPPED state. 
(0801 Starting STARTING The device is in the process of 
moving to the RUNNING state from the STOPPED state. 
(0802 Suspending SUSPENDING The device is in the 
process of moving to the SUSPENDED state from the RUN 
NING State. 

(0803 Resuming RESUMING The device is in the process 
of moving to the RUNNING state from the SUSPENDED 
State. 

0804 Saving SAVING The snapshot is in the process of 
being created for the device. 
0805. The operator can use the Node Tool suite/tool suite 
to control one or more system modules (for example, Simu 
lated Network Traffic Generator 232 or the Attack Creation 
module 236) that can be loaded on the Node 102. The Node 
can be the primary server for controlling the simulator envi 
ronment. The students or crew log onto workstations in the 
simulator to monitor the simulated network architecture and 
defend against events launched from modules Such as the 
Node 102. 

Exemplary Applications of the Simulated Network System 
Node and Modules 

0806 Systems and methods as described herein provide a 
for the generation and management of network traffic and 
network attacks in a simulated controlled computer environ 
ment for the purpose of training, testing, and evaluation of 
personnel and/or equipment. Some of the reasons for provid 
ing Such a simulated network traffic and attack generation in 
a controlled environment include: 

0807 a. Performing the training, testing, or evaluation 
in a real or “live” environment could be harmful to either 
the environment or the personnel/equipment 

0808 b. Costs for creating the “live' networked com 
puter environment would exceed a reasonable ROI (Re 
turn On Investment), either due to sheer cost of equip 
ment or the level of effort required in coordinating 
specific criteria for the testing, training, or evaluation 

0809 c. Consistently reproducing the testing, training, 
or evaluation criteria is difficult and requires a high 
degree of precision 
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0810. Such systems can provide in one or more embodi 
ments: 

0811 1. Provides the ability to create a controlled net 
worked computer environment at a very granular level. 
0812. 2. Provides the ability to craft testing criteria with a 
high level of precision. 
0813. 3. Automates testing/execution of testing criteria so 
that complex tests can be executed without needing an expert 
level tester to be present. 
0814. 4. Measures and records equipment/personnel 
actions during testing for analysis and export to other sys 
temS. 
0815 5. Evaluates equipment/personnel performance 
based upon test criteria and generates requisite reports. 
0816 6. The created environment can be modified by the 
user instantly while in operation. 
0817 7. The created environment can be restored to a 
previously defined state, either in part or totally, within a 
minimal time frame (1-3 minutes). 
0818 8. A single integrated interface which includes all of 
the above. 
0819. By way of example, an not intending to be limiting, 
a company may wish to simulate a “hacker attack against 
their web server (e.g. their e-commerce site is defaced and 
made inoperable) so that they can evaluate the following: 

0820. How long does it take them to discover that the 
web site is down? 

0821. How long does it take them to recover the web site 
so that it is fully restored and operational? 

0822. What can they do to validate that the web server is 
clean once restored and not still compromised? 

0823. How can they prevent this from happening in the 
future with a high level of confidence? 

0824 Obviously the company does not want to try this 
against their live system, as every minute the web site is 
unavailable constitutes a possible loss of revenue. Addition 
ally, not having their own security experts, the company either 
needs to hire a “hacker to perform the attacks and evaluation 
(and trust him) or acquire Some form of testing tool that will 
provide the capability to test and evaluate the performance of 
the company's IT experts and equipment. With either choice, 
a realistic testing environment is needed to provide an accu 
rate assessment of the performance of both the IT personnel 
and the equipment and its configuration. 
0825. One or more systems and methods can provide some 
or all of these by: 

0826 a. simulating the e-commerce site and its configu 
ration 

0827 b. initiating the hacker attack 
0828 c. providing the appropriate network traffic and 
background noise during the attack 

0829 d. recording and analyzing the actions of the sys 
tem administrators undergoing the training/attack 

0830 e. providing metrics with an evaluation of how 
well the system administrators performed 

0831. In some embodiments, networks and methods as 
described herein include the ability to load or populate the 
simulated network with traffic that simulates real world traffic 
on the network. This includes any type of user traffic such as 
web Surfing, e-mail, and file server access. Likewise, since 
few network architectures operate independent of the Inter 
net, the networks and methods are configured to simulate or 
replicate traffic coming into the network from the outside 
world, e.g., via interfaces to external networks that are of the 
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control of the user and the user environment. Some embodi 
ments provide this capability by one or more software and 
hardware enabled systems or one or more modules, for 
example by one embodiment herein referred to as a Sentinel, 
Legion, AutoBuild, Myrmidon and Reconstitution (SLAM 
R) system. The Node can perform one or more network simu 
lator functions and can include one or more of loading traffic 
environments, loading attack scenarios, generating attacks 
and network traffic, and storing network preferences, by way 
of examples. 
0832. One exemplary embodiment of a real world network 

traffic simulator/generator, the Node 102 can provide realism 
or realistic traffic on the simulated network. Such systems can 
be provided as an integrated system or as multiple modules 
that work together and or independently to provide a unified 
interface for the simulator operator to use. Additionally, such 
Node software or systems can refer to programs that run the 
node or system as well as the rest of the simulated network 
system in some embodiments. The Node can be composed of 
one or more components, and in one exemplary embodiment 
includes three components: the node, the Node Tool Suite, 
and the requisite modules. There may be more exchange 
email traffic than webmail, certain websites that get visited, or 
large amounts of bit-torrent traffic. The file is setup to 
describe what kinds of traffic are generated by what kind of 
USCS. 

0833. As described in this exemplary embodiment, the 
Node 102 can be a server that runs the Node 102 software. It 
can be physically connected to the network simulator or net 
work in multiple areas or interface points so as to have full 
access to the simulated network environment, physically and/ 
or logically. This can provide the backend for the user emu 
lation, crew monitoring and testing, and simulator control. 
Although this can be a server that can be accessed via its own 
console or user interface So as to provide the primary mecha 
nism for interacting with the Node 102 can be through the 
Node Tool Suite. The node is a physical server which sits in 
the simulator rack. For instance the node may refer to a 
standard Dell PowerEdge 1950 server. 
0834. While the rest of the network hardware in various 
embodiments of the network simulator can be deployed oth 
erwise, the traffic and attack operations originate at the Node 
102. Most of the servers existing on the simulated network 
can be emulated by either the Node 102 or an actual virtual 
machine sitting on another server in the simulator, but all 
users and attackers can be configured to originate from the 
Node 102. The operating system for the Node 102 can be any 
Suitable Such OS, and in some embodiments can have a Suit 
able kernel for acting as a Xen Host. 
0835. In one embodiment of the Node 102 a UMID 
User/Machine Id can provide a unique identifier for the pair 
ing of a User and Machine. This can represent a functionally 
simulated user on the network. It can also represent the 
machine that an internet server is running on like google.com, 
or it could refer to an internal user Such as a secretary and her 
desktop machine. Additionally, a Xen virtualization Software 
similar to VMware or QEMU can be used on the node to 
virtualize lightweight Linux machines called Bots 315. Any 
UMIDs on the simulated network can be running on a Xen 
bot. Generally these are very lightweight only using 32mb of 
memory and hard drive space, but they may get much bigger 
as processing power increases. The Node 102 can also include 
Bots 315 that are the virtualized machines that run on Xenon 
the Node 102. These can be very tiny Linux machines that can 
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emulate hundreds or thousands of simulated users. They can 
have the BSM 318 running on them and get their commands 
via the Relay Modules. An Attack Scenario is an all-inclusive 
Xml-based file that describes completely an attack scenario. 
They can describe UMIDS that take part in the attacks, spe 
cific processes used in the attack along with a timeline and 
dependency list for running a pre-planned scenario So that 
events occur at specific times. A traffic environment can be 
another Xml-based file that has information regarding the 
UMIDS and traffic patterns for a certain environment. For 
example, in one user environment this can be 20,000 users 
ranging executives to secretaries, or in another user environ 
ment can be a small business with 50 staff users. 
0836. The operator can use the Node Tool suite/tool suite 
to control one or more system modules, for example, Simu 
lated Network Traffic Generator 232 or Attack Creation mod 
ule 236 that can be loaded on the Node 102. The Node can be 
the primary server for controlling the simulator environment. 
The students or crew log onto workstations in the simulator to 
monitor the simulated network architecture and defend 
against events launched from modules such as the Node 102. 
0837. As described above, the disclosed traffic generator 
simulates typical real life computer network users and traffic. 
The Node Attack Manager can use various tabs, toolbars, and 
a scenario player control to execute attacks. The Node Attack 
Manager Screen can provide several functionalities, including 
an Execution Manager, a Scenario Builder, an Event Builder, 
and an Event Library. The Attack Manager's interface (GUI) 
components can include a standard top toolbar, a side selec 
tion tab toolbar, a selection content viewer, an information 
viewer, a scenario player controls, a message log viewer, a 
network manager view, and a current status bar. 
0838. The standard top toolbar can include file, view, 

tools, and help drop-down menu options. The file menu fur 
ther can contain commands such as connect to node, discon 
nect from node, open scenario, close scenario, import sce 
nario, export scenario, and exit. The view menu further can 
contain viewable options of the execution manager, the sce 
nario builder, the event builder, and the event library. The 
items on the view menu can be disabled if not connected to a 
node. The tools menu controls access to user configurable 
aspects of the GUI 104 and the help menu can provide access 
to information on using the Simulated Network System 100 
GUI 104 application. 
0839. The side selection tab toolbar for the Node Attack 
Manager can include an execution manager, a scenario 
builder, an event builder, and an event Library. The selection 
content viewer can show content of each of the selections in 
the side toolbar, while the information viewer displays infor 
mation about the selections in the side toolbar. The scenario 
player can control the user interface to control the scenario 
execution. The controls can closely mimic standard media 
player controls such as Play/Pause, Stop, Previous and Next. 
0840. To initiate an attack, the operator or user can insti 
gate by any Suitable input means, such as by the operator by 
clicking a computer input device, for example amouse, on the 
execution manager tab located in the left side selection tabs in 
the Attack Manager Screen. The existing scenarios can be 
displayed in the selection content viewer. The operator or user 
can then select the desired attack scenario. After the attack 
scenario is started, the Defender workstation can begin to 
receive indications of possible problems. For example, if an 
e-mail type attack has been chosen, the Defender workstation 
can start receiving complaints that e-mail can be not sending 
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or receiving. The Defender workstation can then begin to take 
steps to recognize and elevate the possible problems caused 
by the Aggressor workstation. 
Exemplary Embodiment System Operation 
0841. In one exemplary embodiment: 
0842 1. The CM 306 is the only module that communi 
cates with the GUI 104. 
0843. 2. All communications with the GUI 104 take place 
over a single physical connection. 
0844) 3. The BM 308 is the module responsible for the 
virtualization environment. 
0845. 4. The CM 306 is always running. 
0846 5. The BM 308 is always running. 
0847 6. The SMD 314 is always running. 
0848. The workflow could include: 
0849. 1. User defines a simulator environment. 
0850 a. All settings for how the simulated environment is 
configured (or will be configured) are made through the net 
work preferences interface. The interface sends all data to the 
CM306. 
0851 b. The CM306 sends all of the data to the SMD 314. 
0852 c. The SMD 314 stores all information for this par 
ticular simulator configuration and provides all information 
about the simulated environment topology to all other pro 
cesses/modules as needed. 

0853 i. This specific simulator configuration is 
uniquely identified within the SMD 314 so that it may be 
accessed in the future. 

0854 2. User builds a simulator environment or initiates 
the Automated Network Build module 234. 
0855 a. The user builds all components manually and then 
connects the Node 102 to the simulated network where appro 
priate ORM 312. 
0856 b. The user starts the Automated Network Build 
process. 

0857 i. The CM 306 is notified that the Automated 
Network Build will begin. 

0858 ii. The CM 306 notifies the BM 308 with the 
information on how to create the environment. 

0859 iii. The BM308 starts up the appropriate bottypes 
in preparation for installation. These Bots 315 are 
flagged as BLUE. 

0860) iv. The Bots 315 build as instructed by the BM 
308, reporting back successes and failures to the BM 
3O8. 

0861) v. The BM308 reports all activity to the CM306, 
which in turn reports all activity to the GUI 104. 

0862. 3. User builds a traffic pattern. 
0863 a. The user selects a specific traffic protocol to create 
and makes the appropriate selections in the GUI 104. 
0864 b. The GUI 104 sends all data to the CM 306. 
0865 c. The CM 306 stores the data for future use. 

0866 i. This traffic pattern is uniquely identified within 
the CM 306. 

0867 ii. The CM 306 queries the SMD 314 for the 
unique simulator configuration. This is then associated 
with the traffic pattern. 

0868 4. User builds a traffic profile. 
0869 a. The user selects one or more traffic patterns and 
assigns them to the traffic profile via the GUI 104. 
0870 b. The GUI 104 sends all data to the CM 306. 
0871 c. The CM 306 stores the data for future use. 

0872 i. This traffic profile is uniquely identified within 
the CM 306. 
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0873 ii. The CM 306 queries the SMD 314 for the 
unique simulator configuration. This is then associated 
with the traffic profile. 

0874 5. User builds a traffic scenario. 
0875 a. The user selects one or more traffic patterns or 

traffic profiles and assigns them to the traffic scenario via the 
GUI 104. 

0876 b. The GUI 104 sends all data to the CM 306. 
0877 c. The CM 306 stores the data for future use. 
0878 i. This traffic scenario is uniquely identified 
within the CM 306. 

0879 ii. The CM queries the SMD for the unique simu 
lator configuration. This is then associated with the traf 
fic scenario. 

0880. 6. User builds an attack event. 
0881 a. The user selects one or more exploits, Vulnerabili 

ties, or Support processes and makes the appropriate selec 
tions in the GUI 104. 
0882 b. The GUI 104 sends all data to the CM 306. 
0883 c. The CM 306 stores the data for future use. 

0884) i. This attack event is uniquely identified within 
the CM 306. 

0885 ii. The CM 306 queries the SMD 314 for the 
unique simulator configuration. This is then associated 
with the attack event. 

0886 7. User builds an attack scenario. 
0887 a. The user selects one or more attack events and 
assigns them to the traffic scenario via the GUI 104. 
0888 b. The GUI 104 sends all data to the CM 306. 
0889 c. The CM stores the data for future use. 

0890) i. This attack scenario is uniquely identified 
within the CM 306. 

(0891 ii. The CM 306 queries the SMD 314 for the 
unique simulator configuration. This is then associated 
with the attack scenario. 

(0892 8. User builds a report/scorecard. 
0893 a. The user defines the determining criteria and its 
States via the GUT 104. 

0894 i. The user must select an attack scenario before 
proceeding. 

0895 b. The GUT 104 sends all the data to the CM 306. 
0896 c. The CM 306 stores the data for future use. 
(0897 i. The CM 306 associates the report with the 
unique identifier for the attack scenario. 

0898 9. User loads traffic scenario. 
0899 a. The user selects the appropriate traffic scenario 
from the GUT 104. 

0900 b. The GUT 104 sends the selection to the CM 306. 
(0901 c. The CM 306 prepares the Node 102 to run the 
traffic protocols. 

(0902 i. The CM306 queries the SMD 314 to determine 
if the traffic scenario is compatible with the current 
simulated environment. If it is not, it reports an error 
back to the GUT 104 and aborts the load; otherwise, it 
continues with the load. 

(0903 ii. The CM 306 determines if it has the appropri 
ate physical resources to create the traffic scenario. If 
not, it reports an error back to the GUT 104 and aborts 
the load; otherwise, it continues with the load. 

0904 iii. The CM 306 communicates the details of the 
bots needed to the BM 308. 
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(0905 1. The BM 308 then starts the required number 
of bots 315. These bots are flagged as GRAY. 

0906. 2. The BM 308 monitors the virtualized envi 
ronment for errors. 

(0907 a. Only errors are reported back to the CM306. 
If any errors occur, the following happens: 

(0908 i. The BM 308 reports the specific errorback to 
the CM 308. 

(0909 ii. The CM 306 reports the error back to the 
GUT 104. 

0910 iii. The CM306 instructs the BM 308 to abort. 
0911 1. The BM 308 destroys all of the GRAY 
bots. 

(0912 iv. The CM 306 starts the appropriate TGEN 
modules 326 based upon the required network proto 
cols and communicates the details of the needed traf 
fic. 
0913 1. The TGEN modules 326 start. 
0914 2. The TGEN modules 326 connect to the 
CM306. 

(0915 3. The TGEN modules 326 query the SMD 
314 for specific simulator environment informa 
tion. 

(0916 4. The TGEN modules 326 query the SMD 
314 for protocol specific information. 

(0917 a. The SMD pulls from the Traffic Store as 
necessary to answer these requests. 

(0918, 5. Once the TGENs 326 have received all of 
the appropriate information, they report back to the 
CM306 that they are ready. 

(0919. a. If any of the TGENs 326 fail to report back 
to the CM 306 as ready (or before a CM 306 spe 
cific timeout) the following occurs: 

0920 i. The CM 306 returns an error to the GUI 
104. 

0921 
0922 
abort. 

0923 
bots. 

0924 v. The CM 306 starts an ORM 312 for each 
protocol. All of the ORMs 312 are identical, each 
being an instantiation of the main ORM 312. 

0925 1. The ORMs 312 start. 
0926 2. The ORMs 312 connect to the CM 306. 
0927 3. The ORMs 312 report back to the CM306 
that they are ready. 

0928 a. If any of the ORMs 312 fail to report back 
to the CM 306 as ready (or before a CM 306 spe 
cific timeout) the following occurs: 

0929 i. The CM 306 returns an error to the GUI 
104. 

0930 
0931 
0932 
abort. 

0933 
bots. 
10. User loads an attack scenario. 
a. The user selects the appropriate attack scenario 

ii. The CM 306 destroys all TGENS 326. 
iii. The CM 306 instructs the BM 308 to 

1. The BM 308 destroys all of the GRAY 

ii. The CM 306 destroys all ORMs 312. 
iii. The CM 306 destroys all TGENS 326. 
iv. The CM 306 instructs the BM 308 to 

1. The BM 308 destroys all of the GRAY 

0934 
0935 
from the GUI 104. 
0936 b. The GUI 104 sends the selection to the CM 306. 
0937 c. The CM 306 prepares the node to run the attack. 
0938 i. The CM306 queries the SMD 314 to determine 
if the attack scenario is compatible with the current 
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simulated environment. If it is not, it reports an error back to 
the GUI 104 and aborts the load; otherwise, it continues with 
the load. 

0939 ii. The CM 306 determines if it has the appropri 
ate physical resources to create the attack scenario. If 
not, it reports an errorback to the GUI 104 and aborts the 
load; otherwise, it continues with the load. 

0940 iii. The CM 306 communicates the details of the 
bots needed to the BM 308. 
(0941 1. The BM 308 then starts the required number 
of bots. These bots are flagged as RED. 

0942. 2. The BM 308 monitors the virtualized envi 
ronment for errors. 

(0943 a. Only errors are reported back to the CM306. 
If any errors occur, the following happens: 

(0944) i. The BM 308 reports the specific errorback to 
the CM 306. 

(0945) ii. The CM 306 reports the error back to the 
GUI 104. 

0946 iii. The CM306 instructs the BM 308 to abort. 
(0947 1. The BM 308 destroys all of the RED bots. 

(0948 iv. The CM306 starts the Attack Relay Module 
(ARM). 
(0949) 1. Like the CM 306, there is only one 

instance of the ARM ever running. 
0950 2. The ARM starts. 
0951 3. The ARM connects back to the CM 306. 
0952) 4. The ARM reports back to the CM306 that 

it is ready. 
0953 a. If the ARM fails to report back to the CM 
306 as ready (or before a CM 306 specific timeout) 
the following occurs: 

0954 i. The CM 306 returns an error to the GUI 
104. 

0955) ii. The CM 306 destroys the ARM (if it 
exists). 

0956 iii. The CM 306 instructs the BM 308 to 
abort. 
0957) 1. The BM 308 destroys all of the RED 
bots. 

0958 5. The CM 306 sends all information for the 
attack scenario to the ARM. 

0959 11. User starts traffic scenario. 
0960 a. The GUI 104 notifies the CM 306 that the traffic 
scenario is to be started. 
0961 b. The CM 306 signals to the TGENs 326 (through 
the existing connection) to start generation of the traffic. 
0962 c. The TGENs 326 generate traffic and send it to the 
CM 306 via the existing connection. 
0963 d. The CM306 receives the traffic and sends it to the 
appropriate ORM 312. 
0964 e. The ORM 312 examines the traffic and sends it to 
the appropriate bot. 

0965 i. The ORM 312 determines which bot the traffic 
is destined for. 

0966 ii. The ORM 312 makes a connection to the 
appropriate bot by connecting to the BSM 318 which is 
running on the bot. 

0967 iii. The ORM 312 sends the traffic to the BSM. 
0968 iv. The BSM 318 executes the traffic on the bot. 
0969 V. The BSM318 ends all traffic responses back to 
the ORM 312. 
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0970 vi. Once the requested traffic execution has fin 
ished, the BSM 318 closes the connection to the ORM 
312. 

0971 vii. If the execution takes longer than allowed, the 
BSM 318 closes the connection to the ORM 312. 

0972 viii. The ORM 312 monitors the traffic responses. 
0973 1. Only errors (including premature disconnec 
tion) are reported back to the CM 306. 

0974 2. The CM 306 sends all errors to the NCM 
331. 

0975 3. The NCM 331 examines the errors in the 
context of the simulated environment by querying the 
SMD 314. 

0976 4. The NCM 331 sends all validated errors to 
the RAM. 330 and to the CM 306. 
0977 a. The CM306 displays all errors back to the 
GUI 104. 

0978 b. The RAM330 collects all errors and vali 
dates them against the report criteria. 

0979 12. User starts attack scenario. 
0980 a. The GUI 104 notifies the CM 306 that the attack 
scenario is to be started. 
0981 b. The CM 306 signals to the ARM (through the 
existing connection) to start the scenario. 
0982 c. The ARM notifies the CM 306 that the scenario 
has started. 
0983 d. The CM 306 notifies the GUI 104 that the sce 
nario has started. 
0984 e. The attack scenario timer starts. 

0985 i. The purpose of the attack scenario timer is to 
keep the CM 306 and the ARM 310 synchronized. 

0986 f. At the appropriate time, the ARM 310 launches an 
attack event. 

0987) i. The ARM 310 connects to the BSM318 on the 
appropriate bot 

0988) ii. The ARM 310 gives a warning to the CM306 
that it is about to launch an attack. 

0989 iii. The CM 306 notifies the GUI 104 of the 
impending attack. 

0990 iv. The ARM 310 determines which bot the attack 
is destined for. 

0991 v. The ARM 310 makes a connection to the appro 
priate bot by connecting to the BSM318 which is run 
ning on the bot 315. 

0992 vi. The ARM 310 sends the attack event to the 
BSM318. 

0993 vii. The BSM 318 executes the attack on the bot 
315. 

0994) viii. The BSM318 sends all responses back to the 
ARM 310. 

0995 ix. Once the attack event execution has finished, 
the BSM 318 closes the connection to the ARM 310. 

0996 X. The ARM 310 sends all responses back to the 
CM306. 

0997 xi. The CM 306 sends all responses to the RAM 
33O. 

0998 xii. The RAM310 analyzes all data and collates it 
against the report criteria. 

0999 xiii. The CM306 displays all databack to the GUI 
104. 
1000 13. User stops traffic scenario. 
1001 14. User stops attack scenario. 
1002 15. User unloads traffic scenario. 
1003 16. User unloads attack scenario. 
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Simulated Network System 100 Application: Cyberopera 
tions Enhanced Network and Training Simulator (CENTSTM) 

1004 Simulated Network System 100 revolves around the 
concept of providing a realistic network environment which 
is separated from the normal operational environment, yet 
mimics the normal operational environment. To achieve this, 
infrastructure devices and servers are configured to recreate 
the user's operational environment. The primary devices of 
the network architecture are duplicated or emulated and then 
configured to duplicate the specified network architecture. 
This then enables the administrators to effectively test or train 
as if in their normal environment without causing damage to 
real world resources. This duplication of the network archi 
tecture via hardware and software is referenced as the simu 
lator. 

1005 But the physical hardware of the Node 102 alone is 
insufficient for accomplishing all of the necessary tasks. For 
realism, the simulator needs to be populated with traffic from 
standard user operations, such as web Surfing, email, and file 
server access. Likewise, since few network architectures 
operate independent of the Internet, user actions external to 
the network architecture that is to be simulated to replicate 
traffic coming into the network from the outside world. This 
can be accomplished by The Node. 
1006. As described above, the Node 102 is the appliance 

that can provide the needed level of realism to complete the 
simulator. As described above, the Node 102 is actually the 
platform and the various modules that can either operate 
independently or together to provide a unified interface to act 
as a simulated network for the simulator operator to use. The 
different sections of the Node 102 are detailed in the remain 
der of this document. 

1007 As described herein, the Node 102 can be config 
ured in an application for replicating a network environment 
in its entirety or in scale. This can include the replication of 
each primary component via a physical, virtual, or emulated 
system, operating as a duplicate of the original system. This 
can also include the replication of all or nearly all other 
components and their normal operations via simulation (e.g., 
as with a traffic generator or automated program) Such that the 
secondary components behave and reactin a manner identical 
to the originals. 
1008 A Node is all of the physical devices and the soft 
ware that is used to duplicate the network architecture. It 
typically consists of multiple Switches, routers, servers, fire 
walls, etc. To reduce the footprint and cost of a simulator 
virtualization is used to load multiple servers onto the same 
physical device. Examples of physical devices are Cisco 2950 
switches, Sidewinder G2 firewalls, and Bluecoat proxy serv 
ers. An examples of virtualized servers would be a single Dell 
1950 with 8 CPUs and 16 GB of memory. This server would 
then use virtualization technology to virtualize many stan 
dard operational servers, such as exchange servers, domain 
controllers, or DNS servers. In addition to servers and infra 
structure, the simulator also provides a limited number of 
workstations for the students to use to interact with the simu 
lated environment. All or a portion of the functionalities and/ 
or separate physical devices can be simulated. 
1009 The Node can also be configured for defining a 
network environment, such that all functional components 
are capable of being reproduced in whole. The user can con 
figure the Node 102 configuration via the Network Configu 
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ration Editor 242. A typical network configuration can be 
represented by its components and the connections between 
the components. A mapping of the components and their 
connections is usually Sufficient to duplicate a network at a 
high level, while certain properties such as operating system 
and computer architecture are necessary for a more detailed 
representation. 
1010. As shown in FIG. 26, the information presented is 
transmitted by the SMD 314 to the Network Configuration 
Editor 242 via the node protocol (2) by the CM 306, which 
queries the SMD 314 for the configurations that are available. 
The SMD 314 retrieves this information from the Configura 
tion Store 323. 
1011 The information that is selected/configured via the 
Network Configuration Editor 242 can be held in memory 
until Such time that it is processed to be saved, at which point 
it is transmitted back to the SMD 314 via the node protocol (2) 
by the CM 306. 
1012 In another embodiment, the Node 102 can be con 
figured as an application for training wherein the personnel 
being trained operate on a replica of their network environ 
ment while being exposed to network security incidents. 
1013 The instructor is the individual who controls the 
simulator and its representative environment. Typically, the 
role of the instructor will be to start the simulator, launch 
scenarios and then evaluate the response of the students. The 
instructor accomplishes this by using the Node Toolsuite. The 
student is the network administrator, security analyst, or com 
puter operator that is to be trained or tested. A crew is a group 
of students who typically man a NOC (Network Operations 
Center) and work together as a team. When being taught or 
tested as a crew each student typically has a well-defined role, 
in contrast to when students are being trained as individuals. 
In that case, each student is expected to be able to perform all 
of the network administration functions. Such as user main 
tenance, network configuration, email administration, etc. A 
crew typically consists of approximately 5-10 students, each 
specializing in a given field of expertise. 
1014 The instructor can use the system to control the 
modules (such as the Simulated Network Traffic Generator 
module or the Attack Creation module) which are loaded on 
the node. The node is the primary server for controlling the 
simulator environment. The students log onto workstations in 
the simulator to monitor the simulated network architecture 
and defend against events launched from the Node 102. 

Example Training Application: CREW TRAINING 
1015 The students log into the simulator and begin moni 
toring the simulated environment. The instructor declares that 
the scenario is about to begin. Once he has determined that the 
crew is ready, he launches the scenario from the Node Tool 
Suite. 
1016. The scenario starts and all is quiet for 45 minutes as 
the students monitor the system. They see thousands of simu 
lated users logging onto the network, requesting addresses, as 
well as using the email and web systems to access the internet. 
The instructor walks about the classroom, so as not alert the 
crew to any impending events. He answers questions and 
resolves any technical issues. 
1017. After 45 minutes, an internet-based DOS (Denial of 
Service) event is launched automatically from the node. Emu 
lated external users start hitting the firewall that the crew is 
administrating. The “crew member responsible for monitor 
ing the firewall should notice the increase in traffic and take 
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steps to prevent the DOS event from affecting the internal 
network. His actions should include his other crew members, 
as this form of training is intended to not only improve his 
skills as a firewall administrator, but to also improve and take 
advantage of operating as a team. Depending on whether the 
team Succeeds, fails, or misses the event completely, the 
instructor can evaluate their response and, if needed, the 
instructor can replay or skip an event to maximize the training 
opportunity. 
1018. Once finished with the scenario, the instructor has 
an open review with the crew. This gives an opportunity for 
feedback as well as the opportunity to replay and practice any 
specific events. 

Example Node Application: INDIVIDUAL TESTING 
1019. A single student logs into the simulator and prepares 
himself for the equivalent of a “hands-on' test. This time, the 
instructor simply informs the student that the test is about to 
begin. The student is given a list of network services that are 
not allowed to fail and the constraints for operating within the 
simulator. Once the student is ready, the test begins. 
1020. The instructor launches the scenario from the Node 
Toolsuite and uses the Network Monitoring and Analysis 
module to monitor the student’s performance. The Attack 
Creation module begins sending events. Issues as trivial as 
user lockouts to more serious items such as web server 
defacement begin to happen. The instructor is able to use the 
Node Toolsuite and the appropriate modules to monitor and 
manage the entire Scenario. 
1021. In yet another exemplary embodiment of an appli 
cation of the Node 102, the Node 102 can be configured for 
testing of hardware and/or software in a replicated environ 
ment to evaluate the impact upon normal operations. While 
the overview above represents user testing, it is possible to 
utilize many of the same tests to evaluate the impact of new 
hardware or Software on a given network environment, much 
in the same way an attack event can be used to evaluate the 
impact upon a network environment in the absence of admin 
istrators. 
1022. In one example, a traffic scenario can be run against 
a network environment (simulator) and no actions are taken 
by any administrators/crew. A network monitoring profile is 
also executed simultaneously, allowing for the collection of 
pertinent statistics and metrics. After running for a period of 
four hours, the traffic scenario and monitoring profile are 
stopped. Then a new piece of equipment is inserted into the 
network environment—in this case a web proxy server. Once 
it is configured properly and the simulator mapping is altered 
to reflect the change, the traffic scenario and the network 
monitoring profile are again executed simultaneously for 
another period of four hours. Once complete, the administra 
tors/crew can review both reports and analyze the impact the 
new equipment had on traffic throughout their network and be 
reasonably assured of the Veracity of the reports, given that all 
network components (save the web proxy) are functioning as 
controls in an experiment. 
1023 Thus, by attaching a new piece of equipment and 
executing a traffic scenario, the Network Monitoring and 
Analysis module can help to determine what impact the addi 
tion of this equipment has on the network. 
1024. As stated described, the Node 102 is a complex 
appliance/application composed of three main (from the user 
perspective) components: the Node 102, the Node Toolsuite, 
and the requisite modules. 
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1025 The Node is one or more high-powered servers 
(based upon the level of simulation required) that runs the 
Node software. It is physically connected to the simulator in 
multiple areas, so as to have full access to the simulated 
environment. It provides the backend for the user emulation, 
crew monitoring and testing, and simulator control. Although 
this machine is a server and can be accessed via its own 
proprietary console, the primary mechanism for interacting 
with the node is through the Node Toolsuite. 
1026. The Node Toolsuite is the interface to the node and 

its components. It is a Java client program installed onto a 
computer with the latest JRE (Java Runtime Environment). It 
connects to the node via a standard TCP/IP client-server 
relationship. The node reports status and enables control of 
the different modules which are loaded on the node. Not all 
modules may be present, as each module is capable of run 
ning independently or in unison with other modules. The 
greatest benefit of the Node Toolsuite is the centralization and 
integration of all the necessary tools into an intuitive and easy 
to use interface. 

1027 Simulated Network Traffic Generator module is a 
traffic generator designed to emulate user's actions. Past per 
formance has shown that both individuals and teams are able 
to easily identify traffic produced by previous traffic genera 
tors, and thus the realism of the simulator suffers. The stu 
dents are unable to be trained to their full potential or, in the 
case of evaluations, are able to detect the test conditions and 
are able to “cheat the system'. The Simulated Network Traffic 
Generator module alleviates this problem by providing emu 
lation on a level never before achieved. Traffic can be config 
ured to run without instructor intervention for long periods of 
time, and yet is able to be modified “on the fly without 
stopping the traffic that is already in progress. Traffic can also 
be “paused’—that is, stopped at a specific moment in time 
and restarted from that exact moment. Entire segments of 
traffic can be modified via user profiles, traffic protocols, or 
expected actions. 
1028. The Attack Creation module is the tool for attacking 
the network architecture (or “hacking, to use the common 
term). It can be thought of as three separate parts: an event 
builder, a scenario builder, and an execution manager. Attacks 
are instantiated as events. Events area list of stepS/actions that 
a hostile entity would take to attack a network in this case 
the network architecture of the simulator. These events are in 
turn organized onto a timeline for automated playback. This 
grouping of events along a timeline is referred to as a sce 
nario. Once an instructor has loaded a scenario he can simply 
press the play button and all events are executed according to 
their scheduled time. The instructor is not required to interact 
with The Attack Creation module. 

1029 But for the instructors who don't know how a given 
event works, there should be someone to design and configure 
the scenario. The Attack Creation module enables this by 
providing many levels of user interaction and configuration, 
from the simplistic user who doesn’t even know how an event 
works, to the expert user who wants to create completely new 
events using the raw exploit data. The expert user can create 
new events or use existing ones (that have been saved into a 
database on the node) by using the event builder. He can then 
schedule those events into a timeline to create a scenario by 
using the scenario builder. This scenario can then be saved so 
that either the advanced user or a simple user can execute the 
scenario without altering its performance. This is done by 
using the execution manager. 



US 2009/03 1990.6 A1 

1030 The execution manager can be thought of as a CD 
player and the scenarios can be thought of as the CDs. A 
scenario is loaded into the execution manager. Once loaded, 
the play button may be pressed at any time. Once pressed, the 
timer starts and the instructor is able to maintain a controlled 
timetable for the events. Typically, events do not occur imme 
diately or even one after another, but rather are scheduled at 
random intervals accordingly to cause the most Surprise and 
be unpredictable for the students. But just like a CD player, 
the execution manager can be "skipped to the next track in 
this case, the next event. He can even skip to the previous 
event and start it again if necessary, or pause an entire Scenario 
(for those unforeseen emergencies). This enables the instruc 
tor to maintain full control of the simulated environment. 
1031 And because we all know that everyone thinks they 
are Smarter than the person who created the scenario, The 
Attack Creation module enables the modification of events on 
the fly. And for those really difficult types, FULL MANUAL 
CONTROL of an attack machine can be given when 
requested. 
1032 The Network Monitoring and Analysis module is 
the monitoring agent that reports the actions and responses of 
the students. Often during simulations and testing, the stu 
dents overreact to a real or perceived threat and inadvertently 
disable some part of the simulator in an attempt to defend 
their network. This in turn causes numerous headaches for the 
instructor, who immediately jumps to the conclusion that the 
attack Software or some piece of hardware has malfunctioned. 
Network Monitoring and Analysis module provides not only 
a log of what the students have done in the past, but can also 
be configured to provide real time alerts so that the instructor 
can be notified immediately when something has broken. 
This provides the instructor with the capability to maintain 
control and direct the students towards the solution, even 
when the instructor himself may not know the answer! 
1033. But sometimes the instructor may not want to notify 
the students of any misconfigurations. Instead, he lets the 
students continue to complicate their problems by trying to 
“stop” the hacker who just disabled the mail server. In this 
case, the instructor will need to rebuild the simulator back to 
the appropriate baseline once the scenario is over. That is 
where the next module comes in handy. 
1034. The Network Reconstitution or Reconstitution 
module (Reconstitution) enables the Node 102 for a quick 
rebuild capability. These rebuilds may be required due to 
student misconfiguration of the equipment or the effects of 
the Attack Creation module's attacks, by ways of example. 
The Node can be positioned to be close to inoperable at the 
end of a scenario. The Network Reconstitution or Reconsti 
tution module enables the easy rebuild of the simulator by 
keeping 'Snapshots of the equipment and machine base 
lines. At any time, the instructor can restore any module or 
network element or grouping thereofor all of the simulator to 
a preconfigured State. This can be a full re-install but can also 
be a less than full re-install and configuration build, so as to 
only provide restoration of a previously existing baseline. 
Multiple sets of preconfigured baselines can be kept to pro 
vide differing levels of complexity for the students. 
1035. The Automated Network Build module provides 
one initial mechanism for the simulator to be built from “bare 
metal' into all of the appropriate servers and devices in an 
automated manner. This module connects to the appropriate 
servers or devices and builds them from standard configura 
tion files. This automated build not only provides a consistent 
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baseline by removing the element of human error, but it also 
enables the simulator to be built faster, as all installation 
entries and licensing is automated. The instructor can then 
perform other tasks while letting the simulator effectively 
build itself. 
1036. These are only two examples of applications suit 
able for use with the Node 102 and the various modules as 
described herein. Those skilled in the art will understand that 
other application are also possible and within the scope of the 
present disclosure. 
1037. When describing elements or features and/or 
embodiments thereof the articles “a”, “an', “the’, and “said 
are intended to mean that there are one or more of the ele 
ments or features. The terms “comprising”, “including, and 
“having are intended to be inclusive and mean that there may 
be additional elements or features beyond those specifically 
described. 
1038. Those skilled in the art will recognize that various 
changes can be made to the exemplary embodiments and 
implementations described above without departing from the 
Scope of the disclosure. Accordingly, all matter contained in 
the above description or shown in the attached drawings can 
be interpreted as illustrative and not in a limiting sense. 
1039. It can be further to be understood that the processes 
or steps described herein are not to be construed as necessar 
ily requiring their performance in the particular order dis 
cussed or illustrated. It can be also to be understood that 
additional or alternative processes or steps may be employed. 
What can be claimed is: 
1. A system for automatically restoring any network device 

in a simulated network environment to a predefined configu 
ration comprising: 

a computer network platform having hardware and Soft 
ware configured as a standalone configuration including 
a system control module and a memory; 

a module configured for creating one or more network 
device images for one or more network devices within a 
user's operating network environment, the created net 
work device images including configuration informa 
tion about the network device so as to define the installed 
and configured network device, the module also config 
ured for initiating the restoring of the network devices 
within the simulated network environment utilizing at 
least one of the created network device images; and 

an interface configured for receiving metadata regarding 
the one or more network devices and adding the received 
network device metadata to the associated network 
device image. 

2. The system of claim 1 wherein the network devices 
include physical, virtual and simulated devices within the 
users operating network environment. 

3. The system of claim 1 wherein the interface is a graphi 
cal user interface configured to receive the metadata for each 
network device from a user and includes an image configu 
ration editor enabling a user to select and configure the net 
work device images for each network device. 

4. The system of claim 1 wherein the interface is a logical 
interface configured to received the metadata for each net 
work device from a software application. 

5. The system of claim 1 wherein the module creates a 
network device image for each network device within and 
attached to the user's operating network environment and 
includes attributes that defines each network device uniquely 
including, but not limited to serial numbers. 
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6. The system of claim 1, further comprising a graphical 
user interface (GUI) communicatively connected to the inter 
face, the GUI being configured as an operating network 
administrator for controlling and monitoring the creation of 
the network device images. 

7. The system of claim 6 wherein the GUI includes an 
image configuration editor configured for writing the network 
device image into a standard XML file, and wherein the 
control module is configured for automatically generating 
unique attributes within each network device image, the 
attributes including serial numbers that are unique and that 
are created by automatic incrementation of a global serial 
number listing, wherein the serial numbers are added to the 
XML file and stored within the memory, and wherein the 
image configuration editor includes the capability for delet 
ing, removing, modifying and querying the network device 
images stored in the memory. 

8. The system of claim 1, further comprising a reconstitu 
tion manager configured for starting an automated process for 
restoring one or more network devices within the simulated 
network environment utilizing at least one of the created 
network device images. 

9. The system of claim 8 wherein the module is configured 
to generate a bot server module within a bot of the simulated 
network environment utilizing at least one of the created 
network device images. 

10. The system of claim 8 wherein the module is config 
ured for monitoring the restoration progress as a function of at 
least one of the following factors: percentage, time and 
attribute and updating the reconstitution manager as to a 
Success or state or attribute of the reconstitution process. 

11. The system of claim 1 wherein network device images 
are selected from the group of network devices consisting of 
web servers, email servers, DNS servers, firewalls, web prox 
ies, file servers, exchange servers, network interfaces, users, 
simulated users, network applications, and user workstations. 

12. The system of claim 1 wherein the module is config 
ured to create an image set utilizing one or more of the created 
network device images, the image set being a group of one or 
more network device images along with corresponding image 
set metadata. 

13. The system of claim 12, further comprising an image 
set editor configured for grouping network device images 
together and assigning each a hierarchy to enable each net 
work device represented by the network device images con 
tained within the image set to be restored appropriately as a 
Set. 

14. The system of claim 13 wherein the image set editor is 
configured to restore the network devices simultaneously. 

15. The system of claim 14 wherein the image set editor is 
configured for creating the image sets in XML format, and 
wherein the control module is configured to generate unique 
image set attributes for each image set that includes unique 
serial numbers for each image set and to include the image set 
attributes within the XML file of the image set, and wherein 
the image set editor includes the capability for deleting, 
removing, modifying and querying the image sets. 

16. The system of claim 12, further comprising a reconsti 
tution manager configured for starting an automated process 
for restoring one or more network devices within the simu 
lated network environment utilizing at least one of the created 
image sets. 
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17. The system of claim 12 wherein the module is config 
ured to generate a bot server module within a bot of the 
simulated network environment utilizing at least one of the 
created image sets. 

18. The system of claim 16 wherein the module is config 
ured for monitoring the restoration process as a function of at 
least one of the following factors: percentage, time and 
attribute, network device image, and network device, and 
updating the reconstitution manager as to a Success or state or 
attribute of the reconstitution process. 

19. A system for automatically restoring any network 
device in a simulated network environment to a predefined 
configuration comprising: 

a module configured for creating one or more network 
device images for one or more network devices within a 
users operating network environment, the created net 
work device images including configuration informa 
tion about the network device so as to define the installed 
and configured network device, the module also config 
ured to create an image set utilizing one or more of the 
created network device images, the image set being a 
group of one or more network device images along with 
corresponding image set metadata; and 

an interface configured for receiving metadata regarding 
the one or more network devices and adding the received 
network device metadata to the associated network 
device image and for receiving metadata regarding the 
one or more image sets and adding the received image 
set metadata to the associated image set. 

20. The system of claim 19, further comprising a reconsti 
tution manager configured for starting an automated process 
for restoring one or more network devices within the simu 
lated network environment utilizing at least one of the created 
image sets. 

21. The system of claim 19, further comprising an image 
set editor configured for grouping network device images 
together and assigning each a hierarchy to enable each net 
work device represented by the network device images con 
tained within the image set to be restored appropriately as a 
Set. 

22. The system of claim 21 wherein the image set editor is 
configure for creating the image sets in XML format, and 
wherein the modules is configured to generate unique image 
set attributes for each image set that includes unique serial 
numbers for each image set and to include the image set 
attributes within the XML file of the image set, and wherein 
the image set editor includes the capability for deleting, 
removing, modifying and querying the image sets. 

23. The system of claim 22 wherein the module is config 
ured to generate a bot server module within a bot of the 
simulated network environment utilizing at least one of the 
created image sets. 

24. The system of claim 22 wherein the module is config 
ured for monitoring the restoration process as a function of at 
least one of the following factors: percentage, time and 
attribute, network device image, and network device, and 
updating the reconstitution manager as to a Success or state or 
attribute of the reconstitution process. 

25. A system for automatically restoring any network 
device in a simulated network environment to a predefined 
configuration comprising: 

a module configured for creating one or more network 
device images for one or more network devices within a 
users operating network environment, the created net 
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work device images including configuration informa 
tion about the network device so as to define the installed 
and configured network device, the module also config 
ured to create an image set utilizing one or more of the 
created network device images, the image set being a 
group of one or more network device images along with 
corresponding image set metadata, the module further 
being configured for monitoring the restoration process 
as a function of predetermined factors; and 

an interface configured for receiving metadata regarding 
the one or more network devices and adding the received 
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network device metadata to the associated network 
device image and for receiving metadata regarding the 
one or more image sets and adding the received image 
set metadata to the associated image set. 

26. The system of claim 25 wherein the predetermined 
factors are selected from the group consisting of percentage, 
time and attribute, network device image, and network 
device, and updating the reconstitution manager as to a Suc 
cess or state or attribute of the reconstitution process. 
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