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QUASI RTP METRICS FOR NON-RTP MEDIA FLOWS

TECHNICAL FIELD

The present disclosure relates generally to the field of networking.

BACKGROUND

A data flow between two endpoints over a packet switched network can experience
packet loss and delays when an on-path intermediary link or device is overloaded or for many
other reasons. Packet loss and delay of real-time media flows need to be monitored for
numerous management reasons such as to identify where on the path the packet loss and the
delays are occurring and to determine whether the packet loss and delays are unacceptable in
magnitude.

The Real-Time Protocol (RTP) was designed to natively support robust flow
monitoring techniques. Accordingly, when an RTP flow passes through a network device the
quality of the RTP flow at that network device can be monitored for outputting RTP metrics
that include loss, jitter and latency information. A management device may then aggregate
the RTP metrics with RTP metrics output by other network devices on the data path. The
aggregated information is then typically used for service monitoring and troubleshooting.

Other protocols besides RTP, such as the Internet Protocol version Four (IPv4), do not
support the flow monitoring features of RTP, which makes monitoring these non-RTP flows
using existing RTP monitoring resources difficult or impossible. The disclosure that follows

solves this and other problems.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example router for monitoring an Internet Protocol (IP) flow and
outputting loss metrics.

FIG. 2 illustrates an example IP version Four (IPv4) header that is analyzed by the
router illustrated in FIG. 1 during the flow monitoring.

FIG. 3 illustrates an example method for using the router illustrated in FIG. 1.

FIG. 4 illustrates another example router for reformatting an [P flow to allow other
on-path network devices to monitor the reformatted flow regardless of source endpoint
behavior.

FIG. 5 illustrates an example method for using the router illustrated in FIG. 4.

FIG. 6 illustrates yet another example router for reformatting an [P flow to allow
other on-path network devices to measure latency for the reformatted flow.

FIG. 7 illustrates an example method for using the router illustrated in FIG. 6.

FIG. 8 illustrates an example method for using a monitoring device illustrated in FIG.
0.

FIG. 9 illustrates an example device that leverages a Real-Time Protocol (RTP)

metrics calculation engine to determine quasi RTP metrics for a non-RTP flow.

DESCRIPTION OF EXAMPLE EMBODIMENTS
Overview
In one embodiment, a router receives a real-time multimedia flow that comprises [P
packets. The router then processes values included in the Identifier fields of the IP packets
using resources similar to those used in the monitoring of RTP flows to identify metrics for the

real-time multimedia flow. The metrics may be transferred to a remote management device for
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aggregation with metrics output by other routers located on the data path for the real-time
multimedia flow.
Description

Several preferred examples of the present application will now be described with
reference to the accompanying drawings. Various other examples of the invention are also
possible and practical. This application may be exemplified in many different forms and
should not be construed as being limited to the examples set forth herein.

The figures listed above illustrate preferred examples of the application and the
operation of such examples. In the figures, the size of the boxes is not intended to represent
the size of the various physical components. Where the same element appears in multiple
figures, the same reference numeral is used to denote the element in all of the figures where it
appears. When two elements operate differently, different reference numerals are used
regardless of whether the two elements are the same class of network device.

Only those parts of the various units are shown and described which are necessary to
convey an understanding of the examples to those skilled in the art. Those parts and elements
not shown are conventional and known in the art.

FIG. 1 illustrates an example router for monitoring an Internet Protocol (IP) flow and
outputting loss metrics.

The system 100 includes one or more on-path network devices, such as router 13, that
monitor a real-time unicast or multicast media flow such as an Internet Protocol TeleVision
(IPTV) flow. The router 13 includes software 14 for measuring loss metrics 15 for the media
flow while forwarding the media flow. The loss metrics 15 are output to a management
device for correlation and aggregation with other loss metrics outputted by other network

devices (not shown) on the data path.
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In the present embodiment, the endpoint 11 is a conventional endpoint that originates

a flow of packets 21 A using the IPv4 protocol. Each of the packets in the flow 21A includes
payload data 24 and header data 23 including both an IP header and a UDP header. The
header data 23 includes addressing information 25 that can be used as a flow classifier X for
the flow 21 A. The addressing information 25 includes source and destination addresses
(from the IP header) and source and destination UDP port numbers (from the UDP header),
which are combinable to constitute the flow classifier X for the flow 21A. Each of the
packets in the flow 21A also includes a sixteen bit identification field 26 located in the IP
header. According to conventional behavior, the endpoint 11 inserts different sixteen-bit
values for use during IP packet fragmentation into the identification field 26 of the packets in
the flow 21A.

A background on fragmentation is helpful before continuing the specific example in
FIG. 1. The IP protocol designates that the identification field 26 includes values for use by
an intermediary device during fragmentation of the packets. For example, when a large IP
packet is transferred by the endpoint 11 an intermediary device may fragment the large [P
packet into a plurality of smaller IP packets. To ensure that a destination endpoint can
reassemble the smaller IP packets into the original large IP packet, the identification fields 26
included in the IP headers of each of the smaller IP packets receive the same value as the
identification field 26 of the larger IP packet and fragment offset fields of the smaller packets
are formatted. This allows a destination endpoint to reassemble the large IP packet by
correlating received packets having a common identification field value.

Continuing the example in FIG. 1, the endpoint 11 may be configured to select
different packet identifiers for inserting into the identification field 26 of each of the packets

in the flow 21A using a variety of different value selection techniques. In the present
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embodiment, the endpoint 11 is a type that inserts monotonically increasing sixteen-bit values
into the identifications fields 26 of the packets of each flow independently. For example, the
first transferred packet receives a value of one (“0000 0000 0000 0001 or “17), the second
transferred packet receives a value of two (“0000 0000 0000 0010” or “2”) and the third
transferred packet receives a value of three (“0000 0000 0000 0011 or “3”). Other value
selection techniques are known to be used by other endpoints, for example, descending value
selection (counting down from a value of two to the sixteenth power) or ascending selection
occurring in any scale such as by tens (10, 20, 30...) or hundreds (100, 200, 300...). An
example embodiment specifically addressing endpoints using these non-monotonically
increasing selection techniques will be discussed in greater detail in FIG. 4.

Referring again to FIG. 1, the media flow 21A is then transferred by the endpoint 11
through the network 12 towards a destination endpoint. While traveling through the network
12, the media flow 21A may experience packet loss such that the media flow 21B received by
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The router 13 preferably determines whether the flow 21B requires fragmentation or
not using any method, for example, by analyzing whether the “Do Not Fragment” bit is set in
the IP header included in the header data 23 to explicitly prohibit fragmentation.
Alternatively the router 62 may make this determination according to received signaling
indicating that flow monitoring may be performed on the flow 21B having flow classifier X
or by accessing a local memory indicating that flow monitoring may be performed on the
flow 21B.

When the router 13 determines that fragmentation is prohibited or otherwise not used
for the flow 21B, the router 13 determines whether the endpoint 11 populated the

identification fields 26 with monotonically increasing values using any method. For
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example, the router 13 may be preconfigured by a user with this information, the router 13
may exchange signaling with the endpoint 11 or another network device to acquire this
information, the router 13 may make this determination by analyzing empirical evidence
gathered from traffic originating from the endpoint 11, the router 13 may access a local or
remote table listing source addresses known to use a monotonically increasing value
selection, etc.

When the router 13 determines that the flow 21B is transmitted from a device that
uses per-flow monotonically increasing value selection, the router 13 leverages this fact to
determine packet loss by analyzing the identification field 26 of each packet identified by
flow classifier X. In other words, the router 13 can monitor values of received packets to
identify missing values, from which the router can infer the loss of one or more packets. For
example, when the router 13 observes that none of the received packets include the value two
(2), the router 13 infers that the second transferred packet has been lost.

Importantly, since the values in the identification field are sixteen-bit values and
increment by one like RTP sequence numbers, the router 13 may use the exact same
algorithms used for calculating RTP metrics. In other words, generally speaking any
hardware or software that receives RTP sequence numbers and outputs RTP metrics is
compatible and can be directly fed the values from the identification fields of the IP packets.
This feature is illustrated in greater detail later with reference to FIG. 9.

Referring still to FIG. 1, information about the packet loss is included in the loss
metrics 15 that are preferably transferred from the router 13 to a remote management device
for correlation and aggregation. For scalability reasons and to minimize the amount of
bandwidth consumed by transferring the loss metrics 15 to the remote management device,

the router 13 may perform any of the techniques for monitoring real-time multimedia streams
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using Real-time Transport Control Protocol (RTCP) tunneling as described in US Patent
Application 11/761,679, which is herein incorporated by reference in its entirety for all
purposes. The remote management device can then compare the loss metrics 15 to other loss
metrics from other on-path network devices to determine what portion of the network 12 is
associated with packet loss. This information may be used by the management device to
reconfigure network devices, to notify an administrative user, or to perform other operations.

Although the router 13 is described as monitoring packet loss for media flows
originating from endpoints using a monotonically increasing value selection it should be
apparent that the router 13 can also be configured to monitor packet loss when other patterns
of value selection are used (although use of other patterns will not necessary allow for
leveraging of existing RTP metric calculation algorithms). For example, the router 13 can
also observe packet loss by using identification fields 26 when an endpoint uses
monotonically decreasing value selection or any other value selection method as long as that
criterion is known to the router 13. Although the packets in the media flow 21A are [P
packets, it should be apparent that the router 13 can output flow metrics for packets sent
using other protocols that define an identification field or other field used for indicating
values used during fragmentation and reassembly.

FIG. 2 illustrates an example IP version Four (IPv4) header that is analyzed by the
router illustrated in FIG. 1 during the flow monitoring.

The IPv4 header 29 includes the sixteen bit identification field 26 conventionally used
for denoting the packet identifiers that are used for indicating an association between packet
fragments during reassembly. The header 29 also includes a version field 31, an IP header
length field 32, a type of service field 33, a total length field 34, a flags field 36, a fragment

offset field 37, a time to live field 38, a protocol field 39, a header checksum field 40, a
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source address field 41 and a destination address field 42. The source address field 41 and
the destination address field 42 include the addresses that are combinable with the UDP port
numbers included in the UDP header to constitute the flow classifier X (FIG. 1). The flags
field 36 includes a one bit field 35 used by an endpoint for indicating “Don’t Fragment”
(DF).

Referring again to FIG. 2, the fragment offset field 37 is conventionally used by a
fragmenting device to insert a byte count from the start of the first fragmented packet sent by
the fragmenting device. This byte count is used by a destination endpoint to reassemble
received fragmented packets in order according to the respective byte counts so that the
original pre-fragmented packet can be restored.

FIG. 3 illustrates an example method for using the router illustrated in FIG. 1.

In block 301, the router 13 receives a flow of packets sent using IP or another
protocol that includes fields to be accessed during fragmentation and to be used for
correlating packet fragments during reassembly. When the protocol is IPv4, the fields are
sixteen bit identification fields.

In block 302, the router 13 determines whether the flow of packets is monitorable
according to a do not fragment bit setting or other means. When the flow does not prohibit
fragmentation, in block 303 A the router 13 forwards the flow of packets without performing
flow monitoring.

When the flow requests no fragmentation, the router 13 identifies how a remote
network device selects values for including into the fields in block 303B. The router 13 may
access an input received during pre-configuration of the router 13 by a user, access an
indication transferred from the remote network device, access a field included in one or more

of the packets, or analyze empirical analysis of the flow or of other flows transferred from the
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remote network device, etc. The router 13 then analyzes the values included in the fields
according to the identified selection method (preferably a monotonically or by one increasing
selection pattern) to identify lost packets in block 304. The router 13 may output loss metrics
for the flow of packets to a user or a remote management device in block 305.

FIG. 4 illustrates another example router for reformatting an IP flow to allow other
on-path network devices to monitor the reformatted flow regardless of source endpoint
behavior.

In the system 101, a network device in close logical proximity to the endpoint 61,
such as a first hop router 62, reformats the values included in the identification field 26 when
the originating endpoint formats the flow 51 A using a method other than monotonically
increasing selection. In this example, the endpoint 61 assigns a value of fifty (50) to the first
transferred packet, a value of one hundred (100) to the second transferred packet and a value
of one hundred and fifty (150) to the third transferred packet.

The router 62 receives the flow 51A and according to software 64 determines whether
the flow 51A requires fragmentation or not before formatting different values into the
fragmentation field 26. For example, real-time multimedia flows such as IPTV media flows
normally do not use fragmentation. The router 62 makes this determination using any
method, for example, by analyzing whether the “Do Not Fragment” bit is set in the IP header
in the header data 23. Alternatively the router 62 may make this determination according to
received signaling indicating that flow monitoring may be performed for this flow 5STA
having flow classifier Y or by accessing a local memory indicating that flow monitoring may
be performed for this flow S1A.

When the flow 51A is a type that may be monitored, the router 62 reformats the

identification field 26 of each packet having the common flow classifier Y to correspond with
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a value from a sixteen-bit counter 63. For example, the value of fifty (50) is replaced with
the value of one (0000 0000 0000 0001” or “1”) from the counter 63. The counter 63 is
incremented and the next counter value of two (“0000 0000 0000 0010” or “2”) is used to
overwrite the identification field 26 of the next packet and so on and so forth. The resulting
flow 51B of reformatted packets includes identification fields 26 containing values that
monotonically increase per packet similar to how sequence numbers in an RTP flow work.
Accordingly, another on-path network device that includes the software 14 (FIG. 1) can
output loss metrics for the reformatted media flow 51B. Replacing non-monotonically
increasing values in the identification fields 26 with monotonically increasing values is
preferred so that existing RTP metric engines can be leveraged as will be explained in greater
detail with reference to FIG. 9.

Although in the present embodiment a network device remote from the endpoint 61 is
used to reformat the identification fields 26, in other embodiments signaling may be used to
control how the endpoint 61 selects values for inserting into identification fields 26. When
the endpoint 61 is controlled using signaling, the router 62 may include the software 14 (FIG.
1) instead of the software 64 and the counter 63.

FIG. 5 illustrates an example method for using the router illustrated in FIG. 4.

In block 501, the router 62 receives a flow of packets sent using IP or another
protocol that includes fields to be accessed during fragmentation and to be used for
correlating packet fragments during reassembly. When the protocol is IPv4, the fields are
sixteen bit identification fields.

In block 502, the router 62 determines whether the flow of packets is monitorable

according to a do not fragment bit setting or other means. When the flow does not prohibit
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fragmentation, in block 503A the router 62 forwards the flow of packets without formatting
the fields.

When the flow requests no fragmentation, in block 503B the router 62 formats the
fields with sequence numbers or other monotonically increasing values before forwarding the
flow of packets. In block 504, the router 62 may send an indication to one or more other
network devices also located on the data path that the fields include the sequence numbers.

FIG. 6 illustrates yet another example router for reformatting an IP flow to allow
other on-path network devices to measure latency for the reformatted flow.

In the system 102, a devicé close to a transmitting endpoint (transmitting endpoint not
shown), such as a first hop router 82, reformats the fragment offset fields 37 with values from
a clock 83. The timestamps or other clock values in the fragment offset fields 37 are used by
other on-path devices such as monitoring router 92 to output metrics 95 that include latency
measurements in addition to, or instead of, the loss information.

For example, the router 82 receives a flow 71 A of packets each having header data 23
including a fragment offset field 37 and information combinable with UDP port numbers to
constitute a flow classifier Z. When the fragment offset field 37 is set to zero indicating that
the packets have not been fragmented and the router 82 is preconfigured with knowledge that
other devices on the data path are compatible with the timestamp reformatting, the router 82
begins reformatting the field 37 with values from the clock 83. Accordingly, the
fragmentation offset field 37 for the first packet in the outputted flow 71B indicates the time
value T1 and the second packet in the flow 71B indicates the time value T2.

Another device on the data path, such as monitoring router 92, receives the flow 72
and observes the timestamp values T1 and T2 included in the fragmentation offset fields 37.

According to the observed timestamp values T1 and T2 and an input (such as signaling from

11
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router 82) that indicates to the monitoring router 92 the format and a time reference for the
timestamp values, the monitoring router 92 identifies latency measurements. The time
reference refers to a type of timestamp used, such as sixty-four (64) bit Network Time
Protocol (NTP) timestamps, and the format refers to which subset of the sixty-four (64) bit is
inserted into the thirteen (13) bit fragment offset ficld. A preferred format uses the thirteen
(13) bit subset starting at bit thirty-one (31) and ending at bit forty-three (43) providing
coverage of two (2) seconds with a resolution of approximately two-hundred and forty-five
(245) microseconds. Other time references and subsets are possible.

These latency measurements can be quasi RTP latency measurements that indicate
how much time it takes for a packet to travel from a device close to the source to other
devices on the data path. This latency information can be output in metrics 95 for
aggregation, which can be used to determine which portion of the network is causing the
largest delay.

In other embodiments, the source device inserts the timestamps rather than an
intermediary device. Also, the system preferably includes a last hop device or some other
device close to the destination endpoint that resets the values in the fragmentation offset
fields 37 to a zero byte count for compatibility reasons. This may occur in conjunction with
measuring latency at the last hop device. Destination endpoints may also include software
for ignoring the fragmentation offset fields when the “do not fragment” flag is set so that
writing zero values into these fields is unnecessary.

FIG. 7 illustrates an example method for using the router illustrated in FIG. 6.

In block 701, the router 82 receives a flow of packets sent using IP or another

protocol that includes fields to be formatted with a byte count during fragmentation and to be
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used during reassembly. When the protocol is IPv4, the fields are the fragmentation offset
fields.

In block 702, the router 82 determines whether the flow of packets is monitorable
according to a do not fragment bit setting or other means. When the flow does not prohibit
fragmentation, in block 703A the router 82 forwards the flow of packets without reformatting
the fields with timestamp values.

When the flow requests no fragmentation, in block 703B the router 82 formats the
fields with timestamp values before forwarding the flow of packets. In block 704, the router
82 may send an indication to one or more other devices located on the data path that the fields
include the time stamps.

In addition to the above-described functionality, it should be apparent that the router
82 may also include the functionality illustrated in FIG. 5. For brevity the functionality
illustrated in FIG. 5 is not repeated in FIG. 7.

FIG. 8 illustrates an example method for using a monitoring device illustrated in FIG.

In block 801, the router 92 receives a flow of packets sent using IP or another
protocol that includes fields to be formatted with a byte count during fragmentation and to be
used during reassembly. When the protocol is IP, the fields are the fragmentation offset
fields.

In block 802, the router 92 receives an indication of whether the fields have been
formatted with timestamp values. The indication may be received during pre-configuration
of the router 92 by a user, the indication may be transferred from a remote network device,
the indication may be included in one or more of the packets, the indication may be based on

empirical analysis of the flow or of other flows transferred from the remote network device,
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etc. The router 92 may also simply check the fields for timestamp values when the packets
request no fragmentation. The router 92 then analyzes the timestamp values included in the
fields to measure latency for the flow of packets in block 803. The router 92 may output
metrics including the latency measurements to a user or a remote management device in
block 804.

In addition to the above-described functionality, it should be apparent that the router
92 may also include the functionality illustrated in FIG. 3. For brevity the functionality
illustrated in FIG. 3 is not repeated in FIG. 8.

FIG. 9 illustrates an example device that leverages a Real-Time Protocol (RTP)
metrics calculation engine to determine quasi RTP metrics for a non-RTP flow.

The device 90 includes software 89 for feeding information extracted from non-RTP
media flows into an RTP metrics calculation engine 99. This leverages the engine 99 that is
capable of calculating RTP metrics for RTP media flows to also calculate quasi RTP flow
metrics for non-RTP media flows.

For example, the inputs 86, 87 and 88 respectively include flow classifier information
extracted from addressing fields of packets in an IP media flow, quasi sequence number
values extracted from identification fields of the IP packets and timestamp values extracted
from fragment offset fields of the IP packets. These inputs 86, 87 and 88 are fed into the
engine 99 in a similar fashion to how information extracted from an RTP media flow is fed
into the engine 99. The engine 99 processes the inputs 86, 87 and 88 similarly to how RTP
information is processed, and outputs quasi RTP metrics including packet loss information 97
and latency information 98. In other embodiments the device 90 receives a subset of the

inputs 86, 87 and 88 and outputs a subset of the outputs 97 and 98.
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The engine 99 may process RTP algorithms such as those disclosed in Request For
Comment (RFC) 3550 and 3611, which are herein incorporated by reference for all purposes
and are publicly available on the Internet Engineering Task Force (IETF) website. The
engine 99 may utilize any other RTP algorithms and RTP resources to output the quasi RTP
metrics for the IP media flow.

The specific examples herein describe routers outputting flow metrics and
reformatting fields. It should be apparent that in other examples any network devices on a
data path may perform the functionality described herein, including but not limited to,
switches, gateways, call management devices, Network Address Translation (NATS),
firewalls and other security devices, etc. The reformatting routers may include functionality
to measure flows, and the measuring routers may include functionality for reformatting flows.
Reformatting routers may reformat fragment offset fields and identification fields, or only
one type.

Several preferred examples have been described above with reference to the
accompanying drawings. Various other examples of the invention are also possible and
practical. The system may be exemplified in many different forms and should not be
construed as being limited to the examples set forth above.

The figures listed above illustrate preferred examples of the application and the
operation of such examples. In the figures, the size of the boxes is not intended to represent
the size of the various physical components. Where the same element appears in multiple
figures, the same reference numeral is used to denote the element in all of the figures where it

appears.
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Only those parts of the various units are shown and described which are necessary to
convey an understanding of the examples to those skilled in the art. Those parts and elements
not shown are conventional and known in the art.

The system described above can use dedicated processor systems, micro controllers,
programmable logic devices, or microprocessors that perform some or all of the operations.
Some of the operations described above may be implemented in software and other
operations may be implemented in hardware.

For the sake of convenience, the operations are described as various interconnected
functional blocks or distinct software modules. This is not necessary, however, and there may
be cases where these functional blocks or modules are equivalently aggregated into a single
logic device, program or operation with unclear boundaries. In any event, the functional blocks
and software modules or features of the flexible interface can be implemented by themselves,
or in combination with other operations in ¢ither hardware or software.

Having described and illustrated the principles of the invention in a preferred
embodiment thereof, it should be apparent that the invention may be modified in arrangement
and detail without departing from such principles. I claim all modifications and variation

coming within the spirit and scope of the following claims.
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CLAIMS

1. A method, comprising:

receiving an input indicating how a remote network device populates fields
designated to be accessed during fragmentation and reassembly;

receiving a flow of packets that are transferred by the remote network device and that
include the populated fields;

analyzing different values included in the fields to identify metrics for the received
flow of packets; and

outputting the metrics for the received flow of packets.

2. The method of claim 1 further comprising:
wherein the different values are each sixteen-bit values; and
processing the sixteen-bit values using one or more Real-Time Protocol (RTP)

metrics algorithms to identify the metrics for the received flow that is a non-RTP flow.

3. The method of claim 1 further comprising:
determining whether the flow of packets requests no fragmentation; and

analyzing the different values when the flow of packets requests no fragmentation.

4, The method of claim 1 further comprising overwriting unique identifiers

included in the ficlds with the different values before forwarding the flow of packets towards

a destination endpoint.
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5. The method of claim 4 wherein the different values comprise sequence
numbers.
6. A system comprising:

means for identifying packet fields for specifying unique identifiers initially
designated for use during correlation and reassembly of fragmented messages;

means for formatting the identified packet fields with different values before
forwarding packets having the packet fields; and

means for analyzing the different values after the packets are forwarded to identify

lost ones of the forwarded packets.

7. The system of claim 6 further comprising:
means for determining whether the packets request no fragmentation; and
means for formatting the identified packet fields with different values only when the

packets request no fragmentation.

8. The system of claim 6 further comprising means for replacing unique
identifiers included in the identified packet fields with the different values at a forwarding
device located remotely with respect to a transmitting source that formats the fields with the

unique identifiers.

9. The system of claim 6 further comprising means for replacing fragmentation

offset values included in the packets with timestamp values at an intermediary device located

on a data path for the packets.

18



WO 2009/009404 PCT/US2008/069120

10. The system of claim 9 further comprising means for replacing the timestamp

values with zero values before the packets are received on a destination endpoint.

1. The system of claim 9 further comprising means for determining latency

information for the packets according to the inserted timestamp values.

12. An apparatus comprising:

one or more processors; and

a memory coupled to the processors comprising instructions executable by the
processors, the processors operable when executing the instructions to:

receive a stream of packets sent using a protocol that supports fragmentation, the
packets including fields designated by the protocol for use during packet fragmentation and
packet reassembly;

identify a pattern used for selecting different values to include into the fields; and

analyze the different values included in the fields according to the identified pattern to

measure packet loss for the stream.

13.  The apparatus of claim 12 wherein the protocol is the Internet Protocol (IP)

and the fields are sixteen-bit identifier fields.

14.  The apparatus of claim 12 wherein the processors are further operable to

analyze the different values included in the fields only when the identified pattern is a

monotonically increasing selection pattern.
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15. The apparatus of claim 12 wherein the processors are further operable to
identify the pattern according to a pre-configuring input specifying that a source endpoint for

the stream of packets uses the identified pattern.

16.  The apparatus of claim 12 wherein the processors are further operable to
identify the pattern during a signaling exchange with a remote forwarding device that is
located on a data path for the stream of packets and that reformats the fields using

monotonically increasing sixteen-bit values.

17.  The apparatus of claim 12 wherein the processors are further operable to
analyze the different values to determine packet loss for the stream only when a do not

fragment bit is set in the packets.

18.  The apparatus of claim 12 wherein the processors are operable to output a
communication that identifies the packet loss for accumulation with loss metrics output by

remote network devices located on a data path for the stream of packets.

19. The apparatus of claim 12 further comprising:
an RTP metrics calculation engine; and
wherein the processors are further operable to feed the different values into the RTP

metrics calculation engine when the protocol is the Internet Protocol (IP).
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20. The apparatus of claim 12 wherein the processors are further operable to
analyze the different values to determine packet loss when a setting included in a local

memory or received signaling requests flow monitoring for the stream.

21. An apparatus comprising:

one or more processors; and

a memory coupled to the processors comprising instructions executable by the
processors, the processors operable when executing the instructions to:

receive a stream of packets sent using a protocol that supports fragmentation, the
packets including fields designated by the protocol for use during packet fragmentation and
packet reassembly; and

format the fields that are designated by the protocol for use during packet
fragmentation and packet reassembly with timestamp values before forwarding the stream of

packets.

22.  The apparatus of claim 21 wherein the processors are further operable to:
determine whether the stream of packets requests no fragmentation; and
format the fields with timestamp values before forwarding the stream of packets only

when the stream of packets requests no fragmentation.

23.  The apparatus of claim 21 wherein the processors are further operable to

forward the stream of packets without formatting the fields when stream of packets does not

request no fragmentation.
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24.  The apparatus of claim 21 wherein the apparatus inserts the timestamp values
in an ordering that allows a remote network device to measure latency for the stream of
packets by reading the fields designated by the protocol for use during packet fragmentation

and packet reassembly.

25.  The apparatus of claim 21 wherein the timestamp values correspond to a

subset of bits from Network Time Protocol (NTP) timestamps.

26.  The apparatus of claim 25 wherein the fields are thirteen bit fields and the

subsets of bits correspond to a range including the thirty-first and forty-third bits of the NTP

timestamps.
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2 301

RECEIVE A FLOW OF PACKETS SENT USING A PROTOCOL
THAT INCLUDES FIELDS TO BE ACCESSED DURING
FRAGMENTATION AND TO BE USED FOR CORRELATING
PACKET FRAGMENTS DURING REASSEMBLY

l 302
DETERMINE WHETHER THE FLOW OF PACKETS IS

MONITORABLE ACCORDING TO A DO NOT FRAGMENT BIT
SETTING INCLUDED IN THE PACKETS

¢ 303A

FORWARD THE FLOW OF PACKETS
WITHOUT PERFORMING FLOW
MONITORING

DO NOT FRAGMENT
BIT SET?

, 3038

IDENTIFY HOW A REMOTE NETWORK DEVICE SELECTS
VALUES FOR INCLUDING INTO THE FIELDS

L / 304

ANALYZE THE VALUES INCLUDED IN THE FIELDS
ACCORDING TO THE IDENTIFIED SELECTION METHOD TO
IDENTIFY LOST PACKETS

i , 305

OUTPUT LOSS METRICS FOR THE FLOW OF PACKETS

FIG. 3
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2 9501

RECEIVE A FLOW OF PACKETS SENT USING A PROTOCOL
THAT INCLUDES FIELDS TO BE ACCESSED DURING
FRAGMENTATION AND TO BE USED FOR CORRELATING
PACKET FRAGMENTS DURING REASSEMBLY

v , 502

DETERMINE WHETHER THE FLOW OF PACKETS IS
MONITORABLE ACCORDING TO A DO NOT FRAGMENT BIT
SETTING INCLUDED IN THE PACKETS

, 503A

FORWARD THE FLOW OF PACKETS

DO NOT FRAGMENT WITHOUT FORMATTING THE FIELDS

BIT SET?

N~

L ¢ 503B

FORMAT THE FIELDS WITH SEQUENCE NUMBERS BEFORE
FORWARDING THE FLOW OF PACKETS

‘ 2 504

SEND AN INDICATION TO ONE OR MORE OTHER NETWORK
DEVICES THAT THE FIELDS INCLUDE SEQUENCE
NUMBERS

FIG. 5
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2 701

RECEIVE A FLOW OF PACKETS SENT USING A PROTOCOL
THAT INCLUDES FIELDS TO BE FORMATTED WITH A BYTE
COUNT DURING FRAGMENTATION AND TO BE USED
DURING REASSEMBLY

l 702

DETERMINE WHETHER THE FLOW OF PACKETS IS
MONITORABLE ACCORDING TO A DO NOT FRAGMENT BIT
SETTING INCLUDED IN THE PACKETS

¢ 7103A

FORWARD THE FLOW OF PACKETS
DO NOT FRAGMENT WITHOUT FORMATTING THE FIELDS
BIT SET? WITH TIMESTAMP VALUES

¢ 03B

FORMAT THE FIELDS WITH TIMESTAMP VALUES BEFORE
FORWARDING THE FLOW OF PACKETS

L , 704

SEND AN INDICATION TO ONE OR MORE NEXT HOP
DEVICES THAT THE FIELDS INCLUDE TIME STAMPS

FIG. 7
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2 801

RECEIVE A FLOW OF PACKETS SENT USING A PROTOCOL
THAT INCLUDES FIELDS TO BE FORMATTED WITH A BYTE
COUNT DURING FRAGMENTATION AND TO BE USED
DURING REASSEMBLY

l , 802

RECEIVE AN INDICATION OF WHETHER THE FIELDS HAVE
BEEN FORMATTED WITH TIMESTAMP VALUES OR CHECK
THE FIELDS FOR TIMESTAMP VALUES WHEN THE
PACKETS INCLUDE A DO NOT FRAGMENT BIT SETTING

l , 803

ANALYZE THE TIMESTAMP VALUES INCLUDED IN THE
FIELDS OF THE FLOW OF PACKETS TO MEASURE
LATENCY FOR THE FLOW OF PACKETS

l / 804
OUTPUT METRICS INCLUDING LATENCY MEASUREMENTS
FOR THE FLOW OF PACKETS

FIG. 8
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