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METHODS AND SYSTEMIS FOR 
PREVENTING UNAUTHORIZED ACCESS TO 

PATIENT INFORMATION 

RELATED APPLICATIONS 

The present application is a continuation-in-part applica 
tion of U.S. application Ser. No. 12/567,011, filed Sep. 25, 
2009, and entitled “Methods and Systems for Preventing 
Unauthorized Access to Patient Information, the contents of 
which are hereby incorporated by reference in their entirety. 

BACKGROUND INFORMATION 

The Health Insurance Portability and Accountability Act 
(“HIPAA) provides federal protections for personal medical 
information held by covered entities and gives patients an 
array of rights with respect to that information. For example, 
HIPAA requires that appropriate administrative, technical 
and physical safeguards must be in place to protect the pri 
vacy of patient information (e.g., medical records, patient 
names, Social security numbers, etc.). For example, a medical 
facility, Such as a doctors office or clinic, must ensure that 
only authorized personnel have access to electronic data rep 
resentative of patient information. 

However, when a medical Software application has access 
to a number of patient files, it will often display a list of patient 
names on a display screen from which an authorized user 
(e.g., a hospital staff member) may select a particular 
patient’s name to access patient information corresponding to 
the patient. However, if the patient happens to be looking at 
the display screen while the authorized user accesses the 
patient information, the patient may see the list of patient 
names. If this happens, HIPAA laws are violated. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings illustrate various embodi 
ments of the principles described herein and are a part of the 
specification. The illustrated embodiments are merely 
examples and do not limit the Scope of the disclosure. 

FIG. 1 illustrates an exemplary privacy management sys 
tem according to principles described herein. 

FIG. 2 illustrates an exemplary implementation of the sys 
tem of FIG. 1 according to principles described herein. 

FIG. 3 illustrates an exemplary computing device accord 
ing to principles described herein. 

FIG. 4 illustrates an exemplary method of preventing unau 
thorized access to patient information according to principles 
described herein. 

FIG. 5 illustrates an exemplary graphical user interface 
(“GUI) that may be displayed according to principles 
described herein. 

FIG. 6 shows the GUI of FIG. 5 prior to a search term being 
entered into a filter row. 

FIG. 7 shows the GUI of FIG. 5 after a user has input a 
search term into a filter row according to principles described 
herein. 

FIG. 8 shows the GUI of FIG. 5 after a user has input 
another search into a filter row according to principles 
described herein. 

FIG. 9 shows the GUI of FIG. 5 in an enhanced privacy 
configuration according to principles described herein. 

FIG. 10 illustrates another exemplary method of prevent 
ing unauthorized access to patient information according to 
principles described herein. 
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2 
FIGS. 11-12 show various GUIs in which graphical depic 

tions of boxes are used to obscure characters included within 
various entries included in a patient list according to prin 
ciples described herein. 

Throughout the drawings, identical reference numbers 
designate similar, but not necessarily identical, elements. 

DETAILED DESCRIPTION 

Methods and systems for preventing unauthorized access 
to patient information are described herein. As described in 
more detail below, a privacy management system may 1) 
present, within a graphical user interface, a patient list that 
initially includes a plurality of entries each comprising a 
plurality of obscured characters representative of patient 
information associated with a distinct patient included within 
a plurality of patients, 2) receive user input representative of 
a search term comprising a sequence of one or more charac 
ters selected to identify a particular patient included within 
the plurality of patients, and 3) dynamically update the patient 
list presented within the graphical user interface in response 
to the user input by unobscuring a sequence of one or more 
obscured characters included in each entry of the patient list 
and that matches the sequence of one or more characters 
included in the search term and removing (e.g., by not dis 
playing) each entry included in the plurality of entries that 
does not include the search term from the patient list pre 
sented within the graphical user interface. In this manner, as 
will be described in more detail below, unauthorized access to 
patient information by a patient or other bystander physically 
present in the vicinity of the display screen on which the 
patient list is displayed may be prevented. 
As used herein, the term “patient information” refers to any 

information associated with a particular patient. For example, 
patient information corresponding to a patient may include, 
but is not limited to, a name of the patient, a gender of the 
patient, a birth date of the patient, one or more medical 
records of the patient, and/or any other medical information 
associated with the patient as may serve a particular applica 
tion. 

FIG. 1 illustrates an exemplary privacy management sys 
tem 100 (or simply “system 100) for preventing unautho 
rized access to patient data accessed or used by medical 
software applications. System 100 may include, but is not 
limited to, a presentation facility 102, a communication facil 
ity 104, a privacy facility 106, and a storage facility 108 
selectively and communicatively coupled one to another. 

Presentation facility 102 may be configured to present 
(e.g., display and/or direct a display device to display) a 
patient list within a graphical user interface (“GUI). As will 
be described in more detail below, the patient list may be 
generated by a medical Software application and may include 
one or more entries that each include patient information 
identifying or otherwise associated with a particular patient. 
A user may select one of the entries displayed within the 
patient list to access additional patient information (e.g., 
medical records) associated with the patient that corresponds 
to the selected entry. 

In some examples, as will be described in more detail 
below, each entry included in the patient list presented within 
the GUI may include a plurality of obscured characters rep 
resentative of the patient information associated with each 
entry. For example, the names of the patients associated with 
the entries may be initially obscured by a plurality of obscur 
ing characters, a graphical depiction of a box, and/or in any 
other suitable manner. In this manner, as will be described in 
more detail below, unauthorized access to patient information 
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by a patientor other bystander physically present in the vicin 
ity of the display screen on which the patient list is displayed 
may be prevented. 
A medical software application may maintain or access 

patient information corresponding to multiple patients. 
Hence, to facilitate access by a user to patient information 
associated with a particular patient, system 100 may include 
a communication facility 104 configured to receive user input 
representative of one or more search terms (also referred to as 
“filter terms). The one or more search terms may be input by 
a user of a medical Software application to narrow the patient 
list until the user can identify and select an entry included 
within the patient list that corresponds to the particular 
patient. As will be described in more detail below, each search 
term input by a user may include a sequence of one or more 
characters. 

Privacy facility 106 may be configured to dynamically 
update the patient list in response to the user input received by 
communication facility 104 to only include one or more 
entries that contain the input search term. As will be described 
in more detail below, privacy facility 106 may be further 
configured to prevent one or more non-search term characters 
contained within each of the entries of the patient list from 
being displayed within the graphical user interface. For ease 
of explanation, the term “non-search term characters' will be 
used herein to refer to characters contained within character 
sequences included within each of the entries of the patient 
list that do not match a search term input by a user of a medical 
Software application. 

In some examples, privacy facility 106 may be configured 
to prevent one or more non-search term characters contained 
within each of the entries of the patient list from being dis 
played within the graphical user interface by masking or 
hiding the non-search term characters with obscuring char 
acters. For example, as will be described in more detail below, 
privacy facility 106 may direct presentation facility 102 to 
present an obscuring character in place of one or more non 
search term characters contained within each of the entries of 
the patient list. As used herein, an "obscuring character may 
include any character (e.g., an asterisk character, a 
whitespace character, or any other character) as may serve a 
particular application. For example, the actual characters 
included in the names of each patient may be obscured by 
obscuring characters. 

Additionally or alternatively, privacy facility 106 may be 
configured to prevent one or more non-search term characters 
contained within each of the entries of the patient list from 
being displayed within the graphical user interface by pre 
venting the entire patient list from being displayed within the 
graphical user interface until the patient list has been nar 
rowed to include only a single entry. In this manner, as will be 
described in more detail below, the systems and methods 
described herein may comply with varying privacy policies. 

In some examples, privacy facility 106 may dynamically 
update the patient list in response to user input representative 
of a search term that includes a sequence of one or more 
characters by unobscuring a sequence of one or more 
obscured characters included in each entry of the patient list 
and that matches the sequence of one or more characters 
included in the search term and removing each entry included 
in the plurality of entries that does not include the search term 
from the patient list. Various manners in which the obscured 
characters may be unobscured will be described in more 
detail below. 

Storage facility 108 may be configured to maintain patient 
information data 110 and user input data 112. Patient infor 
mation data 110 may include data representative of patient 
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4 
information corresponding to one or more patients. User 
input data 112 may include data representative of one or more 
search terms input by a user. 

System 100, including facilities 102-108, may include any 
computer hardware and/or computer-implemented instruc 
tions (e.g., Software), or combinations of computer-imple 
mented instructions and hardware, configured to perform one 
or more of the processes described herein. In particular, sys 
tem 100 may be implemented on one physical computing 
device or may be implemented on more than one physical 
computing device. Accordingly, system 100 may include any 
number of computing devices, and may employ any of a 
number of computer operating systems. Moreover, it will be 
recognized that although facilities 102-108 are shown to be 
separate facilities in FIG. 1, any of those facilities may be 
combined into a single facility as may serve a particular 
application. 

Accordingly, one or more of the processes described herein 
may be implemented at least in part as instructions executable 
by one or more computing devices. In general, a processor 
(e.g., a microprocessor) receives instructions, from a com 
puter-readable medium, (e.g., a memory, etc.), and executes 
those instructions, thereby performing one or more processes, 
including one or more of the processes described herein. Such 
instructions may be stored and/or transmitted using any of a 
variety of known computer-readable media. 
A computer-readable medium (also referred to as a proces 

sor-readable medium) includes any medium that participates 
in providing data (e.g., instructions) that may be read by a 
computer (e.g., by a processor of a computer). Such a medium 
may take many forms, including, but not limited to, non 
volatile media and/or volatile media. Non-volatile media may 
include, for example, optical or magnetic disks and other 
persistent memory. Volatile media may include, for example, 
dynamic random access memory (“DRAM), which typi 
cally constitutes a main memory. Common forms of com 
puter-readable media include, for example, a floppy disk, 
flexible disk, hard disk, magnetic tape, any other magnetic 
medium, a CD-ROM, DVD, any other optical medium, a 
RAM, a PROM, an EPROM, a FLASH-EEPROM, any other 
memory chip or cartridge, or any other medium from which a 
computer can read. 

FIG. 2 illustrates an exemplary implementation 200 of 
system 100 wherein a patient information management Sub 
system 202 (or simply “management subsystem 202') is 
communicatively coupled to a patient information access 
subsystem 204 (or simply “access subsystem 204''). As will 
be described in more detail below, presentation facility 102. 
communication facility 104, privacy facility 106, and/or stor 
age facility 108 may each be implemented on one or both of 
management Subsystem 202 and access Subsystem 204. 

Access Subsystem 204 may be configured to communicate 
with and receive a signal and/or data stream containing data 
representative of patient information and/or any other data 
from management Subsystem 202. Access Subsystem 204 and 
management Subsystem 202 may communicate using any 
Suitable communication technologies, devices, networks, 
network platforms, media, and protocols Supportive of 
remote data communications. 

For example, as shown in FIG. 2, management Subsystem 
202 may be configured to communicate with access Sub 
system 204 over a network 206 (and communications links 
thereto). Network 206 may include one or more networks or 
types of networks capable of carrying communications and/ 
or data signals between management Subsystem 202 and 
access subsystem 204. For example, network 206 may 
include, but is not limited to, a cable network, optical fiber 
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network, hybrid fiber coax network, wireless network (e.g., a 
Wi-Fi and/or mobile telephone network), satellite network, 
wireless broadcast network (e.g., a satellite media broadcast 
ing network or terrestrial broadcasting network), Subscriber 
television network, a provider-specific network, the Internet, 5 
an intranet, a local area network, any other Suitable network, 
and any combination or sub-combination of these networks. 
Management Subsystem 202 and access Subsystem 204 

may communicate over network 206 using any suitable com 
munication technologies, devices, media, and protocols Sup 
portive of remote data communications, including, but not 
limited to, data transmission media, communications 
devices, Transmission Control Protocol (“TCP), Internet 
Protocol ("IP"), File Transfer Protocol (“FTP), Telnet, 
Hypertext Transfer Protocol (“HTTP"), RealTime Protocol 
(“RTP), User Datagram Protocol (“UDP”), Ethernet, and 
any other Suitable communications technologies, devices, 
media, and protocols. 

While FIG. 2 shows management subsystem 202 and 20 
access Subsystem 204 communicatively coupled via network 
206, it will be recognized that management subsystem 202 
and access Subsystem 204 may be configured to communicate 
one with another in any other Suitable manner (e.g., via a 
direct connection). 25 

FIG. 3 illustrates an exemplary computing device 300 that 
may have any combination of management Subsystem 202 
and/or access Subsystem 204 implemented thereon. Comput 
ing device 300 may include one or more of a personal com 
puter, a client device, a server, a mobile device (e.g., a mobile 30 
phone device), a handheld device, a phone device, a personal 
digital assistant device, a television device, and/or any other 
computing device configured to perform one or more of the 
processes and/or operations described herein. 

While an exemplary computing device 300 is shown in 35 
FIG. 3, the components illustrated in FIG.3 are not intended 
to be limiting. Additional or alternative components may be 
used in other embodiments. Components of computing 
device 300 shown in FIG. 3 will now be described in addi 
tional detail. 40 

Communication interface 302 may be configured to com 
municate with one or more computing devices. Examples of 
communication interface 302 include, without limitation, a 
wired network interface (such as a network interface card), a 
wireless network interface (such as a wireless network inter- 45 
face card), a modem, and any other suitable interface. In at 
least one embodiment, communication interface 302 may 
provide a direct connection between management Subsystem 
202 and access subsystem 204 via a direct link to a network, 
such as the Internet. Communication interface 302 may addi- 50 
tionally or alternatively provide Such a connection through, 
for example, a local area network (such as an Ethernet net 
work), a personal area network, a telephone or cable network, 
a cellular telephone connection, a satellite data connection, a 
dedicated URL, or any other suitable connection. Communi- 55 
cation interface 302 may be configured to interface with any 
Suitable communication media, protocols, and formats, 
including any of those mentioned above. 

Processor 304 generally represents any type or form of 
processing unit capable of processing data or interpreting, 60 
executing, and/or directing execution of one or more of the 
instructions, processes, and/or operations described herein. 
Processor 304 may direct execution of operations in accor 
dance with one or more applications 316 or other computer 
executable instructions such as may be stored in Storage 65 
device 306 or another computer-readable medium. As an 
example, processor 304 may be configured to process data 
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representative of a message generated by a Software applica 
tion, including encrypting, decrypting, and/or parsing the 
data. 

Storage device 306 may include one or more data storage 
media, devices, or configurations and may employ any type, 
form, and combination of data storage media and/or device. 
For example, storage device 306 may include, but is not 
limited to, a hard drive, network drive, flash drive, magnetic 
disc, optical disc, RAM, DRAM, other non-volatile and/or 
Volatile data storage units, or a combination or Sub-combina 
tion thereof. Electronic data, including data described herein, 
may be temporarily and/or permanently stored in storage 
device 306. For example, data representative of one or more 
executable applications 316 (which may include, but are not 
limited to, one or more of the software applications described 
herein) configured to direct processor 304 to perform any of 
the operations described herein may be stored within storage 
device 306. In some examples, data may be arranged in one or 
more databases residing within storage device 306. 

I/O module 308 may be configured to receive user input 
and provide user output and may include any hardware, firm 
ware, software, or combination thereof Supportive of input 
and output capabilities. For example, I/O module 308 may 
include hardware and/or software for capturing user input, 
including, but not limited to, a keyboard or keypad, a touch 
screen component (e.g., touch screen display), a receiver 
(e.g., an RF or infrared receiver), and/or one or more input 
buttons. 

I/O module 308 may include one or more devices for 
presenting output to a user, including, but not limited to, a 
graphics engine, a display (e.g., a display Screen, one or more 
output drivers (e.g., display drivers), one or more audio 
speakers, and one or more audio drivers. In certain embodi 
ments, I/O module 308 is configured to provide graphical data 
to a display for presentation to a user. The graphical data may 
be representative of one or more graphical user interfaces 
(“GUIs). GUI views, media content views, and/or any other 
view as may serve a particular application. 

In some examples, any of the facilities described herein 
may be implemented by or within one or more components of 
computing device 300. For example, one or more applications 
316 residing within storage device 306 may be configured to 
direct processor 304 to perform one or more processes or 
functions associated with presentation facility 102, commu 
nication facility 104, and/or privacy facility 106. Likewise, 
storage facility 108 may be implemented by or within storage 
device 306. 
As mentioned, it is often difficult to prevent unauthorized 

access to patient information displayed on a computer Screen 
or other display device. For example, when a cochlear 
implant patient is being fitted by an audiologist, a computer 
screen used by the audiologist to perform the fitting proce 
dure is often visible to the patient. If the audiologist has not 
yet opened a patient file corresponding to the patient, the 
patient may be able to see a list of all of the other patients who 
attend the clinic associated with the audiologist. To this end, 
the methods and systems described herein prevent unautho 
rized access to patient information displayed on a display 
screen that may be accessible to unauthorized users. As will 
be described herein, such prevention of authorized access 
may be facilitated by preventing one or more non-search term 
characters contained within a patient list from being dis 
played within a graphical user interface until the patient list is 
narrowed to only include a single entry. 

FIG. 4 illustrates an exemplary method 400 of preventing 
unauthorized access to patient information. While FIG. 4 
illustrates exemplary steps according to one embodiment, 
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other embodiments may omit, add to, reorder, and/or modify 
any of the steps shown in FIG. 4. One or more of the steps 
shown in FIG. 4 may be performed by system 100, manage 
ment subsystem 202, and/or access subsystem 204. 

In step 402, a patient list is presented within a graphical 
user interface. For example, presentation facility 102, which 
may include or be implemented on a computing device, may 
be configured to display a graphical user interface in which 
patient information corresponding to one or more patients 
may be displayed. To illustrate, FIG. 5 shows an exemplary 
GUI 500 that may be displayed on a display screen connected 
to a personal computer, handheld device, and/or any other 
computing device as may serve a particular application. 
As shown in FIG. 5, GUI 500 may include a patient infor 

mation grid 502 configured to display patient information 
associated with one or more patients of a particular medical 
facility, doctor, or other medical entity. While a patient infor 
mation grid 502 is shown in FIG. 5, it will be recognized that 
other display formats may be used to display patient infor 
mation corresponding to one or more patients. 

Patient information grid 502 may include a plurality of 
columns 504 (e.g., columns 504-1 through 504-5) and a plu 
rality of rows 506 (e.g., rows 506-1 through 506-13). It will be 
recognized that the patient information grid 502 may include 
any number of columns 504 and rows 506 as may serve a 
particular application. In the example of FIG. 5, patient infor 
mation grid 502 includes a selection column 504-1 config 
ured to facilitate selection of one or more entries displayed 
within patient information grid 502, a first name column 
504-2 configured to display a first name of the patients asso 
ciated with the entries displayed within patient information 
grid 502, a last name column 504-3 configured to display a 
last name of the patients associated with the entries displayed 
within patient information grid 502, a gender column 504-4 
configured to display a gender of each of the patients associ 
ated with the entries displayed withinpatient information grid 
502, and a birth date column 504-5 configured to display a 
birth date of each of the patients associated with the entries 
displayed within patient information grid 502. Additional or 
alternative columns may include, but are not limited to, medi 
cal identification number columns, social security number 
columns, and/or any other type of column configured to dis 
play patient information therein. 
As shown in FIG. 5, patient information grid 502 may 

include a header row 506-1, a filter row 506-2, and a plurality 
of patient information rows 506-3. Header row 506-1 may 
include a name of each of the categories displayed within the 
various columns 504. For example, header row 506-1 
includes headers associated with a first name, a last name, a 
gender, and a birth date of the patients associated with the 
entries displayed within patient information grid 502. Filter 
row 506-2 includes one or more input fields 510 (e.g., input 
fields 510-1 through 510-4) into which a user may input one 
or more search terms. Patient information rows 506-3 through 
506-13 may be configured to display a patient list 508 that 
includes one or more entries each corresponding to a distinct 
patient. 

Returning to FIG.4, in step 404, user input representative 
of a search term comprising one or more characters selected 
to identify a particular patient included within a plurality of 
patients is received. In some examples, communication facil 
ity 104 may be configured to receive the user input from a 
user. For example, medical personnel or other authorized 
users may enter one or more search terms into filter row 506-2 
to narrow or filter patient list 508 until a desired number of 
entries are included within patient list 508. It will be recog 
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8 
nized that filter row 506-2 is merely illustrative of the many 
different means for receiving a user input search term. 
As mentioned, the one or more search terms may be input 

into one or more of the input fields 510 included within filter 
row 506-2. For example, if a user desires to access patient 
information corresponding to a patient with the last name of 
“Brown,” the user may input a search term that includes one 
or more characters included “Brown' into last name field 
510-2. As will be described in more detail below, patient list 
508 may be dynamically updated to only include entries 
containing the user input search term. 

In step 406, the patient list is dynamically updated in 
response to the received user input to only include a plurality 
of entries that contain the search term received in step 404. 
For example, privacy facility 106 may be configured to 
dynamically update patient list 508 displayed in FIG. 5 as 
each character within a search term is input into one of the 
input fields 510 of filter row 506-2. 

In step 408, one or more non-search term characters con 
tained within each of the entries of the patient list are pre 
vented from being displayed within the graphical user inter 
face. In this manner, as will be described in more detail below, 
unauthorized access to patient information by a patient or 
other bystander physically present in the vicinity of the dis 
play screen on which the patient list is displayed may be 
prevented. 

In some examples, privacy facility 106 may be configured 
to prevent one or more non-search term characters contained 
within each of the entries of the patient list from being dis 
played within the graphical user interface by displaying an 
obscuring character in place of one or more non-search term 
characters contained within each of the entries. For example, 
FIG. 6 shows GUI 500 prior to a search term being entered 
into filter row 506-2. To prevent patient information from 
being viewed or otherwise accessed by an unauthorized user, 
an obscuring character (e.g. obscuring character 602) may be 
displayed in place of each of the characters included within 
the first and last names of the patients. While only the first and 
last names are hidden in this manner in FIG. 6, it will be 
recognized that any other patient information associated with 
each of the patients may be hidden in a similar manner. For 
example, the gender and birth date of each of the patients 
associated with the entries displayed within patient informa 
tion grid 502 may be hidden using obscuring characters or in 
any other manner as may serve a particular application. 
The obscuring characters shown in FIG. 6 are asterisk 

characters for illustrative purposes only. It will be recognized 
that other types of obscuring characters may alternatively be 
used to mask or hide the actual characters included in each of 
the entries. For example, a whitespace character may be used 
to mask or hide the actual characters included in each of the 
entries. In this example, each cell included in the first and last 
name columns would appear to be blank. 
As a user inputs a search term into one of input fields 510 

of filter row 506-2, patient list 508 may be dynamically 
updated in real-time to include only those entries that contain 
the search term. For example, FIG. 7 shows GUI 500 after a 
user has input a search term of “Br” into the last name field 
510-2 offilter row 506-2. As shown in FIG.7, patient list 508 
has been dynamically updated or narrowed to include only 
those entries corresponding to patients that have last names 
that start with “Br”. 
As shown in FIG. 7, after the search term “Br” has been 

entered into the last name field 510-2, the matching characters 
of the last names displayed in each entry of patient list 508 
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may be displayed. In this manner, a user may see that the 
entries contained within updated patient list 508 contain the 
search term. 
At this point, a user may select one of the entries within the 

patient list 508 to access additional patient information cor 
responding to a patient associated with the selected entry. 
Alternatively, the user may input one or more additional 
search terms to further narrow patient list 508. For example, 
FIG. 8 shows GUI 500 after a user has input the search term 
“M” into the first name field 510-1 of filter row 506-2. As 
shown in FIG. 8, patient list508 has been narrowed to include 
a single entry that includes both the search term “Br” in the 
last name field and the search term “M” in the first name field. 
Because patient list 508 only includes a single entry that 
corresponds to a desired patient, the characters included 
within the entry do not have to be hidden anymore. Hence, as 
shown in FIG. 8, the obscuring characters previously dis 
played have been replaced by the actual characters included 
within the single entry. In some examples, once the single 
entry is displayed within patient information grid 502, a user 
may select the entry in order to access additional patient 
information corresponding to the patient associated with the 
entry. 

In some alternative embodiments, privacy facility 106 may 
be configured to prevent one or more non-search term char 
acters contained within each of the entries of the patient list 
from being displayed within the graphical user interface by 
preventing the entire patient list from being displayed within 
the graphical user interface until the patient list has been 
narrowed to include only a single entry. In this manner, pri 
vacy facility 106 may facilitate compliance with relatively 
more strict privacy policies. 

To illustrate, FIG.9 shows GUI 500 in an enhanced privacy 
configuration wherein a patient list is prevented from being 
displayed within GUI 500 until the patient list is narrowed to 
only include a single entry. As shown in FIG.9, a textbox 902 
may be displayed within GUI 500 that explains to the user that 
the medical Software application is operating in the enhanced 
privacy configuration and that the patient list must be nar 
rowed to a single result before displaying patient information. 
Textbox 902 may further include information corresponding 
to the number of matches found for the search terms entered 
into filter row 506-2. For example, FIG. 9 shows that the 
search term “Brown' has been entered into the last name field 
510-2 offilter row 506-2. Textbox 902 indicates that 3 entries 
within a patient list contain a last name of “Brown' and that 
the patient list must be narrowed to include a single entry 
before patient information is displayed within GUI 500. In the 
example of FIG.9, the patient list may be narrowed by input 
ting an additional search term of “M” into the first name field 
510-1. Once the patient list has been narrowed, GUI 500 may 
display the single entry in a similar manner to that shown in 
FIG 8. 

FIG. 10 illustrates another exemplary method 1000 of pre 
venting unauthorized access to patient information. While 
FIG. 10 illustrates exemplary steps according to one embodi 
ment, other embodiments may omit, add to, reorder, and/or 
modify any of the steps shown in FIG. 10. One or more of the 
steps shown in FIG. 10 may be performed by system 100, 
management Subsystem 202 and/or access Subsystem 204. 

In step 1002, a privacy management system presents, 
within a GUI, a patient list that initially includes a plurality of 
entries each comprising a plurality of obscured characters 
representative of patient information associated with a dis 
tinct patient included within a plurality of patients. Step 1002 
may be performed in any of the ways described herein. 
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10 
In step 1004, the privacy management system receives user 

input representative of a search term comprising a sequence 
of one or more characters selected to identify a particular 
patient included within the plurality of patients. Step 1004 
may be performed in any of the ways described herein. 

In step 1006, the privacy management system dynamically 
updates the patient list presented within the GUI in response 
to the user input. This may be performed by 1) unobscuring a 
sequence of one or more obscured characters included in each 
entry of the patient list and that matches the sequence of one 
or more characters included in the search term and 2) remov 
ing each entry included in the plurality of entries that does not 
include the search term from the patient list presented within 
the GUI. 

For example, the obscured characters included in the plu 
rality of entries may be obscured by presenting an obscuring 
character in place of each actual character included in the 
plurality of entries. In this case, the privacy management 
system may unobscure the sequence of one or more obscured 
characters by graphically replacing the one or more obscured 
characters with the sequence of one or more characters 
included in the search term, as described above. 

Alternatively, the obscured characters included in the plu 
rality of entries may be obscured by presenting, within the 
GUI, a graphical depiction of one or more boxes that hide the 
obscured characters. To illustrate, FIG. 11 shows GUI 500 
prior to a search term being entered into filter row 506-2. To 
prevent patient information from being viewed or otherwise 
accessed by an unauthorized user, a graphical depiction of a 
box (e.g., box 1102) may be presented in a manner that covers 
or hides the characters included in the first and last names of 
each of the patients included inpatient list508. As shown, the 
size of each box may be proportional to the number of char 
acters included in each name. In this manner, the relative 
length of each name may be graphically portrayed. 
As a user inputs a search term into one of input fields 510 

of filter row 506-2, patient list 508 shown in FIG. 11 may be 
dynamically updated in real-time to include only those entries 
that contain the search term. For example, a size of one or 
more of the boxes shown in FIG. 11 may be reduced to expose 
the actual characters included in the search term included in 
each of the entries that contain the search term. 
To illustrate, for example, FIG. 12 shows GUI 500 after a 

user has input a search term of “Br” into the last name field 
510-2 offilterrow 506-2. As shown in FIG. 12, patient list508 
has been dynamically updated or narrowed to include only 
those entries corresponding to patients that have last names 
that start with “Br”. 
As shown in FIG. 12, after the search term “Br” has been 

entered into the last name field 510-2, the matching characters 
of the last names displayed in each entry of patient list 508 
may be displayed by reducing a size of the boxes (e.g., box 
1202) that obscure the characters included in the entries 
included in patient list508. In this manner, a user may see that 
the entries contained within updated patient list 508 contain 
the search term. 

In the preceding description, various exemplary embodi 
ments have been described with reference to the accompany 
ing drawings. It will, however, be evident that various modi 
fications and changes may be made thereto, and additional 
embodiments may be implemented, without departing from 
the scope of the invention as set forth in the claims that follow. 
For example, certain features of one embodiment described 
herein may be combined with or substituted for features of 
another embodiment described herein. The description and 
drawings are accordingly to be regarded in an illustrative 
rather than a restrictive sense. 
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What is claimed is: 
1. A method comprising: 
presenting, by a privacy management system within a 

graphical user interface, a patient list that initially 
includes a plurality of entries each comprising a plural- 5 
ity of obscured characters representative of patient infor 
mation associated with a distinct patient included within 
a plurality of patients, wherein the obscured characters 
included in the plurality of entries are obscured by pre 
senting an obscuring character in place of each actual 
character included in the plurality of entries: 

receiving, by the privacy management system, user input 
representative of a search term comprising a sequence of 
one or more characters selected to identify a particular 
patient included within the plurality of patients; and 

dynamically updating, by the privacy management system, 
the patient list presented within the graphical user inter 
face in response to the user input by unobscuring a 
sequence of one or more obscured characters included in 
each entry of the patient list and that matches the 
sequence of one or more characters included in the 
search term, wherein the unobscuring of the sequence of 
one or more obscured characters comprises graphically 
replacing the one or more obscured characters with the 
sequence of one or more characters included in the 
search term, and 

removing each entry included in the plurality of entries that 
does not include the search term from the patient list 
presented within the graphical user interface. 

2. The method of claim 1, further comprising: 
receiving, by the privacy management system, additional 

user input representative of an additional search term 
comprising a sequence of one or more characters; 

determining, by the privacy management system, that only 
a single entry included in the plurality of entries contains 
the search term sequentially followed by the additional 
search term; and 

dynamically updating, by the privacy management system, 
the updated patient list presented within the graphical 
user interface in response to the additional user input by 
unobscuring all of the obscured characters included in 

the single entry, and 
removing all of the entries included in the plurality of 

entries other than the single entry from the updated 
patient list presented within the graphical user inter 
face. 

3. The method of claim 2, further comprising presenting, 
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by the privacy management system within the graphical user 
interface, additional patient information associated with the 
particular patient in response to a user selection of the single 
entry. 

50 

4. The method of claim 1, further comprising: 
presenting, by the privacy management system, a patient 

information grid within the graphical user interface, the 
patient information grid comprising a plurality of col 
umns and rows; 

wherein the presenting of the patient list comprises pre 
senting each entry included in the plurality of entries 
within a distinct row of the patient information grid. 

5. The method of claim 4, wherein one of the rows within 

55 

60 

the patient information grid comprises a filter row with one or 
more input fields, and wherein the receiving of the user input 
comprises receiving data input into at least one of the one or 
more input fields. 

6. The method of claim 1, wherein the patient information 65 
comprises at least a first and a last name of each of the 
plurality of patients. 

12 
7. The method of claim 1, wherein the obscuring character 

comprises at least one of an asterisk character and a 
whitespace character. 

8. The method of claim 1, wherein the obscured characters 
included in the plurality of entries are obscured by presenting, 
within the graphical user interface, a graphical depiction of 
one or more boxes that hide the obscured characters. 

9. The method of claim 8, wherein, for a particular entry, 
the unobscuring comprises reducing a size of the graphical 
depiction of the one or more boxes to expose the sequence of 
one or more characters included in the particular entry. 

10. The method of claim 1, embodied as computer-execut 
able instructions stored on at least one non-transitory com 
puter-readable medium. 

11. A method comprising: 
presenting a patient list within a graphical user interface; 
receiving user input representative of a search term com 

prising one or more characters selected to identify a 
particular patient included within a plurality of patients; 

dynamically updating the patient list in response to the 
received user input to only include a plurality of entries 
that contain the search term, each of the entries compris 
ing patient information associated with a distinct one of 
the patients; 

preventing one or more non-search term characters con 
tained within each of the plurality of entries included in 
the updated patient list from being displayed within the 
graphical user interface by displaying one or more 
obscuring characters in place of the one or more non 
search term characters contained within each of the 
entries included in the updated patient list; and 

displaying the entries included in the updated patient list 
within the graphical user interface. 

12. The method of claim 11, wherein the obscuring char 
acter comprises at least one of an asterisk character and a 
whitespace character. 

13. The method of claim 11, embodied as computer-ex 
ecutable instructions stored on at least one non-transitory 
computer-readable medium. 

14. A system comprising: 
at least one computing device that comprises: 

a processor, 
a presentation facility configured to present, within a 

graphical user interface, a patient list that initially 
includes a plurality of entries each comprising a plu 
rality of obscured characters representative of patient 
information associated with a distinct patient 
included within a plurality of patients, wherein the 
obscured characters included in the plurality of 
entries are obscured by presenting an obscuring char 
acter in place of each actual character included in the 
plurality of entries: 

a communication facility selectively and communica 
tively coupled to the presentation facility and config 
ured to receive user input representative of a search 
term comprising a sequence of one or more characters 
selected to identify a particular patient included 
within the plurality of patients; and 

a privacy facility selectively and communicatively 
coupled to the display facility and to the communica 
tion facility and configured to unobscure a sequence 
of one or more obscured characters included in each 
entry of the patient list and that matches the sequence 
of one or more characters included in the search term, 
wherein the privacy facility is configured to unob 
scured the sequence of one or more obscured charac 
ters by graphically replacing the one or more 
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obscured characters with the sequence of one or more 
characters included in the search term, and 

remove each entry included in the plurality of entries 
that does not include the search term from the patient 
list presented within the graphical user interface. 5 

15. The system of claim 14, wherein the obscured charac 
ters included in the plurality of entries are obscured by the 
privacy facility presenting, within the graphical user inter 
face, a graphical depiction of one or more boxes that hide the 
obscured characters. 10 

16. The system of claim 15, wherein, for a particular entry, 
the privacy facility is configured to unobscure the sequence of 
the one or more obscured characters by reducing a size of the 
graphical depiction of the one or more boxes to expose the 
sequence of one or more characters included in the particular 15 
entry. 

14 


