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COMMUNICATION DEVICE, METHOD AND COMPUTER PROGRAM
PRODUCT FOR COMMUNICATION NETWORK

TECHNICAL FIELD

In general, the invention relates to communication networks. More specifically, the
invention relates to a communication device and edge server in a communication network,

in particular a 5G cellular communication network.

BACKGROUND

Edge computing is a method of optimizing network computing systems by taking the
computing resources, applications, data, and services often provided by edge servers
away from central network nodes, i.e. cloud computing in the Internet, to the edge of the
network of the operator. In this architecture, data often comes in from the physical world
via various sensors, and actions are taken to change physical state via various forms of
output and actuators. By performing analytics and knowledge generation at the edge,
communications bandwidth between systems under control and the core network can be
reduced. Thus, edge computing takes advantage of proximity to the physical items of

interest also exploiting relationships those items may have to each other.

The close proximity of an edge server to the communication end nodes, such as user
equipment, mobile terminals and 10T devices, allows reducing the latency of the roundtrip
time (RTT) between the communication end nodes and an edge server. In a wireless
communication network, for instance, the closer an edge server is located to an access
point of the radio access network, such as a multi service access node (MSAN), the
smaller the latency between the communication end nodes and the edge server. Having a
small latency is generally desirable, because this allows using the usually more powerful
computing resources of an edge server, while still providing "real-time" or "almost real-
time" functionalities for the less computationally powerful communication end nodes
(hereinafter reference will be made to "real-time" functionalities with the understanding

that these include "almost real-time" functionalities as well).

It is foreseeable that future wireless communication networks, such as 5G networks, will
achieve even smaller latencies in their radio access networks and, thus, smaller end-to-
end latencies than current wireless communication networks. However, data provided by

the communication end nodes, such as sensor data, still will have to be transferred to an
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edge server for harnessing the more powerful computational resources of the edge server
for processing the data provided by the communication end nodes. For many application
scenarios, such as autonomous driving or advanced driver assistance systems, quite
large amounts of data, such as data provided by camera, radar and lidar devices, will

have to be transferred to an edge server.

However, both wired and wireless communication networks are due to their primary
conventional use case, namely communication between communication end nodes,
generally designed asymmetrically in that the available down link data rate is usually
much larger than the available uplink data rate. As will be appreciated, this inherent
asymmetry is disadvantageous for the application scenarios described above, which
require a large uplink data rate for applying the large amounts of data collected by the
communication end nodes to the edge server. This will be even more of an issue for
application scenarios where the communication end nodes provide streams of data, such
as video data provided by surveillance cameras, and/or which involve large numbers of
communication end nodes. Under these circumstances all of the available uplink data rate
might be necessary for transferring the data from the communication end nodes to the

edge server, which might negatively affect other network services.
Thus, there is a need for improved devices, methods and systems allowing running real-
time applications on communication end nodes, while harnessing the computational

power provided by edge computing, i.e. edge servers.

SUMMARY OF THE INVENTION

It is an object of the invention to provide improved devices, methods and systems allowing
running real-time applications on communication end nodes, while harnessing the

computational power provided by edge servers.

The foregoing and other objects are achieved by the subject matter of the independent
claims. Further implementation forms are apparent from the dependent claims, the

description and the figures.

According to a first aspect the invention relates to a communication device, such as a
mobile terminal, a user equipment and the like, for communication in a communication

network providing edge computing services, i.e. having at least one edge server. The
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communication device comprises: a sensor configured to provide sensor data; a
processor configured to execute a real-time application, wherein the real-time application
is configured to process the sensor data and to provide a result on the basis of processing
the sensor data, wherein the processor is further configured to determine a confidence
value of the result; and a communication interface configured to send, in case the
confidence value of the result provided by the real-time application is smaller than a
threshold value, the sensor data to the edge server and to receive from the edge server a
further result based on processing the sensor data by the edge server. Thus, an improved
communication device is provided allowing running real-time applications on the
communication device, while harnessing the computational power provided by edge

servers.

In a further possible embodiment of the communication device according to the first
aspect, the processor is further configured to continue to execute the real-time application
on the basis of the further result received from the edge server, in case the confidence
value of the result provided by the real-time application is smaller than the threshold

value.

In a further possible embodiment of the communication device according to the first
aspect, the processor is further configured to continue to execute the real-time application
on the basis of the result provided by the real-time application, in case the confidence
value of the result provided by the real-time application is equal to or larger than the

threshold value.

In a further possible embodiment of the communication device according to the first
aspect, the processor is configured to implement a neural network, wherein the neural
network is configured to determine the confidence value of the result provided by the real-

time application.

In a further possible embodiment of the communication device according to the first
aspect, the processor is further configured to classify the result provided by the real-time
application as anomalous or non-anomalous and wherein the communication interface is
configured to send, in case the result is classified as anomalous, the sensor data to the
edge server and to receive from the edge server the result based on processing the

sensor data by the edge server.
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In a further possible embodiment of the communication device according to the first
aspect, the communication interface is configured to receive external data from one or
more neighboring communication devices, wherein the processor is configured to classify
the result provided by the real-time application as anomalous or non-anomalous using the

external data.

In a further possible embodiment of the communication device according to the first
aspect, the external data comprises one or more results provided by a respective real-
time application of the one or more neighboring communication devices, wherein the
processor is configured to classify the result provided by the real-time application as
anomalous or non-anomalous on the basis of a comparison between the result provided
by the real-time application and the one or more results provided by the respective real-

time application of the one or more neighboring communication devices.

In a further possible embodiment of the communication device according to the first
aspect, the processor is further configured to classify the result provided by the real-time
application as anomalous or non-anomalous using internal data stored and/or generated
by the communication device, wherein the internal data comprises data provided by a
further sensor device of the communication device, one or more previous results provided
by the real-time application, position data of the communication device, and/or map data

of the communication device.

In a further possible embodiment of the communication device according to the first
aspect, the sensor is configured to provide a sensor data stream, wherein the sensor data

comprise a temporal portion of the sensor data stream.

According to a second aspect the invention relates to a communication system
comprising: an edge server comprising a processor and a communication interface; and a
communication device according to the first aspect of the invention. The communication
interface of the edge server is configured to receive, in case the confidence value of the
result provided by the real-time application is smaller than the threshold value, the sensor
data from the communication device, wherein the processor of the edge server is
configured to process the sensor data and to provide a further result on the basis of
processing the sensor data, and wherein the communication interface is further configured

to send the further result to the communication device.
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According to a third aspect the invention relates to a corresponding method of operating a
communication device, such as a mobile terminal, a user equipment and the like, in a
communication network providing edge computing services, i.e. having at least one edge
server. The method comprises the steps of: providing sensor data by a sensor of the
communication device; executing a real-time application by a processor of the
communication device, wherein the real-time application is configured to process the
sensor data and to provide a result on the basis of processing the sensor data;
determining a confidence value of the result by the processor of the communication
device; sending, in case the confidence value of the result provided by the real-time
application is smaller than a threshold value, the sensor data to the edge server; and
receiving from the edge server a further result based on processing the sensor data by the

edge server.

In a further possible embodiment of the method according to the third aspect, the method
comprises the further step of continuing to execute the real-time application on the basis
of the further result received from the edge server, in case the confidence value of the

result provided by the real-time application is smaller than the threshold value.

In a further possible embodiment of the method according to the third aspect, the method
comprises the further step of continuing to execute the real-time application on the basis
of the result provided by the real-time application, in case the confidence value of the

result provided by the real-time application is equal to or larger than the threshold value.

In a further possible embodiment of the method according to the third aspect, the method
further comprises implementing a neural network by the processor of the communication
device, wherein the step of determining the confidence value of the result by the
processor of the communication device comprises determining the confidence value of the

result provided by the real-time application by the neural network.

According to a fourth aspect the invention relates to a computer program product
comprising program code for performing the method according to the third aspect of the

invention, when executed on a computer or a processor.

Embodiments of the invention are applicable for communication devices that use wireless
communication technologie, such as Global System for Mobile communications (GSM,
2G), GSM EDGE radio access Network (GERAN), General Packet Radio Service
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(GRPS), Universal Mobile Telecommunication System (UMTS, 3G) based on basic

wideband-code division multiple access (W-CDMA), high-speed packet access (HSPA),

Long Term Evolution (LTE), LTE-Advanced, and/or 5G system.

In embodiments of the present invention communication devices may be capable of
communicating content, data, information and/or signals via a wireless medium or
channel. In some embodiments, the wireless medium may include, for example, a radio
channel, a cellular channel, an RF channel, a WiFi channel, an IR channel, a Bluetooth
(BT) channel, a Global Navigation Satellite System (GNSS) channel, and the like.

In embodiments of the present invention communication devices may include one or more
radio modules (or short radios) including circuitry and/or logic to perform wireless
communication between the communication devices. In embodiments of the present
invention the radio modules may include one or more wireless receivers (Rx) including
circuitry and/or logic to receive wireless communication signals, RF signals, frames,
blocks, transmission streams, packets, messages, data items, and/or data. In
embodiments of the present invention the radio modules may include one or more
wireless transmitters (Tx) including circuitry and/or logic to transmit wireless
communication signals, RF signals, frames, blocks, transmission streams, packets,
messages, data items, and/or data. In embodiments of the present invention, the radio
modules may include Radio Frequency (RF) elements, baseband elements, modulation
elements, demodulation elements, amplifiers, analog to digital and/or digital to analog

converters, filters and the like, which can be implemented in hardware and/or software.

In embodiments of the present invention the radio modules may be configured to
communicate according to an OFDM scheme and/or an FDMA scheme in an uplink
direction and/or a downlink direction. In other embodiments, the radios of the
communication devices may be configured to communicate according to any other
additional or alternative modulation scheme. In embodiments of the present invention, the
radios may include, or may be associated with, one or more antennas. In one example, a
communication device may include a single antenna. In another example, a
communication device may include two or more antennas. Such antennas may include
any type of antennas suitable for transmitting and/or receiving wireless communication
signals, blocks, frames, transmission streams, packets, messages and/or data. The
antennas may include, for example, antennas suitable for directional communication, e.g.,

using beamforming techniques. For example, the antennas may include a phased array
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antenna, a multiple element antenna, a set of switched beam antennas, and/or the like. In
some embodiments, the antennas may implement transmit and receive functionalities
using separate transmit and receive antenna elements. In some embodiments, the
antennas may implement transmit and receive functionalities using common and/or

integrated transmit/receive elements.

In embodiments of the present invention the processor of the communication device may
be configured to perform and/or to trigger, cause, instruct and/or control the
communication device to perform, one or more communications, to generate and/or
communicate one or more messages and/or transmissions, and/or to perform one or more
functionalities, operations and/or procedures. In embodiments of the present invention the
processor may include circuitry and/or logic, Media-Access Control (MAC) circuitry and/or
logic, Physical Layer (PHY) circuitry and/or logic, and/or any other circuitry and/or logic,

configured to perform the functionality of the processor.

In embodiments of the present invention, at least part of the functionality of the processor
may be implemented by an integrated circuit, for example, a chip, e.g., a System on Chip
(SoC). In one example, the chip or SoC may be configured to perform one or more

functionalities of the radio as well. For example, the chip or SoC may include one or more
elements of the processor and/or one or more elements of the radio. In one example, the

processor and the radio may be implemented as part of the chip or SoC.

Embodiments of the invention can be implemented in hardware and/or software.

BRIEF DESCRIPTION OF THE DRAWINGS

Further embodiments of the invention will be described with respect to the following

figures, wherein:

Fig. 1 shows a schematic block diagram illustrating a wireless communication network
comprising a communication system with a communication device and an edge server

according to an embodiment; and

Fig. 2 shows a flow diagram illustrating steps of a method for operating a communication

device according to an embodiment.
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In the various figures, identical reference signs will be used for identical or at least

functionally equivalent features.

DETAILED DESCRIPTION OF EMBODIMENTS

In the following detailed description, reference is made to the accompanying drawings,
which form part of the disclosure, and in which are shown, by way of illustration, specific
aspects in which the present invention may be placed. It is understood that other aspects
may be utilized and structural or logical changes may be made without departing from the
scope of the present invention. The following detailed description, therefore, is not to be
taken in a limiting sense, as the scope of the present invention is defined by the appended

claims.

For instance, it is understood that a disclosure in connection with a described method may
also hold true for a corresponding device or system configured to perform the method and
vice versa. For example, if a specific method step is described, a corresponding device
may include a unit to perform the described method step, even if such unit is not explicitly
described or illustrated in the figures. Further, it is understood that the features of the
various exemplary aspects described herein may be combined with each other, unless

specifically noted otherwise.

Figure 1 shows a schematic diagram of a wireless or cellular communication network 100.
The cellular communication network 100 can be, for instance, a 3G, 4G or 5G cellular
communication network 100. The cellular communication network 100 can comprises a
radio access network, a core network and a plurality of communication devices 120, 130,
i.e. communication end nodes. In the exemplary embodiment shown in figure 1, the
plurality of communication devices 120, 130 are smart vehicles, in particular the
communication modules thereof. As will be appreciated, however, the communication
devices 120, 130 could be implemented as other types of communication devices as well,
such as mobile terminals, user equipments or any other type of mobile or stationary
communication devices configured for communication in the cellular communication
network 100.

For the sake of clarity figure 1 shows only a single exemplary base station 135, which
constitutes part of the radio access network of the cellular communication network 100. In

other embodiments the radio access network of the cellular communication network 100
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comprises a plurality of base stations similar to the exemplary base station 135 shown in

figure 1.

The core network of the communication network 100 comprises entities or functions for
operating the communication network 100. In the exemplary embodiment shown in figure
1 the core network of the communication network 100 comprises, for instance, an
authentication entity 150 configured to perform an authentication procedure with each of
the communication devices 120, 130 before granting full access to the communication
network 100.

The communication network 100 provides edge computing resources. For the sake of
clarity figure 1 shows only a single exemplary edge server 140 providing such edge
computing resources. In other embodiments the cellular communication network 100
comprises a plurality of edge servers similar to the exemplary edge server 140 shown in
figure 1 for providing edge computing resources. The edge server 140 is located in close
proximity to the base station 135 for providing, in particular, a small latency of the
roundtrip time (RTT) between the edge server 140 and the plurality of communication
devices 120, 130.

As can be taken from the more detailed view shown in figure 1, the communication device
120 comprises at last one sensor 121 configured to collect and provide sensor data. In an
embodiment, the sensor 121 could be an image camera, a video camera, a radar device,
a lidar device, a position sensor, an orientation sensor or the like. In an embodiment, the

sensor 121 is configured to provide a continuous sensor data stream.

Moreover, the communication device 120 comprises a processor 123 configured to
execute a real-time application. In an embodiment, the real-time (RT) application executed
by the processor 123 could be, for instance, an autonomous driving application or an
ADAS (advanced driver assistance system) RT application. The real-time application is
configured to process the sensor data collected by the sensor 121 and to provide a result
on the basis of processing the sensor data. For instance, the sensor data collected by the
sensor 121 can comprise one or more images of a traffic sign defining a speed limit and
the result provided by the processor 123 of the communication device 120 can be the
value of the speed limit defined by the traffic sign. In this case the real-time application

can comprise one or more image processing schemes and/or object recognition schemes.
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The processor 123 of the communication device 120 is further configured to determine a
confidence value of the result. By way of example, in the exemplary embodiment
described above the processor 123 of the communication device 120 can determine a
confidence value of 80% or 0.8 for the result that the value of the speed limit defined by
the traffic sign is 100 km/h. In an embodiment, the processor 123 of the communication
device 120 is configured to implement a neural network for determining the confidence

value of the result provided by the real-time application.

As can be taken from the more detailed view shown in figure 1, the communication device
120 further comprises a communication interface 125, which is configured to send the
sensor data to the computationally more powerful edge server 140 for further processing,
if the confidence value of the result provided by the real-time application is smaller than a
threshold value. By way of example, in the exemplary embodiment described above the
communication interface 125 of the communication device 120 will send the sensor data
to the edge server 140 for further processing, for instance, in case of a threshold value of
90% or 0.9 and a confidence value of the result as determined by the processor 123 of
80% or 0.8. As will be appreciated, the choice of the threshold value has an effect on how
often sensor data will be send to the edge server 140 for further processing. In case of a
continuous sensor data stream provided by the sensor 121, the communication interface
125 can be configured to send a temporal portion, i.e. a time slice of the sensor data

stream to the edge server 140.

As will be described in more detail further below, once the computationally more powerful
edge server 140 has processed the sensor data (e.g. by executing the same image
processing schemes and/or object recognition schemes as the real-time application being
executed by the processor 123 of the communication device) and obtained a further
result, the edge server 140 will return this further result back to the communication device
120.

In an embodiment, the processor 123 of the communication device 120 is further

configured to continue executing the real-time application on the basis of the further result
received from the edge server 140, in case the confidence value of the result provided by
the real-time application is smaller than the threshold value. In the alternative case, i.e. in
case the confidence value of the result provided by the real-time application is equal to or

larger than the threshold value, the processor 123 of the communication device can be
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further configured to continue executing the real-time application on the basis of the

original result provided by the real-time application.

In an embodiment, the processor 123 of the communication device 120 is further
configured to classify the result provided by the real-time application as anomalous or
non-anomalous. In case the result is classified by the processor 123 as anomalous, the
communication interface 125 is configured (irrespective of the confidence value and the
threshold value) to send the sensor data to the edge server 140 and to receive from the
edge server 140 the further result based on processing the sensor data by the edge

server 140.

In an embodiment, the processor 123 of the communication device 120 is configured to
classify the result provided by the real-time application as anomalous or non-anomalous
on the basis of internal data, i.e. data stored and/or collected by the communication
device 120, and/or external data, i.e. data provided by other devices, such as the
neighboring communication device 130. To this end, the communication interface 125 of
the communication device 120 can be configured to receive external data from the
neighboring communication device, for instance, via a D2D communication channel

between the communication device 120 and the neighboring communication device 130.

In an embodiment, the external data comprises one or more results provided by a
respective real-time application of the neighboring communication device 130, wherein the
processor 123 of the communication device 120 is configured to classify the result
provided by its real-time application as anomalous or non-anomalous on the basis of a
comparison between the result provided by its real-time application and the one or more
results provided by the real-time application of the neighboring communication device. By
way of example, for the autonomous driving or ADAS scenario described above, the
neighboring communication device 130 could already have passed a speed limit traffic
sign still lying ahead for the communication device 120. In this case, the processor 123 of
the communication device 120 can use the result determined by the real-time application
of the neighboring communication device 130 (e.g. the result that the traffic sign defines a
speed limit of 100 km/h) to classify the result provided by its real-time application (e.g. a

speed limit of 10 km/h) as anomalous or non-anomalous.

In an embodiment, the internal data can comprise data provided by a further sensor

device of the communication device 120, one or more previous results provided by the
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real-time application of the communication device 120, position data of the communication

device 120, and/or map data of the communication device 120.

As can be taken from the more detailed view shown in figure 1, the edge server 140 can
comprise a processor 141 and a communication interface 143. The communication
interface 143 of the edge server 140 is configured to receive, in case the confidence value
of the result provided by the real-time application of the communication device 120 is
smaller than the threshold value, the sensor data from the communication device 120.
The processor 141 of the edge server 140 is configured to process the sensor data using
its more powerful resources and to provide a further result on the basis of processing the
sensor data. The communication interface 143 is further configured to send the further

result back to the communication device 120.

Figure 2 shows a flow diagram illustrating steps of a corresponding method for operating
the communication device 120 according to an embodiment. The method 200 comprises
the steps of: providing 201 sensor data by the sensor 121 of the communication device
120; executing 203 a real-time application by the processor 123 of the communication
device 120, wherein the real-time application is configured to process the sensor data and
to provide a result on the basis of processing the sensor data; determining 205 a
confidence value of the result by the processor 123 of the communication device 120; in
case the confidence value of the result provided by the real-time application is smaller
than a threshold value, sending 207 the sensor data to the edge server 140; and receiving
209 from the edge server 140 a further result based on processing the sensor data by the
edge server 140. In other words, in case the confidence value of the result provided by the
real-time application is smaller than a threshold value, the edge server receives 208a the
sensor data from the communication device 120, processes the sensor data and provides
the further result (step 208b) and sends 208c¢ the further result to the communication
device 120.

As can be taken from the embodiment shown in figure 2, the method 200 can comprise
the further step of continuing to execute the real-time application on the basis of the
further result received from the edge server 140, in case the confidence value of the result
provided by the real-time application is smaller than the threshold value. In the alternative
case, i.e. if the confidence value of the result provided by the real-time application is equal

to or larger than the threshold value (which, however, is not illustrated in figure 2), the
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method 200 can comprise the further step of continuing to execute the real-time

application on the basis of the result provided by the real-time application.

As already described above, the method 200 can further comprise the step of
implementing a neural network by the processor 123 of the communication device 120,
wherein the step of determining 205 the confidence value of the result by the processor
123 of the communication device 120 comprises determining the confidence value of the

result provided by the real-time application by the neural network.

While a particular feature or aspect of the disclosure may have been disclosed with
respect to only one of several implementations or embodiments, such feature or aspect
may be combined with one or more other features or aspects of the other implementations
or embodiments as may be desired and advantageous for any given or particular
application. Furthermore, to the extent that the terms "include”, "have", "with", or other
variants thereof are used in either the detailed description or the claims, such terms are
intended to be inclusive in a manner similar to the term "comprise". Also, the terms
"exemplary", "for example" and "e.g." are merely meant as an example, rather than the
best or optimal. The terms “coupled” and “connected”, along with derivatives may have
been used. It should be understood that these terms may have been used to indicate that
two elements cooperate or interact with each other regardless whether they are in direct

physical or electrical contact, or they are not in direct contact with each other.

Although specific aspects have been illustrated and described herein, it will be
appreciated by those of ordinary skill in the art that a variety of alternate and/or equivalent
implementations may be substituted for the specific aspects shown and described without
departing from the scope of the present disclosure. This application is intended to cover

any adaptations or variations of the specific aspects discussed herein.

Although the elements in the following claims are recited in a particular sequence, unless
the claim recitations otherwise imply a particular sequence for implementing some or all of
those elements, those elements are not necessarily intended to be limited to being

implemented in that particular sequence.

Many alternatives, modifications, and variations will be apparent to those skilled in the art
in light of the above teachings. Of course, those skilled in the art readily recognize that

there are numerous applications of the invention beyond those described herein. While
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the present invention has been described with reference to one or more particular

embodiments, those skilled in the art recognize that many changes may be made thereto

without departing from the scope of the present invention. It is therefore to be understood

that within the scope of the appended claims and their equivalents, the invention may be

practiced otherwise than as specifically described herein.
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CLAIMS

1. A communication device (120) for communication in a communication network

(100) having an edge server (140), the communication device (120) comprising:

a sensor (121) configured to provide sensor data;

a processor (123) configured to execute a real-time application, wherein the real-time
application is configured to process the sensor data and to provide a result on the basis of
processing the sensor data, wherein the processor (123) is further configured to

determine a confidence value of the result; and

a communication interface (125) configured to send, in case the confidence value of the
result provided by the real-time application is smaller than a threshold value, the sensor
data to the edge server (140) and to receive from the edge server (140) a further result

based on processing the sensor data by the edge server (140).

2. The communication device (120) of claim 1, wherein the processor (123) is further
configured to continue to execute the real-time application on the basis of the further
result received from the edge server (140), in case the confidence value of the result

provided by the real-time application is smaller than the threshold value.

3. The communication device (120) of claim 1, wherein the processor (123) is further
configured to continue to execute the real-time application on the basis of the result
provided by the real-time application, in case the confidence value of the result provided

by the real-time application is equal to or larger than the threshold value.

4. The communication device (120) of any one of the preceding claims, wherein the
processor (123) is configured to implement a neural network, wherein the neural network
is configured to determine the confidence value of the result provided by the real-time

application.

5. The communication device (120) of any one of the preceding claims, wherein the
processor (123) is further configured to classify the result provided by the real-time

application as anomalous or non-anomalous and wherein the communication interface



10

15

20

25

30

35

WO 2020/007562 PCT/EP2019/064769
16

(125) is configured to send, in case the result is classified as anomalous, the sensor data

to the edge server (140) and to receive from the edge server (140) the further result based

on processing the sensor data by the edge server (140).

6. The communication device (120) of claim 5, wherein the communication interface
(125) is configured to receive external data from one or more neighboring communication
devices (130) and wherein the processor (123) is configured to classify the result provided

by the real-time application as anomalous or non-anomalous using the external data.

7. The communication device (120) of claim 6, wherein the external data comprises
one or more results provided by a respective real-time application of the one or more
neighboring communication devices (130) and wherein the processor (123) is configured
to classify the result provided by the real-time application as anomalous or non-
anomalous on the basis of a comparison between the result provided by the real-time
application and the one or more results provided by the respective real-time application of

the one or more neighboring communication devices (130).

8. The communication device (120) of any one of claims 5 to 7, wherein the
processor (123) is further configured to classify the result provided by the real-time
application as anomalous or non-anomalous using internal data stored and/or generated
by the communication device (120), wherein the internal data comprises data provided by
a further sensor device of the communication device (120), one or more previous results
provided by the real-time application, position data of the communication device (120),

and/or map data of the communication device (120).

9. The communication device (120) of any one of the preceding claims, wherein the
sensor (121) is configured to provide a sensor data stream and wherein the sensor data
comprise a temporal portion of the sensor data stream.

10. A communication system comprising:

an edge server (140) comprising a processor (141) and a communication interface (143);

and

a communication device (120) of any one of the preceding claims;
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wherein the communication interface (143) of the edge server (140) is configured to
receive, in case the confidence value of the result provided by the real-time application is
smaller than the threshold value, the sensor data from the communication device (120),
wherein the processor (141) of the edge server (140) is configured to process the sensor
data and to provide a further result on the basis of processing the sensor data, and
wherein the communication interface (143) is further configured to send the further result

to the communication device (120).

11. A method (200) of operating a communication device (120) in a communication

network (100) having an edge server (140), the method (200) comprising:

providing (201) sensor data by a sensor (121) of the communication device (120);

executing (203) a real-time application by a processor (123) of the communication device
(120), wherein the real-time application is configured to process the sensor data and to

provide a result on the basis of processing the sensor data;

determining (205) a confidence value of the result by the processor (123) of the

communication device (120);

sending (207), in case the confidence value of the result provided by the real-time
application is smaller than a threshold value, the sensor data to the edge server (140);

and

receiving (209) from the edge server (140) a further result based on processing the sensor

data by the edge server (140).

12. The method (200) of claim 11, wherein the method (200) comprises the further
step of continuing to execute the real-time application on the basis of the further result
received from the edge server (140), in case the confidence value of the result provided

by the real-time application is smaller than the threshold value.

13. The method (200) of claim 11, wherein the method (200) comprises the further
step of continuing to execute the real-time application on the basis of the result provided
by the real-time application, in case the confidence value of the result provided by the

real-time application is equal to or larger than the threshold value.
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14. The method (200) of any one of claims 11 to 13, wherein the method (200) further
comprises implementing a neural network by the processor (123) of the communication
device (120) and wherein the step of determining (205) the confidence value of the result
by the processor (123) of the communication device (120) comprises determining the

confidence value of the result provided by the real-time application by the neural network.

15. A computer program product comprising program code for performing the method

(200) of any one of claims 11 to 14, when executed on a computer or a processor.
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