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REMOTE BEVICE AUTOMATION USING A BEVICE SERVICES BRIDGE

BACKGROUND

{0001} Computing devices, ranging from specialized devices to phones to tablets,
continue to rapidly evolve and are increasingly capable of supporting complex sottware
stacks. For example, the smartphone of today is as capable as a personal computer from a
just fow years ago. This improvement in processing power creates the opportunity to
deliver the same applications, services, and productivity experiences on these new form
factors as 1s available on traditional deskiop computing devices. These devices, however,
do not currently have the same development, debugging, and verification tools available
on the desktop computer,

SUMMARY
{6082] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detatled Description. This Sunumary is not
intended to identify key featares or essential features of the claimed subject matier, nor is
it intended to be used as an aid in determining the scope of the claimed subject matter.
{00031  One or more pairings are created between a target application {¢.g. an application
running in a restricted/sandboxed environment on g mobile device) and a controller. For
example, a target application may have different pairings with different test controliers.
The pairing information is used by the target apphication to determine how to connect to
the correct controtler. A network pipe is established between the target application and the
controller. The network pipe is used to pass information, such as to deliver/receive test
mformation, between the controller and target application. A bridge may also be
established between the controller and an analysis tool for the device hosting the target
application. The analysis tool may be used by the controller to perform some tasks that
are accomplished using the analysis tool that are not available to outside processes. For
example, some devices utilize a proprietary analysis tool that is used to perform tasks such
as: changing a display orientations, profiling a CPU, simoulate memory warnings, perform
input/touch gestures, and the like. The analysis tool may also provide verification
formation that may not be available to outside processes. The bridge creates a
conraunication path for the controller to send/receive nformation (¢.g. commands,
queries) to the analysis tool s to perform tests of the target application. Code may also be

mjected into the target application such that dynamic linked libraries may be simulated.
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Crash data may also be obtained by the controller (or some other device) that may not be

typically available by a particular device platform.

{0084] FIGURE | shows a system for remote device automation;

{0805] FIGURE 2 shows connecting a target application with a test conirolier;

[8006] FIGURE 3 illustrates an exeraplary web interface for editing test controller and
target application pairings;

{0087] FIGURE 4 shows process for remote device automation;

[0808] TFIGURE 5 shows a process for simulating dynamic linking within a target
applicatiorn;

{00097 FIGURE 6 illustrates obtaining crash data from a target application running on a
closed/sandboxed application;

[8616] FIGURE 7 illustrates an exeroplary system for remote device automation; and
{0011] FIGURES 8-10 and the associated descriptions provide a discussion of a variety
of operating environments in which embodiments of the invention may be practiced.

BETAILED DESCRIPTION

{00121 Referring now to the drawings, in which like numerals represent like cleraents,
various crbodiment will be described.

{0813] FIGURE 1 shows a system for remote device automation. As illustrated, system
100 includes host device 110 comprising test code/seript 112, controller 114 coupled to
target analysis tool 122 using bridge 115, test code/script 120, and target device 130
coupled to controller 114 through netwaork pipe 125.

[0814] System 100 as iltustrated comprises a touch screen input device/display 130 that
detects when a touch input has been recetved (e.g. a finger touching or nearly teaching the
touch screen). Any type of touch screen may be utilized that detects a user’s touch input.
For example, the touch screen may inchude one or more layers of capacitive material that
detects the touch input. Other sensors may be used in addition to or in place of the
capacitive material. For example, Infrared (JR) sensors may be used. According to an
embodiment, the touch screen is configured to detect objects that in contact with or above
a touchable surface. Although the term "above” is used i this description, it should be
understood that the orientation of the touch panel system is irrelevant. The term "above”
is intended to be applicable to all such orientations. The touch screen may be configured
to determine locations of where touch input is recetved (e.g. a starting point, intermediate

points and an ending point). Actual contact between the touchable surface and the object
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may be detected by any suitable means, including, for example, by a vibration sensor or
microphone coupled to the touch panel. A non-exhaustive list of examples for sensors to
detect contact includes pressure-based mechanisms, micro-machined aceelerometers,
piezoeleciric devices, capacitive sensors, resistive sensors, inductive sensors, laser
vibrometers, and LED vibrometers,

[B815]  One or more pairings are created between target application 132 (e.g. an
application running in a restricted/sandboxed environment on a computing device) and a
controller. For example, a target application may have different pairings with different
test controllers including avtomated/non-avtomated test controliers (See FIGURE 2 and
related discussion). The pairing information is used by the target application to determaine
how to connect to the correct controlier.

{0816] Network pipe 125 is established between the target application 132 and
controller 114. The network pipe is used to pass information, such as to deliver/receive
test information, between controlier 114 and target application 132, A bridge 115 1s
established between the controller and an analysis tool 122 for the device hosting the
target application. The analysis tool may be used by the controller to perform some tasks
that arc accomplished using the analysis tool that are not available fo outside processes.
For example, some devices utilize g proprictary analysis tool (e.g. APPLE
INSTRUMENTS) that is used to perform tasks such as: changing a display orientations,
profiling a CPU, simulate memory warnings, perform input/touch gestures, and the hike.
The analysis tool may also provide verification information that roay not be available to
outside processes. The bridge creates a commmunication path for the controller to
send/receive information (e.g. commands, queries) to the analysis tool s to perform tests of
the target application. Code may also be injected into the target application such that
dynamic linked libraries may be simulated. Crash data may also be obtained by the
controller {or some other device) that may not be typically available by a particular device
platform.

{0817] Many computing devices use sandboxed application environments {¢.g. APPLE
i3S} that restricts exccution of various functionality that may be available on other
computing devices. Further, these sandboxed application environments may restrict
testing to a proprietary analysis tool {e.g. APPLE INSTRUMENTS}. The present
mvention atternpts to overcome some of a platforms restrictions to allow for more
automated and richer testing environments. For example, a typical test automation system

{e.g. non-sandboxed) may vse a scheduler that implements a test harness o execute tests
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in an independent process to communicaies via interprocess communications with the
product software. This type of “out-of-proc” testing, however, may not be possible in
sandboxed environments since the test code does not interact with the product code using
shared resources (i.e. shared memory, file I/O, mailboxes, etc.),

{6018] Network pipe 124 uses the target device’s 130 network connection to
commumicate with the controller {e.g. controller 114) to enable out-of-proc or in-proc
software testing of product software.

{081%] Some platforms mandate that some tasks be accomplished using the device
platform’s proprietary tool chain. For example, the APPLE INSTRUMENTS analysis tool
is presently the only supported way to perform tasks such as: making the device change
the display orientation {i.c. portraif to landscape}, profiling CPU, battery life, network
usage, simulate memory warnings, and the like. Commmunication with these proprictary
analysis tools can be difficult (e.g. they don’t provide scripting or programming
interfaces). Bridge 115 is cstablished between controller 114 and analysis tool 122 such
that command/information may be passed between tool and controller.

[0828]  According to an embodiment, information {o.g. messages) sent over the
bridge/pipe follow a protocol, The protocol is directed af managing roessages and
specifying the application data, The following is a discussion of a possible protocol that
may be used to communicate information over the bridge 115 and/or network pipe 125
Generally, a byte count and a protocol 1D is prepended to the message content for a
message that generally follows the form:

{0021] According to an embodiment, information {¢.. messages) sent over the
bridge/pipe follow a protocol. The protocol s directed at managing messages and
specifying the application data. The following is a discussion of a possible protocol that
may be used to communicate information over the bridge 115 and/or network pipe 125,
Generally, a byte count and a protocol 1D is prepended to the message content for a
message that generally follows the form:

SMA Protocol

e,

Int32 ProtocoliD;
nt32 ByteCount;

BytcArray message

("
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{B022] A pipe subclass waits for the data o be received and then creates and dispaiches
a conforming Message object.
{00231 Subclasses of the Message class are used to generate ruessage content.
According to an embodiment, the data of the message is arbitrary and opaque to the
components. Serialization and deserialization may be selected depending on the
implementation. According to an embodiment, the Message class may be implemented as
a pure virtual base class or an interface. In Objective-C, Message may be implemented as
a protocol:
[0824] A pipe subclass waits for the data to be received and then creates and dispatches
a conforming Message object.

@protocol SmaMessage <NSObject>

-(NSData*}data;

-(idyinitWithData:{NSData*)data;

(@end
{0828] In general terms a provided obiect constructor takes a data stream and a data
member that refrieves the data stream. The specific details of building an object from
application data and retrieving application data from an existing object are lett to the
implementation of the conforming class.
{0026] Network pipe 124 uses the target device’s 130 network connection to
commumicate with the controller {e.g. controller 114) to enable out-of-proc or in-proc
sottware testing of product software,
{0027] The transport of data is facilitated by subclasses of the Pipe class. According to
an embodiment, the base class doesn’t provide transport functionality on its own. The
pipe provides callback functionality that passes incoming messages to clients which is
used by subclasses. For example, in the Objective-C implementation, it does this by way
of the addSclectortoTarget:forProtocol selector allowing clients to specify the object and
selector that should be notitied when a message is received for a given protocol.
{8028]  Apart from the dispatch of incomung messages, other pipe functionality 1s
specific to the transport implementation and may be implemented by subclasses with
knowledge of the actual transport.
{00291 Because of the opague relationship between Pipe and Message, it may not be
readily ascertainable for a pipe to determine what kind of object is to be created for any
given incoming message. In the objective-c implementation, the mapping between

incoming protocols and their associated classes is provided by the MessageFactories
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singleton. As a client, the setFactory:forProtocol: method aliows a client to specify which
class factory vou want to use for a given protocol.

{00381 FIGURE 2 shows counecting a target application with a fost controlier. As
illustrated, system 200 includes device manager 210, test controller 114 and target
application 23{.

[0631] The Device Manager (DPM) 210 manages the relationships and initial
communication between different network endpoints, such as a test controller and a target
application. The Device Manager 210 as illustrated shows a web service 212, a pairings
storage 214 and a list of targets 216.

{00321 The device manager manages the connection mtformation used by the target
application to connect to the test controller. Instead of storing an address to a specific test
controller that may change over time, the device manager maintains a central location that
may be modified with the most recent connection information.

{0033] After target application 230 connects to 210 initially, target application 230 is
directed to the appropriate test controller. DM 210 maintains a table of targets 216.
{8034] Test controller 220 estabhishes a connection with DM 210 and sends a message
to test controller 220 with its device mtormation. DM 210 accepts the connection from
the test controller and uses the device information info along with the IP address (which #t
knows from the established connection) to determine which test controller has connected.
[B035] Target application 230 establishes a connection with DM 210 and sends a
message to test controller 220 with device information used to identity the target
application. DM 210 accepts the connection from the target application and uses the
device nformation to determine which test controller to which to direct the target
application,

{0036] Target application 230 then uses the connection information to directly establish
a connection with the test controller 220.

{80371 FIGURE 3 illustrates an exeraplary web interface for editing test controller and
target application pairings. As illustrated, FIGURE 3 includes display 310 and display
320.

{0838] Display 310 shows a web interface that shows different pairings {e.g. IDs 1-6}.
The web mterface provides a way to edit a target record. According to an embodiment,
each new target that connects to the DM has an entry created.

{0038] Display 320 shows editing of different fields ot record. For example, click Edit

to change the FriendlyNarme or Coutroller pairing.
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{0048] Clicking the edit button 321 allows a user to change the friendly name, the IP
address, and the controller assigned to the target. According to an embodiment, the
friendly name for the farget is stored o the DM, The control user mterface clement 326
lists the different controllers available. A user may select the desired controller from the
fist of the different controllers.

{8041] FIGURES 4-6 show illustrative processes for communicating with a target
application using a network pipe. When reading the discussion of the routines presented
herein, it should be appreciated that the logical operations of various embodiments are
mmplemented (1} a3 a sequence of computer implemented acts or program modiles
running on a computing system and/or (2) as interconnected machine logic circuits or
circuit modules within the computing systen:. The implementation is a matter of choice
dependent on the performance requirements of the computing system implementing the
invention. Accordingly, the logical operations illustrated and making up the embodiments
described herein are referred to variously as operations, structural devices, acts or
modules. These operations, structaral devices, acts and modules may be implemented in
software, in firmware, in special purpose digital logic, and any combination thereof.
{8042] FIGURE 4 shows process for remote device automation,

{#0043] After a start operation, the process moves o operation 410, where a pairing is
established between a controller and a target. According to an embodiment, the controller
is a test controller configured to perform tests on a target application. According to
another erabodiment, the controller is any application that conununicates with a target
application.

[0844] Flowing to operation 420, the target application and controller are started.
According to an embodiment, the controller starts first and registers with a device
manager. When the target application is launched, the target sends a request to the domain
manager to determine the pairing with a controller. The controlier may change depending
on the seenario. For example, in one test, a first coniroller may be used, in a second fest, a
different controller may be used and the like,

{0045] Moving to operation 430, a network connection {(pipe) is established between the
target and controller. According to an embodiment, the target does not know the
controller to connect with until after sending a message to the device manager. Once the
target is provided with an address of the coniroller, the target and controlier establish a

network connection.
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{0846] Transitioning to operation 444, the target analysis tool is started. Generally, the
target analysis tool 1s an analysis tool that is specific to a type of operating system/device
the target application 1s on. For example, INSTRUMENTS from APPLE
CORPORATION, JUNIT for ANDROID devices, and the like. In some situations {¢.g.
touch/input events, ..}, the target analysis tool is needed to run certain commands on a
computing device due to the closed/sandboxed environment many applications on these
devices operate. For example, the analysis tool may be needed to generate a touch event
(i.e. select, drag, ...} on the device to simulate testing. In addition to performing certain
events, the analysis tool may provide different analysis information as compared to the
analysis information that is available outside of the analysis tool. Using the system as
escribed herein is directed at leveraging existing tools, testability frameworks, and
automation systems such that sottware vendors developing applications for these closed
applications may more fully test and analyze the complex software stacks integrated on to
these devices.
{8047] Flowing to operation 450, a bridge is established between the controller and the
analysis tool. The bridge is established such that communication may occur between the
controller and the analysis tool. For example, the test controller may send a message to
the analysis tool requesting an operation to be performed and/or obtain information {¢.g.
state} from the device.
[B048] Moving to operation 460, the test is run on the target device using the test
controller and the target analysis tool. Many commands may be performed without the
use of the analysis tool may be performed by providing the target application with the
device code through the network pipe and/or sending a message to the target application
through the network pipe to execute code. When a restricted commmand is o be executed
on the device including the target application, the test controller sends a message to the
target analysis tool to request the operation. Similarly, the test controller may send an
inguiry to the analysis tool requesting a state ou the target device. According to an
erabodiment, code may mjected/deleted during runtime within the target application that is
to be performed (e.g. simulate dynamic linking) even though a target device may not allow
dynamic linking and/or changing code during runtime. The injected code may be
provided through the network pipe. The bridge and network pipe may also be used to
perform veritication of states/conditions of a target application that are not always
available when using just the target analysis tool. For example, some analysis tools may

not be able to verify if an object is properly displayed within an application.
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{084%] The process then moves to an end operation and returns o processing other
actions.

{00381 FIGURE 5 shows a process for simulating dynamic linking within a target
application.

{00517 While most personal computers the ability to dynamically link and load software
libraries to allow applications and services to late bind against software modules, many
platforms today do not support dynamic linking in the sandboxed application environment,
DLLs are useful for many different reasons {decreases storage footprint of applications via
shared components, allows for dynamic runtirne behavior based on versions of hbrary,
facilitates 3™ party plugin ability, etc.}. The lack of support for dynamic linking can
restrict test exccution scenarios. For example, during execution of a test, it may be uscful
to make a runtime decision as to which test libraries need to be loaded in order to complete
the desired scenarios. As mentioned, some platforms (e.g. APPLE 108) require the static
iinking ot all of the tost libraries/bundles into the target application code and do not
authorize/allow the use of DLLs. This static linking requirement can create a host of
maintenance and runtime problems (e.g. test code size balloons unnecessarily, install times
mcrease, ote.). These devices already have constrained resources {e.g. RAM) so this
limitation can materially impact the ability to use existing fest frameworks and
methodologies as discussed herein.

[B0532]  According to an embodiment, code 1s injected into the target application during
runtime, therehy simulating dynamic linked bibraries (DLLs). The code mjection is
directed at allowing the use of existing software designs and testing strategies reliant on
dyuamic Huking despite the natural restrictions of the device platform.

{6053] After a start operation, the process flows to operation 510 where a network pipe
is established between the controller and the target application,

{0054] Flowing to operation 520, the injected code is delivered to the target application
using the established network pipe. The injected code is used in place of the use of
dynamic-link libraries (DLLs) that may be restricted from being used in the
closed/sandboxed environment the target application executes. Instead of creating an
application {e.g. a test application) that includes all of the possible test scenarios, code is
injected/removed from the target application while it is executing. The injected coded is
directed at providing a way to modularize target applications so that their functionality can
be updated and reused more easily. The injected code may also help reduce memory

overhead for a target application.
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{B055] Moving to operation 540, the injecied code is removed from the target
application when determined. For example, the injected code may be removed afier the
target application has performed a test that is defined by the ujected code.

{0056] The process then flows to an end operation and returns to processing other
actions.

[8057] FIGURE 6 illustrates obtaining crash data from a target application nnning on a
closed/sandboxed application.

{B0858] Moving to operation 610 a determination is made as to when a crash occurred.
The determination may be made using different methods, For example, the target
application may determine when a crash occurs and/or the target device may examined
{e.g. checking for the existence of a crash log on the device). For example, the abort
handlers inside a target applications may be configured to trap software exceptions and
generate a crash log on the device. According to an embodiment, the crash log is separate
from the crash log generated by the restricted environment,

{8059] Flowing to operation 620, a network pipe is established that is used to transmit
the crash log.

{0068] Transitioning to operation 630, the crash log is then returned back to an
automated system (e.g. during testing} or an error reporting systern when it happens in the
field. These crash logs may be aggregated and then resymbolicated against the original
software builds to provide us rich telemetry mformation on the history of software crashes
across the target applications on these devices. Applications that execute on some
computing devices may provide a limited way to access crash data, For example, crash
log data may only be accessible through a website. Additionally, this crash data may not
provide full crash data related to an application. For example, crash logs for a imited
number of crashes that occurred within a rolling window of time may be available.
Providing limited crash data is less than ideal and doesn’t allow full inspection into
historical crash defect and quality issues across the deployment cycle of our software.
{0061] FIGURE 7 llustrates an exeraplary systern for remote device autornation. As
illustrated, system 1000 includes service 1010, data store 1045, touch screen input
device/display 1050 (e.g. a slate) and smart phone 1030,

{8062] Asillustrated, service 1010 1s a cloud based and/or enterprise based service that
may be configured to provide services, such as productivity services (e.g. MICROSOFT
SKYDRIVE, LYNC or some other cloud based/online service that is used to interact with
and the like). The

content {¢.g. spreadsheets, documents, presentations, charts, messages,
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service may be interacted with using different types of mput/output. For example, a user
may use touch input, hardware based input, speech input, and the like. The service may
provide speech output that combines pre-recorded speech and synthesized speech.
Functionality of one or more of the services/applications provided by service 1010 may
also be configured as a client/server based application. Although system 1000 shows a
service relating to a productivity application, other services/applications may be
configured.

{0063] As illustrated, service 1016 is a multi-tenant service that provides resources 1015
and services to any number of tenants {¢.g. Tenants 1-N). Multi-tenant service 101015 a
cloud based service that provides resources/services 1013 to tenants subscribed to the
service and maintains each tenant’s data separately and protected from other tenant data.
{0064] System 1000 as illustrated comprises a touch screen input device/display 1050
{e.g. a slate/tablet device) and smart phone 1030 that detects when a touch input has been
received {e.g. a finger touching or nearly touching the touch screen}. Any type of touch
screen may be utilized that detects a user’s touch input. For example, the touch screen
may include one or more lavers of capacitive material that detects the touch input. Other
sensors may be used in addition to or in place of the capacitive material. For example,
Infrared (IR} sensors may be used. According to an embodiment, the touch screen is
contfigured to detect objecis that in contact with or above a touchable surface. Although
the term "above™ is used in this description, it should be understood that the orientation of
the touch panel system is rrelevant. The term "above” is intended to be applicable to all
such orientations. The touch screen may be contigured to determine locations of where
touch input is received (e.g. a starting point, intermediate ponts and an ending point).
Actual contact between the touchable surface and the object may be detected by any
suifable means, including, for example, by a vibration sensor or microphone coupled to the
touch panel. A non-exhaustive list of examples for sensors to detect contact inchudes
pressure-based mechanisms, micro-machined accelerometers, piezoelectric devices,
capacitive sensots, resistive sensors, inductive sensors, laser vibrometers, and LED
vibrometers.

{0865] According to an embodiment, smart phone 1030 and touch screen input
device/display 1050 arc configured with productivity applications,

{0066] As illustrated, touch screen input device/display 1050 and smart phone 1030
shows exemplary displays 1052/1032 showing the use of an application. Data may be

stored on a device {e.g. smart phone 1030, slate 1050 and/or at some other location {(e.g.
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network data store 1045). The applications used by the devices may be client based
applications, server based applications, cloud based applications and/or some combination,
{00671 Test manager 26 s contigured to perform operations relating to remote device
automation as described herein, While manager 26 is shown within servige 1010, the
functionality of the manager may be inchided in other locations {¢.g2. on smart phone 1030
and/or slate device 1050 and/or service 1010},

{0068] The embodiments and functionalities described herein may operate via a
multitude of computing systems, including wired and wireless computing systems, mobile
computing systems (e.g., mobile telephones, tablet or slate type computers, laptop
computers, etc.). In addition, the embodiments and functionalities described herein may
operate over distributed systems, where application functionality, memory, data storage
and retrieval and various processing functions may be operated remotely from each other
over a distributed computing network, such as the Internet or an intranet. User interfaces
and information of various types may be displayed via on-board computing device
displays or via remote display units associated with one or more computing devices. For
example user interfaces and information of various types may be displayed and interacted
with on a wall surface onto which user interfaces and information of various types are
projected. Interaction with the multitude of computing systems with which embodiments
of the invention may be practiced include, keystroke entry, touch screen entry, voice or
other audio entry, gesture entry where an associated computing device is equipped with
detection (e.g., camera) functionality for capturing and interpreting user gestures for
controlling the functionality of the computing device, and the like.

[0869] TFIGURES 8-10 and the associated descriptions provide a discussion ot a variety
of aperating environments in which embodiments of the invention may be practiced.
However, the devices and systems ilustrated and discussed with respect to FIGURES 8-10
are for purposes of example and illustration and are not limiting of a vast number of
computing device configurations that may be utilized for practicing embodiments of the
invention, described heren.

{0078] FIGURE 8 is a block diagram illustrating example physical components of a
computing device 1100 with which embodiments of the invention may be practiced. The
computing device components described below may be suitable for the computing devices
described above. In a basic configuration, computing device 1100 may include at least
one processing unit 1102 and a system memory 1104, Depending on the configuration

and type of computing device, system memory 1104 may comprise, but is not limited to,
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volatile (e.g. random access memory (RAM}), non-volatile (e.g. read-only memory
{(ROM)), flash memory, or any combination. System memory 1104 may inchide operating
system §103, one or more progranuuing modules 1106, and may include a web browser
application 1120, Operating system 1105, for example, may be suitable for controlling
computing device 1100’s operation. In one embodiment, programming moduies 1106
may include a test manager 26, as described above | mstalled on computing device 110{.
Furthermore, embodiments of the invention may be practiced in conjunction with 8
graphics library, other operating systems, or any other application program and is not
firatted to any particolar application or system. This basic configuration i3 tllustrated in
FIGURE 8§ by those components within a dashed hine 1108,

{0071] Computing device 1100 may have additional features or functionality. For
example, computing device 1100 may also include additional data storage devices
{removable and/or non-removable) such as, for example, magnetic disks, optical disks, or
tape. Such additional storage is illustrated by a removable storage 1109 and a non-
removable storage 11106,

{08721 As stated above, a number of program modules and data files may be stored in
system memory {104, including operating system 1105, While executing on processing
unit 1102, programming modules 11096, such as the manager may perform processes
mcluding, for example, operations related to methods as described above., The
aforementioned process s an example, and processing unit 1102 may perform other
processes. Other progranuning modules that may be used in accordance with
embodiments of the present invention may include electronic mail and contacts
applications, word processing applications, spreadsheet apphications, database
applications, slide presentation applications, drawing or computer-aided application
programs, e,

{00731  Generally, consistent with embodiments of the invention, program modules may
inchude routines, programs, components, dafa structures, and other types of structares that
may perform particular tasks or that may mplement particular abstract data types.
Moreover, embodiments of the invention may be practiced with other computer system
configurations, including hand-held devices, multiprocessor systems, microprocessor-
based or programumable consumer electronics, minicomputers, mainfrarme computers, and
the like. Embodiments of the invention may also be practiced in distributed computing

environments where tasks are performed by remote processing devices that are linked
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through a communications network. In a distributed computing environment, program
modules may be located in both local and remote memory storage devices.

{00741 Furthermore, embodiments of the invention may be practiced in an clectrical
circuit comprising discrote electronic elements, packaged or integrated electronic chips
containing logic gates, a circuit utilizing a microprocessor, or on a single chip containing
electronic elements or microprocessors. For example, embodiments of the invention may
be practiced via a system-on-a-chip (SOC) where cach or many of the components
illustrated in FIGURE & may be integrated onto a single integrated circuit. Such an SOC
device may inchude one or more processing units, graphics anits, communications umts,
system virtualization units and various application functionality all of which are integrated
{or “burned”} onto the chip substrate as a single infegrated circuit. When operating via an
SOC, the functionality, described herein, with respect to the manager 26 may be operated
via application-specific logic integrated with other components of the computing
device/systermn 1100 on the single integrated circuit (chip). Embodiments of the mvention
may also be practiced using other technologies capable of performing logical operations
such as, for example, AND, OR, and NOT, mcluding but not imited to mechanical,
optical, fluidic, and quanturn technologies. In addition, embodiments of the mvention may
be practiced within a general purpose computer or in any other circuifs or systems,

{8075] Embodiments of the invention, for example, may be implemented as a computer
process {method), a computing system, or as an article of manufacture, such as a computer
program product or computer readable media. The computer prograr product may be a
computer storage media readable by a computer system and encoding a computer program
of instructions for executing a computer process,

{00761 The term computer readable media as used herein may include computer storage
media. Computer storage media may include volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for storage of information,
such as computer readable instructions, data struchures, progrars modules, or other data.
Systern memory 1104, removable storage 1109, and non-removable storage 1110 are all
computer storage media examples (i.c., memory storage.} Computer storage media may
include, but is not limited to, RAM, ROM, electrically erasable read-only memory
(EEPROM), tlash memory or other memaory technology, CD-ROM, digital versatile disks
{DVD) or other optical storage, magnetic casseties, magnetic tape, magnetic disk storage
or other magnetic storage devices, or any other medium which can be used to store

information and which can be accessed by computing device 1100, Any such computer
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storage media may be part of device 1100, Computing device 1100 may also have input
device(s) 1112 such as a kevboard, a mouse, a pen, a sound input device, a touch input
device, ete. Output device(s) 1114 such as a display, speakers, a printer, etc. may also be
included. The aforementioned devices are examples and others may be used.

{08771 A camera and/or some other sensing device may be operative o record one or
more users and capture motions and/or gestures made by users of a computing device.
Sensing device may be further operative to capture spoken words, such as by a
microphone and/or capture other inputs from a user such as by a keyboard and/or mouse
{not pictured). The sensing device may comprise any motion detection device capable of
detecting the movement of a user. For example, a camera may comprise a MICROSOFT
KINECT® motion capture device comprising a plurality of cameras and a plurality of
microphones.

[8078] The term computer readable media as used herein may also inclode
communication media, Comnunication media may be embodied by computer readable
instructions, data structures, program modules, or other data in a modulated data signal,
such as a carrier wave or other transport mechanism, and imchides any information
dehivery media. The terma “modulated data signal” may describe a signal that has one or
more characteristics set or changed in such a3 manner as to encode information in the
signal. By way of example, and not limitation, communication media may include wired
media such as a wired network or direct-wired connection, and wireless media such as
acoustic, radio frequency (RF), tufrared, and other wireless media.

{0079] FIGURE 9A and 9B illustrate a suitable mobile computing environment, for
example, a mobile telephone, a smartphone, a tablet personal computer, a laptop computer,
and the like, with which embodiments of the fnvention may be practiced. With reference
to Fig. 9A, an example mobile computing device 1200 for implementing the embodiments
is tlustrated. In a basic configuration, mobile computing device 1200 is a handheld
computer having both input clements and output elemeunts. Input elements may include
touch screen display 1205 and input buttons 1215 that allow the user to enter information
into mobile computing device 1200. Mobile computing device 1200 may also incorporate
an optional side input element 1215 allowing further user input. Optional side input
clement 1215 may be a votary switch, a bution, ot any other type of manual input clement.
In alternative embodiments, mobile computing device 1200 may incorporate more or less
mput elements. For example, display 1205 may not be a touch screen in some

ermbodiments. In yet ancther alternative embodiment, the mobile computing device is 3
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portable phone system, such as a cellular phone having display 1205 and input butions
1215, Mobile computing device 1200 may also include an optional keypad 1235,
Optional keypad 1215 may be a physical keypad or a “soft” keypad generated on the touch
screen display.

{0088] Mobile computing device 1200 incorporates cutput elements, such as display
1205, which can display a graphical user interface (GUI). Other output elements mehude
speaker 1225 and LED light 1220, Additionally, mobile computing device 1200 may
incorporate a vibration module (not shown), which causes mobile computing device 1200
to vibrate to notify the user of an event. Tn yet another embodiment, mobile computing
device 1200 may incorporate a headphone jack (not shown) for providing another means
of providing output signals.

{00817 Although described herein in combination with mobile computing deviee 1200,
in alternative embodiments the invention is used m combination with any number of
computer systems, such as in deskiop environments, laptop or notebook computer
systems, multiprocessor systems, micro-processor based or programmable consumer
electronics, network PCs, muni computers, main frame compuiers and the ke,
Embodiments of the fnvention may also be practiced in distributed conputing
environments where tasks are performed by remote processing devices that are linked
through a communications network in a distributed computing environment; programs
may be located in both local and remote memory storage devices. To summarize, any
computer system having a phurality of environment sensors, a plurality of output clements
to provide notifications to a user and a plurality of notification event types may
imcorporate embodiments of the present mvention

{00821 FIGURE 9B is a block diagram illustrating components of a mobile conputing
device used in one embodiment, such as the computing device shown in Fig. 9A. That is,
mobile computing device 1200 can incorporate system 1202 to implement some
ernbodiments. For example, aystem 1202 can be used in implementing a “smoart phone”
that can run one or roore applications simitlar o those of a desktop or notebook conputer
such as, for example, preseniation applications, browser, e-mail, scheduling, instant
messaging, and media player applications. In some embodiments, system 1202 is
micgrated as a computing device, such as an integrated personal digital assistant (PDA)
and wireless phoneme.

{B083] One or more application programs 1266 may be loaded into memory 1262 and

run on or in association with operating system 1264, Examples of application programs
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include phone dialer programs, e-mail programs, PIM (personal information management)
programs, word processing programs, spreadsheet programs, Internet browser programs,
messaging programs, and so forth, System 1202 also includes non-volatile storage 1268
within memory 1262, Non-volatile storage 1268 may be used to store persistent
mformation that should not be lost if system 1202 is powered down. Applications 1266
may use and store information in non-volatile storage 126§, such as e-mail or other
messages used by an o-mail application, and the like. A synchronization application (not
shown} may also reside on system 1202 and s programmed to interact with a
corresponding synchronization application resident on a host computer to keep the
mformation stored in nou-volatile storage 1268 synchronized with corresponding
intormation stored at the host computer. As should be appreciated, other applications may
be loaded into memory 1262 and run on the device 1200, including the test manager 26,
escribed above.
{0084] System 1202 has a power supply 1270, which may be irmaplemented as one or
more batteries. Power supply 1270 might further mchude an external power source, such
as an AC adapter or a powered docking cradle that supplements or recharges the batieries.
{00851  System 1202 may also include a radio 1272 that performs the function of
transmitting and receiving radio frequency communications. Radio 1272 facilitates
wireless connectivity between system 1202 and the “outside world”, via a conmmunications
carrier or service provider. Transmissions to and from radio 1272 are conducted under
control of OS 1264, In other words, comnunications received by radio 1272 may be
disseminated to application programs 1266 via OS 1264, and vice versa.
{00886] Radio 1272 allows system 1202 to communicate with other computing devices,
such as over a network, Radio 1272 1s one example of conwnunication media.
Communication media may typically be embodied by computer readable instructions, data
structures, program modules, or other data in a modulated data signal, such as a carrier
wave or other transport mechanism, and inchudes any mformation delivery media. The
term “modulated data signal” means a signal that has one or more of its characteristics set
or changed in such a manner as to encode information in the signal. By way of example,
and not Hmitation, communication media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic, RF, mfrared and othe
wireless media. The torm computer readable media as used herein includes both storage

media and communication media.
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{0887] This embodiment of system 1202 is shown with two types of notification output
devices; LED 1220 that can be used to provide visual notifications and an audio interface
1274 that can be used with speaker 1223 to provide audio notifications. These devices
may be directly coupled to power supply 1270 so that when activated, they remain on fora
duration dictated by the notification mechanism even though processor 1260 and other
components might shut down for conserving battery power. LED 1220 may be
programmed o remain on indefinitely until the user takes action to indicate the powered-
on status of the device. Audio interface 1274 is used to provide audible signals to and
receive audible signals from the user. For example, o addition to being coupled o
speaker 1225, audio interface 1274 may also be coupled to a microphone 1220 to receive
audible input, such as to facilitate a telephone conversation, In accordance with
embodiments of the present invention, the microphone 1220 may also serve as an audio
sensor to facilitate control of notifications, as will be described below. System 1202 may
further include video interface 1276 that enables an operation of on-board camera 1230 to
record still images, video stream, and the like.

[B888] A mobile computing device implementing system 1202 may have additional
features or functionality. For example, the device may also inchude additional data storage
evices {removable and/or non-removable) such as, magnetic disks, optical disks, or tape.

Such additional storage is ilfustrated in Fig. 128 by storage 1268, Computer storage
media may include volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information, such as computer
readable instructions, data structures, program maodules, or other data.

{008%] Data/information gencrated or captured by the device 1200 and stored via the
system §202 may be stored locally on the device 1200, as described above, or the data
may be stored on any number of storage media that may be accessed by the device via the
radio 1272 or via a wired connection between the device 1200 and a separate computing
device associated with the device 1200, for example, a server computer in a distributed
computing network such as the Internet. As should be appreciated such data/information
may be accessed via the device 1200 via the radio 1272 or via a distributed computing
network. Similarly, such data/information may be readily transterred between computing
devices for storage and use according to well-known data/information transfer and storage
means, including electronic mail and collaborative data/information sharing systems.

{6098] FIGURE 10 illusirates a system architecture for remote device automation,
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{0891] Components managed via the test manager 26 may be stored in different
communication channels or other storage types. For example, components along with
mformation from which they are developed may be stored using divectory services 1322,
web portals 1324, mailbox services 1326, instant messaging stores 1328 and social
networking sites 1330, The systems/applications 26, 1320 may use any of these types of
systems or the like for enabling management and storage of components in a store 1316,
A server 1332 may provide communications and services relating to testing an gpplication.
Server 1332 may provide services and content over the web to clients through a network
1308, Examples of clients that may utilize server 1332 include computing device 1302,
which may imchide any general purpose personal computer, a tablet computing device
1304 and/or mobile computing device 1306 which may include smart phones. Any of
these devices may obtain display component management commumications and content
from the store 1316.

{0092] Embodiments of the present invention are described above with reference to
block diagrams and/or operational illustrations of methods, systems, and computer
program products according to embodiments of the invention. The fumections/acts noted in
the blocks may occur out of the order as shown in any flowchart. For example, two blocks
shown in succession may in fact be executed substantially concurrently or the blocks may
sometimes be executed in the reverse order, depending upon the functionality/acts
involved.

{0093] The above specification, examples and data provide a complete description of the
manufacture and use of the composition of the invention. Since many embodiments of the
invention can be made without departing from the spirit and scope of the invention, the

mvention resides in the claims hereinafter appended.
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CLAIMS
I. A method for communicating with an application through a network pipe,
CONPTISINg:
starting a target application on a first computing device having a first set of
functionality defined by the operating environment;
determining a pairing between the target application and a controller
executing on a second computing device having a second set of functionality defined by
the operating environment of the second computing device;
establishing a network pipe between the controlier and the target
application used for sending and receiving messages between the controller and the target;
and
driving application behavior of the target application using the network
pipe comprising accessing functionality on the second computing device that is not
available in the first set of functionality.
2. The method of Claim 1, firther comprising establishing a bridge between

the controller and an analysis tool.

jo%

The method of Claim 2, wherein the analysis tool is used to perform a set

of tasks on the first computing device that is unavailable to the controller,

4. The method of Claim 1, turther comprising injecting code into the target
application during rontime soch that a code size of the target application changes during
the runtime; wherein the target application runs m a sandboxed environment that restricts

dynamic linking of libraries.

S. The method of Claim 1, further comprising providing crash log data in

response to deterraining that a crash occurs in the target application.

6. The method of Claim 1, wherein determining the pairing between the target
application and the controller comprises accessing a device manager mainfaining a pairing

table that includes pairings between different target applications and different controllers,
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7. A computer-readable medium storing computer-executable instructions for

communicating with an application, comprising:

starting a target application on a fivst computing device in a sandhoxed
environment;

determining a pairing between the target application and a controlier
executing on a second computing deviee;

cstablishing a network pipe between the controlier and the target
application used for sending and receiving messages between the controller and the target:
and

driving application behavior of the target application using the network
pipe comprising accessing tunctionality on the second computing device that is not

available in the sandboxed environment.

8. A system for comnunicating with an application, comprising:
a display that is configured to receive touch nput;
a processor and memory;
an operating environment executing on the processor;
a test controller that is configured to test a target application in a sandboxed
environment;
receiving a request o cstablish a network pipe with the target
application;
establishing the network pipe between the controller and the target
application used for sending and receiving messages between the controller and the
target; and
driving application behavior of the target application using the
network pipe such that the target application is tested using functionality that is not

available in the sandboxed environment,

4, The system of Claim 8, further comprising establishing a bridge between
the controller and an analysis tool that is used to perform a set of tasks on the first

computing device that is unavailable to be performed by the controller.
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10. The system of Claim 8, further comprising injecting code into the target
application during rontime soch that a code size of the target application changes during

the runtime; wherein the sandboxed envitonment restricts dynamic linking of libraries.



WO 2014/093683

110

Host Device

PCT/US2013/074775
/11
[-100
| I
Tegt 9°f'e’ Controller
crip 114 Actions
112 - 116
Bridge
115
Test Code/ .
Script | > Target A:lzzalzysm Tool
120
Restricted Commands 124
Network Pipe
= = ] I |
Target Devi
Applicati ° evice
132 ng,\, Code
— 134

\

FIGURE 1



WO 2014/093683 PCT/US2013/074775

2/11
[200
. Pairings
Web Service (Test Environments) Targets
212 216
214
Device Manager 210
Test Controller Target
220 Application [
230
Eud

FIGURE 2



WO 2014/093683

FIGURE 3

[-310

[ 320

PCT/US2013/074775
3/11
~ 2\
X
1D Friendly Name 1P Controller
Edit 1 Name 1 192.168.216.1 xxx-123.local
Edit 2 Name 2 192.168.26.1 xxx-123.local
Edit 3 Name 3 192.158.26.1 yzz-123.local
Edit 4 Name 4 192.168.46.1 xxx-123.local
Edit 5 Name 5 192.168.216.2 xxx-123.local
Edit 6 Name 6 192.168.216.3 xxx-331.local
. y,
< )
X
1D Friendly Name P Controller
Edit 1 Name 1 192.168.216.1 xxx-123.local
Edit 2 Name 2 192.168.26.1 xxx-123.local
Edit 3 Name 3 192.158.26.1 yzz-123.local
Edit 4 Name 4 192.168.46.1 xxx-123.local
Edit 5 Name 5 192.168.216.2 xxx-123.local
Edit 6[ Name6 | [ 192.168.216.3 | [ xxx-331.local®]
) ) ) ]
C 321 C 322 C 324 C 326 y



WO 2014/093683 PCT/US2013/074775

4/11

400
£

410
Establish Pairing [™~N\J

v

420
Start Target and U
Controller

v

Establish Network | 43
Connection (Pipe)

v

Start Target 440
Analysis Tool
450

Establish Bridge [™~J

v

Run Device
Specific
Commands
using Target
Analysis Tool

460

Run Test Code
on Device

Verify

Run Test

FIGURE 4




WO 2014/093683

PCT/US2013/074775

5/11

500
r

510
Establish Pipe [~\J

v

Inject Code into ,\5’20
Target Application
v

Perform Operations ,\5’30
using Injected Code

v

Remove Injected 240
Code

v

FIGURE 5



WO 2014/093683

6/11

START

PCT/US2013/074775

[ 600

Determine Crash

610
~J

v

Establish Pipe

620

v

Obtain Crash Log

630

v

FIGURE 6



WO 2014/093683

PCT/US2013/074775

7/11
[1000
Tenant 1 i 1032
[ A~ 03
Tenant 2 [ 1030
Resources
1015
Tenant N
Test Manager 26 O O I:I O O
Service | EEEEEEREE
1010 ||
i _J
Data Store
1046 Network 1045
( Y a— \
all = o
X
150
@)
)
,\\1/052
L |

FIGURE 7



WO 2014/093683

SYSTEM MEMORY

ROM/RAM

OPERATING
SYSTEM

PROGRAMMING
MODULES

Test Manager

8/11

1102

PROCESSING
UNIT

26

FIGURE 8

PCT/US2013/074775

COMPUTING DEVICE

1100

REMOVABLE
STORAGE

NON-
REMOVABLE
STORAGE

INPUT
DEVICE(S)

OUTPUT
DEVICE(S)

COMMUNICATION
CONNECTION(S)

1116

OTHER
COMPUTING
DEVICES




WO 2014/093683 PCT/US2013/074775

911
/_ 1230
1225 L—,:;-:;;, /— 1200
1220 L 352
L
1215 \/‘

MOBILE COMPUTING DEVICE

FIGURE 9A



WO 2014/093683 PCT/US2013/074775

10/11

1202
( 2
1260 ﬂ(PROCESSOR ,— MEMORY
i [ ——=\\_}— 1266
& , APPS |
ﬂ{ R e _— 26
1205 DISPLAY T sy
Y | manacer |
\ 1264
1230ﬂ{ PERIPHERAL Y- _ 95—
DEVICE PORT |1 | 1268
STORAGE
1235 )
KEYPAD Y )
A J N
POWER 1270
¢ ! SUPPLY |7
- | [ ~—x—
v v v I H I
VIDEO AUDIO RADIO LED
INTERFACE || INTERFACE INTERFACE
LAYER
_J/ _J
1276 1274 — 1220
\- y

FIGURE 9B



WO 2014/093683

11/11

PCT/US2013/074775

1302 1304, 1306 -
l TABLET MOBILE
COMPUTING COMPUTING COMPUTING
DEVICE DEVICE DEVICE
1308
SERVER 1332 )

,r _____________ |
| |

|
I Test Manager |
: 26 |
| |

|
\ _—_—______ ______ a

SYSTEM
1320
A
INSTANT SOCIAL
DIRECTORY PO‘gEELS SME‘L:‘Q'\",'IBCOE)é MESSAGING | | NETWORKING
SERVICES 1324 1326 STORES SERVICES
1322 1328 1330

FIGURE 10




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2013/074775

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6F13/38 GO1R31/00
ADD.

GO6F11/36

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F GOI1R

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

figure 2

AL) 12 July 2012 (2012-07-12)
A paragraph [0060]
figures 3,5

X US 2010/180050 Al (HSIAO CHUNG-LIANG [TW] 1-7
ET AL) 15 July 2010 (2010-07-15)
Y paragraph [0022] - paragraph [0026] 8-10

Y US 2012/180029 Al (HILL GREGG ALAN [US] ET 8-10

1-7

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

7 April 2014

Date of mailing of the international search report

22/04/2014

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Braccini, Guido

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2013/074775
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2010180050 Al 15-07-2010  TW 201027353 A 16-07-2010
US 2010180050 Al 15-07-2010
US 2012180029 Al 12-07-2012 US 2012180029 Al 12-07-2012
WO 2012094187 A2 12-07-2012

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - wo-search-report
	Page 37 - wo-search-report

