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DESCRIPTION

FIELD OF THE INVENTION

[0001] The present invention relates to a system of consumption meters arranged in a communication network, and in particular
to a system of consumption meters where the program data can be updated via the communication network.

BACKGROUND OF THE INVENTION

[0002] Consumption meters for measuring consumption data of a supplied utility, for example electricity meters, heat meters for
district heating, and water meters for cold water, are often equipped with a communication unit for remote communication with the
meter, and capabilities of being arranged in a communication network. Network enabled consumption meters greatly facilitates
data collection, as well as remote control via transmission of control commands, and remote update via software upload.

[0003] Remote communication between a consumption meter and a central unit in a communication network can be obtained in a
number of ways. Data is typically sent in the network by one of the standard means of broadcasting, multicasting or unicasting,
employed singly or in combination. In general, a receiving unit in the network listen for signals on a given channel, and upon
receipt of a candidate signal parses the signal header for initial evaluation to determine whether or not the signal is for the
receiving unit. In broadcast, the signal does not contain specific addressing information of an intended receiver and any receiver
capable of reading the signal can record the signal, whereas as in multicasting the signal contains address information to identify
a receiver group, and in unicasting the signal contains address information to identify a single receiver. If a receiver receives a
signal which includes an address different from its own address, it will disregard the signal.

[0004] A network of consumption meters may comprise a large number of individual units since every household in an area may
contain one or more meters which communicate data back to a central unit, and it is normally a considerable communication task
to individually communicate with each consumption meter in a given network. To reduce the total time of sending out information
to every meter in a network, broadcasting can be used since it is a simple means for sending the same information out to a large
number of receivers. It however comes with the expense of a limited control over the transmission since broadcasting is a
unidirectional communication path. If it is important to more tightly control the transmission, unicast or multicast can be employed
in a bi-directional manner, but at the expense of a high network load.

[0005] Network enabled consumption meters are typically equipped with an embedded microprocessor which contains control
software, often referred to as firmware, and which is capable of performing various processing tasks based on the control
software and on other software entities. Advantageously, the control software and possibly other software entities can be updated
remotely via the network. To remotely update the control software of a consumption meter, a relative large amount of data needs
to be transmitted to a large number of meters in the network. During an update process, there is thus a risk that some parts of the
data are lost in the transmission, for example due to transmission collision. In connection with a control software upload, or upload
of other core software entities, it is important that all data are received at each updated meter, otherwise it is not possible to make
the exchange with the updated version of the software. Consequently an approach should be implemented which can guarantee
this. However, there is generally a desire that the time it takes to update a group of consumption meters should be kept as low as
possible.

[0006] WO 2005/015890 in the name of Enel Distribuzione discloses a system for remote distribution of program data to
consumption meters. In a first phase of the update process unicasting is employed in order to individually send information to
each meter relating to which data it should receive in order to receive a complete set of program data. In a second phase, the
program data is broadcast. In a third phase each meter is queried successively for receipt status, and missing program data
packets are re-broadcast. The third phase is continued until all meters report that they have received complete program data. In
this system, a dedicated session between the data distributor and each meter is established a number of times, each followed by
a broadcast of missing program data.

[0007] A similar approach is disclosed in WO 2008/130991 in the name of Elster Electricity.

SUMMARY OF THE INVENTION
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[0008] It would be advantageous to achieve a system of consumption meters in a communication network where program data of
the individual consumption meters can be remotely updated in a manner which ensures control over the update process and at
the same time is capable of limiting the total update time of the program data for a large group of consumption meters.

[0009] To achieve such a system, there is provided, in a first aspect of the invention a system of a plurality of consumption
meters each arranged for measuring consumption data of a supplied utility, and a data collector for collecting the consumption
data, the consumption meters and the data collector being arranged in a communication network, each consumption meter
comprises a processor for operating the consumption meter based on program data or by use of program data;

wherein the data collector is arranged for updating the program data of a group of consumption meters over the network by
transmitting update program data as a series of update program segments from a distributor unit to each consumption meter of
the group of consumption meters;

wherein the data collector establishes a dedicated update session to each consumption meter of the group of consumption
meters, and wherein segments addressed to the consumption meter in session, are transmitted, and possibly retransmitted, until
the consumption meter in session acknowledges receipt of all segments;

wherein, during the update session, a consumption meter to which an update program segment is not addressed, upon receipt of
the segment, accepts the segment for storage;

and wherein, during the update session only segments not already stored from a previous session to another consumption meter
are transmitted to the consumption meter in session.

[0010] A system is thereby provided which is based on unicasting in the sense that a dedicated session is established between
the data collector and each consumption meter to provide update program data to each meter, but which takes advantage of the
fact that data transmitted in a unicast session can be received and stored by other consumption meters within communication
range. The term program data should be construed broadly to include computer code, computer readable instruction and other
data structures suitable for influencing the operation of a microprocessor. Moreover, the specification that each consumption
meter comprises a processor also encompasses the situation where the consumption meter comprises more than one processor
for operating the consumption meter and where operation of the consumption meter is shared by more than one processor. In
functional implementations with more than one processor the program data of one of, some of, or even all of the processors may
be updated in accordance with the embodiments of the present invention.

[0011] By basing the update process on a unicast scheme, a tight control with the update process can be obtained, where only
one session is established per meter, and where once the session has been completed, it is ensured that the meter in session
has received all data relating to the update program data.

[0012] By enabling non-addressed consumption meters which "overhear" a data communication between the distributor of the
update program and another device which is in the course of receiving update data to store the received data, already stored
data does not need to be transmitted again to this consumption meter when it is in session, but only verified. The total time it
takes to update the group of consumption meters is thereby reduced.

[0013] In the context of the present invention, "overhear" and "overhearing" is used for the process where a consumption meter
is within communication range of a transmission to another meter so that the consumption meter can receive the signal to this
other meter, but where the transmission is addressed to the other meter.

[0014] The data collector is in charge of the update sessions by establishing dedicated sessions to each of the consumption
meters. While the data collector is the responsible device for the sessions, update program data need not be transmitted from the
data collector during the update session, instead the data collector may instruct another device to transmit the update program
segments, that is instruct another device to act as distributor unit. In general, the data collector itself may act as distributor unit,
however a consumption meter or a network node device may be instructed to be distributor unit. Typically, the data collector acts
as distributor unit for first level transmissions, whereas a network node may act as distributor unit for deeper level transmissions in
a multihop network.

[0015] The consumption meter is equipped with communication capabilities. The elements and components for providing the
communication capabilities may either be built together with the consumption meter, and even share components with the
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consumption meter, or may be housed separately and connected to the consumption meter in any suitable way to provide a
network enabled meter.

[0016] In an important embodiment, the processor is a programmable processor for operating the consumption meter based on
control program data, either in the form of firmware or higher level software structures capable of controlling the consumption
meter.

[0017] An important application of the present invention is to update the control software. Nevertheless embodiments of the
invention may advantageously be used for updating other data structures which are to be transmitted in a controlled way to a
group of consumption meters. In an embodiment, the program data may be computer code or other forms of program data which
is for use by the control program of the consumption meter or for use by an auxiliary device connected to the consumption meter.
This may e.g. tariff structures, specific calculation algorithms, such as price calculation algorithms, network tables or control
program data for auxiliary devices, such as auxiliary display devices or auxiliary sensor devices.

[0018] The communication circuit of a consumption meter may in different embodiments range from being functionally and
physically integrated with the general circuitry of the consumption meter to functionally and physically separate from the general
circuitry of the consumption meter. In the event that the communication circuit is provided in an integrated manner, the program
data of the communication circuit may be updated together with the general control program of the consumption meter, whereas if
the communication circuit is provided in a separate manner, the program data of the communication circuit may be updated as an
auxliary device.

[0019] The consumption meters may in embodiments be a charging consumption meters for charging an amount of a supplied
utility. The consumption meter may be an energy meter for metering an amount of energy consumed, a heat meter for district
heating, a cooling meter for district cooling, a water meter for distributed water, e.g. drinking water, a gas meter and/or an
electricity meter. The consumption meter may be a legal meter, i.e. a meter which is subdued to regulatory demands. Such
regulatory demands may be demands to the precision of the measurements.

[0020] In other aspects of the invention, there are provided a data collector as well as a consumption meter for use in a system
according to the first aspect.

[0021] Additionally, in a further aspect of the invention, there is provided a method of distributing update program data in a
system of a plurality of consumption meters each arranged for measuring consumption data of a supplied utility, and a data
collector for collecting the consumption data, the consumption meters and the data collector being arranged in a communication
network, each consumption meter comprises a processor for operating the consumption meter based on program data or by use
of program data;

the method comprises distributing the update program data to a group of consumption meters over the network from a distributor
unit to each consumption meter of the group of consumption meters;

the method further comprises:
arrange the update program data as a series of update program segments;

establish a dedicated update session between the data collector and each consumption meter of the group of consumption
meters;

address each segment to the consumption meter in session, and transmit, and possibly retransmit, each segment until the
consumption meter in session acknowledges receipt of all segments;

wherein, upon receipt of a program segment, determine the address of the program segment, if the program segment is
addressed to the receiving consumption meter, accept the update program segment for storage and acknowledge receipt;
whereas, if the program segment is not addressed to the receiving consumption meter, accept the update program segment for
storage and do not acknowledge receipt;

and wherein, during the update session only segments not already stored from a previous session to another consumption meter
are transmitted.

[0022] In general the various aspects of the invention may be combined and coupled in any way possible within the scope of the
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invention. These and other aspects, features and/or advantages of the invention will be apparent from and elucidated with
reference to the embodiments described hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] Embodiments of the invention will be described, by way of example only, with reference to the drawings, in which

Fig. 1 illustrates an embodiment of a system of consumption meters and data collector units arranged in a communication
network;

Fig. 2 illustrates a general flow diagram of embodiments for updating the program data of a group of consumption meters;
Fig. 3 schematically illustrates an example of a segmented program;

Fig. 4 schematically illustrates an example of a program table for building the update program at the receiving device;
Fig. 5 schematically illustrates an example of a partly build update program at a receiving device;

Fig. 6 schematically illustrates parts of Fig. 1 in relation to a multihop communication network; and

Fig. 7 illustrates an embodiment of a flow diagram relating to update of the program data in a multihop network.

DESCRIPTION OF EMBODIMENTS

[0024] An embodiment of the invention is illustrated in Fig. 1. The figure illustrates a system 1 comprising a plurality of
consumption meters 2 and a data collector 3, 3A, 3B, here in the form of a sub-collector and a main collector. The main collector
being the collection system of the utility provider 3A, whereas the sub-collector being a concentrator unit 3B arranged as a
concentrator node in the network to collect consumption data from a group of assigned consumption meters. In a general
embodiment, a number of concentrators are present, each with a number of consumption meters assigned to it. Each of the
consumption meters and the data collector comprises a communication unit for bi-directional data communication in the network,
and each consumption meter stores a meter ID, so it is individually identifiable in the network. The total network is in an
embodiment a radio network, however advantageously at least the network between the concentrator and the consumption
meters is a radio network, whereas the link between the two collector parts may be of any suitable type. In general, the network
may be any suitable network, including a power line carrier (PLC) network.

[0025] In an embodiment, the concentrator device 3B is instructed to update the control program or firmware of the group of
consumption meters 2. A consumption meter is operated by logic programming at different levels ranging from basic operation of
one or more microprocessors to higher level programming of programmable microprocessors. Some microprocessors may even
be operated by an operative system. At the lowest level, the control program may be implemented by fixed code, however
advanced processors comprises one or more programmable levels. Update of the control program encompasses exchange of
part of, or even entire, computer code structures at any programming level of the control circuits of the consumption meter.

[0026] In connection with updating the control program, the control program is split into a number of program segments. Splitting
a data program into segments in connection with data transmission of the program is generally known in the art of data
transmission.

[0027] In an embodiment, in a first step, the concentrator 3B receives the update program from a controlling level and an
instruction to update all consumption meters which are assigned to it. In general, however, any group or sub-group of the
consumption meters which are assigned to the concentrator may be selected for update. As a first update step, the concentrator
establishes a dedicated update session between itself and a first meter 4. During this session program segments are addressed
to the first meter 4 and transmitted in the network. The consumption meters stores a meter ID for individual identification in the
network. In embodiments, the meter ID may be used as the address, however, the network may also employ dynamic addressing.

In an embodiment, the concentrator transmits a first segment and awaits acknowledgement of receipt, once this acknowledgement
is received a second segment is transmitted. If an acknowledgement is not received for a certain program segment, the
concentrator resends the specific segment. Once all segments are sent and acknowledged by the first meter 4, the concentrator
establishes a new update session to a second meter 5. The acknowledgement of receipt may be received after each segment,
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before a next segment is transmitted. In another embodiment, the segments may be sent in groups, such as a few segments may
be transmitted, and an acknowledgement is sent for the few segments or for the received segments, if only some of them are
received. The acknowledgement may be transmitted after a group of two, three, five, ten or other number of segments.
Advantageously, only a small number of segments are transmitted between acknowledgements to obtain a tightly controlled
transmission process. During the first session, the meter 5 was within communication range, thus all data transmissions sent to
the first meter 4 was received also by the second meter 5. In a normal unicast situation, the second meter disregards data
addressed to another meter than the second meter, however in the present invention the second meter 5 is allowed to store the
program segments that was sent to the first meter 4. However, no acknowledgement of receipt is provided by the second meter
during the session with the first meter. The program segments are merely stored at the second meter 5.

Since the second meter 5 was allowed to store program segments sent to the first meter 4 during the first session, only missing
segments need to be sent to the second meter in the second session. If for example all segments were received at the second
meter, the concentrator receives an acknowledgement to this and closes the session with the second meter and establishes a
new session with the next (third) meter. At a certain point, a given meter 6 may have missed some of the program segments
addressed to the first meter. These segments are then addressed to the meter 6 and transmitted one by one, each segment or
groups of segments acknowledged by the meter 6. Since the meter 6 missed some of the data segments sent to the first meter 4,
there is a certain probability the meters near this meter, e.g. the meter 7, has missed the same segments. When resending the
program segments to the meter 6, the meter 7 will store any program segment which was also missed by this meter.

[0028] In the illustrated embodiment, only the meters within the area 8 are within direct communication range of the concentrator
3B. Thus all meters outside this area have missed all or many of the data segments sent to the first meter 4.

[0029] The consumption meter 9 is out of direct range of the concentrator. Consequently, the concentrator needs to send most if
not all update program segments to the meter 9. Again, during the transmission of the segments to the meter 9, all meters which
overhear this transmission will store overheard program segments. In an embodiment, the remaining meters may be in range of
the transmission to the meter 9, and thus be able to receive most, if not all, segments. Thus, for the remaining meters, the
concentrator may merely need to check for missing program segments, and possibly retransmit a few segments.

[0030] In this manner, all meters are provided with update program data (new firmware) where all the benefits of unicast are
obtained in terms of process control and certainty of receipt. But identical program segments are not transmitted individually a
high number of times thereby reducing the total time it takes to update the entire group of consumption meters.

[0031] In general, embodiments of the invention are advantageous for transmitting the same program data or computer code to
a number of consumption meters. While an important application is to remotely update the firmware of a group of consumption
meters, other applications may also benefit from using the principle of overhearing in accordance with embodiments of the
present invention. Such applications include, but are not limited to, the following examples.

[0032] In one embodiment, the update program data is program data for use by the processor for operating the consumption
meter. That is, the update program data does not relate to the control program as such, but to data structures which are used by
the control program in connection with the operation of the meter. Such program data may e.g. be a tariff structure. In the event a
new tariff structure is to be updated in a group of consumption meters, the tariff structure may be transmitted by use of
embodiments of the present invention. In another example, the program data may be a calculation algorithm, e.g. for calculating
the price based on the consumption. In yet another example, the program data may be network information such as route
information. Route information, e.g. routing tables, may in embodiments be distributed to all the participating nodes for local
processing in connection with routing data in the network. By placing routing tables in the consumption meters, route information
may be removed from the normal data packets. In another example, the control program or other program may be based on
program modules, where one or few modules are updated, but where the core structure of the program is maintained.

[0033] In another embodiment, the update program data is program data for use by an auxiliary device communicatively
connected to the consumption meter. A consumption meter may be connected to auxiliary devices which are not necessarily
connected to a network, or which are connected to an inferior network. For example, a consumption meter may be connected to
an in-home display where it may be desirable to transmit update information for display to the consumer via the network of the
consumption meters. The consumption meter may also be connected to separate modules, such as relay modules where it may
be desirable to transfer data to the module via the consumption meter. Moreover, the consumption meter may act as a
communication node for other devices, such as a communication node for battery operated water meters. Update program data
may be transmitted to the water meter via the communication process of embodiments of the present invention. The auxliary
device may generally be housed separate from the consumption meter or in an integrated housing which comprises the auxliary
device. In particular, the auxiliary device may be a functional module attached to the consumption meter in any suitable way. In
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embodiments, the update program data is completely received at the consumption meter before retransmitted to the auxliary
device. Alternatively, the update program data may be transmitted to the auxliary device concurrently with receipt at the
consumption meter. Retransmission of the update program data to an auxiliary device can be done by a standard communication
method in accordance with a specific connection between the consumption meter and the auxiliary device.

[0034] Fig. 2 illustrates a general flow diagram of embodiments of the invention for updating the program data of a group of
consumption meters.

[0035] In a first step 20, the data collector, typically in the form of the concentrator, receives the update program and is
instructed to update the program data of a specified group of consumption meters over the network. The group of consumption
meters may be a group of meters arranged in the network or it may be all meters of a given network of consumption meters.

[0036] The concentrator is arranged for updating the program data by transmitting the update program as a series of update
program segments to each consumption meter of the group of consumption meters. The concentrator typically manages the
segmenting of the update program by use of a segmenting algorithm stored at the concentrator device. In general, any type of
distributor device, may manage the segmenting prior to distributing the update program.

[0037] Fig. 3 schematically illustrates an example of a segmented program 30. Each update program segment is arranged as a
data frame or data packet, designated S;, i being an index In the figure each segment is illustrated to comprise a payload, P; and
a header H; which carries such information as receiver address, route information, segment number, etc. The header may be
formed by a group of sub-headers which comprise parts that are dedicated to addressing information and parts that are
dedicated to packet information. The payload contains the program part to be used in the update program. Moreover, even
though not illustrated, each segment, S; may comprise further parts, such as a footer with control information, e.g. Cycling
Redundancy Check (CRC) information. In general, each segment may be based on a layered data structure as is widespread in
network communication.

[0038] Returning to Fig. 2, in step 21 the data collector establishes a dedicated update session to a (first) consumption meter of
the group of consumption meters in order to transmit all segments of the update program to the first consumption meter.

[0039] In an embodiment, prior to the actual update of the consumption meters, the data collector announces 200 to all meters of
the group of meters that they are to receive update program data. This announcement can be in the form of a multicast message
to the group of meters or a series of unicast announcements. The announcement may include update program information, such
as number of segments to be received, memory address of each segment, etc. to be used by the consumption meter in order to
provide acknowledgements to the data collector during the update session. Based on the announcement each consumption
meter may be able to build an update program table for it to be able to keep track of the segments it receives. In alternative
embodiments an announcement is not used. Instead a first section of the update program may comprise information about the
program, or the consumption meter may be instructed to acknowledge back to the concentrator after receipt of each program
segment in a manner so that the concentrator can keep track of the segments received by the consumption meter in session.

[0040] Fig. 4 schematically illustrates an example of a program table 40, or program structure, used to build the update program
at the receiving device. Here schematically illustrated by a numbered slot for each payload position. Other information may be
used as well.

[0041] Returning to Fig. 2, in step 22 the concentrator addresses each segment with the meter ID of the consumption meter in
session, and transmits, and possibly retransmits, each segment until the consumption meter in session acknowledges receipt of
all segments.

[0042] In an embodiment 201, this may be done by sending a message 22A to the meter in session requesting it to report which
segments it misses. Assuming that the consumption meter has received information relating to the overall structure of the update
program, cf. Fig. 4, a first response 22B may be "l miss segments S1 to SN", i.e. all segments. At 22C, the concentrator
determines whether or not the meter in session misses any segments. If yes (y) the concentrator sends 22D the first segment S¢
of the missing segments to the meter and either together with the segment or as a separate request 22A asks anew for missing
segments.

[0043] If the concentrator instead receives the response that no (n) segments are missing 22E, it closes the session with the
current meter.
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[0044] In a next step 24, the concentrator determines whether or not all meters of the group of meters has been updated. If this
is not the case (n), a session is initiated with a next meter 21.

[0045] Step 23 is a background process performed for all meters. In this process, a consumption meter either continuously or
periodically analyses signals received at its receiver. In the event it detects an update program segment to a consumption meter
with a different address or meter ID than its own, it accepts the update program segment for storage. In this manner, a meter
which is within communication range benefits from a transmission which it can receive, but which is intended for another recipient.
If an announcement was sent it may know that it soon will be in need of the data segments, otherwise it may be equipped with a
storage area which stores all data segments that potentially could form part of an update program, and erases it or overwrites it
after a certain time if not used. In this manner only program segments not already received and stored during a previous session,
need to be resent. In the event it detects an update program segment addressed fo it, it will follow the process 201.

[0046] In a next update session 21, the concentrator established a dedicated update session to a next consumption meter of the
group of consumption meters in order to transmit all segments of the update program to, or ensure all segments are received at,
the next consumption meter.

[0047] In one scenario, a next meter has already stored all segments of the update program. The flow diagram 201 would in this
situation be:

A message is sent 22A to the meter requesting it to report which segments it misses.

Since no segments are missing, a response 22B may be "l miss no segments". At 22C, the concentrator determines that no
segments are missed, and at 22E it closes the session with the meter.

[0048] In another scenario, a next meter misses segments S¢ to Sp and Sx to Sy. This is illustrated in Fig. 5, where already
stored program parts are grey, whereas missing parts are white.

[0049] After opening a session with the meter in 22A, the concentrator requests the meter to report which segments it misses.
The meter reports that it misses Sg to Sp, and in 22D segment Sc is transmitted in an addressed transmission to the meter. In a

reply to a next request, the meter reports that it misses Sc+1 to Sp, and so forth until it receives Sp. After having received Sp, it

responds that it still misses Sx to Sy, etc.

[0050] The request to which segments that is missed can generally be send after each segment has been transmitted, or it can
be send after a group of segments has been transmitted, so that the acknowledgement of receipt is received after a group of
segments is received. In the event that the group of segments from Scto Sp was transmitted without requesting an
acknowledgement of missing segments in between, two situations can occur. If all segments were received correctly, the meter
simply responds that it misses Sx to Sy, whereas, if the segments Sg+3 to Sc+5 were not received, it responds that these
segments are still missing.

[0051] Again, any meter which overhears 23 the transmissions of the segments Sg to Sp and Sy to Sy store such data

segments, if not already stored.

[0052] In step 25 all meters of the group of meters has received the update program. If not already done, the consumption meter
combines all data segments, either directly as received from the transmission, from stored segments or from a combination of
received segments and stored segment to construct a complete update program.

[0053] In step 26, each consumption meter replaces its program with the update program. In an embodiment, the update
program may be activated by an activation command transmitted to each meter. A consumption meter may start replacing the
program upon receipt of the activation command. Alternatively may the activation command specify a replacement time instructing
the consumption meter to replace the program at the specified replacement time. The replacement may be subject to further
conditions, as will be discussed below.

[0054] In a general embodiment, a number of parallel update sessions may be established, however this leads to a rather
complex process, since the network of consumption meters may be very complex, and consequently parallel processing of the
update process may impose very complex restrictions on the update process to avoid problems relating to transmission collisions.
Instead, the meters may advantageously be updated successively in series. Thus in an embodiment, the consumption meters of
the group of consumption meters are successively updated, by successively establishing a dedicated update session to each
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consumption meter, and receiving an acknowledgement of receipt of all segments from the consumption meter in session before a
next update session is established. In this manner a very simple process flow can be implemented, resulting in a high certainty of
a fault free update process. The update time of the complete group may be higher with a serial update process than with a
parallel update process. However, due to the fact that addressed data segments can be stored at a meter with a different meter
ID than the address of the data segment, and that less transmission faults can be expected in a serial process, a serial update
process may nevertheless be of advantage.

[0055] In general, a consumption meter can be implemented in a number of ways to ensure that it stores program segments of
an update program not addressed to it. Any data packet carries a header which contains information that is needed to determine
whether or not a received signal is intended for the meter or not, as well as other signal information. Based on information in the
header, the consumption meter can be programmed to identify a part of the header which would indicate that the program
segment should be stored in expectation that the program segment is part of a program update.

[0056] It may nevertheless be advantageous to provide a dedicated storage identifier or upload ID as part of the information
carried in the segment of the update program, e.g. as part of the header. This storage identifier carries information relating to
storage of the data segment by a consumption meter with a different ID than the address. For example, the identifier can carry a
code which instructs the meter to store the segment if received, or which forbids the meter to store the segment if received. For
example, if only a small group of meters needs update, it may be advantageous to forbid other meters to store the segments,
effectively rendering the transmission into a unicast transmission. The storage identifier may also carry version information which
renders it possible to transmit dedicated software version only to relevant meters.

[0057] In Fig. 1, the meters within the boundary 8 are first level meters, i.e. meters which are in direct communication range of
the concentrator 3B. In order to communicate with meters outside this boundary a connector unit is needed. For example, one of
the meters 10, may in addition to being a consumption meter, also implement the functionality of a repeater unit or alternatively a
router unit, so that any communication directed to meters not within direct communication range of the concentrator is directed
through the meter 10.

[0058] Aspects related to multihop networks are further illustrated in Fig. 6. In this respect, a multihop network is to be
understood as a network which comprises at least a second network level. That is it comprises at least one network level which is
not in direct communication range with the collector, typically in the form of a concentrator device.

[0059] Fig. 6 schematically illustrates parts of Fig. 1 in relation to a multihop communication network, where elements of Fig. 1
are rearranged to underline the network structure. The concentrator is in direct communication range with the meter 10, but
cannot directly reach the meters 60-62.

[0060] For first levels meters, i.e. meters in direct communication range of the concentrator, the concentrator is advantageously
the distributer device, i.e. the device which stores the update program and manages the segmenting and addressing of the
individual segments. In an advantageous embodiment, the distribution unit is shifted to a network unit acting as a connector node
to a second level or higher level of the multihop network for the meters which are not directly reachable from the concentrator.
Once the concentrator has transmitted all segments to the distributor node 10, and received acknowledgement of receipt, it may
instruct the meter to act as a distributor node for the meters 60-62 to which it acts as repeater or router device.

[0061] In an embodiment, after having finalized the transmission of the update program to the meters within direct range, the
concentrator instructs the meter 10 to be distributor device.

[0062] Fig. 7 illustrates an embodiment of a flow diagram.
[0063] In step 70, the concentrator instructs meter 10 to transmit the update program to meter 60.

[0064] In step 71, the meter 10 addresses each segment of the update program to the address of the meter of the consumption
meter 60, and transmits 72, and possibly retransmits, each segment until the consumption meter 60 acknowledges receipt of all
segments. This transmission may be performed in a similar manner as in connection with the flow diagram 201 of Fig. 2, except
that acknowledgements of each segment are sent to the distributor unit, i.e. to the meter 10. Once the meter 60 has received all
segments, the distributor node reports 73 this to the concentrator. As a next session, the concentrator instructs the meter 10 to
transmit the update program to a next meter, e.g. meter 61. Again, all segments already stored by the meter 61 from the
transmissions to the meter 60 are not transmitted to the meter 61 in accordance with embodiments of the present invention.

[0065] In this manner, the concentrator is in charge of updating all meters within the group, however instead of retransmitting the
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update program a number of times to connector nodes in a multihop network, the stored data segments at the connector nodes
are used for distributions to deeper levels.

[0066] In an embodiment, the data collector assigns a maximal distribution time to the distribution unit, which is the maximal time
the distributor unit is permitted to use for transmitting update program data over the network without being in contact with the data
collector. The contact between the distributor unit and the collector may be that the distributor unit reports the status of the on-
going update process to the data collector. This allows the data collector to interrupt the update process in the event that the
communication network is needed for an activity with a higher priority. In the event, that the network is not needed for a higher
prioritized activity, the distributor unit is allowed to continue the update process by assigning it a new maximal distribution time.

[0067] In an embodiment, the network unit acting as the connector node to a second level or higher level of the multihop network
may be a dedicated communication unit, e.g. a dedicated repeater device or dedicated router device. In such embodiment, the
communication unit may be used as distributer unit along the lines as disclosed in connection with Figs. 6 and 7.

[0068] In another embodiment, the network unit acting as the connector node to a second level or higher level of the multihop
network may be a consumption meter which is not to be updated, but which nevertheless acts as a network node for consumption
meters which are to be updated. Again, such consumption meter may be used as distributer unit along the lines as disclosed in
connection with Figs. 6 and 7.

[0069] In a further embodiment, the distributor unit may be a consumption meter which is added to the network with program data
different from the program data of the consumption meters of the group of consumption meters, and wherein the program data of
the added consumption meter becomes the update program data. The added consumption meter may be implemented with the
functionality of extracting a copy of its own program data, or the added consumption meter may store a copy of its program data
in a memory. Once the concentrator has been instructed to use an update program from an added meter, the concentrator
instructs the added meter to transmit its program data to a first device, e.g. the concentrator itself, and then in accordance with
embodiments of the present invention distribute the control program to a group of consumption meters.

[0070] The desire to in a fast manner distributing similar computer code to a large number of receiving entities is hampered if the
computer code is to be distributed in a secure manner, i.e. by application of encryption. Embodiments of the present invention
have the advantage that they support a number of security schemes, which does not require individual encrypted unicast
transmission, but which nevertheless ensures a high security level.

[0071] In an embodiment, the update program may be encrypted with an encryption key that is known by all consumption meters
in the group of consumption meters. If safe handling of such a shared encryption key is ensured, this may be a sufficient level of
security. For example, the shared encryption key may be stored at the factory, or be distributed prior to the update process in
encrypted form, e.g. encrypted with an individual encryption key.

[0072] In an embodiment, the update program may be activated by an individually addressed activation commands individually
encrypted by an encryption key unique to each consumption meter. In this manner, at least the activation can be handled with a
high security level.

[0073] In an embodiment, the announcement comprises an encryption key for decrypting the update program segments.

[0074] In an embodiment, the announcement may be encrypted by an encryption key unique to each consumption meter. In the
event that the announcement comprises the shared encryption key, such an embodiment provide a very high level of security
without jeopardizing the time it takes to update the program data of the group of consumption meters.

[0075] Although the present invention has been described in connection with the specified embodiments, it should not be
construed as being in any way limited to the presented examples. The invention can be implemented by any suitable means; and
the scope of the present invention is to be interpreted in the light of the accompanying claim set. Steps mentioned in a given
order do not mean that the invention is limited to this order of executing the steps. Any alternation between steps is within the
scope of the invention. Any reference signs in the claims should not be construed as limiting the scope.
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Patentkrav

1. System (1) af en flerhed af forbrugsmalere (2) hver anbragt til at male
forbrugsdata af en tilfgrt forsyning, og en dataopsamler (3) til opsamling af
forbrugsdataen, hvor forbrugsmaleren og dataopsamleren er anbragt i et
kommunikationsnetvaerk, og hvor hver forbrugsmaler omfatter en processor til
drift af forbrugsmaleren baseret p& programdata eller ved anvendelse af

programdata;

hvor dataopsamleren er anbragt til at opdatere programdataene for en
gruppe af forbrugsmalere over netvaerket ved at sende
opdateringsprogramdata som en serie af opdateringsprogramsegmenter
(30) fra en fordelerenhed (3B, 10) til hver forbrugsmaler af gruppen af

forbrugsmalere;

hvor dataopsamleren etablerer en dedikeret opdateringssession til hver
forbrugsmaler af gruppen af forbrugsmalere, og hvor segmenter adresseret
til forbrugsmaleren i session, transmitteres, og muligvis retransmitteres,

indtil forbrugsmaleren i session anerkender modtagelse af alle segmenter;

hvor, under opdateringssessionen, en forbrugsmaler til hvilken et
opdateringssegment ikke adresseres, under modtagelse af segmentet,

accepterer segmentet til lagring;

og hvor, under opdateringssessionen, kun segmenter der ikke allerede er
lagret fra en tidligere session til en anden forbrugsmaler, sendes til

forbrugsmaleren i session.

2. Systemet ifglge krav 1, hvor processoren er en programmerbar processor til
drift af forbrugsmaéleren baseret pa styreprogramdata, og hvor
opdateringsprogramdataene er styreprogramdata til opdatering af

styreprogramdataene.

3. Systemet ifglge krav 1, hvor opdateringsprogramdataene er programdata til

anvendelse af forbrugsmalerens styreprogram til drift af forbrugsmaleren.



10

15

20

25

30

35

DK/EP 2848005 T3

2

4. Systemet ifglge krav 1, hvor opdateringsprogramdataene er programdata til

anvendelse af en hjaelpeindretning kommunikativt forbundet til forbrugsmaleren.

5. Systemet ifglge et hvilket som helst af de foregdende krav, hvor hver
forbrugsmaler af gruppen af forbrugsmalere modtager en meddelelse om en

kommende opdateringssession.

6. Systemet ifglge et hvilket som helst af de foregaende krav, hvor
forbrugsmalerne af gruppen af forbrugsmaélere successivt opdateres, ved
successiv etablering af en dedikeret opdateringssession til hver forbrugsmaler, og
der modtages en modtagelsesanerkendelse for alle segmenter fra

forbrugsmaleren i session fgr en naeste opdateringssession etableres.

7. Systemet ifglge krav 6, hvor modtagelsesanerkendelsen modtages efter hvert
segment er sendt og fagr et naeste segment sendes.

8. Systemet ifglge krav 6, hvor modtagelsesanerkendelsen modtages efter en

gruppe af segmenter er sendt.

9. Systemet ifglge et hvilket som helst af de foregdende krav, hvor hvert
opdateringsprogramsegment yderligere omfatter en lagringsidentifikator der
baerer information vedrgrende lagringen af segmentet for en forbrugsmaler til

hvilken et opdateringssegment ikke adresseres.

10. Systemet ifglge krav 9, hvor hver forbrugsmaler af gruppen af forbrugsmalere
modtager en meddelelse om en kommende opdateringssession, 0og hvor
meddelelsen omfatter lagringsidentifikatoren séledes at en forbrugsmaler kun
lagrer et opdateringsprogramsegment der ikke er adresseret til den, hvis
opdateringsprogramsegmentets lagringsidentifikator matcher meddelelsens
lagringsidentifikator.

11. Systemet ifglge et hvilket som helst af de foregédende krav, hvor
fordelerenheden er valgt fra gruppen af: en dataopsamler, en forbrugsmaler, en
gentagelsesenhed eller en routerenhed.
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12. Systemet ifglge et hvilket som helst af de foregdende krav, hvor gruppen af
forbrugsmalere er del af et multihop-kommunikationsnetvaerk, og hvor
fordelingsenheden er en netvaerksenhed der agerer som en forbindelses-node til

et andet niveau eller hgjere niveau af multihop-netvaerket.

13. Systemet ifglge et hvilket som helst af de foregdende krav, hvor
dataopsamleren tildeler en maksimal fordelingstid til fordelingsenheden, hvilken er
den maksimale tid fordelingsenheden tillades at anvende til
transmissionsopdatering af programdata over netveerket uden at veere i kontakt

med dataopsamleren.

14. Systemet ifglge et hvilket som helst af de foregédende krav hvor
fordelerenheden er en forbrugsmaler der er tilfgjet til netvaerket med
programdata forskellig fra programdataen for forbrugsmalere af gruppen af
forbrugsmalere, og hvor programdataen fra de tilfgjede forbrugsmalere bliver

opdateringsprogramdataen.

15. Systemet ifglge et hvilket som helst af de foregdende krav, hvor
opdateringsprogramdataen er enkrypteret med en enkrypteringsnggle der er
kendt af alle forbrugsmalere i gruppen af forbrugsmalere.

16. Systemet ifglge et hvilket som helst af de foregdende krav, hvor
opdateringsprogramdataen aktiveres af en individuelt adresseret
aktiveringskommando individuelt krypteret med en krypteringsnggle der er unik

for hver forbrugsmaler.

17. Systemet ifglge krav 10, hvor meddelelsen omfatter en krypteringsnggle til

dekryptering af opdateringssegmenterne.

18. Systemet ifglge krav 10 eller 17, hvor meddelelsen er krypteret af en
krypteringsnggle der er unik til hver forbrugsmaler.

19. En dataopsamler til anvendelse i et system ifglge et hvilket som helst af
kravene 1-18.
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20. En forbrugsmaler til anvendelse i system ifglge et hvilket som helst af kravene
1-18.

21. Fremgangsmade til distribution af opdateringsprogramdata i et system (1) af
en flerhed af forbrugsmalere (2) hver anbragt til at male forbrugsdata af en tilfgrt
forsyning, og en dataopsamler (3) til opsamling af forbrugsdataen, hvor
forbrugsmaleren og dataopsamleren er anbragt i et kommunikationsnetvaerk, og
hvor hver forbrugsmaler omfatter en processor til drift af forbrugsmaleren baseret
pé& programdata eller ved anvendelse af programdata;

fremgangsmaden omfatter fordeling af opdateringsprogramdataen til en
gruppe af forbrugsmalere over netvaerket fra en fordelerenhed (3B, 10) til

hver forbrugsmaler af gruppen af forbrugsmalere;
hvilken fremgangsmade yderligere omfatter:

ordne opdateringsprogramdataen som en serie af
opdateringsprogramsegmenter (30);

etablere (21) en dedikeret opdateringssession mellem dataopsamleren og

hver forbrugsméler af gruppen af forbrugsmalere;

adressere (22) hvert segment til forbrugsmaleren i session, og
transmittere, og muligvis retransmittere, hvert segment indtil

forbrugsméleren i session anerkender modtagelse af alle segmenter;

hvor, efter modtagelse af et programsegment, bestemme (23) adressen pa
programsegmentet, hvis programsegmentet er adresseret til den
modtagende forbrugsmaler, acceptere opdateringsprogramsegmentet til
lagring og anerkende modtagelse; hvorimod, hvis programsegmentet ikke
er adresseret til den modtagende forbrugsmaler, acceptere

opdateringsprogramsegmentet til lagring og ikke anerkende modtagelse;

og hvor, under opdateringssessionen, kun segmenter der ikke allerede er

lagret fra en tidligere session til en anden forbrugsmaler sendes.
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