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BETWEEN A BASE STATION AND A MOBILE STATION IN A

MOBILE RADIO SYSTEM

(57) On decrit un procede d'exeécution de contrdles
d'authentification dans un systeme de t¢léphone mobile
dans lequel une station de base authentique (BS) dessert
une pluralit¢ de stations mobiles (MS1-MSn). On
connait d¢ja l'execution de controles unidirectionnels
depuis la station de base (BS) vers une station mobile

d'appel (MSK). Une fausse station de base (BSt) peut, de
cette  maniere, effectuer un  faux  controle
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(57) A method of carrying out an authentication check 1n
a mobile telephone system 1n which an authentic base
station (BS) serves a plurality of mobile stations (IMSI-
MSn). It 1s earlier known to carry out a unmidirectional
check from the base station (BS) to a calling mobile
station (MSKk). A false base station (BSf) 1s able, 1n this
way, to carry out a false authentication check, by
collecting a number of so-called RAND-Response pairs.
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d'authentification en reliant un certain nombre de paires
dites RAND-réponse. Pour ¢viter cet inconvenient, on
ajoute un controle supplémentaire unidirectionnel,
station de base/station mobile, amnsi qu'un controle
d'authentification depuis la station mobile vers la station
de base. Dans une des réalisations, le controle
unidirectionnel est supprime, et seulement le controle
d'authentification bidirectionnel est effectue.
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In order to avoid this, there 1s introduced a further
unidirectional authentication check, base station-mobile
station, and also an authentication check from the mobile
station to the base station. According to one embodiment
of the method, the unidirectional check 1s excluded and
only the bidirectional authentication check 1s carried out.



2051383

A method of carrying out an authentication check in a mobile
telephone system in which an authentic base station (BS)
serves a plurality of mobile stations (MS1-MSn). It is
earlier known to carry out a unidirectional check from the
base station (BS) to a calling mobile station (MSk). A false
base station (BSf) is able, in this way, to carry out a false
authentication check, by collecting a number of so-called
RAND-Response pairs. In order to avoid this, there is
introduced a further unidirectional authentication check,
base station-mobile station, and also an authentication check
from the mobile station to the base station. According to
one embodiment of the method, the unidirectional check is
excluded and only the bidirectional authentication check is

carried out.
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A METHOD OF CARRYING OUT AN AUTHENTICATION CHECK BETWEEN A BASE
STATION AND A MOBILE STATION IN A MOBILE RADIO S8YSTEM

TECHNICAL FIELD

The present invention relates to a method of carrying out an
authentication check between a base station and a mobile station
in a mobile radio system, particularly in a cellular mobile

telephone system. The proposed method can also be applied with
other mobile radio systems, for instance paging systems.

BACKGROUND ART

In the case of a cellular mobile telephone system for instance, an
authentication check is carried out before a call is set up
between the mobile and the base station. The base station asks for
information concerning the mobile, with respect to its identity,
by ordering the mobile to send an identification number. The
mobile is therewith forced to reveal its identity to the base
station, so that the base station will know that the mobile is
authorized to send a call over the system and so that the base
station and also the exchange will know which mobile shall be
charged for the call subsequently set up.

on the other hand, the mobile station must be certain that it
communicates with the authentic base station, i.e. with a base
station which is truly authorized to put connect a call when the
mobile is the calling party (the mobile is an A-subscriber), and
that the mobile station will be charged correctly for the call.

For the purpose of performing an authentication check, it is
earlier known to form authentication signals, "Resp"-signals, in
the base station and the mobile station. A random number (RAND) is
sent from the base to mobiles within the area covered by the base
station. The calling mobile answers with a given signal (Resp 1).
In a similar manner, the base station forms the same signal Resp
1 from the random number and the identity of the calling mobile.
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These signals normally coincide and the base station orders

the mobile to a speech channel.

DISCLOSURE OF THE INVENTION

Thus, 1n the aforesaid known method of carrying out
authentication checks, there is formed a RAND-Response palr
for a given mobile station, i.e. a given Response signal is
formed in the mobile for a given received random number
RAND, and a base station can thus receive a number of such
response signals for a number of different random numbers.
This means that it is possible to establish a “false” base
station which is able to Cransmit a number of mutually
different random numbers and receives a corresponding
(different) number of Response signals. The false base
station is therewith able to create a mobile subscription
which 1s not authorized to send calls over the system.

This drawback or deficiency of the known authentication
check 1is due to the fact that the check is uni-directional,
namely 1t is only the base station which requires the

response signal in proof of the authentication of the

mobile.

According to the present method, the authentication check
1s bi-directional, i.e. it is not only the base station
which requires the identity of the mobile, but that the

moblle also requires the identity of the base station.

The present invention thus seeks to provide an improved
authentication check method which renders impossible

manipulation by a false base station with the intention of
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obtaining access to the authentication code of the mobile

telephone system.

Therefore, 1in accordance with the present invention there
1s provided a method for carrying out an authentication
check between a base station and a mobile station in a
moblle radio system, authentication of the mobile station
being established when the base station determines that the
mobille station should be given service and authentication
10 of the base station being established when the mobile
station determines that it should accept service from the
base station, the method comprising the steps of: prior to
establishing a connection, sending from the base station an
interrogative message concerning the authentication of the
mobile station, requiring the mobile station to send a
first response signal, using the first response signal 1in
the base station to establish the authentication of the
moblle station, subsequent to establishing the
authentication of the mobile station, sending from the base
20 station a second response signal to the mobile station,
using the second response signal in the mobile station to
form a corresponding second response signal, thereby
establishing the authentication of the base station, and
when authentication of the base station has been
established, sending from the mobile station a third
response signal and using the third response signal in the
base station to establish the authentication of the mobile
station prior to the service connection being established.

2a
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BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described in more detailil with reference

e

to the accompanying drawings, in which
Figure 1 illustrates schematically communication between two base
stations and a plurality of mobile stations;

Figure 2 is a flow sheet which illustrates one embodiment of the
proposed method;

Figure 3 is a block schematic of the input and output magnitudes
of an authenticity algorithm incorporated in a mobile station; and
Figure 4 is a flow sheet which illustrates another embodiment of
the proposed method.

BEST MODE OF CARRYING OUT THE INVENTION

Figure 1 illustrates an authentic base station BS which listens by
transmitting random numbers to a plurality of mobiles MS1-MSn over
a given control channel. Of these mobiles, a response is received
from a mobile MSk which indicates that it wishes to establish a
call over a given speech channel. As described above, a uni-
directional authentication check is carried out, where the base
station requires a response Resp 1 from the mobile MSK. This will
be described below in more detail with reference to Figure 2.
Since the connection is unidirectional during this stage, a false
base station BSF is able to obtain a response from a number of
mobiles when transmitting the aforesaid random number RAND, in the
aforesaid manner. The base station BSF is therewith able to create
a bank of RAND-Response replies, which can then be utilized in an
unauthorized manner by a mobi”le station.

In order to make this impossible, there is proposed in accordance
with the invention an authentication method disclosed in the flow
chart of Figure 2.

An authentic base station BS listens to a number of mobiles MS1-
MSn within the area covered by said base station, by transmitting

a random number RAND, block 1.
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A given mobile station MSk wishing to establish a call, anéwers
with a signal Resp 1, block 2. This signal is formed in the
microprocessor of the mobile from a number of input data PIN, ESN
and DN, in addition to the random number RAND received, see Figure
3, where PIN represents the personal identification number of the
mobile, ESN represents the electronic serial number of the mobile,
and DN represents the number dialled. The mobile station MSk is
therewith an A-subscriber. The microprocessor 13 then delivers the
Resp 1 signal, which consists of an 18-bit AUTH-signal and an 8-
bit RANDC-signal, which is sent to the base station.

The base station calculates Resp 1 in a corresponding manner,
block 3, from the incoming signals AUTH and RANDC and makes a
comparison with the value of the Resp-signal calculated and
transmitted by the mobile, block 4. When these coincide, the base
station orders the mobile to a given, allocated speech channel,
block 5, and the connection is established in a known manner,
block 6. The aforedescribed method is previously known.

According to the proposed method, the base station now forms a
response signal Resp 2 from a further random number RAND 2 and from
the personal identification number PIN of the mobile, this number
being known in the base station (blocks 2, 3). Both Resp 2 and RAND
2 are sent to the mobile, block 7. The mobile station forms a value
of Resp 2 from its PIN and the received random number RAND 2, block
8. A comparison is now made in the mobile, block 9, between the
received Resp 2 and the formed value of Resp 2. If these two values
coincide, the mobile forms a value Resp 3 and sends this value to
the base station, block 10. Resp 3 is formed from RAND 2 and PIN in
the mobile. The base station forms Resp 3 in a similar manner from
RAND 2 and PIN, which are known in the base station, block 1l1l. A
comparison is then made, block 12, between the received and formed
values of Resp 3. If the values coincide, connection of the call
continues to establish a speech connection.

35

The method steps according to block 7, 8 and 9 provide an authenti-
cation check in which the mobile decides whether or not the base
station is authentic, since verification of the signal Resp 2 sent
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from the base station takes place in the mobile, and agairist a
value Resp 2 calculated in said mobile. The signal Resp 2 from the
base station can therefore be taken as a response signal from said
station. The aforedescribed method constitutes themaindifference
between the proposed method and the known method according to
blocks 2, 3 and 4.

The check carried out in accordance with blocks 10, 11 and 12
constitutes substantially a repetition of the method according to
blocks 2, 3 and 4, i.e. a check from the base station that the
mobile is authentic. '

An essential difference in relation to the known authenticity
method (blocks 1-4) is that the mobile also requires a response
Resp 2 from the base station and verifies this response in
accordance with blocks 7-9. A false base station must therefore

know exactly how this response signal shall be calculated. The
check is therewith bidirectional.

The authentication check according to blocks 2, 3 and 4 can be
carried out on a general control channel in the mobile radio
system, and the authentication check according to blocks 7-12 can
be carried out on the speech channel established between the base
station BS and the mobile MSk (blocks 5 and 6).

Figure 4 is a block diagram jllustrating the first method steps in
the case when solely a bidirectional authentication check is
carried out. In this case, the steps according to blocks 1-3
replace the steps according to blocks 1-6 in Figure 2. In this
case, no unidirectional (and known) authentication check 1is
carried out prior to the bidirectional check. A calling mobile,
for instance MSk, asks for a connection from the base station BS.
When receiving this call request, the base station BS looks for a
free speech channel and orders the mobile MSk to this free
channel. In this way, a free connection is established over the
speech channel without carrying out an authentication check. The
actual authentication check is then carried out in the manner
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aforedescribed with reference to blocks 7-12 of Figure 2, i.e.
only a bidirectional authentication check is carried out.

------
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The embodiments of the invention in which an exclusive

property or privilege is claimed are defined as follows:

1. A method for carrying out an authentication check
between a_base station and a mobile station in a mobile
radio system, authentication of the mobile station being
established when the base station determines that the
mobile station should be given service and authentication
of the base station being established when the mobile
station determines that it should accept service from the
base station, the method comprising the steps of:
prior to establishing a conhection, sending from the base
station an interrogative message concerning the
authentication of the mobile station;
requiring the mobile station to send a first response
silgnal;
using the first response signal in the base station to
establish the authentication of the mobile station;
subsequent to establishing the authentication of the mobile
station, sending from the base station a second response
signal to the mobile station;
using the second response signal in the mobile station to
form a corresponding second response signal, thereby
establishing the authentication of the base station; and
when authentication of the base station has been
established, sending from the mobile station a third

response signal and using the third response signal in the
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base station to establish the authentication of the mobile

station prior to the service connection being established.

2. The method according to claim 1, wherein said
second response signal is formed from a pseudo-random
number produced 1n the base station and from an
identification number of the mobile station, and the
authentication of the base station is established by
comparing said second response signal with the
corresponding second response signal produced in the mobile
station based on the received pseudo-random number and the

ldentification number of thé mobilile station.

3. The method according to claim 2, wherein said
third response signal sent to the base station is formed
from said pseudo-random number and from an identification
number of said mobile station, and said base station forms
a corresponding third response signal from said pseudo-
random number and the identification number of the mobile
station, and the base station compares the third response
signal and the corresponding third response signal such
that when agreement is found between said signals, a speech
connection can be established between the base station and

the mobile station.

4 . A method of carrying out an authentication check
between a base station and a mobile station in a mobile

radio system, authentication of the mobile station being
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éstablished when the base station determines that the
mobile station should be given service and authentication
of the base station being established when the mobile
station determines that it should accept service from the
base station, the method comprising the steps of:

the moblle station requesting a connection;

the base station assigning the mobile station a connection
over a given channel;

forming in the base station a first response signal and
sending sald first response signal to the mobile station:
forming 1n the mobile station a corresponding response
signal, thereby establishing the authentication of the base
station;

subsequent to establishing the authentication of the base
station, sending a second response signal from the mobile
station to the base station; and

forming in the base station a corresponding response

signal, thereby establishing the authentication of the

moblle station prior to establishing a service connection.

5. The method according to claim 4, wherein said
first response signal is formed from a pseudo-random number
produced in the base station and from an identification
number of the mobile station, and the authentication of the
base station is established by comparing said first
response signal with a signal produced in the mobile
station based on the received pseudo-random number and the

identification number of the mobile station.

Ny Ay . .
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6. The method according to claim 5, wherein said
second response signal sent to the base station is formed
from said pseudo-random number and from an identification
number of the mobile station, the base station forms a
corresponding second response signal from said pseudo-
random number and from the identification number of the
moblle station, and the base station compares the
corresponding second response signal and the second
response signal and establishes a speech connection with
the mobile station when the second response signal and the

corresponding second response signal coincide.

7. A method for the authentication of a network and
a moblle station in a mobile radio system, authentication
of the moblle station being established when the network
determines that the mobile station should be given service
and authentication of the network being established when
the mobile station determines that it should accept service
from the network, the method comprising the steps of:
forming in each of the network and the mobile station first
and second response signals which depend on a pseudo-random
number transmitted from the network to the mobile station;
transmitting the first response signal formed in the
network to the mobile station;
comparing 1n the mobile station the first response signal
formed in the mobile station with the first response signal

recelved from the network:

VA e A SR LAy -
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transmitting the second response signal formed in the
mobile station to the network; and

comparing the network the second response signal formed in
the network with the second response signal received from

the mobile station.

8 . The method according to claim 7, wherein the
first and second response signals depend on other data in

addition to the pseudo-random number.

9. The method according to claim 8, wherein the
other data 1ncludes a personal identification number of the

mobilile station.

10. The method according to claim 8, wherein the
other data includes an electronic serial number of the

mobile station.

11. The method according to claim 8, wherein the
other data includes a number dialled from the mobile

station.

12. The method according to claim 7, wherein the

second response signal formed in the mobile station is

Lransmitted to the network only if the first response
signal formed in the mobile station is identical to the

first response signal received from the network.
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13. The method according to claim 7, further
including a step of establishing voice communication
between the network and the mobile station if the second
response signal formed in the network is identical to the

second response signal received from the mobile station.

14, The method according to claim 7, further
including the step of terminating voice communication
between the network and the mobile station if the second
response signal formed in the network is not identical to
the second response signal received from the mobile

station.

15. A method for controlling call set up between a
network and a mobile station within an area covered by the
network, sald method comprising the steps of:
sending a first pseudo-random signal from the network to
the mobile station;
computing in the mobile station a first mobile value which
1s dependent on the first pseudo-random signal received
from the network;
sending the first mobile value from the mobile station to
the network;
computing in the network a first network value
corresponding to the first mobile value;
comparing the first mobile value to the first network

value;
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allocating to the mobile station a speech channel if the
first mobile value coincides with the first network value;
computing in the network a second network value which is
dependent on a second pseudo-random signal;

sending the second network value and the second pseudo-
random signal from the network to the mobile station;
computing in the mobile station a second mobile value
corresponding to the second network value;

comparing the second network value to the second mobile
value;

computing in the mobile station a third mobile value which
1s dependent on the second pseudo-random signal;

sending the third mobile value from the mobile station to
the network; and

computing in the network a third network value
corresponding to the third mobile value;

comparing the third mobile value to the third network
value; and

setting up the call between the network and the mobile
station 1f the third mobile value coincides with the third

network wvalue.

16. The method according to claim 15, wherein the
third mobile value is computed in the mobile station and

sent to the network only if the second network value

colncilides with the second mobile value.
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17. The method according to claim 16, wherein the

first pseudo-random signal and the first mobile value are

sent on a control channel.

18. The method according to claim 17, wherein the
second pseudo-random signal, the second network value and

the third mobile value are sent on the allocated speech

channel.

19. A method for carrying out an authentication check
between a network and a mobile station in a mobile radio
system comprising the steps of:
selecting a first pseudo-random value;
providing tﬁe first pseudo-random value to each of the
network and the mobile station;
computing in each of the network and the mobile station a

first authentication value from the first pseudo-random

value;

sending the first authentication value computed in the
mobile station to the network;

comparing the first authentication value computed in the
network with the first authentication value received from
the mobile station;

selecting a second pseudo-random value;

providing the second random value to each of the network

and the mobile station:
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computing in each of the network and the mobile station a
second authentication value from the second pseudo-random

value;

sending the second authentication value computed in the

network to the mobile station; and

comparing the second authentication value computed 1n the

mobile station with the second authentication value

receilved from the network.

20. The method according to claim 19, wherein the
first authentication value is sent on a control channel and

the second authentication value is sent on a speech

channel.
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