w0 20227212079 A1 |0 000 KO0 0 0 O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
06 October 2022 (06.10.2022)

(10) International Publication Number

WO 2022/212079 A1

WIPO I PCT

(51) International Patent Classification:
Ho4W 48/18 (2009.01) Ho4W 4/00 (2018.01)

(21) International Application Number:
PCT/US2022/020788

(22) International Filing Date:
17 March 2022 (17.03.2022)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

63/169,501 01 April 2021 (01.04.2021) UsS

(71) Applicant: UNIVERSITY OF SOUTH FLORIDA
[US/US]; 3802 Spectrum Blvd., Suite 100, Tampa, Florida
336612 (US).

(72) Inventors: NASSAR, Almuthanna; 3802 Spectrum Blvd.,
Suite 100, Tampa, Florida 33612 (US). YILMAZ, Yasin;
3802 Spectrum Blvd., Suite 100, Tampa, Florida 33612
Us).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FL, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JM, JO, JP, KE, KG, KH,
KN, KP, KR, KW, KZ LA, LC,LK, LR, LS, LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,
RW, SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM,
ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,

, , KM, ML, MR, NE, SN, TD, TG).
(74) Agent: MARGULIS, Chloe Salome et al.; Fish & Richard-

son P.C., P.O. Box 1022, Minneapolis, Minnesota 55440
(US).

(54) Title: DEEP REINFORCEMENT LEARNING FOR ADAPTIVE NETWORK SLICING IN 5G FOR INTELLIGENT VEHICU-
LAR SYSTEMS AND SMART CITIES

100 (57) Abstract: Systems and methods for processing a service request within
a network environment can include a first cluster of fog nodes that execute
Cloud Slice service tasks. The cluster can include a primary fog node and nearest neighbor

104

fog nodes. The primary fog node can receive, from the network, a service re-
quest, determine service request resource data that includes a first time, quan-
tity of resource blocks required to serve the request, and a hold time required
to serve the request locally. An edge controller, connected to the network and
the first cluster, can receive, from the primary fog node, the service request re-
source data, identify available resources at the nearest neighbor fog nodes and
the primary fog node, and determine whether resource blocks are available to
fulfill the service request using deep reinforcement learning algorithms. The
edge controller can also refer a rejected service request to a cloud computing
system for execution.
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DEEP REINFORCEMENT LEARNING FOR ADAPTIVE NETWORK SLICING IN 5G
FOR INTELLIGENT VEHICULAR SYSTEMS AND SMART CITIES

INCORPORATION BY REFERENCE
[0001] This application claims priority to U.S. Provisional Application Serial No.
63/169,501, filed on April 1, 2021, the disclosure of which is incorporated by reference in its
entirety.
TECHNICAL FIELD
[0002] This document generally describes devices, systems, and methods related to
resolving network slicing problems in allocating limited edge computing and processing

resources in a fog radio access network (F-RAN).

BACKGROUND
[0003] Intelligent vehicular systems and smart city applications can be fast growing
Internet of things (IoT) implementations. Fifth generation (5G) wireless communication
systems can enable significant IoT with deeper coverage, high data rates of multi giga-bit-
per-second (Gbps), low latency, and reliable mobile connectivity. IoT devices can constitute
50% of the 29.3 billion connected devices globally by 2023, where Internet of Vehicles (IoV)
and smart city applications can be one of the fastest growing IoT implementations, having
annual growth rates of 30% and 26%, respectively. The emerging new breed of IoT
applications can involve video analytics, augmented reality (AR), virtual reality (VR), and
artificial intelligence (AI), which can produce an annual worldwide data volume of 4.8
zettabyte by 2022. This can be more than 180 times the data traffic in 2005. Equipped with
variety of sensors, radars, lidars, ultra-high definition (UHD) video cameras, GPS, navigation
system, and infotainment facilities, a connected and autonomous vehicle (CAV) can generate

4.0 terabyte of data in a day, of which 1.0 gigabyte may be processed every second.

SUMMARY
[0004] The document generally describes technology that addresses latency and big data
challenges of large scale IoT device deployments, such as intelligent vehicular systems and
smart city environments, which can consume large amounts of network resources like radio
bandwidth (e.g., 5G wireless network bandwidth), caching and storage, and computing and
signal processing resources. Intelligent vehicular systems and smart city applications are

currently fast growing Internet of things (IoT) implementations at a compound annual growth
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rate of 30%. In view of recent advances in loT devices and the emerging new breed of IoT
applications driven by artificial intelligence (AI), fog radio access network (F-RAN) can be
introduced for fifth generation (5G) wireless communications to overcome latency limitations
of cloud-RAN (C-RAN). The disclosed technology considers a network slicing problem of
allocating limited resources at the network edge (fog nodes) to vehicular and smart city users
with heterogeneous latency and computing demands in dynamic environments. The disclosed
technology provides for a network slicing model based on a cluster of fog nodes (FNs)
coordinated with an edge controller (EC) to efficiently utilize the limited resources at the
network edge and satisfy heterogenous latency requirements. For each service request in a
cluster, the EC can determine which FN to execute the task, i.e., locally serve the request at
the edge, or to reject the task and refer it to the cloud. The disclosed technology can be
formulated with an infinite-horizon Markov decision process (MDP) and deep reinforcement
learning (DRL) to adaptively learn an optimal slicing policy. Performance of the proposed
DRL-based slicing method can be evaluated by comparing it with other slicing approaches in
dynamic environments and for different scenarios of design objectives. Simulation results, as
described herein, can corroborate that the proposed DRL-based EC can quickly learn an
optimal policy through interaction with an environment, which enables adaptive and
automated network slicing for efficient resource allocation in dynamic vehicular and smart
city environments.

[0005] In addition to the embodiments of the attached claims and the embodiments
described above, the following numbered embodiments are also innovative.

[0006] Embodiment 1 is a system for processing a service request within a network
environment, the system comprising: a first cluster of fog nodes configured to execute one or
more service tasks that are received from the network environment, wherein the first cluster
of fog nodes includes a primary fog node and nearest neighbor fog nodes of the primary fog
node, the primary fog node configured to: receive, from the network environment, a service
request, wherein the service request includes a first time and a utility; and determine, based
on the service request, service request resource data, wherein the service request resource
data includes the first time, a quantity of resource blocks required to serve the service request,
and a hold time required to serve the service request locally by any one of the nearest
neighbor fog nodes or the primary fog node; and an edge controller communicatively
connected to the network environment and the first cluster of fog nodes, the edge controller
configured to: receive, from the primary fog node, the service request resource data; identify,

based on the service request resource data, available resources at the nearest neighbor fog
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nodes and the primary fog node; determine whether the nearest neighbor fog nodes or the
primary fog node have resource blocks available to fulfill the service request; identify, using
a deep reinforcement learning (DRL) algorithm, that the service request can be fulfilled in
response to determining that (i) the nearest neighbor fog nodes or the primary fog node have
the resource blocks available to fulfill the service request and (i1) expected future reward for
saving the resource blocks available to fulfill the service request for future service requests is
less than an expected reward associated with serving the service request at another of the
nearest neighbor fog nodes or the primary fog node; and serve the service request at one of
the nearest neighbor fog nodes or the primary fog node based on determining that (i) the one
of the nearest neighbor fog nodes or the primary fog node has the resource blocks available to
fulfill the service request and (i1) the expected future reward for saving the resource blocks
available is less than the expected reward associated with serving the service request at the
another of the nearest neighbor fog nodes or the primary fog node.

[0007] Embodiment 2 is the system of embodiment 1, further comprising a second cluster
of fog nodes communicatively connected to the network environment and the edge controller,
wherein the first cluster of fog nodes services a first geographic area in the network
environment and the second cluster of fog node services a second geographic area in the
network environment, wherein the first geographic area is different than the second
geographic area.

[0008] Embodiment 3 is the system of any one of embodiments 1 through 2, wherein the
edge controller is the primary fog node or one of the nearest neighbor fog nodes in the first
cluster of fog nodes.

[0009] Embodiment 4 is the system of any one of embodiments 1 through 3, wherein the
edge controller is centrally located in a geographic area of the first cluster of fog nodes.
[0010] Embodiment 5 is the system of any one of embodiments 1 through 4, wherein the
primary fog node and the nearest neighbor fog nodes in the first cluster of fog nodes are
communicatively connected via optical links.

[0011] Embodiment 6 is the system of any one of embodiments 1 through 5, wherein the
primary fog node is located in a geographic area that is closest to the service request received
from the network environment.

[0012] Embodiment 7 is the system of any one of embodiments 1 through 6, wherein the
edge controller is further configured to learn, using the DRL algorithm, how to (i) allocate
limited resources in the first cluster of fog nodes for each service request and (i1) maximize

grade-of-service (GoS), wherein the GoS is a proportion of a quantity of served high-load

3

SUBSTITUTE SHEET (RULE 26)



WO 2022/212079 PCT/US2022/020788

service requests to a total number of high-load service requests in the first cluster of fog
nodes.

[0013] Embodiment 8 is the system of any one of embodiments 1 through 7, wherein the
edge controller is further configured to assign a reward for serving the service request.
[0014] Embodiment 9 is the system of any one of embodiments 1 through 8, wherein the
edge controller is further configured to serve the service request based on determining that
the expected reward associated with serving the service request exceeds a threshold value.
[0015] Embodiment 10 is the system of any one of embodiments 1 through 9, wherein the
expected reward associated with serving the service request is greater for serving a low-load
service request than serving a high-load service request.

[0016] Embodiment 11 is the system of any one of embodiments 1 through 10, wherein
the edge controller is configured to assign a negative reward when the edge controller rejects
the low-load service request.

[0017] Embodiment 12 is the system of any one of embodiments 1 through 11, wherein
the edge controller is configured to assign a positive reward when the edge controller rejects
the high-load service request having a same utility as a utility of the low-load service request.
[0018] Embodiment 13 is the system of any one of embodiments 1 through 12, wherein
the edge controller is configured to assign, when the first cluster of fog nodes are busy, a
reward for (1) serving the high-load service request, (ii) serving the low-load service request,
(ii1) rejecting the high-load service request, (iv) rejecting the low-load service request, (v)
rejecting the high-load service request when the first cluster of fog nodes are busy, and (vi)
rejecting the low-load service request.

[0019] Embodiment 14 is the system of any one of embodiments 1 through 13, wherein
the edge controller is trained to allocate limited resources in the first cluster of fog nodes
using a Deep Q-Network (DQN).

[0020] Embodiment 15 is the system of any one of embodiments 1 through 14, wherein
the DQN comprises a deep neural network (DNN) structure with an input layer of a first
threshold quantity of neurons, a second threshold quantity of hidden layers, wherein each of
the hidden layers has a third threshold quantity of neurons, and an output layer having a
fourth threshold quantity of neurons.

[0021] Embodiment 16 is the system of any one of embodiments 1 through 15, wherein
the service request includes at least one of (i) providing smart lighting and automating public
buildings, (i1) managing air quality and monitoring noise, (ii1) determining and providing

smart waste management and energy consumption management, (iv) providing smart parking
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assistance, (v) providing in-vehicle audio and video infotainment, (vi) executing a driver
authentication service, (vil) monitoring structural health of buildings, (viii) managing and
providing safe share rides, (ix) executing a smart amber alerting system, (x) executing a
driver distraction alerting system, and (xi) monitoring autonomous driving, wherein the
service request is associated with a geographic area of the network environment.

[0022] Embodiment 17 is the system of any one of embodiments 1 through 16, wherein
the edge controller is further configured to serve the service request based on determining
that serving the service request achieves one or more key performance indicators (KPIs) for
the network environment, wherein the KPIs include at least one of (i) GoS, (ii) resource
utilization, (ii1) cloud avoidance, and (iv) overall performance.

[0023] Embodiment 18 is the system of any one of embodiments 1 through 17, wherein
the edge controller is further configured to: receive, from a second primary node of the
second cluster of fog nodes, second service request data; identify, based on the second service
request resource data, available resources at nearest neighbor fog nodes of the second cluster
of fog nodes and the second primary fog node; determine whether the nearest neighbor fog
nodes of the second cluster of fog nodes or the second primary fog node have resource blocks
available to fulfill the service request; reject, using the DRL algorithm, a second service
request associated with the second service request data in response to determining that (i) the
nearest neighbor fog nodes of the second cluster of fog nodes or the second primary fog node
do not have the resource blocks available to fulfill the second service request or (ii) the
expected future reward for saving the resource blocks available to fulfill the second service
request by the second cluster of fog nodes for future service requests is greater than the
expected reward associated with serving the service request at one of the nearest neighbor fog
nodes of the second service request or the second primary fog node; and refer, in response to
rejecting serving the service request at the second cluster of fog nodes, the second service
request to the cloud computing system.

[0024] Embodiment 19 is the system of any one of embodiments 1 through 18, wherein
the primary fog node is further configured to determine a priority level for serving the service
request at one of the nearest neighbor fog nodes or the primary fog node.

[0025] Embodiment 20 is the system of any one of embodiments 1 through 19, wherein
learning how to allocate limited resources further comprises generating an optimal policy for

allocating the limited resources.
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[0026] Embodiment 21 is the system of any one of embodiments 1 through 20, wherein
the edge controller is configured to allocate, based on the optimal policy, resources in the first
cluster of fog nodes for subsequent service requests.

[0027] Embodiment 22 is the system of any one of embodiments 1 through 21, wherein
the service request includes adjusting smart lighting and automating public buildings in a
geographic area associated with the network environment.

[0028] Embodiment 23 is the system of any one of embodiments 1 through 22, wherein
the service request includes adjusting air quality and monitoring noise in a geographic area
associated with the network environment.

[0029] Embodiment 24 is the system of any one of embodiments 1 through 23, wherein
the service request includes making determinations about smart waste management and
energy consumption management in a geographic area associated with the network
environment.

[0030] Embodiment 25 is the system of any one of embodiments 1 through 24, wherein
the service request includes smart parking assistance in a geographic area associated with the
network environment.

[0031] Embodiment 26 is the system of any one of embodiments 1 through 25, wherein
the service request includes audio and video infotainment in vehicles in a geographic area
associated with the network environment.

[0032] Embodiment 27 is the system of any one of embodiments 1 through 26, wherein
the service request includes authenticating drivers in a geographic area associated with the
network environment.

[0033] Embodiment 28 is the system of any one of embodiments 1 through 27, wherein
the service request includes monitoring structural health of buildings in a geographic area
associated with the network environment.

[0034] Embodiment 29 is the system of any one of embodiments 1 through 28, wherein
the service request includes determining and providing safe share rides in a geographic area
associated with the network environment.

[0035] Embodiment 30 is the system of any one of embodiments 1 through 29, wherein
the service request includes execution of a smart amber alerting system in a geographic area
associated with the network environment.

[0036] Embodiment 31 is the system of any one of embodiments 1 through 30, wherein
the service request includes execution of driver distraction alerting systems in a geographic

area associated with the network environment.
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[0037] Embodiment 32 is the system of any one of embodiments 1 through 31, wherein
the service request includes providing and managing autonomous driving in a geographic
area associated with the network environment.

[0038] Embodiment 33 is a method for processing a service request within a network
environment, the method comprising: receiving, by an edge controller from a primary fog
node in a first cluster of fog nodes, a service request resource data for a service request,
wherein the first cluster of fog nodes is configured to execute service tasks received from the
network environment, the first cluster of fog nodes further including nearest neighbor fog
nodes of the primary fog node; identifying, by the edge controller and based on the service
request resource data, available resources at the nearest neighbor fog nodes and the primary
fog node; determining, by the edge controller, whether the nearest neighbor fog nodes or the
primary fog node have resource blocks available to fulfill the service request; identifying, by
the edge controller and using a DRL algorithm, that the service request can be fulfilled in
response to determining that (i) the nearest neighbor fog nodes or the primary fog node have
the resource blocks available to fulfill the service request and (i1) expected future reward for
saving the resource blocks available to fulfill the service request for future service requests is
less than an expected reward associated with serving the service request at another of the
nearest neighbor fog nodes or the primary fog node; and serving, by the edge controller, the
service request at one of the nearest neighbor fog nodes or the primary fog node based on
determining that (1) the one of the nearest neighbor fog nodes or the primary fog node has the
resource blocks available to fulfill the service request and (ii) the expected future reward for
saving the resource blocks available is less than the expected reward associated with serving
the service request at the another of the nearest neighbor fog nodes or the primary fog node.
[0039] Embodiment 34 is the method of embodiment 33, wherein: the service request is
received, by the primary fog node and from the network environment, the service request
including a timestamp and a utility, and the service request resource data includes the
timestamp, a quantity of resource blocks required to serve the service request, and a hold time
required to serve the service request locally by any one of the nearest neighbor fog nodes or
the primary fog node.

[0040] Embodiment 35 is the method of any one of embodiments 33 through 34, wherein
the edge controller is the primary fog node or one of the nearest neighbor fog nodes in the
first cluster of fog nodes.

[0041] Embodiment 36 is the method of any one of embodiments 33 through 35, wherein

the edge controller is centrally located in a geographic area of the first cluster of fog nodes.
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[0042] Embodiment 37 is the method of any one of embodiments 33 through 36, further
comprising learning, by the edge controller and using the DRL algorithm, how to (i) allocate
limited resources in the first cluster of fog nodes for each service request and (i1) maximize
grade-of-service (GoS), wherein the GoS is a proportion of a quantity of served high-load
service requests to a total number of high-load service requests in the first cluster of fog
nodes.

[0043] Embodiment 38 is the method of any one of embodiments 33 through 33, further
comprising assigning, by the edge controller, a reward for serving the service request.

[0044] Embodiment 39 is the method of any one of embodiments 33 through 38, further
comprising serving, by the edge controller, the service request based on determining that the
expected reward associated with serving the service request exceeds a threshold value.
[0045] Embodiment 40 is the method of any one of embodiments 33 through 39, wherein
the expected reward associated with serving the service request is greater for serving a low-
load service request than serving a high-load service request.

[0046] Embodiment 41 is the method of any one of embodiments 33 through 40, further
comprising assigning, by the edge controller, a negative reward based on rejecting, by the
edge controller, the low-load service request.

[0047] Embodiment 42 is the method of any one of embodiments 33 through 41, further
comprising assigning, by the edge controller, a positive reward based on rejecting, by the
edge controller, the high-load service request having a same utility as a utility of the low-load
service request.

[0048] Embodiment 43 is the method of any one of embodiments 33 through 42, further
comprising assigning, by the edge controller and when the first cluster of fog nodes are busy,
a reward for (i) serving the high-load service request, (i1) serving the low-load service
request, (iii) rejecting the high-load service request, (iv) rejecting the low-load service
request, (v) rejecting the high-load service request when the first cluster of fog nodes are
busy, and (vi) rejecting the low-load service request.

[0049] Embodiment 44 is the method of any one of embodiments 33 through 43, further
comprising serving, by the edge controller, the service request based on determining that
serving the service request achieves one or more key performance indicators (KPIs) for the
network environment, wherein the KPIs include at least one of (i) GoS, (ii) resource
utilization, (ii1) cloud avoidance, and (iv) overall performance.

[0050] Particular embodiments described herein include a system for processing a service

request within a network environment. The system can include a first cluster of fog nodes that
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can execute one or more service tasks that are received from the network environment. The
first cluster of fog nodes can include a primary fog node and nearest neighbor fog nodes of
the primary fog node. The primary fog node can be configured to receive, from the network
environment, a service request. The service request can include a first time and a utility. The
primary fog node can also determine, based on the service request, service request resource
data. The service request resource data can include the first time, a quantity of resource
blocks required to serve the service request, and a hold time required to serve the service
request locally by any one of the nearest neighbor fog nodes or the primary fog node. The
system can also include an edge controller communicatively connected to the network
environment and the first cluster of fog nodes. The edge controller can be configured to
receive, from the primary fog node, the service request resource data, identify, based on the
service request resource data, available resources at the nearest neighbor fog nodes and the
primary fog node, and determine whether the nearest neighbor fog nodes or the primary fog
node have resource blocks available to fulfill the service request. The edge controller can
identify, using a deep reinforcement learning (DRL) algorithm, that the service request can be
fulfilled in response to determining that (i) the nearest neighbor fog nodes or the primary fog
node have the resource blocks available to fulfill the service request and (i1) expected future
reward for saving the resource blocks available to fulfill the service request for future service
requests is less than an expected reward associated with serving the service request at one of
the nearest neighbor fog nodes or the primary fog node. The edge controller can serve the
service request at the identified one of the nearest neighbor fog nodes or the primary fog
node. The edge controller can also reject, using the DRL algorithm, the service request in
response to determining that (i) the nearest neighbor fog nodes or the primary fog node do not
have the resource blocks available to fulfill the service request or (ii) the expected future
reward for saving the resource blocks available to fulfill the service request for future service
requests is greater than the expected reward associated with serving the service request at one
of the nearest neighbor fog nodes or the primary fog node. The edge controller can refer, in
response to rejecting serving the service request at the first cluster of fog nodes, the service
request to a cloud computing system. The cloud computing system can be communicatively
connected to at least one of the network environment, the first cluster of fog nodes, and the
edge controller. The cloud computing system can be configured to execute service requests
that are referred, by the edge controller, to the cloud computing system for execution.

[0051] In some implementations, the system can optionally include one or more of the

following features. For example, the system can further include a second cluster of fog nodes
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communicatively connected to the network environment and the edge controller. The first
cluster of fog nodes can service a first geographic area in the network environment and the
second cluster of fog node can service a second geographic area in the network environment.
The first geographic area can be different than the second geographic area.

[0052] As another example, the edge controller can be the primary fog node or one of the
nearest neighbor fog nodes in the first cluster of fog nodes. The edge controller can be
centrally located in a geographic area of the first cluster of fog nodes. The primary fog node
and the nearest neighbor fog nodes in the first cluster of fog nodes can be communicatively
connected via optical links. The primary fog node can be located in a geographic area that is
closest to the service request received from the network environment.

[0053] As another example, the primary fog node can also be configured to determine a
priority level for serving the service request at one of the nearest neighbor fog nodes or the
primary fog node. The edge controller can also be further configured to learn, using the DRL
algorithm, how to (i) allocate limited resources in the first cluster of fog nodes for each
service request and (i1) maximize grade-of-service (GoS). The GoS can be a proportion of a
quantity of served high-load service requests to a total number of high-load service requests
in the first cluster of fog nodes.

[0054] As another example, the edge controller can assign a reward for serving the
service request. The edge controller can serve the service request based on determining that
the expected reward associated with serving the service request exceeds a threshold value.
The expected reward associated with serving the service request can be greater for serving a
low-load service request than serving a high-load service request. The edge controller can
assign a negative reward when the edge controller rejects the low-load service request. The
edge controller can assign a positive reward when the edge controller rejects the high-load
service request having a same utility as a utility of the low-load service request. The edge
controller can also be configured to assign a reward for (i) serving the high-load service
request, (i1) serving the low-load service request, (iii) rejecting the high-load service request,
(iv) rejecting the low-load service request, (v) rejecting the high-load service request when
the first cluster of fog nodes are busy, and (vi) rejecting the low-load service request when
the first cluster of fog nodes are busy.

[0055] As yet another example, the edge controller can to learn how to allocate limited
resources in the first cluster of fog nodes using a Deep Q-Network (DQN). The DQN can
include a deep neural network (DNN) structure with an input layer of 18 neurons, 2 hidden

layers of 64 and 24 neurons, respectively, and an output layer of 8 neurons. Learning how to

10

SUBSTITUTE SHEET (RULE 26)



WO 2022/212079 PCT/US2022/020788

allocate limited resources further can include generating an optimal policy for allocating the
limited resources, wherein the edge controller can allocate, based on the optimal policy,
resources in the first cluster of fog nodes for subsequent service requests. The service request
can also include at least one of (i) smart lighting and automation of public buildings, (ii) air
quality management and noise monitoring, (iii) smart waste management and energy
consumption management, (iv) smart parking assistance, (v) in-vehicle audio and video
infotainment, (vi) driver authentication service, (vii) structural health monitoring, (viii) safe
share rides, (ix) smart amber alerting system, (x) artificial intelligence driven and video
analytics tracking service, (xi) drive distraction alerting system, and (xii) autonomous
driving. Moreover, the edge controller can also be configured to serve the service request
based on determining that serving the service request achieves one or more key performance
indicators (KPIs) for the network environment. The KPIs can include at least one of (1) GoS,
(i1) resource utilization, (iii) cloud avoidance, and (iv) overall performance.

[0056] The devices, system, and techniques described herein may provide one or more of
the following advantages. For example, the disclosed technology can provide for resolving a
network slicing problem of adaptively allocating limited edge computing and processing
resources in F-RAN to dynamic IoV and smart city applications with heterogeneous latency
demands and diverse computing loads. The disclosed technology can provide for efficient use
of computing and signal processing resources at an edge controller to support different
computing loads. Thus, the disclosed technology can ensure that user quality of service
demands can be efficiently met as well as optimized. The disclosed technology can also
ensure that resources are efficiently utilized in complex computing environments and
settings. The disclosed technology can therefore provide for reinforcement learning and deep
reinforcement learning to dynamically improve network slicing and resource allocation in
growing population sizes of users.

[0057] As another example, the disclosed technology provides for soft network slicing,
which can adapt to dynamic environments and heterogeneous user requirements. Hard
network slicing, on the other hand, can require physical allocation of bandwidth, memory,
and computing resources, which can be costly and impractical. Hard network slicing can
require physical shifting and changes in radio, storage, and computing resources at nodes in a
network as population of users for each slice changes over time for wireless and mobile
applications. Hard network slicing can also cause delays between guaranteed transmission
and remove radio units. The disclosed technology, therefore, can provide for more dynamic

and less costly adjustment of resources to accommodate for growing populations of users.
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[0058] As another example, the disclosed technology, such as edge controllers, can
provide for smarter decision making in allocating fog node resources to therefore lower
latency applications that satisfy quality of service and intelligently utilize the edge slice. The
disclosed technology may not depend on users’ decisions to join the fog RAN platform or
not. Relying on user decisions can increase signaling on control channels due to paging
messages that can also cause larger delays and waste fog node resources. The disclosed
technology, on the other hand, can ensure that fog node resources are used efficiently rather
than wasted.

[0059] As yet another example, the disclosed technology provides for distributed edge
controllers to manage resource allocation of clusters of neighboring fog nodes. Using a
centralized controller for an entire network can have latency limitations, especially for low
latency applications. For example, the centralized controller can assume infinite buffers and
hold received requests for a certain amount of time until a resource allocation decision can be
made. The disclosed technology, on the other hand, can be advantageous to satisfy low
latency requests and maximize grade of service. The disclosed technology can be based on
online and quick decision making for every received service request.

[0060] The details of one or more implementations are set forth in the accompanying
drawings and the description below. Other features and advantages will be apparent from the

description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0061] FIG. 1 is an example network slicing model using the disclosed technology.
[0062] FIG. 2 is an edge controller’s decision for a sample service request and an internal
state of a serving fog node.
[0063] FIG. 3 depicts an interaction of a Deep Q-Network (DQN)-based edge controller
with an intelligent vehicular system and smart city environment.
[0064] FIG. 4 illustrates a deep reinforcement learning (DRL) algorithm for how the edge
controller can learn an optimal policy for a considered Markov decision process (MDP).
[0065] FIG. 5 illustrates a structure of an edge cluster considered in the disclosed
simulations.
[0066] FIG. 6 1s a graph depicting example performance and main network KPIs for
DQN-based edge controller while learning an optimum policy in the oV and smart city

environment.

12

SUBSTITUTE SHEET (RULE 26)



WO 2022/212079 PCT/US2022/020788

[0067] FIG. 7 is a graph depicting example performance of an edge slice when the edge
controller applies the DRL algorithm of FIG. 4 in a first scenario.

[0068] FIG. 8 is a graph depicting example performance of the edge slice when the edge
controller applies the DRL algorithm of FIG. 4 in a second scenario.

[0069] FIG. 9 is a graph depicting example performance of the edge slice when the edge
controller applies the DRL algorithm of FIG. 4 to a third scenario.

[0070] FIGS. 10A-H are graphs depicting scores of three individual KPIs, GoS, resource
utilization, and cloud avoidance when the edge controller applies the proposed DRL
algorithm of FIG. 4 and different baseline algorithms described herein in three scenarios.
[0071] FIG. 11 is a graph depicting example performance of the proposed DQN and
straightforward SHU policy for network slicing in a dynamic IoV and smart city
environment.

[0072] FIG. 12 is a system diagram of components used with the disclosed technology.
[0073] FIG. 13 is a flowchart of a process for implementing the disclosed technology.
[0074] FIG. 14 is a schematic diagram that shows an example of a computing device and
a mobile computing device.

[0075] Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS
[0076] The disclosed technology provides for network slicing as a cost-effective solution
for mobile operators and service providers to satisfy various user quality of service. The
disclosed technology can provide for resolving a network slicing problem of adaptively
allocating limited edge computing and processing resources in F-RAN to dynamic IoV and
smart city applications with heterogeneous latency demands and diverse computing loads.
Centralization of network functionalities via virtualization through a cloud radio access
network (C-RAN) architecture can address big data challenges of massive [oT. In C-RAN,
densely-deployed disseminated remote radio units (RRUs) can be connected through high
capacity fronthaul trunks to a cloud controller (CC) where they share a pooling of storage and
baseband units (BBUs). The centralized computing, processing, and collaborative radio in C-
RAN can improve network security, flexibility, availability, and spectral efficiency. It can
also simplify network operations and management, enhances capacity, and reduces energy
usage. However, considering the fast growing demands of IoT deployments, C-RAN can

impose some onus on cloud computing and fronthaul links, and can dictate delays that can be
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caused by large return transmission times, finite-capacity fronthaul trunks, and flooded cloud
processors. The latency limitation in C-RAN can make it challenging to meet desired quality-
of-service (QoS) requirements, especially for delay-sensitive oV and smart city applications.
[0077] Thus, the disclosed technology provides adaptive deep reinforcement learning
(DRL) techniques to resolve heterogeneous latency challenges in largescale IoT deployments.
The disclosed technology also provides dynamic environments to satisfy users’ QoS
requirements through intelligently utilizing limited edge computing and signal processing
resources. Moreover, the disclosed technology provides for independently deciding on
service requests at the edge without referring to the cloud.

[0078] Hence, an evolved architecture of fog RAN (F-RAN) can extend operations and
services of cloud to the edge. In F-RAN, fog nodes (FNs) are not only restricted to perform
the regular radio frequency (RF) functionalities of RRUs, but are also equipped with
computing, storage, and processing resources to afford low latency demand by delivering
network functionalities directly at the edge and independently from the cloud. However, due
to their limited resources compared to the cloud, FNs may be unable to serve all requests
from IoV and smart city applications. Thus, they should utilize their limited resources
intelligently to satisfy the QoS requirements in synergy and complementarity with the cloud.
[0079] Moreover, IoV and smart city applications can demand various computing,
throughput, latency, availability, and reliability requirements to satisfy a desired level of QoS.
For instance, in-vehicle audio, news, and video infotainment services can be satisfied by
traditional mobile broadband (MBB) services of high throughput and capacity with latency
greater than 100 ms. Cloud computing can play an essential role for such delay-tolerant
applications. Other examples of delay-tolerant applications can include smart parking,
intelligent waste management, infrastructure (e.g., bridges, railways, etc.) monitoring, air
quality management, noise monitoring, smart city lighting, smart management of city energy
consumption, and automation of public buildings such as schools, museums, and
administration offices to automatically and remotely control lighting and air condition.
[0080] On the other hand, latency and reliability can be more critical for other [oV and
smart city applications. For instance, deployment scenarios based on enhanced mobile
broadband (eMBB) can require latency of 4.0 ms. Enhanced vehicle-to-everything (eV2X)
applications can demand 3-10 ms latency with packet loss rate of 10>, Ultra-reliable and
low-latency communications (URLLC) can seek latency level of 0.5-1.0 ms and 99.999%
reliability, e.g., autonomous driving. Al-driven and video analytics services can be

considered both latency- critical and compute-intensive applications. For instance, real-time
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video streaming for traffic management in intelligent transportation system (ITS) can require
a frame rate of 100 Hz, which can correspond to a latency of 10 ms between frames. Future
electric vehicles (EVs) and CAVs can be viewed as computers on wheels (COWs) rather than
cars because they are equipped with super computers to execute intensive computing tasks
that can include video analytics and Al-driven functionalities. However, with high power
consumption associated with such intense computing, COWs capabilities can be bounded in
terms of computing power, storage, and battery life. Hence, computing offloading to fog and
cloud networks can be employed. This can especially be the case in a dynamic traffic and
load profiles of dense IoV and smart city service requests with heterogeneous latency and
computing needs, partitioning RAN resources virtually, i.e., network slicing, which can
assure service customization.

[0081] As described herein, network slicing can be introduced for the evolving 5G and
beyond communication technologies as a cost-effective solution for mobile operators and
service providers to satisfy various user QoS. In network slicing, a heterogeneous network of
various access technologies and QoS demands that share a common physical infrastructure
can be logically divided into virtual network slices to improve network flexibility. Each
network slice can act as an independent end-to-end network and can support various service
requirements and a variety of business cases and applications. The disclosed technology can
provide for resolving a network slicing problem of adaptively allocating limited edge
computing and processing resources in F-RAN to dynamic IoV and smart city applications
with heterogeneous latency demands and diverse computing loads.

[0082] The disclosed technology can provide for sequentially allocating FNs’ limited
resources at the network edge to various vehicular and smart city applications with
heterogeneous latency needs in dynamic traffic and load profiles while efficiently utilizing
the edge resources. Thus, the disclosed technology can provide for developing a network
slicing model based on edge clustering to efficiently utilize the computing and signal
processing resources at the edge, and proposing a Markov decision process (MDP)
formulation for the considered network slicing problem. The disclosed technology can also
provide for a theoretical basis for learning optimal MDP policies using deep reinforcement
learning (DRL) methods, and showing how to implement deep Q-networks (DQN), a DRL
method, to adaptively learn the optimal network slicing policy, thereby ensuring that both
user QoS demands and efficient resource utilization can be met. The disclosure described

herein can also present simulation results to examine the performance and adaptivity of the
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proposed DQN-based network slicing method in diverse intelligent vehicular systems and
smart city environments.

[0083] The disclosed technology can address a realistic network slicing problem for
efficiently allocating edge resources in a diverse oV and smart city environment. Firstly,
dealing with a single fog node may not depict desired network slicing in 5G. A more realistic
model, as described herein, can consider a network of multiple coordinated fog nodes, and a
comprehensive set of system state variables. Secondly, a centralized cloud network slicing
approach to manage resource allocation among various network slices may not be suitable for
delay-sensitive implementations, such as URLLC-based IoV, V2X, and smart city
applications, such as autonomous driving. On the other hand, the disclosed technology can
provide an independent edge DRL agent that can avoid large transmission delays and satisfy
desired level of QoS at FNs by closely interacting with the [oV and smart city environment
and making local real-time decisions. Thirdly, the nature of many smart city and oV
applications can demand continuous edge capabilities in a service area (e.g., autonomous
vehicles can be anywhere), hence radio, caching and computing resources should be available
at an edge controller. In practice, the demand for delay-sensitive and high- data-rate services
can dynamically vary, and as a result the fixed URLLC slice and MBB slice approach may
cause inefficient utilization of edge resources. For instance, the URLLC slice can be
underutilized during light demand for delay-sensitive services. A more flexible network
slicing method, as described herein, can more efficiently utilize the edge resources while also
satistying the desired QoS. Lastly, hierarchical network slicing architecture and physical
resource changes may not address dynamic environments in a cost-efficient manner. It can be
costly for cellular operators and service providers to keep adding or transferring further
infrastructural assets, i.e., capital expenditure which can include transceivers (TRX) and other
radio resources, computing and signal processing resources such as, BBUs, CPUs and GPUs,
as well as caching resources and storage data centers. Such network changes can be
considered part of network expansion plans over time. This disclosure, therefore, is generally
related to a cost-efficient virtual and adaptive network slicing method in F-RAN.

[0084] Referring to the figures, FIG. 1 is an example network slicing model using the
disclosed technology. More specifically, the example network is a F-RAN network slicing
model for IoV and smart city environments 100. Two logical network slices, cloud slice 104
and edge slice 102, can support multiple radio access technologies and serve heterogeneous
latency needs and resource requirements in dynamic IoV and smart city environments 100.

The edge slice 102 can be connected to the cloud slice 104 through high-capacity fronthaul
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links represented by solid lines 106 in FIG. 1. Solid arrows 108 can represent edge service to
satisty QoS. Dashed arrows 110 can represent task referral to the cloud slice 104 to save the
limited resources of the edge slice 102.

[0085] A hexagonal structure represents coverage area of fog nodes (FNs) in the edge
slice 102, where each hexagon can exemplify an FN’s footprint, i.e., its serving zone. An FN
in an edge cluster can be connected through fast and reliable optical links with its adjacent
FNs whose hexagons can have a common side with it. FNs in the edge slice can also be
connected via high-capacity fronthaul links to the cloud slice 104, which can include a cloud
controller (CC) of computing capabilities, a pool of storage capacity, centralized baseband
units (BBUs), and an operations and maintenance center (OMC), which can monitor key
performance indicators (KPIs) and generate network reports. To ensure QoS for the massive
smart city and oV service requests, especially the URLLC applications and to mitigate onus
on the fronthaul and cloud, FNs can be equipped with computing and processing capabilities
to independently deliver network functionalities at the edge of network.

[0086] In an environment densely populated with low-latency service requests, it can be
beneficial for the FNs to route delay-tolerant applications to the cloud 104 and save limited
edge 102 resources for delay-sensitive applications. In practice, smart city and oV
environments 100 can be dynamic, i.e., a typical environment may not always be densely
populated with delay-sensitive applications. A rule-based network slicing policy may not
ensure efficient use of edge resources in dynamic environments as it can under-utilize edge
resources when delay-sensitive applications are rare. On the other hand, a statistical learning
policy can adapt its decisions to the changing environment characteristics. Moreover, it can
learn to prioritize low-load delay-sensitive applications over high-load delay- sensitive ones.
[0087] Edge controllers (ECs) can be used to efficiently manage the edge resources by
enabling cooperation among FNs. In this approach, as depicted in FIG. 1, FNs can be
grouped in clusters, each of which can cover a particular geographical area, and manage the
edge resources in that area through a cluster head called EC. EC. The cluster size k can be a
network design parameter which can represent a number of coordinated FNs in an edge
cluster. An FN in each cluster can be appointed as EC to manage and coordinate edge
resources at FNs in the cluster. The EC can be nominated by the network designer mainly
based on its central geo location among the FNs in the cluster, like f1 and {3 in FIG. 1. Note
that unlike the cloud controller, the edge controller can be close to end users as it can be

considered one of the FNs in a cluster. Also, the cluster size & can be constrained by
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neighboring FNs that cover a limited service area such as a downtown, industrial area,
university campus, etc.

[0088] All FNs in an edge cluster can be connected together and with the EC through
speedy reliable optical links. The EC can monitor all individual FN internal states, including
resource availability and received service requests, and can decide for each service request
received by an FN in the cluster. For each received request, the EC can choose one of three
options: serve at the receiving FN (primary FN), serve at a neighboring FN, or serve at the

cloud. Each FN in the cluster can have a predefined list N: of neighboring FNs, which can
help serving a received service request. For instance, &= thuds b8 can be an edge

cluster of size &, where & can denote the EC which can be any FN in the cluster. The

P §
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network designer can define a neighboring list A S } for each FN in the cluster. An
FN can handover service tasks only to its neighbors. Dealing with IoV and smart city service
requests, the FN that receives a request can be called a primary FN °f. The FN that actually
serves the request utilizing its resources can be called the serving FN f. Depending on the
EC decision, the primary FN or one of its neighbors can be the serving FN, or there can be no
serving FN (for the decision to serve at the cloud).

[0089] An IoV or smart city application can attempt to access the network by sending a
service request to the primary FN, which can be the closest FN to the user. The primary FN
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can check the utility =~ LT e, the priority level of executing the service

task at the edge, analyze the task load by figuring the required amount of resources
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', and send the
EC task input (i, ¢;, hr) at time ¢. Resource capacity of the /" FN * =¥ can be limited to N;

resource blocks. Hence, a maximum number of resource blocks to be allocated for a task can

be constrained by FN resource capacity, i.e., &= fras = X The time can be partitioned into
small time steps 7= 1, 2, ..., and a high-rate sequential arrival of IoV and smart city service
requests can be assumed, one task at a time step. ECs can be intelligent to learn how to decide
(which FN to serve or reject) for each service request, i.e., how to sequentially allocate
limited edge resources, to achieve the objective of efficiently utilizing the edge resources
while maximizing the grade-of-service (GoS) defined as the proportion of served high-utility
requests to the total number of high-utility requests received.

[0090] An approach to deal with the network slicing problem can be to filter the received

service requests by comparing their utility values with a predefined threshold. For instance,

18

SUBSTITUTE SHEET (RULE 26)



WO 2022/212079 PCT/US2022/020788

. . eqe . = »E}:;Li}
consider ten different utilities © = %<7

o for all received tasks in terms of the
latency requirement, where # = 10 represents the highest-priority and lowest-latency task
such as the emergency requests from a driver distraction alerting system, and # = 1 is for the
lowest-priority task with highest level of latency, such as a service task from smart waste
management system. Then, a non-adaptive solution for network slicing can be to dedicate the
edge resources to high-utility tasks, such as * = *& and refer to the cloud the tasks with # <
un, where the threshold #, can be a predefined network design parameter. Such a policy may
be sub-optimum since the EC can execute any task that satisfies the threshold regardless of
how demanding the task load is. For instance, while FNs are busy with serving a few high-
utility requests of high load, i.e., low-latency tasks that require large amount of resources ¢
and long holding times /4, many high-utility requests with low load demand may be missed.
In addition, this policy can increase the burden on the cloud unnecessarily, especially when
the environment is dominated by low-utility tasks with # < ux. The disclosed technology, on
the other hand, provides for a different slicing policy that can consider the current resource
utilization and expected reward of each possible action while deciding, and also adapting to
changing utility and load distributions in the environment. To this end, a Markov Decision
Process (MDP) formulation can be used for the considered network slicing problem.

[0091] FIG. 2 is an edge controller’s decision for a sample service request and an internal
state of a serving fog node. In this example, an EC decision for a sample service request is
received by f2, and an internal state of the serving FN {1 with N1 =5 and /max = 4. The edge
cluster size can be £ =4 and f3 is the EC. MDP formulation can enable the EC to consider
expected rewards of possible actions in its network slicing decision. Since closed form
expressions may not exist for the expected reward of each possible action at each system state
in a real-world problem, reinforcement learning (RL) can be used to empirically learn
optimum policy for the MDP formulation. The RL agent (the EC as described herein) can
learn to maximize the expected reward by trial and error. That means the RL agent can
sometimes exploit best known actions, and sometimes, especially in the beginning of
learning, explore other actions to statistically strengthen its knowledge of best actions at
different system states. Once the RL agents learns an optimum policy (i.e., the RL algorithm
converges) through managing this exploitation-exploration trade-off, the learned policy can
be exploited as long as the environment (i.e., the probability distribution of system state)
remains the same. In dynamic IoV and smart city environments, an RL agent can adapt its

decision policy to the changing distributions.
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[0092] As illustrated in FIG. 2, for each service request in an edge cluster at time 7 from
an IoV or smart city application with utility u:, the primary FN can compute the number of
resource blocks ¢r and the holding time /4 that can be required to serve the task locally at the
edge. Then, the primary FN can share (u:, ¢, A7) with the EC, which can keep track of
available resources at all FNs in the cluster. If neither the primary FN nor its neighbors has c:
available resource blocks for a duration of 4, the EC can reject serving the task at the edge
and refer it to the cloud. If the requested resource blocks ¢: for the requested duration /4 are
available at the primary FN or at least one of the neighbors, then the EC can use the RL
algorithm described herein to decide either to serve or reject. As a result of the taken action
ar, the EC can observe a reward r: and the system state s can transition to s¢+;.

[0093] Grade of Service (GoS) can be defined as a key performance indicator (KPI). GoS
can be the proportion of a number of served high-utility service tasks to a total number of

high-utility requests in the cluster, and given by:
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[0094] Where u» can be a utility threshold which differentiates the low-latency (i.e., high-

3

utility) tasks such as URLLC from other tasks, and _’ can be an indicator function taking

the value 1 when its argument is true, and O otherwise.

[0095] The network operator may desire edge resources to be efficiently utilized. Hence,

the operator can average utilization of edge resources over a time period 7' gives another KPI:
Utilization = — )}

o

-
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[0096] Where bir and N; can be a number of occupied resources at time 7, and the resource
capacity of the i FN in the cluster, respectively. Another KPI to examine the EC
performance can be cloud avoidance, which can be given by the proportion of all oV and
smart city service requests that are served by FNs in the edge cluster to all requests received.
Cloud avoidance can be reported over a period of time 7', and it can be given by:

Bl
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[0097] Where m = mi + mi can be a number of high-utility and low-utility served requests
at the edge cluster, and M = M + M; can be a total number of high-utility and low-utility
received requests. Note that A - m can be a portion of oV and smart city service tasks that
can be served by the cloud, and one of the objectives of F-RAN can be to lessen this burden,
especially during busy hours. Cloud avoidance can show a general overview about the
contribution of edge slice to share the load. It can provide a similar metric as resource
utilization, which can be more focused on resource occupancy rather than dealing with
service requests in general. Cloud avoidance can still used as a performance evaluation
metric, as described further below.

[0098] To evaluate performance of an EC over a particular period of time 7, a weighted

sum of the main two KPIs, the GoS and edge-slice average resource utilization, can be:

Performance = w,God + o Utilization, {4}

. ] 3 Y
(& AP B

[0099] Moreover, an MDP can be defined by a tuple * * where S is a set of
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states, i.e., can be a set of actions, i.e.,

ace A= L2 R E S Rds s = Mise = 816 = 5.4 = 81 can be a transition probability from
state s to s’ when action a is taken, Ra(s, s’) can be a reward received by taking action a in
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state s, which can end up in state s’ i.e., “and T = ! can be a discount factor in

computing the return, which can be the cumulative reward:
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[0100] Where y can represent how much weight can be given to the future rewards
compared to the immediate reward. For y = 1, future rewards can be equal importance as the

immediate reward, whereas y = 0 can ignore future rewards. An objective in MDP can be to

, where Gt can

maximize an expected cumulative reward starting from7=0, i.e., .
be given by choosing the actions 1%¢+"
[0101] Before explaining the state (state, action, reward) structure in the proposed MDP,

a task load Zr can be defined as a number of resource blocks required to execute a task:
L=vwh, {6}

[0102] And similarly, the existing load /i of FN 7 as the number of already allocated

resource blocks, as shown in FIG. 2.
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[0103] The system state can be defined in a cluster of size & at any time 7 as:
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[0104] Where bir can denote a number of resource blocks in use at FN 7 at time 7. Note

that bi¢+1), lie+1) and in turn the next state s can be independent of the past values given the
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current state sy, satisfying the Markov property

[0105] With regards to action, the EC can decide, as shown in FIG. 2, for each service

ie € A = {12 Rk + 1) where a, =1

. . ¢ £1 3 8}
request by taking an action L2 St

i

f, € & = {f} ‘f"}? e ,f;g}’

serve the requested task at the i FN in the cluster, -, whereas ar = k

+ 1 means to reject the job and refer it to the cloud. Note that for a request received by fi, the

feasible action set can be a subset of 4 consisting of f;, its neighbors N , and the cloud.
FIG. 2 illustrates the decision of the EC for a sample service request received by f2 at tme 7 in

an edge cluster with £ =4 FNs. Note that in this example, the action ar =4 may not be

feasible as s € *‘\":JR, and the EC took the action ar = 1, which means serve the task by f1.
Hence, f1 started executing the task at # while another two tasks (striped yellow and green) are
in progress. At 7+ 1, two resource blocks can be released as the job in clear-green can be
completed. Note that resource utilization of f1 decreased from 100% at ¢, i.e., internal busy
state with b;: =5, to 60% at 7+ 1.

[0106] With regards to reward, in general, a proper rewarding system can be crucial for
an RL agent to lean an optimum policy of actions that can maximum the KPIs. The EC RL

< Ha{s s

o g . . .
agent can collect an immediate reward e * for taking action a at time 7 from state

s which ends in state s in the next time step 7 + 1. The immediate reward can be defined as:
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[0107]  Using two components. The first term T

. . . w19 k1l
correspond to the reward portion for taking an action @€ 2 ko

request for specific u is received. The second term:
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[0108] Can consider the reward portion for handling a new job load Lr = ¢t x hrof a

requested task. For instance, serving low-load task such as . =3 can be awarded more than
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serving a task with . = 18. Similarly, rejecting a low-load task such as I = 3 can be more

& 2 ¥ than rejecting a task with the

penalized, i.e., negatively rewarded, especially when
same utility and higher load such as . = 18. The two reward parts can be added when a: =
serve, and subtracted if ar = reject. Six different reward-component can be defined as

. N
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i, where rs: can be the reward for servicing a high-utility
request, #s can be the reward for serving a low-utility request, 7/ can be the reward for
rejecting a high-utility request, 7 can be the reward for rejecting a low-utility request, s can
be the reward for rejecting a high-utility request due to being busy, and r» can be the reward
for rejecting a low-utility request due to being busy. Note that having a separate reward for
rejecting due to a busy state can make it easier for the RL agent to differentiate between
similar states for the reject action. A request can be determined as high-utility or low-utility
based on the threshold ux, which can be a design parameter that depends on the level of
latency an IoV and smart city environment.

[0109] FIG. 3 depicts an interaction of a Deep Q-Network (DQN)-based edge controller
with an intelligent vehicular system and smart city environment. Given an EC input state of

[ TN K T
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5 ‘, the DQN agent can predict action-value functions and follow

a policy ¥ to take an action a which ends up in state s, and collects a reward r accordingly.
[0110] State value function } (s) can represent the long-term value of being in a state s.
That is, starting from state s, how much value on average the EC can collect in the future, i.e.,
the expected total discounted rewards from that state onward. Similarly, the action-value
function J(s, a) can tell how valuable it is to take a particular action a from the state s. It can
represent the expected total reward which the EC may get after taking the particular action a

from the state s onward. The state-value and the action-value functions are provided as:

7

[0111] Where the state value } (s) and the action value (s, a) can be recursively
presented in terms of the immediate reward 7+ and the discounted value of the successor state
J (s") and the successor state-action O(s', @'), respectively.

[0112] Starting at the initial state so, the EC objective can be achieved by maximizing the
expected total return V' (so0) = Eialsd overa particular time period 7. To achieve this goal,
the EC can learn an optimal decision policy to take proper actions. However, considering the

large dimension of sate space and the intractable number of state-action combinations, it can
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be infeasible for RL tabular methods to keep track of all state-action pairs and continuously
update the corresponding V' (s) and Q(s, a) for all combinations in order to learn the optimal
policy. Approximate DRL methods such as DQN can be a more efficient alternative for the
high-dimensional EC MDP to quickly learn an optimal decision policy to take proper actions,
as discussed below.

[0113] A policy 7 can be a way of selecting actions. It can be viewed as a mapping from
states to actions as it describes the set of probabilities for all possible actions to select from a
given state, 7 = {P (a | s)}. A policy can help in estimating the value functions shown in
equations (10) and (11). 71 can be better than another policy 72 if the state value function

following m1 is greater than that following 72 for all states, i.e., m1 > m if Va1 (s) > Vaa (5),

%8 € 5. A policy 7 can be optimal if it maximizes the value of all states, i.e., 7* = arg max

Va(s), Vs € S. Hence, to solve the considered MDP problem, the DRL agent can find the

ey =m »\t =L,

optimal policy through finding the optimal state-value function = * Wthh can be

n ax s, a)
similar to finding the optimal action-value function O*(s, a) = = S for all state-

action pairs. From equations (10) and (11), the Bellman optimality equations can be written

for J'*(s) and Q*(s, a) as:
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[0114] The expression of optimal state-value function V" *(s) can simplify the search for
optimal policy as it subdivides the targeted optimal policy into local actions: take an optimal
action a* from state s which can maximize the expected immediate reward followed by the
optimal policy from successor state s'. Hence, the optimal policy can be taking the best local
actions from each state considering the expected rewards. Dealing with Q*(s, a) to choose
optimal actions can be simpler since with O*(s, a) there may be no need for the EC to do one-
step-ahead search. Instead, the EC can pick the best action that maximizes Q*(s, a) at each
state. The optimal action for each state s can be given by:

=

2" = arg max "

\1‘{_‘ v"L

[0115] The optimal policy can be learned by solving the Bellman optimality equations
(12) and (13) for a*. This can be done for tractable number of states by estimating the optimal

value functions using tabular solution methods such as dynamic programming, and model-
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free RL methods which can include Monte Carlo, SARSA, expected SARSA, and Q-
Learning (QL). For high-dimensional state space, such as that given in equation (7), tabular
methods may not be tractable in terms of computational and storage complexity. Deep RL
(DRL) methods can address the high-dimensionality problem by approximating the value
functions using deep neural networks (DNN).

[0116] Deep Q-Network (DQN) can be a powerful DRL method for addressing RL.
problems with high-dimensional input states and output actions. DQN can extend QL to high-
dimensional problems by using DNN to approximate the action-value functions without
keeping a (O-table to store and update the O-values for all possible state-action pairs as in QL.
FIG. 3 demonstrates the DQN method for EC in the network slicing problem, in which the
DQN agent at EC can learn about the IoV and smart city environment by interaction. The
DQN agent can be a DNN that consists of an input layer, hidden layers, and an output layer.
The number of neurons in the input and output layers can be equal to the state and action
dimensions, respectively, whereas the number of hidden layers and the number of neurons in
each hidden layer can be design parameters to be chosen. Feeding the current EC state s to
the DNN as an input and regularly updating its parameters, i.e., the weights of all connections
between neurons, DNN can predict the (O-values at the output for a given input state. The
DRL agent at EC sometimes can take random actions to explore new rewards, and at other
times can exploit its experience to maximize the discounted cumulative rewards over time
and keep updating the DNN weights. Once the DNN weights converge to the optimal values,
the agent can learn the optimal policy for taking actions in the observed environment.

[0117] For a received service request, if the requested resources are affordable, i.e.,

£ W IN, — B forany § e (LAY .
§o AT TR RS = AR the EC can make a decision whether to serve the request by

the primary FN or one of its neighbors, or reject and refer it to the cloud. From equation 14,

the optimal action at state s can be given by,

*

P ST S - S
{fi: = A sl =

?f"i‘

£ = 5
\t 1 otherwise,

[0118] Where -4 can denote the set of possible serve actions to execute the service task

f oo I E AT . . .
by FE UM The procedure to learn the optimal policy from the IoV and smart city
environment using the model-free DQN algorithm can be given in Algorithm 1, as depicted

in FIG. 4.
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[0119] FIG. 4 illustrates a deep reinforcement learning (DRL) algorithm for how the edge
controller can learn an optimal policy for a considered Markov decision process (MDP).

Algorithm 1 shows how the EC learns the optimal policy z* for the considered MDP. It can
require the EC design parameters £, 0*’"“::, N, and un, and selecting the DNN hyper parameters

v, the target update rate p, the probability © ‘of making a random action for exploration, the
replay memory capacity D to store the observations (s, @, 7, s), the minibatch size » of
samples used to train the DNN model and update its weights w, and the data of the IoV and
smart city users #, ¢, h. Note that #, ¢ and / can be real data from the IoV and smart city
environment, as well as from simulations if the probability distributions are known. The

DNN target model at line 2 can be used to stabilize the DNN model by reducing the

-

. R b T
P Y IR ALY

. . Rl 2 S 3 E-"ﬁ'r}
correlation between the action-values J(s, a) and the targets = =" [ through only

periodical updates of the target model weights w". In each iteration, an action can be

taken to observe the collected reward and the successor state. Actions can be taken
according to a policy 7 such as the *'-greedy policy in which a random action with
probability *’ can be taken to explore new rewards, and an optimal action (see equation (15))

can be taken with probability (1 - *‘) to maximize the rewards. The model can be trained
using experience replay as shown in lines 9-14. At line 9, a minibatch of » random
observations can be sampled from M. The randomness in selecting samples can eliminate
correlations in the observations to avoid model overfitting. At line 11, output vector Q" of the
target model can be estimated for a given input state s in each experience sample using the
target model weights w”™. O~ and O can be the predicted vectors of the £ +1 (O-values for a
given state s with respect to wand w’, respectively. The way to update the action-value
for sample j is shown at line 12, where the element value O [a] can be replaced with the
immediate reward 7; if state is terminal, i.e., 7= 1'1, or with the collected immediate reward
and a discounted value of the maximum action-value considering all possible actions which
can be taken from the state at 7+1 if 7 < 7'1. At line 13, the model weights w can be updated

by fitting the model for the input states and the updated predicted outputs. A gradient decent

step can be applied to minimize the squared loss " _” between the target and the model
predictions. The target model weights can be periodically updated every  time steps as
shown at line 16, where the update rate p can exemplify how much. The algorithm can end
when the DNN model weights w converge. The converged values can then be used to

determine optimal actions, i.e., 7* as in equation (15).
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[0120] Next, simulation results can be provided to evaluate the performance of the
proposed network slicing approach in dynamic IoV and smart city environments. The DRL
algorithm given in Algorithm 1 in FIG. 4 can be compared with the serve-all-utilities (SAU)
algorithm in which the EC serves all coming tasks when requested resources are available,
serve-high-utilities (SHU) algorithm where the EC filters high-utility requests and serve them
if the available resources are enough, and the QL algorithm independently running at each
FN following a local version of our MDP formulation. The QL algorithm at each FN can
correspond to the non-cooperative scenario, hence this comparison can help evaluate the
importance of cooperation among FNs. In the non-cooperative scenario, each FN can operate
as a standalone entity with no neighbors to handover tasks when busy, and no EC to manage
the edge resources.

[0121] Performances can be evaluated in various IoV and smart city environments with
different compositions of user utilities. Specifically, 10 utility classes can be considered that
represent different latency requirements to exemplify the variety of IoV and smart city
applications in an F-RAN setting. By changing the distribution of utility classes, 5 oV and
smart city environments can be generalized, as summarized in Table I. Higher density of
high-utility applications can make the IoV and smart city environment richer in terms of
URLLC applications.

[0122] Denoting an IoV and smart city environment of a particular utility distribution
with £, in Table I, statistics of £1, E2, E3, Fa, and Es are shown. The probabilities in the first
10 rows in Table I present information about the proportion of each utility class in the
environment corresponding to the latency requirement of diverse loV and smart city
applications. The last two rows interpret the quality or richness of IoV and smart city
environments, where # can be a mean of utilities in an environment, and P (# > uz) can be
the percentage of high-utility population.

[0123] Table I illustrates utility distributions corresponding to a variety of latency

requirements of IoV and smart city applications in various environments.
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[0124] Simulations can begin with a general environment given by £3 for the following
IoV and smart city applications corresponding to the utility values 1, 2, .. ., 10, respectively:
smart lighting and automation of public buildings, air quality management and noise
monitoring, smart waste management and energy consumption management, smart parking
assistance, in-vehicle audio and video infotainment, driver authentication service, structural
health monitoring, safe share rides, smart amber alerting system and Al-driven and video-
analytics tracking services, and driver distraction alerting system and autonomous driving.
Then, the utility distribution can be changed to obtain the other environments.

[0125] The simulation parameters used are summarized in Table II. An edge cluster can
be considered of size £ = 7, where each FN has a computing and processing resource capacity
of seven resource blocks, i.e., N ="7. The central FN {5 can act as the EC, and the neighboring
relationships are shown in FIG. 5. FIG. 5 illustrates a structure of an edge cluster considered

in the disclosed simulations. The neighboring lists can include only adjacent FNss.
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TABLE I Simulation Setup
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[0126] In a particular IoV and smart city environment, the threshold that defines “high
utility” can be settoun =8, 1.e., u € {8, 9, 10} can be a high-utility application with higher
priority for edge service. To make the resource allocation of the network slicing problem
more challenging, a request arrival rate of at least five times the task execution rate can be
considered, i.e., holding times increment by five times the arrival interval. The probabilities
ofce C={1,2 3,4} canbe 0.1, 0.2, 0.3, and 0.4, respectively, whereas the probabilities of
he H={5, 10, 15, 20, 25, 30} can be 0.05, 0.1, 0.1, 0.15, 0.2, and 0.4, respectively.

[0127] A fully connected DNN structure can be considered for DQN with an input layer
of 18 neurons, 2 hidden layers of 64 and 24 neurons, respectively, and an 8-neuron output
layer. Linear activation function can be used at the output layer and ReLLU activation can be
considered for the other layers. The Huber loss function and the RMSprop optimizer can be
considered with 0.01 learning rate, 10 * learning decay, and momentum of 0.9. The &-greedy
policy can be adopted in DNN training where € starts at 1.0 for 10% of the time in training
and then decays at a rate of 0.9995 to a minimum value of 10 to guarantee enough
exploration over time.

[0128] The KPIs described herein can also be examined (e.g., GoS, resource utilization,
cloud avoidance, as well as the overall performance (see equations (4)-(3))), considering the
three scenarios shown in Table III with the weights we =1 @y = 0.7, @wg = @y = 0.5, and wg =
1 w. = 0.3. Each scenario in Table III can represent a new problem, hence the rewarding
systems Ri1, K2, and R3 can be chosen to facilitate learning the optimal policy in each scenario.

The two reward components, @u) Fsh, Frh, ¥bh, Fsi, ¥ri, ¥b and 7z for each rewarding system can
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be provided in Table III. Note that unlike R and R3, Ri can encourage rejecting low-utility
requests with higher loads to accommodate the performance requirement of scenario 1, which
can put higher weight on GoS with wg = 0.7. On the other hand, R3 can promote serving
regardless of the request utility and the task load as the performance in scenario 3 can be in

favor of achieving higher resource utilization with w, = 0.7.

TABLE HE: Considered Rewarding Systems
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[0129] FIG. 6 1s a graph depicting example performance and main network KPIs for
DQN-based edge controller while learning an optimum policy in the IoV and smart city
environment. Environment %3 shown in Table I and the scenario 1 in Table III is shown in
FIG. 6. By interaction with the environment as illustrated in FIG. 3, the EC can learn the
optimal policy using the DQN method given in Algorithm 1 shown in FIG. 4. Fig. 6 shows
the learning curve for the proposed DQN-based EC in terms of the overall performance and
KPIs that converge to the optimal scores. Starting with random actions for 30k time steps, the
EC initially can put more weight on utilizing its resources and hence many high-utility
requests can be missed. However, as exploration rate decays, the EC can align with the
objectives of scenario 1, putting more emphasis on GoS by prioritizing high-utility users for
edge service. The converged score of cloud-avoidance KPI can show that edge slice serves
the 50% of the total received tasks.

[0130] Next, DQN-EC given in Algorithm 1 with SAU-EC, SHU-EC, and QL with no
EC (QL-NEC) under the three scenarios given in Table III can be compared. FIGS. 7-9 show
that the DRL-based EC can adapt to each scenario and outperform the other algorithms in
IoV and smart city environments. FIG. 7 is a graph depicting example performance of an
edge slice when the edge controller applies the DRL algorithm of FIG. 4 in a first scenario.
For scenario 1 in FIG. 7, SHU-EC has a comparable performance to DQN-EC because SHU
algorithm can promote serving high-utility requests all the time, which can macth with the
focus on GoS in scenario 1 design objective with wg = 0.7. However, in poor loV and smart
city environments with less high-utility population such as £1 the performance gap can

increase. This gap can shrink as environments becomes richer and SHU-EC achieves a
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performance as high as the DQN-EC score in /4 and Es. The performance of SAU-EC
slightly increases while moving from £ to £3 and becomes stable afterwards even for the
richer environments Fi and Es since SAU-EC may not not prioritize high-utility tasks. Unlike
the other algorithms, QL-NEC shows a declining trend since the network slicing problem can
become more challenging with uncoordinated FNs while moving towards richer
environments in this scenario.

[0131] FIG. 8 is a graph depicting example performance of the edge slice when the edge
controller applies the DRL algorithm of FIG. 4 in a second scenario. FIG. 8 represents
scenario 2 with equal weights for GoS and resource utilization, where SAU-EC is the second
performing algorithm following DQN-EC. With less importance for GoS, the performance of
SHU-EC can be as low as the QL-NEC in £1 and although it grows while moving to richer
environments, it does not reach a comparable level until £1 and E£s. The uncoordinated FNs
with QL-NEC can be more steady in scenario 2.

[0132] FIG. 9 is a graph depicting example performance of the edge slice when the edge
controller applies the DRL algorithm of FIG. 4 to a third scenario. FIG. 9 shows the
performances in scenario 3 in which more emphasis is put on resource utilization than GoS
with @, = 0.7. It can be observed that SHU-EC can fail to achieve a comparable level of
performance compared to DQN-EC while SAU-EC does.

[0133] FIGS. 10A-H are graphs depicting scores of three individual KPIs, GoS, resource
utilization, and cloud avoidance when the edge controller applies the proposed DRL
algorithm of FIG. 4 and different baseline algorithms described herein in three scenarios.
FIGS. 10A-C depict scores when the edge controller applies the DRL algorithm of FIG. 4.
DQN-EC can adapt to the design objective and the IoV and smart city environment. It can
maximize GoS in scenario 1 as shown in FIG. 10A, balance GoS and utilization for scenario
2 as observed in FIG. 10B, and promote resource utilization for scenario 3 as shown in FIG.
10C. FIGS. 10D-H depict scores when the edge controller applies other baseline algorithms.
The other baseline algorithms can include SAU, SHU, and QL. QL-NEC in FIGS. 10F-H can
try to behave similarly as it learns by interaction, but the uncoordinated FNs in the edge slice
cannot achieve that. Note that, DQN-EC can learn the right balance between GoS and
resource utilization in each scenario. For instance, even though SHU-EC can be the second
performing in FIG. 7 following DQN-EC, it can have lower utilization and cloud avoidance
scores, i.e., less edge-slice contribution to handle service requests as shown in FIG. 10E.

Similarly, SAU-EC can be well-performing in scenario 2 compared to DQN-EC as shown in
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FIG. 8, however, it may not learn to balance GoS and utilization as DQN-EC does in FIG.
10B.

[0134] FIG. 11 is a graph depicting example performance of the proposed DQN and
straightforward SHU policy for network slicing in a dynamic IoV and smart city
environment. Performance of the proposed DQN algorithm can be tested in a dynamic loV
and smart city environment. In FIG. 11, the design objectives of scenario 1 in Table III and a
sampling rate of 5x107* can be considered. To generate a dynamic IoT environment, the
initial environment can have 40 samples and then change E every 30 samples. More samples
can be considered for the initial £ since the simulation can be started with vacant resource
blocks for all FNs in the edge slice. A dynamic IoV and smart city environment can be
considered whose composition of high-utility requests, i.e., low-latency tasks, changes over a
day. Starting in the morning busy hours with £4, the density of high-utility requests can drop
over time to £1 at the late morning hours after which it starts growing to reach 2 by noon
and £3 in the evening, and then peaks again towards night busy hours with £5. These 5
environments can represent different distributions for a diverse levels of utilities, i.e.,
different latency requirements of the various IoV and smart city aforementioned applications,
hence they can be thought as different traffic profiles and busy hours in terms of the required
QoS in IoV and smart city. These busy hours can directly affect the overall distribution of the

environment over time and make it dynamic. In the proposed algorithm, once the EC detects

the traffic profile, i.e., the environment, it can apply the corresponding optimal policy 3

given in equation (15) to maximize the expected rewards in  £4. Right after the density of

x®

low-latency tasks drops over time to £1, i.e., at ¢ = 80k, the EC can keep following ¥+

until it detects the change from the statistics of task utilities, which can result in a slight

degradation in its performance since % z* may no longer be optimal for the new environment

[ After a short learning period, the EC can adapt to the dynamics, and switch to the new

optimal policy w Similarly, as seen for the other transitions from E1 to £2, E2 to E3, and
E3 to ES, DQN-EC can adapt to the changing IoV and smart city environments. Whereas, the
straightforward SHU-EX policy may perform well in only rich environments for which it was
designed and cannot adapt to changes in the environment.

[0135] The disclosure provides for an infinite-horizon Markov decision process (MDP)
formulation for the network slicing problem in a realistic fog-RAN with cooperative fog
nodes. A deep reinforcement learning (DRL) solution for the edge controllers (ECs) can be

used, which are the fog nodes that serve as cluster heads, to learn the optimal policy of
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allocating the limited edge computing and processing resources to vehicular and smart city
applications with heterogeneous latency needs and various task loads. The deep Q-Network
(DQN) based EC can quickly learn the dynamics through interaction with the environment
and adapt to it. DQN-EC can dominate straightforward and non-cooperative RL approaches
as it can continuously learn a balance between GoS and resource utilization under different
performance objectives and environments. In a dynamic environment with changing
distributions, DQN-EC can adapt to the dynamics and update its optimal policy to maximize
performance.

[0136] FIG. 12 is a system diagram of components used with the disclosed technology.
An edge controller 1200, cluster of fog nodes 1202, cloud computing system 1206, and smart
environment 1208 can be in communication (e.g., wired and/or wireless) via network(s)
1210.

[0137] The edge controller 1200 can be configured to determine whether service requests
are executed in an edge slice (e.g., refer to FIG. 1) or a cloud slice, as described herein. The
edge controller 1200 can receive a request to perform services from devices in the smart
environment(s) 1208. The edge controller 1200 can include a task execution determiner 1214,
a training module 1216, processor(s) 1220, and a communication interface 1222. The task
execution determiner 1214 can determine, for example, whether service requests are capable
of being completed on the edge slice, at one of the fog nodes in the cluster of fog nodes 1202,
or whether the service requests should be completed at the cloud computing system 1206 at
the cloud slice. The training module 1216 can be configured to learn an optimal policy for a
considered Markov decision process (MDP), as described in reference to FIG. 4. Moreover,
the module 1216 can include a deep learning model 1218, as described above, which can be
used by the training module 1216 in learning the optimal policy for the considered MDP. The
processor(s) 1220 can be configured to provide for the edge controller 1200 to perform and
execute one or more of the operations described herein.

[0138] The cloud computing system 1206 can be configured to perform operations, such
as executing a service request that is referred to the system 1206 by the edge controller 1200.
The cloud computing system 1206 can include a controller 1224, a task execution module
1226, an operations and maintenance module 1228, and a communication interface 1230. The
controller 1224 can be configured to control operations of the cloud computing system 1206,
as described in reference to FIG. 1. The task execution module 1226 can be configured to
perform service requests that are referred to the cloud computing system 1206 for execution

therein. The operations and maintenance module 1228 can be configured to monitor key
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performance indicators (KPIs) and generate network reports. The cloud computing system
1206 can also be in communication with a cloud data store 1212, which can store information
about the network, KPIs, and executed service requests.

[0139] The cluster of fog nodes 1202 can include a primary fog node 1204A as well as a
plurality of fog nodes 1204B-N (e.g., refer to FIG. 1). The primary fog node 1204A can
include a resource determiner 1232, a task execution module 1234, processor(s) 1236, and a
communication interface 1238. The primary fog node assignment dynamically changes for
each received service request. The primary fog node 1204A is a title given to one of the fog
nodes 1204B-N that receives the service request under consideration for a decision. For
example, the user device can transmit the service request to the fog node 1204B-N that the
user device has best communication quality with (e.g., the fog node 1204B-N closest to the
user device). The fog node 1204B-N that receives the service request therefore becomes the
primary fog node 1204A.

[0140] The fog nodes 1204B-N can include a resource determiner 1239, task execution
module 1240, processor(s) 1242, and a communication interface 1244. The resource
determiners 1232 and 1239 can be configured to determine what resources may be required
by a fog node, such as the primary fog node 1204 A and the fog nodes 1204B-N, at the edge
slice to complete a service request that is received by the primary fog node 1204A. The
primary fog node 1204 A and/or the fog nodes 1204B-N can then transmit, to the edge
controller 1200, the resource determination(s), which the edge controller 1200 can use to
determine whether the service request can be executed at the edge slice or the cloud slice.
The task execution modules 1234 and 1240 can be configured to execute a service request
that is referred to either the primary fog node 1204A or the fog nodes 1204B-N by the edge
controller 1200. The processor(s) 1236 and 1242 can be configured to provide for the primary
fog node 1204 A and the fog nodes 1204B-N to perform and execute one or more of the
operations described herein. The communication interfaces 1222, 1230, 1238, and 1244 can
be configured to provide communication between one or more of the components described
herein.

[0141] FIG. 13 is a flowchart of a process 1300 for implementing the disclosed
technology. The process 1300 can be performed by an edge controller as described
throughout this disclosure (e.g., refer to the edge controller 1200 in FIG. 12).

[0142] Referring to the process 1300, the edge controller can receive service request
resource data from a primary fog node in the cluster of fog nodes (1302). As described

herein, any one of the fog nodes in the cluster can be designated as the primary fog node
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(e.g., refer to FIG. 12). The primary fog node dynamically changes based on which of the fog
nodes in the cluster receives the service request. Thus, the fog node that receives the service
request is designated as the primary fog node. The primary fog node can receive a service
request in an edge cluster at a time t with utility. The primary fog node can also compute a
number of resource blocks and hold time required to serve a task of the service request
locally at the edge cluster of nodes. The primary fog node can then transmit to the edge
controller the time t with utility, a resource block number, and the holding time.

[0143] The edge controller can then identify available resources at nearest neighbor fog
nodes of the primary fog node in 1304. For example, the edge controller can receive resource
information from each of the nearest neighbors of the primary fog node. The edge controller
can then determine whether the primary node or the nearest neighbors have resource blocks
that are available to fulfill the service request (1306). If there are, then a deep reinforcement
learning (DRL) algorithm can be applied to decide whether to serve or reject the service
request (e.g., refer to FIG. 4) in 1308 at the cluster of fog nodes and by one of the primary fog
node or the nearest neighbors. Moreover, for serve actions, the edge controller can determine
which of the primary fog node or the nearest neighbors to serve (1314), as depicted and
described in reference to FIG. 2 and FIG. 3 (e.g., for £ fog nodes in a cluster, a set of actions
can include £+1 decisions).

[0144] In some implementations, the edge controller can determine whether to serve or
reject the service request based on expected rewards. For example, using the DRL algorithm,
the edge controller can determine expected future rewards for each serve and reject action.
Thus, although resources may be available, the edge controller can reject a service request if
the edge controller determines that keeping the available resources for future, potentially
higher priority, requests can be more rewarding. In some implementations, the edge
controller can serve the service request based on determining that (i) resources are available
and (i1) an expected reward for serving the service request exceeds expected future rewards
for serving other potential service requests. The edge controller can also reject the service
request based on determining that (i) resources are unavailable or (ii) resources are available
but the expected reward for serving the service request does not exceed expected future
rewards for serving other potential service requests.

[0145] If there are no resource blocks available to fulfill the service request at the edge
slice in 1306, then the edge controller can reject serving the service request in 1310. The edge
controller can then refer the service request to the cloud computing system in 1312. As a

result, the cloud computing system can complete the service request in the cloud slice.
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[0146] FIG. 14 is a schematic diagram that shows an example of a computing device
1400 and a mobile computing device. The computing device 1400 is intended to represent
various forms of digital computers, such as laptops, desktops, workstations, personal digital
assistants, servers, blade servers, mainframes, and other appropriate computers. The mobile
computing device is intended to represent various forms of mobile devices, such as personal
digital assistants, cellular telephones, smart-phones, and other similar computing devices.
The components shown here, their connections and relationships, and their functions, are
meant to be exemplary only, and are not meant to limit implementations of the inventions
described and/or claimed in this document.

[0147] The computing device 1400 includes a processor 1402, a memory 1404, a storage
device 1406, a high-speed interface 1408 connecting to the memory 1404 and multiple high-
speed expansion ports 1410, and a low-speed interface 1412 connecting to a low-speed
expansion port 1414 and the storage device 1406. Each of the processor 1402, the memory
1404, the storage device 1406, the high-speed interface 1408, the high-speed expansion ports
1410, and the low-speed interface 1412, are interconnected using various busses, and can be
mounted on a common motherboard or in other manners as appropriate. The processor 1402
can process instructions for execution within the computing device 1400, including
instructions stored in the memory 1404 or on the storage device 1406 to display graphical
information for a GUI on an external input/output device, such as a display 1416 coupled to
the high-speed interface 1408. In other implementations, multiple processors and/or multiple
buses can be used, as appropriate, along with multiple memories and types of memory. Also,
multiple computing devices can be connected, with each device providing portions of the
necessary operations (e.g., as a server bank, a group of blade servers, or a multi-processor
system).

[0148] The memory 1404 stores information within the computing device 1400. In some
implementations, the memory 1404 is a volatile memory unit or units. In some
implementations, the memory 1404 is a non-volatile memory unit or units. The memory
1404 can also be another form of computer-readable medium, such as a magnetic or optical
disk.

[0149] The storage device 1406 is capable of providing mass storage for the computing
device 1400. In some implementations, the storage device 1406 can be or contain a
computer-readable medium, such as a floppy disk device, a hard disk device, an optical disk
device, or a tape device, a flash memory or other similar solid state memory device, or an

array of devices, including devices in a storage area network or other configurations. A
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computer program product can be tangibly embodied in an information carrier. The
computer program product can also contain instructions that, when executed, perform one or
more methods, such as those described above. The computer program product can also be
tangibly embodied in a computer- or machine-readable medium, such as the memory 1404,
the storage device 1406, or memory on the processor 1402.

[0150] The high-speed interface 1408 manages bandwidth-intensive operations for the
computing device 1400, while the low-speed interface 1412 manages lower bandwidth-
intensive operations. Such allocation of functions is exemplary only. In some
implementations, the high-speed interface 1408 is coupled to the memory 1404, the display
1416 (e.g., through a graphics processor or accelerator), and to the high-speed expansion
ports 1410, which can accept various expansion cards (not shown). In the implementation,
the low-speed interface 1412 is coupled to the storage device 1406 and the low-speed
expansion port 1414. The low-speed expansion port 1414, which can include various
communication ports (e.g., USB, Bluetooth, Ethernet, wireless Ethernet) can be coupled to
one or more input/output devices, such as a keyboard, a pointing device, a scanner, or a
networking device such as a switch or router, e.g., through a network adapter.

[0151] The computing device 1400 can be implemented in a number of different forms,
as shown in the figure. For example, it can be implemented as a standard server 1420, or
multiple times in a group of such servers. In addition, it can be implemented in a personal
computer such as a laptop computer 1422. It can also be implemented as part of a rack server
system 1424. Alternatively, components from the computing device 1400 can be combined
with other components in a mobile device (not shown), such as a mobile computing device
1450. Each of such devices can contain one or more of the computing device 1400 and the
mobile computing device 1450, and an entire system can be made up of multiple computing
devices communicating with each other.

[0152] The mobile computing device 1450 includes a processor 1452, a memory 1464, an
input/output device such as a display 1454, a communication interface 1466, and a
transceiver 1468, among other components. The mobile computing device 1450 can also be
provided with a storage device, such as a micro-drive or other device, to provide additional
storage. Each of the processor 1452, the memory 1464, the display 1454, the communication
interface 1466, and the transceiver 1468, are interconnected using various buses, and several
of the components can be mounted on a common motherboard or in other manners as

appropriate.
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[0153] The processor 1452 can execute instructions within the mobile computing device
1450, including instructions stored in the memory 1464. The processor 1452 can be
implemented as a chipset of chips that include separate and multiple analog and digital
processors. The processor 1452 can provide, for example, for coordination of the other
components of the mobile computing device 1450, such as control of user interfaces,
applications run by the mobile computing device 1450, and wireless communication by the
mobile computing device 1450.

[0154] The processor 1452 can communicate with a user through a control interface 1458
and a display interface 1456 coupled to the display 1454. The display 1454 can be, for
example, a TFT (Thin-Film-Transistor Liquid Crystal Display) display or an OLED (Organic
Light Emitting Diode) display, or other appropriate display technology. The display interface
1456 can comprise appropriate circuitry for driving the display 1454 to present graphical and
other information to a user. The control interface 1458 can receive commands from a user
and convert them for submission to the processor 1452. In addition, an external interface
1462 can provide communication with the processor 1452, so as to enable near area
communication of the mobile computing device 1450 with other devices. The external
interface 1462 can provide, for example, for wired communication in some implementations,
or for wireless communication in other implementations, and multiple interfaces can also be
used.

[0155] The memory 1464 stores information within the mobile computing device 1450.
The memory 1464 can be implemented as one or more of a computer-readable medium or
media, a volatile memory unit or units, or a non-volatile memory unit or units. An expansion
memory 1474 can also be provided and connected to the mobile computing device 1450
through an expansion interface 1472, which can include, for example, a SIMM (Single In
Line Memory Module) card interface. The expansion memory 1474 can provide extra
storage space for the mobile computing device 1450, or can also store applications or other
information for the mobile computing device 1450. Specifically, the expansion memory
1474 can include instructions to carry out or supplement the processes described above, and
can include secure information also. Thus, for example, the expansion memory 1474 can be
provide as a security module for the mobile computing device 1450, and can be programmed
with instructions that permit secure use of the mobile computing device 1450. In addition,
secure applications can be provided via the SIMM cards, along with additional information,

such as placing identifying information on the SIMM card in a non-hackable manner.
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[0156] The memory can include, for example, flash memory and/or NVRAM memory
(non-volatile random access memory), as discussed below. In some implementations, a
computer program product is tangibly embodied in an information carrier. The computer
program product contains instructions that, when executed, perform one or more methods,
such as those described above. The computer program product can be a computer- or
machine-readable medium, such as the memory 1464, the expansion memory 1474, or
memory on the processor 1452. In some implementations, the computer program product can
be received in a propagated signal, for example, over the transceiver 1468 or the external
interface 1462,

[0157] The mobile computing device 1450 can communicate wirelessly through the
communication interface 1466, which can include digital signal processing circuitry where
necessary. The communication interface 1466 can provide for communications under various
modes or protocols, such as GSM voice calls (Global System for Mobile communications),
SMS (Short Message Service), EMS (Enhanced Messaging Service), or MMS messaging
(Multimedia Messaging Service), CDMA (code division multiple access), TDMA (time
division multiple access), PDC (Personal Digital Cellular), WCDMA (Wideband Code
Division Multiple Access), CDMA2000, or GPRS (General Packet Radio Service), among
others. Such communication can occur, for example, through the transceiver 1468 using a
radio-frequency. In addition, short-range communication can occur, such as using a
Bluetooth, WiFi, or other such transceiver (not shown). In addition, a GPS (Global
Positioning System) receiver module 1470 can provide additional navigation- and location-
related wireless data to the mobile computing device 1450, which can be used as appropriate
by applications running on the mobile computing device 1450.

[0158] The mobile computing device 1450 can also communicate audibly using an audio
codec 1460, which can receive spoken information from a user and convert it to usable digital
information. The audio codec 1460 can likewise generate audible sound for a user, such as
through a speaker, e.g., in a handset of the mobile computing device 1450. Such sound can
include sound from voice telephone calls, can include recorded sound (e.g., voice messages,
music files, etc.) and can also include sound generated by applications operating on the
mobile computing device 1450.

[0159] The mobile computing device 1450 can be implemented in a number of different
forms, as shown in the figure. For example, it can be implemented as a cellular telephone
1480. It can also be implemented as part of a smart-phone 1482, personal digital assistant, or

other similar mobile device.
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[0160] Various implementations of the systems and techniques described here can be
realized in digital electronic circuitry, integrated circuitry, specially designed ASICs
(application specific integrated circuits), computer hardware, firmware, software, and/or
combinations thereof. These various implementations can include implementation in one or
more computer programs that are executable and/or interpretable on a programmable system
including at least one programmable processor, which can be special or general purpose,
coupled to receive data and instructions from, and to transmit data and instructions to, a
storage system, at least one input device, and at least one output device.

[0161] These computer programs (also known as programs, software, software
applications or code) include machine instructions for a programmable processor, and can be
implemented in a high-level procedural and/or object-oriented programming language, and/or
in assembly/machine language. As used herein, the terms machine-readable medium and
computer-readable medium refer to any computer program product, apparatus and/or device
(e.g., magnetic discs, optical disks, memory, Programmable Logic Devices (PLDs)) used to
provide machine instructions and/or data to a programmable processor, including a machine-
readable medium that receives machine instructions as a machine-readable signal. The term
machine-readable signal refers to any signal used to provide machine instructions and/or data
to a programmable processor.

[0162] To provide for interaction with a user, the systems and techniques described here
can be implemented on a computer having a display device (e.g., a CRT (cathode ray tube) or
LCD (liquid crystal display) monitor) for displaying information to the user and a keyboard
and a pointing device (e.g., a mouse or a trackball) by which the user can provide input to the
computer. Other kinds of devices can be used to provide for interaction with a user as well,
for example, feedback provided to the user can be any form of sensory feedback (e.g., visual
feedback, auditory feedback, or tactile feedback); and input from the user can be received in
any form, including acoustic, speech, or tactile input.

[0163] The systems and techniques described here can be implemented in a computing
system that includes a back end component (e.g., as a data server), or that includes a
middleware component (e.g., an application server), or that includes a front end component
(e.g., a client computer having a graphical user interface or a Web browser through which a
user can interact with an implementation of the systems and techniques described here), or
any combination of such back end, middleware, or front end components. The components

of the system can be interconnected by any form or medium of digital data communication
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(e.g., a communication network). Examples of communication networks include a local area
network (LAN), a wide area network (WAN), and the Internet.

[0164] The computing system can include clients and servers. A client and server are
generally remote from each other and typically interact through a communication network.
The relationship of client and server arises by virtue of computer programs running on the
respective computers and having a client-server relationship to each other.

[0165] While this specification contains many specific implementation details, these
should not be construed as limitations on the scope of the disclosed technology or of what
may be claimed, but rather as descriptions of features that may be specific to particular
embodiments of particular disclosed technologies. Certain features that are described in this
specification in the context of separate embodiments can also be implemented in combination
in a single embodiment in part or in whole. Conversely, various features that are described in
the context of a single embodiment can also be implemented in multiple embodiments
separately or in any suitable subcombination. Moreover, although features may be described
herein as acting in certain combinations and/or initially claimed as such, one or more features
from a claimed combination can in some cases be excised from the combination, and the
claimed combination may be directed to a subcombination or variation of a subcombination.
Similarly, while operations may be described in a particular order, this should not be
understood as requiring that such operations be performed in the particular order or in
sequential order, or that all operations be performed, to achieve desirable results. Particular
embodiments of the subject matter have been described. Other embodiments are within the

scope of the following claims.
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CLAIMS
WHAT IS CLAIMED IS:

1. A system for processing a service request within a network environment, the system
comprising:

a first cluster of fog nodes configured to execute one or more service tasks that are
received from the network environment, wherein the first cluster of fog nodes includes a
primary fog node and nearest neighbor fog nodes of the primary fog node, the primary fog
node configured to:

receive, from the network environment, a service request, wherein the
service request includes a first time and a utility; and

determine, based on the service request, service request resource data,
wherein the service request resource data includes the first time, a quantity of
resource blocks required to serve the service request, and a hold time required
to serve the service request locally by any one of the nearest neighbor fog
nodes or the primary fog node; and

an edge controller communicatively connected to the network environment and the
first cluster of fog nodes, the edge controller configured to:

receive, from the primary fog node, the service request resource data;

identify, based on the service request resource data, available resources at the
nearest neighbor fog nodes and the primary fog node;

determine whether the nearest neighbor fog nodes or the primary fog node
have resource blocks available to fulfill the service request;

identify, using a deep reinforcement learning (DRL) algorithm, that the service
request can be fulfilled in response to determining that (i) the nearest neighbor fog
nodes or the primary fog node have the resource blocks available to fulfill the service
request and (i1) expected future reward for saving the resource blocks available to
fulfill the service request for future service requests is less than an expected reward
associated with serving the service request at another of the nearest neighbor fog
nodes or the primary fog node; and

serve the service request at one of the nearest neighbor fog nodes or the
primary fog node based on determining that (i) the one of the nearest neighbor fog
nodes or the primary fog node has the resource blocks available to fulfill the service

request and (i1) the expected future reward for saving the resource blocks available is

41



WO 2022/212079 PCT/US2022/020788

less than the expected reward associated with serving the service request at the

another of the nearest neighbor fog nodes or the primary fog node.

2. The system of claim 1, further comprising a second cluster of fog nodes
communicatively connected to the network environment and the edge controller,
wherein the first cluster of fog nodes services a first geographic area in the network
environment and the second cluster of fog node services a second geographic area in
the network environment, wherein the first geographic area is different than the

second geographic area.

3. The system of claim 1, wherein the edge controller is the primary fog node or one of

the nearest neighbor fog nodes in the first cluster of fog nodes.

4. The system of claim 1, wherein the edge controller is centrally located in a geographic

area of the first cluster of fog nodes.

5. The system of claim 1, wherein the primary fog node and the nearest neighbor fog

nodes in the first cluster of fog nodes are communicatively connected via optical
links.

6. The system of claim 1, wherein the primary fog node is located in a geographic area

that is closest to the service request received from the network environment.

7. The system of claim 1, wherein the edge controller is further configured to learn,
using the DRL algorithm, how to (1) allocate limited resources in the first cluster of
fog nodes for each service request and (i) maximize grade-of-service (GoS), wherein
the GoS is a proportion of a quantity of served high-load service requests to a total

number of high-load service requests in the first cluster of fog nodes.

8. The system of claim 1, wherein the edge controller is further configured to assign a

reward for serving the service request.

9. The system of claim 1, wherein the edge controller is further configured to serve the
service request based on determining that the expected reward associated with serving

the service request exceeds a threshold value.
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10.

11

12.

13

14.

15.

16.

The system of claim 9, wherein the expected reward associated with serving the
service request is greater for serving a low-load service request than serving a high-

load service request.

. The system of claim 10, wherein the edge controller is configured to assign a negative

reward when the edge controller rejects the low-load service request.

The system of claim 10, wherein the edge controller is configured to assign a positive
reward when the edge controller rejects the high-load service request having a same

utility as a utility of the low-load service request.

. The system of claim 10, wherein the edge controller is configured to assign, when the

first cluster of fog nodes are busy, a reward for (i) serving the high-load service
request, (i1) serving the low-load service request, (iii) rejecting the high-load service
request, (1v) rejecting the low-load service request, (v) rejecting the high-load service
request when the first cluster of fog nodes are busy, and (vi) rejecting the low-load

service request.

The system of claim 8, wherein the edge controller is trained to allocate limited

resources in the first cluster of fog nodes using a Deep Q-Network (DQN).

The system of claim 14, wherein the DQN comprises a deep neural network (DNN)
structure with an input layer of a first threshold quantity of neurons, a second
threshold quantity of hidden layers, wherein each of the hidden layers has a third
threshold quantity of neurons, and an output layer having a fourth threshold quantity

of neurons.

The system of claim 1, wherein the service request includes at least one of (1)
providing smart lighting and automating public buildings, (ii) managing air quality
and monitoring noise, (iii) determining and providing smart waste management and
energy consumption management, (iv) providing smart parking assistance, (v)
providing in-vehicle audio and video infotainment, (vi) executing a driver
authentication service, (vil) monitoring structural health of buildings, (viii) managing

and providing safe share rides, (ix) executing a smart amber alerting system, (X)
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executing a driver distraction alerting system, and (xi) monitoring autonomous
driving, wherein the service request is associated with a geographic area of the

network environment.

17. The system of claim 1, wherein the edge controller is further configured to serve the
service request based on determining that serving the service request achieves one or
more key performance indicators (KPIs) for the network environment, wherein the
KPIs include at least one of (1) GoS, (i1) resource utilization, (ii1) cloud avoidance,

and (iv) overall performance.

18. The system of claim 2, wherein the edge controller is further configured to:

receive, from a second primary node of the second cluster of fog nodes, second
service request data;

identify, based on the second service request resource data, available resources at
nearest neighbor fog nodes of the second cluster of fog nodes and the second primary fog
node;

determine whether the nearest neighbor fog nodes of the second cluster of fog nodes
or the second primary fog node have resource blocks available to fulfill the service request;

reject, using the DRL algorithm, a second service request associated with the second
service request data in response to determining that (i) the nearest neighbor fog nodes of the
second cluster of fog nodes or the second primary fog node do not have the resource blocks
available to fulfill the second service request or (ii) the expected future reward for saving the
resource blocks available to fulfill the second service request by the second cluster of fog
nodes for future service requests is greater than the expected reward associated with serving
the service request at one of the nearest neighbor fog nodes of the second service request or
the second primary fog node; and

refer, in response to rejecting serving the service request at the second cluster of fog

nodes, the second service request to the cloud computing system.
19. The system of claim 1, wherein the primary fog node is further configured to

determine a priority level for serving the service request at one of the nearest neighbor

fog nodes or the primary fog node.
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20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

The system of claim 7, wherein learning how to allocate limited resources further

comprises generating an optimal policy for allocating the limited resources.

The system of claim 20, wherein the edge controller is configured to allocate, based
on the optimal policy, resources in the first cluster of fog nodes for subsequent service

requests.

The system of claim 1, wherein the service request includes adjusting smart lighting
and automating public buildings in a geographic area associated with the network

environment.

The system of claim 1, wherein the service request includes adjusting air quality and

monitoring noise in a geographic area associated with the network environment.

The system of claim 1, wherein the service request includes making determinations
about smart waste management and energy consumption management in a geographic

area associated with the network environment.

The system of claim 1, wherein the service request includes smart parking assistance

in a geographic area associated with the network environment.

The system of claim 1, wherein the service request includes audio and video
infotainment in vehicles in a geographic area associated with the network

environment.

The system of claim 1, wherein the service request includes authenticating drivers in a

geographic area associated with the network environment.

The system of claim 1, wherein the service request includes monitoring structural

health of buildings in a geographic area associated with the network environment.

The system of claim 1, wherein the service request includes determining and
providing safe share rides in a geographic area associated with the network

environment.
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30. The system of claim 1, wherein the service request includes execution of a smart

amber alerting system in a geographic area associated with the network environment.

31. The system of claim 1, wherein the service request includes execution of driver
distraction alerting systems in a geographic area associated with the network

environment.

32. The system of claim 1, wherein the service request includes providing and managing

autonomous driving in a geographic area associated with the network environment.

33. A method for processing a service request within a network environment, the method

comprising:

receiving, by an edge controller from a primary fog node in a first cluster of fog
nodes, a service request resource data for a service request, wherein the first cluster of fog
nodes is configured to execute service tasks received from the network environment, the first
cluster of fog nodes further including nearest neighbor fog nodes of the primary fog node;

identifying, by the edge controller and based on the service request resource data,
available resources at the nearest neighbor fog nodes and the primary fog node;

determining, by the edge controller, whether the nearest neighbor fog nodes or the
primary fog node have resource blocks available to fulfill the service request;

identifying, by the edge controller and using a DRL algorithm, that the service request
can be fulfilled in response to determining that (i) the nearest neighbor fog nodes or the
primary fog node have the resource blocks available to fulfill the service request and (ii)
expected future reward for saving the resource blocks available to fulfill the service request
for future service requests is less than an expected reward associated with serving the service
request at another of the nearest neighbor fog nodes or the primary fog node; and

serving, by the edge controller, the service request at one of the nearest neighbor fog

nodes or the primary fog node based on determining that (i) the one of the nearest neighbor
fog nodes or the primary fog node has the resource blocks available to fulfill the service
request and (i1) the expected future reward for saving the resource blocks available is less
than the expected reward associated with serving the service request at the another of the

nearest neighbor fog nodes or the primary fog node.

34. The method of claim 33, wherein:
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the service request is received, by the primary fog node and from the network

environment, the service request including a timestamp and a utility, and

the service request resource data includes the timestamp, a quantity of resource blocks

required to serve the service request, and a hold time required to serve the service request

locally by any one of the nearest neighbor fog nodes or the primary fog node.

35.

36

37.

38.

39.

40.

41

The method of claim 33, wherein the edge controller is the primary fog node or one of

the nearest neighbor fog nodes in the first cluster of fog nodes.

. The method of claim 33, wherein the edge controller is centrally located in a

geographic area of the first cluster of fog nodes.

The method of claim 33, further comprising learning, by the edge controller and using
the DRL algorithm, how to (1) allocate limited resources in the first cluster of fog
nodes for each service request and (i1) maximize grade-of-service (GoS), wherein the
GoS is a proportion of a quantity of served high-load service requests to a total

number of high-load service requests in the first cluster of fog nodes.

The method of claim 33, further comprising assigning, by the edge controller, a

reward for serving the service request.

The method of claim 33, further comprising serving, by the edge controller, the
service request based on determining that the expected reward associated with serving

the service request exceeds a threshold value.

The method of claim 39, wherein the expected reward associated with serving the
service request is greater for serving a low-load service request than serving a high-

load service request.

. The method of claim 40, further comprising assigning, by the edge controller, a

negative reward based on rejecting, by the edge controller, the low-load service

request.
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42. The method of claim 40, further comprising assigning, by the edge controller, a
positive reward based on rejecting, by the edge controller, the high-load service

request having a same utility as a utility of the low-load service request.

43. The method of claim 40, further comprising assigning, by the edge controller and
when the first cluster of fog nodes are busy, a reward for (1) serving the high-load
service request, (i1) serving the low-load service request, (iii) rejecting the high-load
service request, (1v) rejecting the low-load service request, (v) rejecting the high-load
service request when the first cluster of fog nodes are busy, and (vi) rejecting the low-

load service request.

44. The method of claim 33, further comprising serving, by the edge controller, the
service request based on determining that serving the service request achieves one or
more key performance indicators (KPIs) for the network environment, wherein the
KPIs include at least one of (1) GoS, (i1) resource utilization, (ii1) cloud avoidance,

and (iv) overall performance.
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Algorithm 1 Learning Optimum Policy Using DQN

11:
12:

13:

14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

Qo OOhRw M=

Select {y,e} [0,1], p (0,1}, n € {1, 2,...,D};
Create DNN model and target model with weights w and
W, respectively;
Initialize: w, W, the replay memory M with size D;
Initialize: s;
fort=0,1,2,....,T do
Take action a,according to & = €-greedy, and observe
ryand Sy, q;
ppendtthe observation (s, ay, Iy, Syy1) to M;
S St+1,
Sample a random minibatch of n observations from M;

forj=1.2,...,ndo
Predict Q; (s iW);

Oila:] = fj ift+1=T,
jlajl= rj+ ymax Qj (s, a'|w) otherwise.
a
Fit the DNN model for (s, c;aj) by applying gradient
descent step on (Qj - C‘)j-) with respect to w;

end for
if (t mod 7) = 0 then
We—pw + (1 - p)W;
end if
if w converges then
W e— W,
break
end if
end for
Use w* to estimate Q* (s,a) required for ©* using (15)

FIG. 4
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